Thread Synchronization Policies in DrJava

Snce Drlavais built usng the Java Swing library, it must conform to the synchronization policies for
Swing. Unfortunately, the officiad Swing documentation is sparse and misleading in places, so this
document includes adiscussion of the Swing synchronization policies.

The Architecture of DrJava DrJavais apure Java gpplication involving two Java Virtua
Machines (VMs): (i) amaster VM that supportsthe user interface, the DrJava editor, and DrJava
compilation; and (ii) aslave VM that runsthe interpreter and unit tests. DrJavacurrently usesthe
JavaRMI library to support communication between the magter and dave VMs. In the future, a
lighter weight communication mechanism may be used ingead of RMI.

Every Java Virtua Machine (VM) includes severd independent threads of execution. At aminimum,
aVM includes

¥ amainthead that begins program execution with the main method in the program@root
class,

¥  an eat-handingthread (henceforth cdled the eat thread for short) that processdl input
eventsincluding keystrokes and GUI actions such as moving the mouse and depressng
buttons,

¥ agrbagedlationthread tha performs garbage collection either intermittently or
continuoudly; and

¥ afindizationthread that executesfinalize methods for objects after they become unreachable.

The behavior of the garbage-collection and finalization threads does not affect the behavior of the
rest of the program (ignoring performance) with one critica exception. In objectsthat include a
finalize method, this method can be executed exactly axea any time after the object becomes
unreachable. Snce there isno guarantee that finalize methods will executed in atimely fashion, ther
usage in DrJavais confined to collecting information during program testing.  For this reason, we
can safely ignore both the garbage-collection and finalization threads when thinking about thread
synchronization in Drlava

Synchronization in Swing For the sake of smplicity and reduced overhead, most Swing classes
do not perform any explicit synchronization (locking) operations. The generd ruleistha al Swing
code must be executed in the event thread. When thisruleisfollowed, no synchronization problems
involving Swing operaions can arise because al of the code for these operationsis executed
sequentidly in the same thread.



The event thread is simply an endlessloop that removesthe next event from the Javaevent queue
and processesiit, executing any listenersthat have registered for the event. No actions are performed
by the event thread outside of this strict Girst-come-first-servedOorder processing of GUI events.

In smple Swing applications, dl program code (except for some initidizetion code) runsin the event
thread; the main thread terminates (dies) after the initidization phase just asthe event thread is
effectively activated.!

I'n more complex Swing gpplications like DrJava, this smple discipline does not suffice because some
GUI eventstake along timeto process. During the processing of such an event, the processing of

dl other eventsisinhibited (locked out). Asaresult, the gpplication cannot respond to any other
event requests (no matter how trivid) in the interim. This limitation can be overcome by spawvning
new threadsto process events that may take alongtime to process. Unfortunaely, the logica
complexity introduced by spawning new threadsis enanmous Most apparently religble multi-threaded
programs are riddled with hidden synchronization bugsthat are masked by the fact that the particular
schedules required to reved the bugs are not generated during program testing. At thissage in the
evolution of DrJava, it isno exception. We have along way to go before we can clam that DrJavais
free or nearly free of synchronization bugs.

Complying with the Swving event-thread restriction The Swing library provides two static
methods for remotely running code in the event thread:

void invokelL ater(Runnabler)
void invokeAndWait(Runnabler)

These gatic methods are not very wdl-documented in the officid Javadocumentation but they are
found in twodifferent placesin the JavaGUI libraries the classes javax.swing.SwingUtilities and
javaawt.EventQueue. The versionsin javaawt.EventQueue may be dightly preferable because the
versonsin SwingUtilities imply forward their calsto the corresponding methods in EventQueue.

The method invokeL ater(Runnabler) takes aRunnable (the class used to represent the ammend design
pattern in the Javalibraries) and placesthat action a the end of the Javaevent queue. The action is
agndranaus the method returns as soon as the specified action has been queued. The action is

1 The details of this handoff are delicate. Some simple Swing applications occasionaly fail because the handoff
isnot handled properly. Roughly speaking, aGUI component should not be touched except from the event
thead once it has been redlized, which happens when setVisibl e(true), pack(), show(), or validate() are invoked
on the component. Thisruleisrough because it is often not clear when reslizing one component indirectly
reglizes another component. It isperhaps better practice not to touch any GUI components from threads
other than the event thread once any component has been realized. Notetha some swing operations may not
work reliably on GUI components that have not yet been redized. For example, the field of aJTextArea
should not be set until it has been redlized.



executed sometime in the indefinite future by the event thread after dl previoudy queued actions
have been performed. Hence, if some code following acal on invokeL ater depends on the execution
of the requested action, we have a serious synchronization problem. How do we know when the
requested action has been executed?

The method invokeAndWait(Runnabler) isintended to addressthis problem. It takes aRunnable,
places that action at the end of the Java event queue, and watsfor the event thread to execute the
action. But invokeAndWait has an annoying fegture: it throws an exception when it is caled from
within the event thread. 1n acomplex goplication like DrJava, the same method can be caled from
the event thread and other threads. In generd, it is very difficult to determine which threads call
which methods.

In Drdava, we have worked around the limitations and inconveniences of the Java

invokelL ater/invokeAndWait methods in the Javalibraries by defining our own versons of these
methodsin the class edu.ricecs.util.swing.Utilities. Our versonsfirg test to seeif the executing

thread isthe event thread. If the answer is afirmative, then our methods immediately execute the
run() method passed in the Runnable argument and return. Otherwise, our invokeXXX methods cdl
the corresponding method in javaawt.EventQueue. Note that our versions of the invokexxx methods
are very efficient if they hgppen to be called in the event thread because no context switching is
required to perform the requested action.

In some Stuations, the digtinction between the DrJavaversons and the Sun versions of these
primitivesis criticaly important. In particular, it may be essentia to run some code in the event
thread dte al of the pending eventsin the event queue have been processed. In these Stuaions,
DrJavamust usethe Sun versions of these methods. On the other hand, if acdl on invokeAndwait
can be executed in the event thread as well as other threads, DrJavamusgt use our version of
invokeAndwWait. Similarly, if DrJavamust run some Swing code asynchronoudy in an arbitrary thread
after al of the events dready in the event queue have been processed (for example, the execution of
some notified ligenerstha run Swing code in the event thread using invokeL ater) then DrJavamugt
use the Sun version of invokeLater. 1n the absence of this timing congraint, the DrJavaverson of
invokeL ater is preferable to the Sun version because it performsthe requested action more quickly if
the event thread is executed.

The DrJava Utilities class dso includes the method void clearEventQueue() which, when executed in a
thread other than the event thread, forces dl of the events currently in the event queue to be
processed before proceeding. If it is executed in the event thread, it immediately returns because the
event thread cannot wait on the completion of processng apending event!

Exceptions to the Swing event-thread restriction The Swing event thread retriction is not
tenable for some Swing data structures, particularly documentsthat contain editable text. Some
Swing classes are intended to accessed by threads other than the event thread but thisfact isnot very



wel-documented in Sving. Most Swing components have both aviev(the GUI widget displayed on
the screen) and amodd, which isthe data structure associated with or depicted by the view. For
example, a Swing JrextPane has an associated Document that isdisplayed in the pane. While Document
is an interface with ungpecified synchronization policies, dl of the implementations of the Document
interface in Swing are derived from the abstract class AbstractDocument which includes a

readers writers synchronization protocol. To our knowledge, dl of the public methodsin these
classes are thread-safe, even though most of them are not documented as such. (We believe tha
they must be thread-safe because the would break the execution of the methods that are documented
asthread-safe if they weren@)

All of the DrJava classes derived from AbstractDocument (including SwingDocument,

AbstractDJD ocument, DefinitionsDocument) conform to the readers writers synchronization protocol
edablished by AbstractDocument. In particular, any code segment in these classes that modifies
instance fields must be bracketed by calls on writel ock() and writeUnlock(). Smilarly, any code
segment that only readsinstance fields in these classes must be enclosed by calls on readL ock() and
readUnlock(). Notethat the extent each such code segment is determined by whatever actions must
be performed aomicaly with regard to the gae of the ingancefieldsin that class. For example, a
code segment that appendstext to the end of adocument must perform writel ock() before reading
the length of the document (using getL ength()) and perform writeUnlock() after insertingthe
gopended text (using insertText(E ) a offset getL ength().

The same readers/ writers protocol is used in severd DrJava classes tha dexraeclasses derived from
AbstractDocument. These classes include dl classes that implement the DrJava ReadersWritersL ocking
interface such as ConsoleDocument and InteractionsDocument. Unfortunately, the writel ock() and
writeUnlock() methods in AbstractDocument are not public, so they are renamed as acquireWritel ock()
and releaseWriteL ock() in ReaderswritersL ocking because some (in fact most) classes that implement
ReadersWritersL ocking are derived from AbstractDocument. 1N in ReadersWritersL ocking, the names of
the readL ock() and readUnlock() methods from AbstractDocument are similarly renamed as
acquireReadL ock() and releaseWriteL ock()for the sake of naming consstency.

In contrast to JrextPane, the JList and Jrree GUI widgets have associated models (DefaultListModel,
DefaultTreeModel) that can anly beaaessal in theeant threed  From the perspective of DrJava, this design
choiceis regrettable because it makes it more expensive and tedious to access and modify the models
associated with these widgets. According the officid documentation, there is no dternative to
executing code that accesses DefaultListModel and DefaultTreeModel in the event thread. But we
conjecture tha the context switchesinvolved in this goproach would significantly degrade the
responsiveness of DrJava. Consequently, we use adifferent synchronization policy that gppearsto
be compatible with the assumptions made in the Swing library regarding these classes. 1n DrJava, we
do not usethe JList and Jrree classes directly. We extend these classes by the DrJava classes
JListNavigator/JListSortNavigator and JrreeSortNavigator. Our synchronization policy for these classesis
based on the observation that al operaionstha change the gate of the modelsin



ListNavigator/JListSortNavigator and JrreeSortNavigator are methods within these classes-with the
exception of selecting the currently active item in the JListNavigator/JL istSortNavigator Of
JrreeSortNavigator. This selection can be performed by triggering events corresponding to the JList
and Jrree GUI interface, eg, changing a selection using the mouse. Fortunately, the JList and JTree
classes provide ahook for performing a client-specified action in the event thread when such a
selection is made.

Snce the current selection can be changed directly by GUI code, our solution isto keep a shadow
copy of the current selection (called _current) in JListNavigator/JListSortNavigator and
JrreeSortNavigator. The gate of the shadow copy is updated using the hook method provided by the
Jist and Jrree classes. Within DrJavathe current selection is dwaysread from the shadow copy.
Note that the only Javacode tha can see an inconsistency between the current selection recorded in
the Swing model and our shadow copy are document listenersthat execute before the listener that
updates the shadow copy.

Code segmentsin JListNavigator/JListSortNavigator and JTreeSortNavigator that modify the state of the
associated model must run in the event thread. Hence, they must be embedded as commands within
cdlson the DrJavainvokexXX methods. These code segments must also synchronize on the
associated model (the field named _model). Similarly, code segmentsin

JListNavigator/JL istSortNavigator and JrreeSortNavigator that access (read) the sae of the associaed
moded must synchronize on the modd or run in the event thread. The explicit synchronization on
the associated model enables code segmentsthat only read the state of this modd to run outsde the
event thread provided that they perform aread lock on the model.

In hindsight, we might have used areaders writers locking protocol ingead of simple lockingto
gynchronize accesses to the DefaultListM odel/ DefaultTreeModel corregpondingto a
JListNavigator/JListSortNavigator/ JTreeSortNavigator.

Locking the Reduced Model and Other Data Structures The DrJavaclassesthat extend
and decorae Swing document classes (A bstractDocument and its descendants) augment the Swing
document with extradata structures, most notably the Geduced modelOwhich summarizes key
textud features (namely comment and string boundaries and the nesting structure of braces) of the
document. Thesedaa structures must be protected by essentialy the same locking regimen asthe
embedded Swing document. Whenever these structures are read or modified, the code must first
perform aread lock on the associated document (typicaly this). In addition, the data structure itsdlf
must be protected from concurrent access by its own lock because multiple threads can obtain aread
lock on the document. The mogt important auxiliary data structure in our document classesisthe
reduced moddl. When Drlava ade acessss theredued modd, it mugt aquireareed lak a writelok anthe
asiated doumant bdfarel oking thereducd nood. | f the associated document is potentially modified by
the code for this operation, the lock must be awrite lock. Otherwise, it should be aread lock.



All accessesto dl DrJava objects accessed by multiple threads must be controlled by a
gynchronization policy. In mogt cases, they can be accessed only after a corresponding lock is
acquired. In some cases, marking the objects asfind or volatile may suffice.

Unsynchronized Read Operations Thereisan important class of read operaionsthat are
exempt from synchronization requirements in Java gpplications that run on asingle processor. If a
singleread operation isthe only observation required to perform an aomic operation on ashared
datastructure, then it can usualy be done without any synchronization. This optimization assumes
that the state of thisfield isdwaysvdid, i.e, tha it is never given adummy vaue tha should not be
observed whileit isbeing updaed. In addition, it assumestha the vdue of such afield has been
fully initidized and that the observing thread can seethe most recent update of thefield that must
have hgppened as congtrained by control flow.

A shared variable that is directly assigned to the value of new operation may not be fully initidized
because the varigble is bound to the location of the allocated object bdaethe congructor isinvoked
for that object. This problem can be avoided by binding the value of the new operdion to a
temporary varigble and assigning the temporary to the shared variable.2

The visbility problem is more subtle. The Javamemory mode alows the Javacompiler to cachethe
values of fields (locd variables cannot be shared) in registers (including stack locations) and to re-
order the execution of updatesto non-voldtile fields aslong as no dependences are violated (which
assuresthat the semantics of purely sequential code is unaffected). They only have to be written
back to the hegp (making their updated values visible to other threads) to conform to memory
barriers created by synchronization operéions and volatile declarations. 1f accesses from different
threads are both protected by acommon lock, then the code produced by the compiler must ensure
that accesses of these threads are visible to each other. Note tha the threads mugt use the samelock.
The compiled code does not have to write back the vaues of fields modified under the protection of
alock when thelock isreleased. The code can leave the valuesin regigters until an atempt is made
to accessthem under protection of the same lock.

Snce locking is an expensve operation, Java provides alighter weight mechanism cdled avolatile
declaration for ensuring that updatesto afield are visble immediatdly. If afield isdeclared as
volatile, then its value must be immediately written back to the heap every timethat it is modified.
Hence, dl shared fields of Java classes should be declared volatile unless they are dready uniformly
protected by explicit locking operations. For example, the field _reducedModel in the various DrJava
document classes does not need to be volatile because it is dways explicitly locked before it is

2| don®know why this indirect assgnment semanticsfor new operaions is not built into Java. Perhapsthe
designers of Javadid not want to foster the development of Javaapplications that only work correctly when
run on asingle processor.



accesed. On the other hand, the _current field in JListNavigator must be declared asvolatile because
accesxes to this varidble are not sysematicaly protected by a particular lock.. In practice, the failure
to declarefields as volatile gopears to be masked in most Stuationsin uniprocessor implementations
of Java Thisisan empirica observation not based on any assurances from the Sun VM developers.
Multiprocessor persond machines will soon be the norm so no application can legitimately be
developed assumingthat it will be run on auniprocessor. Moreover, there is nothing in the Java
specification that states a uniprocessor implementation hasto treat al fields as voldtile.

I mplications of Multiple Processors Hyperthreaded CPUsthat GimultaneouslyOrun two
independent threads on the same CPU core are now commonplacein persona computers. Such
CPUs can accommodate two different threadsin the CPU a once. When one thread stdls because it
iswaiting for datafrom main memory or some other reason, the CPU switches ingantaneoudly to
running the other thread. We have not observed any of the pathologies associated with multiple
processors in hyperthreaded CPUs for reasons that wewill discuss later.

Many servers and some high end persona computers have multiple CPU cores. Until recently, all
commonly used CPU chips only contained a single core so multicore computers were restricted to
architectures accommodating multiple CPU chips. But the most recent wave of higher end CPU
chips contain multiple cores, which will soon make multicore computer architecturesthe normin
persond computers. This change has enormous implications for Javaapplicationsincluding DrJava

In the context of multicore architectures, unsynchronized read operations are unsafe for two reasons.
First, each processor has a separate cache which meanstha writes performed by one thread may not
be visble by another thread in the asence of aprotocol that flushesthe cache. On asingle
processor, this flushing takes place on every context switch, so the caching of writesistransparent.
On multicore architectures, however, no such seria flushing is possibleN making the application
program responsible for implementing the necessary cache flushing. Aswe observed above, the Java
Virtua Machine assumes responsibility for writing cached copies of field vaduesto main memory in
certain situations involving exdidt synchronization.? 1n particular, writes and reads that are done
under the protection of the samelock behave asif they are seridly interleaved operations on man
memory. In other words, if awrite operaion happens before aread operation, it will be visble to
the read operation. |n the absence of synchronization or volatile declaraions, writes tha happen
before reads may not be visible,

Declaring afield asvolatile is alighter waght dternative to explicit synchronization that ensuresthe
atomicity of writes and reads assuming that the field that is no larger than 32 bits (excluding fields of
type double and long). The use of volatile declaraions only suffices when the desired atomic

3 Loca variables in methods are unaffected by this caching process because they are only accessible in the
thread executing the method.



operaions are reads and writesN properties that we have been taking for granted for al fiddsin the
coding of DrJava. We need to make sure that all shared fields are either (i) always protected by
synchronization or (ii) declared asvolatile. Unfortunately, Java has no mechanism for declaring and
enforcing which fields can be shared. 1t should!

By the way, declaring fields of type long and double is still useful because it ensuresthat writes are
immediately visible to al threads. The only problem isthat another thread can see such afield in an
inconsigent stae when only haf of it has been updated! But another thread may be able to deduce
that an update of along or double is complete because a subsegquent operation on avolatile varigble
(tha isnot long or double) has occurred. The order of accessesto volaile variables within a given
thread cannot be changed by the compiler! Moreover, the updates must be made visible to other
threadsin the order in which they occur.

Besdesfield caching, there is another potentia source of synchronization falure: compiler
optimization. The JIT compiler in the WM is dlowed to reorder the execution of read and write
operationswithin athread as long as the optimization are tranguarant tothet threed  Unfortunately,
these reorderings may not be transparent to other threads. Explicit synchronization and volatile
declarations establish memory berrigsthat prevent the compiler from caching and reordering accesses
to fields. For example, the compiler cannot move aread or write operation across a synchronization
barrier or reorder read and write operations on volatile varigbles. In essence, compiler optimizations
cannot visibly affect the execution of code involving shared data as long as this code uses either
explicit synchronization or final and volatile declarations to protect accesses to shared data

We have not discussed final fidlds. Once a constructed object becomes visible to another thread, dl
of thefinal and volatile fieldsin that object must be initidized and visble. Moreover, the final fields
hereditarily within such objects are visible. Note that the same claim is not true for fieds that are
neither final nor volatile. Failing to declare ashared congtant field asfinal isamaor coding error
because the vighility of itsinitid vaue in threads other than the initidizing thread can be deferred
indefinitely. The VM can return the value null or some partidly initialized object when the field is
accesed.

Themord of this story isthat in multi-thread programs, thefinal and volatile modifiers are your
friends. The volatile modifier inhibits some optimization but it has aminima impact on most
computations.

In hyperthreaded CPUs, field caching within individud threads has not yet proven to be aproblem in
DrJava perhgps because the two threadsinvolved share the same cache. We aso have not yet seen
any code reordering effects but we always execute D rJava.on our hyperthreaded machines in lient
modeOand suspect that little reordering is donein client mode. We might see different resultsin
Qerver modeQ Some of our dua core machines automatically use GerverOmode, which may be one
reason why they have produced many more synchronization glitches during testing.



Revising DrJavato Cope with Multiple Processors We clearly need to declare dl shared
fieldsthat are read or written without synchronization asfinal or volatile. We dso may need to
introduce additiona explicit synchronization athough we have not yet identified any specific
examples.

Further Reading on the Java Memory Model and Concurrency Werecommend the
FAQ web stefor Java JR-133 (the new JavaMemory Modd) and the sitesthat it references. The
FAQ can befound a: http:/ / www csumd.edu/ ~pugh/ javal memoryModel/ jsr-133-fag.html.




