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Characterization of Block Memory Operations

Michael Calhoun

Abstract

Block memory operations are frequently performed by theajp®y system and consume
an increasing fraction of kernel execution time. These afans include memory copies,
page zeroing, interprocess communication, and networkihgs thesis demonstrates that
performance of these common OS operations is highly dep¢ondehe cache state and fu-
ture use pattern of the data. This thesis argues that piedizt both initial cache state and
data reuse patterns can be used to dynamically select timabpigorithm. It describes an
innovative method for predicting the state of the cache liygua single cache-line probe.
The performance of networking, which is dominated by keowoglies, is improved by the
addition of dedicated hardware in the network interfac@aly, based upon the behavior
of block memory operations, this thesis proposes improves®uch as a hardware cache
probe instruction, a dedicated memory controller copy e&gand centralized handling of

block memory operations to improve performance in futusgeys.
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Chapter 1

Introduction

The disparity between memory bandwidth, memory latenaythe performance of super-
scalar microprocessors has made memory copies a perfoerbattteneck for many years.
Further compounding this problem is the failure of memorgtegs to keep pace with
improvements in microprocessors. In modern systems, ibisincommon to see laten-
cies of hundreds of processor cycles for a memory trangacBecause memory latency
and bandwidth do not improve as quickly as microprocessdoprance, an increasing
fraction of execution time is devoted to block memory operet. Kernel block memory
operations, such as page zeroing and copying between uskearel space, are especially
problematic. These operations are often critical for mgwiata between applications,
communication with devices or remote systems, and prateetithin the system, so they
cannot be easily eliminated.

This thesis characterizes the behavior of block memory aijers and proposes a
methodology to improve kernel block memory operation panfance. It describes com-
mon block memory operations and evaluates their performmaathe cache state and data
reuse pattern is varied. The differing performance aclidwethe various block memory
algorithms motivates the methodology of dynamically sitecthe optimal copy algorithm

after determining the current system state. The thesiedudrgues that the frequent and



predictable behavior of block memory operations could reh&r improved with a ded-
icated hardware innovation located in the memory controllEhis thesis discusses the
behavior and provides a performance analysis of hardwachamésms in the network in-

terface designed to accelerate block memory operationsgloetworking.

1.1 Contributions

The contributions of this paper are as follows:

1. This thesis demonstrates that performance of block mgmoerations on modern
systems is highly dependent on the state of the system aihtleeof the operation.
The performance of the best algorithm is dependent on theecstate of the source
and destination and whether or not the destination will lbsed before it is evicted
from the cache. Even though these block memory operatiambecoming a bot-
tleneck in modern operating system performance, currestesys do not utilize this
information to determine whether the source should be fofeéel prior to the copy
and if the destination should be written with temporal or-#@mporal store instruc-

tions.

2. This thesis arrives at a surprising result that the catdte sf the source and des-
tination of a block memory operation can be predicted bagenh the cache state
of the rst element of each block. By accounting for the lacatof the source and
destination region of memory along with the reuse patterthefdata, the kernel

can adaptively use non-temporal stores and prefetch cigins when they are most



bene cial and avoid using them when the destination is alyeaached or when the

data will likely be reused.

. This thesis further demonstrates that the special beha¥iblock memory opera-

tions in networking lend themselves to optimizations thse gpecialized hardware
in the network interface to reduce or eliminate the copigsired to send data over
the network. It disproves a common perception that netwgris a compute bound
operation by demonstrating that the bene ts of TCP Segntiemt&®f oad are due to

improvements in the performance of block memory operatidhese optimizations
are essential to improving the performance of the netwgrkurbsystem as commu-

nication capacity increases.

. This thesis argues that the behavior of block memory tjp@iasuggest a series of
innovations that could improve the performance of the dpeyasystem in future
systems. First, a hardware cache probe instruction thatlegammine if a given ad-
dress is resident in the cache would signi cantly reduce dherhead required to
select an optimal copy algorithm. Secondly, an enhanceroetite memory con-
troller that provides a means of asynchronously perfornzaghe-to-memory and
memory-to-memory copies with low overhead would improvdgrenance in many
cases. Finally, it proposes a centralized block memoryatjmer handler that can
better consider all of the information available to the @pieg system when making

decisions about the correct algorithm to use.



1.2 Organization

The remainder of this thesis proceeds as follows:

The next chapter discusses previous work in studying andawipg the performance
of block memory operations. Caches have been shown to @eghi cant bene t to the
memory system, but the behavior of block memory operationsad always work well with
the temporal nature of cache algorithms. Prefetching isresd to reduce the bottleneck
of block memory operations, but unnecessary or uselesstphefs can degrade overall
system performance. Many of the algorithms in this thesssaalapted from existing copy
routines, and they are discussed in Section 2.1.3. Firmakyjous work has demonstrated
the improvements in block memory operations that are ptesgibnetworking, such as
direct cache access, TCP Of oad, and zero-copy schemes.

Chapter 3 shows the frequency and breakdown of block menpmations in the ker-
nel. It then discusses the behavior of block memory operatio the kernel and illustrates
how data moves between applications and the operatingsysti;mg block memory oper-
ations.

Chapter 4 describes the behavior and performance of etddock memory opera-
tions. It discusses the different algorithms used in oping kernel block memory opera-
tions and how they interact with the hardware. Finally, thepter concludes by illustrating
the differing performance of block memory operations defi@non cache state, data reuse
patterns, and processor architectures.

Chapter 5 demonstrates how to use information about themustate of the system in



order to optimize block memory operation performance. Bysatering only a single cache
line for an arbitrarily large region of memory, an accuratedictor of cache residency can
be used to dynamically select the appropriate copy alguritfhis further motivates a

hardware improvement that can lower the overhead of prai@gurrent system state.

Chapter 6 proposes a hardware improvement to acceleratk mlemory operations.
By augmenting the existing memory controller, the proceasd cache can be freed from
some of the performance issues associated with block meopamations. This hardware
modi cation increases the functionality of the memory aatier and provides a means of
moving data around the system asynchronously from otheegsing.

Chapter 7 discusses improvements to the networking subrayand their effect on
block memory operations. TCP Segmentation Of oad and Ren¥IA are both algo-
rithms that reduce or eliminate kernel block memory operatiwhen moving data from
the application memory to the network.

Finally, Chapters 8 and 9 conclude the thesis with a disonssi future work and a

summary of the important contributions of this thesis.



Chapter 2

Background and Related Work

Previous research has demonstrated frequency and pofarfiarmance impact of block
memory operations. This chapter introduces the relatet associated with block mem-
ory operations. Caching and prefetching affect the perémree of block memory opera-
tions, and both have been shown to have non-ideal behavien witeracting with block

memory operations. Previous implementation decisioraroigg existing copy algorithms
have shown that software optimizations for block memoryrapens have not made their
way into current systems. Finally, past research on netwgikas attempted to eliminate

or reduce the performance impact of block memory operations

2.1 Kernel Block Memory Operations

Previous researchers have observed the poor cache beb&ta operating system. In
1988, Agarwakt al. observed that interference between memory accesses bygéehatiog
system and memory accesses by the application resultegherthan expected cache miss
rates. Furthermore, they observed that memory accessas bpérating system exhibited
higher cache miss rates than memory accesses by the ajplichiowever, they did not

determine the contribution of memory copying and zerointh&operating system's miss



rate separately from other memory accesses.

Chen and Bershad [5] investigated the performance of bloakany operations when
they characterized the memory system performance for twadeimentations of Unix:
Mach, based on a microkernel architecture, and Ultrix, ¢hasea monolithic kernel ar-
chitecture. Through simulation they derive the memory eyger instruction (MCPI) for
Mach and Ultrix under a variety of workloads. Their resulisw that memory copying and
zeroing by the operating system accounts for a large fractfots MCPI, speci cally, up
to 26.6% for Mach and up to 39.3% for Ultrix. Although memoopging and zeroing was
a larger fraction of Ultrix's MCPI, in absolute terms, thentobution of memory copying
and zeroing to MCPI was higher for Mach.

While there has been little work speci cally targeting theche behavior of the op-
erating system, there has been signi cant cache and phafeicesearch relevant to the

performance of block memory operations.

2.1.1 Cache Policies

Previous research has shown that the cache policies frdguaplemented in modern ma-
chines are not necessarily the ideal policies for block mgroperations. Several studies
have examined the interaction between memory system acthie and copying garbage
collection [9, 33, 41, 43]. In order to improve cache perfanoe for Lisp programs, Peng
and Sohi [33] advocated an ALLOCATE instruction which altes a line in the cache

without fetching it from memory. Both Wilsort al. [41] and Diwanet al. [9] studied



SML/NJ programs, concluding that the cache should impldéraenrite-allocate policy
with sub-block placement. In such a cache, each cache lingists of two or more sub-
blocks and each sub-block has its own valid bit. Like Peng@uotd's ALLOCATE instruc-
tion, write allocate with sub-block placement permits theaation of a cache line without
fetching it from memory. The difference is that to avoid tle&ch a write miss must com-
pletely overwrite the sub-block. Block memory operatiors lgkely to overwrite at least
one sub-block, as most of the data written is larger thanli?ef a cache line.

Jouppi also studied the effects of different cache writacped on the performance
of numeric programs, CAD tools, and Unix utilities [17]. Haandling write misses, he
came to the same conclusion as Diwetnal. [9]: he advocated a combination of a no-
fetch-on-write policy, implemented by sub-block placememd a write-allocate policy.
Speci cally, he found that reuse frequently occurred befeviction under a write-allocate
policy. Hence, a write-allocate policy outperformed a eAdround policy.

Unfortunately, neither an ALLOCATE instruction nor sulbk placement are sup-
ported by today's widely-used, general-purpose processburthermore, data reuse be-
fore eviction of the writes that are performed by block meynoperations in the kernel
is dependent on operating system and application behaVlwgse access and reuse pat-
terns vary widely between applications, and the use of ta¥fen-write or write-allocate
with sub-block placement policy is not necessarily possadvlappropriate for kernel block
memory operations on modern microprocessors. Howeveremaoaiicroprocessors do

provide non-temporal store instructions and write conmmgruffers. In many ways these



approximate the behavior of the ALLOCATE instruction. If antire cache line is writ-
ten using non-temporal stores, then the data is aggregatedrite combining buffer and
is not fetched into the cache. In addition, when the dataleased from the write com-
bining buffer, it goes straight to memory. This both elintggthe initial fetch and also
prevents the new data from polluting the cache. Unfortupateere are typically very
few write combining buffers and non-temporal stores penf@oorly when the data is al-
ready cached, as they force an eviction from the cache beferdata is written rather than

afterwards.

2.1.2 Prefetching Policies

Past prefetching work has largely focused on predictingtvd@ations to prefetch, at-
tempting to perform those prefetches early enough, andwmigimg useless prefetches that
waste memory bandwidth. Software prefetching can be qtféetere at accomplishing
these goals [4, 24, 32, 1, 36]. However, it can also incurigignt overhead. For exam-
ple, prefetching an 8 KB block of 64 byte cache lines wouldure®)128 prefetch instruc-
tions. Hardware prefetching, on the other hand, incurs stougtion overhead, but is much
more likely to waste memory bandwidth with useless prefesa@md to perform prefetches
late [16]. Since block memory operations perform memorgases sequentially, very sim-
pleone block lookaheaprefetchers, such as prefetch-on-miss and tagged pré8af;ttan
be quite effective. However, with today's memory laten@eg block lookahead may not

result in timely prefetches, so more aggressive sequeargébtching, such asext-N-line
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prefetching [37, 38] andtream buffer$18], are likely to be necessary in order to prefetch
all blocks in a timely fashion. The problem with such aggressequential prefetchers is
that they will perform numerous useless prefetches andewasmory bandwidth in other
portions of code [34]. It is possible to adaptively deterenin hardware the amount of
sequential prefetching to be performed [8, 22]. Howeverstnobthe performance bene t
is lost due to the overhead of calculating the optimal potfstrategy and the time it takes
to adapt to the current application.

To achieve the accuracy of software prefetching and the legrheead of hardware
prefetching, integrated hardware/software prefetchragare necessary [10, 6, 39, 40].
Such schemes may possibly improve copy performance by gévensoftware inform the
hardware prefetcher to perform aggressive sequentiafatehg upon entrance to the copy
routine. Furthermore, prefetching with write hints in artie prefetch the destination into
an exclusive cache state may also allow improved copy peeoce. A few architectures,

including the MIPS, have such prefetching instructions.

2.1.3 Existing Copy Algorithms

Existing copy routines in common use do not follow the modedtimized copy routine
of Figure 4.1 exactly. Instead, unoptimized copies, stoogies, or MMX copies are often
used. The C library implementation of memcpy() copies d&ti8& at a time in a sim-
ple C language loop. This routine does not use prefetchuctsbns and is implemented

using temporal stores. Because this copy routine is notmagdid for any particular archi-
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tecture, its performance is not optimal for all situatiofifie FreeBSD and Linux kernel
use an optimized assembly language copy routine implerdevith I1A32 string move in-
structions without prefetching. This routine has lowerrtread than any of the optimized
copy routines and also performs as well as any block memaguyrithm that uses tempo-
ral stores and no prefetching. The hardware-optimizedginove instructions make this
copy routine superior for small in-cache copies. Finaly tinux kernel also employs
MMX instructions, if the architecture supports them, in@rdo take advantage of the 8-
byte loads and stores. This routine uses a series of nokibppre-fetch instructions to
fetch six 64-byte cache lines before it begins the copy.dbtberforms the copy 64-bytes at
a time, pre-fetching the next cache line before performimegdopy on the current 64-bytes.
In each case, the decision on which copy algorithm to usetermdned at compile
time based on the architecture of the system. The operatsigra then executes the same
statically-selected copy routine for each call of that tiort Since the most-prevalent,
but far from only, access pattern of data is one of temporaeagecurrently no operating

systems compile non-temporal stores into their block mgmmutines.

2.2 Networking
2.2.1 TCP Of oading

Bilic et. al. [2] demonstrated a methodology of of oading @rppon of the TCP processing
to the network interface, called Deferred Segmentations @lgorithm allowed the oper-

ating system to create large TCP frames which were procdsséue network interface
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into multiple smaller frames. Though similar to TCP Segragah Of oad (TSO), their
algorithm maintained connection state meta-data in omleollect acknowledgments from
the receive system and send only one ACK back to the hostrsyfsteprocessing. This
requires signi cantly more processing capability on théwaek interface, and no current
implementations are available on the market. This algorigmould show similar perfor-
mance to the TSO algorithm, with reduced time spent proegs&CKs. However, their
paper does not show any performance numbers.

TCP Of oad Engines, as proposed by the 10GbE Alliance [4Z}Her attempt to move
TCP/IP processing tasks to the network interface. Her&ggmrtions of the network stack
are pushed onto the card, including connection setup, teandand ow-control. Because
much of the TCP/IP processing would be handled by the NIG, ithprovement should
reduce the computational burden on the host CPU. Howewegftlct on block memory
operations is indeterminate, and the overall effect oresygterformance may be small due
to the memory bound nature of networking. In addition, thiémars point out many of the
dif culties in moving operating system functionality to asynchronous device, such as
communication between the host system and NIC, the signt peocessing and memory
requirements of the network interface, and additional dewify in rmware and drivers.

Hyong-Youb Kim of the Rice Computer Architecture Group ddsed a mechanism to
perform TCP Of oad by means of connection handoff to the reetwnterface [23]. In this
algorithm, the operating system is responsible for initgathe TCP connection between

two endpoints. Once the connection is established, theek@asses the responsibility
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of connection management, ow control, and acknowledgnpeatessing to the network
interface. This reduces the complexity required of the pétinterface compared to other
of oad algorithms and improves the performance of the opegasystem by eliminating

much of the computation required for TCP/IP processing.

2.2.2 Zero-Copy I/O

Zero-Copy 1I/0 is a methodology to eliminate the copy betwienapplication and kernel
when performing I/O [7]. It requires the application to deedata that is aligned on an in-
tegral number of pages. These pages are then remapped hsivigtual Memory system
into the kernel memory space, where the operating systewonestack creates headers
and sends them to the network interface. Any fragments & thatt are not aligned are
processed using normal application-to-kernel copy seicg(gee Chapter 7). Addition-
ally, the application must be prevented from writing to #hesiffers for some time, as the
network stack must retain them for possible retransmitseashye TCP/IP protocol.
Zero-Copy 1/0 works well when the data being transmittedaicin nature so that the
application can create the aligned pages required by tlogitdgh. However, dynamically
generated content poses a dif cult problem for page alignmeCopying data in user-
space to align buffers and use zero-copy is self-defeasimghis type of content typically
uses the single-copy networking pathway. Finally, appiiceprogrammers must write to
differing APIs when using zero-copy and single-copy, caogting the task of obtaining

performance and reliability from web-server software.
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2.2.3 Asynchronous Data Movement

Recently, Intel engineered a protocol to move networking directly from the network
interface to the highest level of processor cache [12]. Beeaf the statically predictable
behavior of networking memory accesses, systems usingtdr@che Access (DCA) ex-
plicity move data for networking headers, payload, DMA dgstors, and noti cation
messages into the cache. This modi cation to the standardh@¥gine and coherence
protocol has particular bene t for TCP/IP receive, as it eiminate many of the compul-
sory misses required to process data placed in main memadhelyetwork interface.
User-level DMA [3, 27] is an attempt to provide explicitlygside asynchronous DMA
transfer facilities to application programmers. By irtitig the DMA transfer in user-space,
these mechanisms remove the overhead of involving the bpgrsystem to set-up, exe-
cute, and notify the user of the DMA. User applications aevented from directly passing
physical addresses to the DMA engine to prevent memory gioteviolations. Instead,
shadow addressing or proxy addressing is used to map stooesthin virtual addresses
into stores to physical addresses that the DMA controllerprets as arguments to a DMA
transfer. Noti cation is provided via a memory-mapped ssategister that must be read by
the user application before using memory involved in the Divisfer. Marakatos' ap-
proach uses the PAL mode of DEC Alpha processors to execiue sede for user DMA,
which allows the addition of user-level DMA without kernebri cation [27]. Blumrich's
approach requires modi cations to the kernel context dwh@ndler to initiate the user

DMA transfer and to perform correctness actions, in thicaquashing any currently ex-
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ecuting DMAs on a context switch [3]. User-level DMA allowsyachronous copying of
data, but does not allow any other context to run on the peaceshile another context's
DMA transfer completes. This requires that an applicati@mgpammer explicitly program

application code to overlap computation with asynchrordMg\ transfers.

2.3 Summary

This chapter demonstrates the many previous innovatiomapoove the performance of
block memory operations in the operating system kernel. éd@w current systems do not
take advantage of the available optimizations and insteadawstatically selected method
to perform all block memory operations. This decision, wlgteatly simplifying the task
of writing block memory operation code, ensures that théoperance of block memory
operations cannot reach an optimal level. As the rest oftikesi$ will show, the varied

behavior of block memory operations argue for an adaptiypeageh to optimization.
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Chapter 3

Block Memory Operation Behavior

Currently, as much as half of the execution time of moderriegjons can be spent per-
forming block memory operations within the kernel, makihgr a potentially signi cant

performance bottleneck. For example, on a modern systerpasaa of an AMD Opteron

250 processor with dual-channel PC3200 SDRAM, 59 to 64% eEBED's execution

time is spent performing block memory operations when nugrihe PostMark [20] and

Chat [15] benchmarks, as shown in Table 3.1. These block meoperations account for
up to 58.7% of the applications' total execution time.

These operations typically exhibit worse cache behaviam tither operations, making
them relatively more expensive to execute. The signi caattion of bytes copied in these
applications cause cache misses. In these applicatior9280 of the data being copied
is not found in the cache, and 82—88% of the target locatidiiseocopies are not in the
cache at the time of the copy.

Though hardware prefetching can attempt to bring some sfdhta into the cache
before it is needed, one of the main reasons why block menyaations are such a large
fraction of the total cycles spent in the kernel is their highcache miss rates—up to 23%
during kernel copies. Block memory operations are largalyt networking, interprocess

communication, and other kernel services. Table 3.1 shioatsnicrobenchmarks targeted
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Table 3.1 : Kernel copy pro les.

| FreeBSD Compile | PostMark [20] | bw_pipe [30] | Netperf[14] | Chat[15] |

bzero 21.4 84.7 0.0 4.8 36.0

Breakdown of bcopy 26.5 2.8 0.0 28.8 27.8

copies by type (%)| copyin 8.7 4.4 0.6 31.4 33.6

copyout 43.4 8.0 99.4 35.0 2.6

Fraction of cycles | Kernel 26.4 59.4 76.6 76.1 64.3

spent copying (%) | Total 3.1 515 74.0 73.8 58.7
Application A Application B

(1) (3)

copyin() copyout()

Operating System Kernel

Figure 3.1 : Communication Between Applications Using Ketiipes

at these operations, hpipe [30] and Netperf [14], are dominated by kernel copies.

3.1 Pipes

Figure 3.1 shows a simple example of block memory operatiotisn the operating sys-
tem kernel when two applications communicate using a pippplidation A begins by

creating some data that it wishes to send to Application Balls the operating system to
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transfer this information using the write() system call ainp (1). The kernel performs a
copy to transfer the data into the kernel's memory spacegubie copyin() function at (2).
Finally, Application B requests the data using the read¢jesy call and the data is copied
to Application B's memory space using the copyout() funetidhe two applications are
able to communicate using an operating system-providesl By requiring the interven-
tion of the kernel, the operating system prevents the agipdic from writing directly into
the memory space of another application. Of the benchmanksidered in this work, two
commonly exhibit this type of behavior.

The FreeBSD Kernel Compile uses operating system provigess po store the inter-
mediate les generated by the compiler after successivegsathrough the source code.
Due to the large code base being compiled, a signi cant amofithese temporary les
are created and stored in kernel pipes until the next compdeation reads them. This
results in some degree of cache thrashing, where many oketusrand write are cache
misses due to the capacity of the cache being unable to Halithe data.

The bwpipe benchmark from the LMBench suite attempts to satuteesystem by
reading and writing a xed message size of 64KB as fast asiplesisetween a writer and
reader thread. This results in a signi cant number of bloakmory operations performed
between kernel and user space. However, because the messageomfortably in the

cache, most of the access are cache hits.
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Application (1)

Process A Process B

(6)

read()

(3)

Data

Copy-on-write

(2)

Operating System Kernel

Figure 3.2 : Block Memory Operations in Interprocess Comication

3.2 Process and Memory Management

Figure 3.2 demonstrates some common block memory opesgignformed by the operat-
ing system during process and memory management. At pginth@ application decides
to make a copy of one of its processes using the clone() of)feylstem call. This requires
the operating system to perform a memory copy to recreatprieess and provide it with
all of the appropriate descriptors used by the parent. leror@ minimize memory use,
shared structures are not immediately copied, but are rdaxiqey-on-write by the operat-

ing system at (2). Thus, when Process A reads the data ahé33htared copy of the data
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is accessed and no additional memory is required. Howevanwrocess B attempts to
write to the data at (4), the operation cannot proceed as the may cause an incorrect
value to be read by Process A at a later time. The memory sybrng marked the data
as copy-on-write, throws an exception which is handled leydperating system. The data
is copied by the kernel to a new location in the applicatioacgpat (5) and Process B's
descriptors are updated to re ect the change. Control taemms to Process B to complete
the write at step (6). Because the operating system is regigerior the management of the
virtual memory system and the scheduling of processes imthigprogram environment,
the kernel is required to perform a series of block memoryafpns to ensure consistency
of data between processes and applications.

The PostMark le system benchmark exhibits this behaviothia buffer cache when
sharing les between processes. It begins by creating B0/66 located in 100 directories,
with each le ranging from 1-10KB in size. Next, PostMark ksra series of threads
which begin randomly creating, appending, and deleting tie simulate the behavior of
a mail-server on the le system. As the threads interact \whth les in the buffer cache,
data structures must be shared between threads, procesdeskad and reclaimed, and
new pages must be created and zeroed for use. All of thesmacatquire the kernel to
perform block memory operations. Since the working set eflibffer cache far exceeds
the capacity of the processor caches, some of the data ttta @estination of a block
memory operation will not be reused before cache eviction.

The Chat benchmark clones processes and data structuregmilar fashion, in com-
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bination with its network-intensive behavior. A separategess is created for each room
on the chat server, and it is responsible for receiving ngess&rom the chat clients and
forwarding each message to all of the other client nodes iivengoom. The mix and
behavior of block memory operations occurring in the Chaicbenark vary greatly over

the course of the benchmark run and does not lend itself tic gt@diction.

3.3 Summary

In the examples in Figures 3.1 and 3.2, the data movemenrgdqgbable from one location
to another. The source data for the block memory operatofrequently cached, and the
destination data is very likely to be used again by the se@ppdication, child process
initialization, or a read or write performed on a shared ddtacture. Current operating
system implementations perform well in this case, but dooptimize performance when

the block memory operations exhibit differing behavior.
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Chapter 4

Block Memory Operation Performance

Block memory operations within the operating system carsaore a signi cant fraction of
kernel execution time. These operations, including pagazg, memory copies, network-
ing, interprocess communication, and copying betweenarsikernel space, cannot easily
be eliminated because they are often critical for commuimand protection within the
system. This chapter illustrates the behavior of copy djmera that constitute the large
majority of kernel block memory operations. It describesie@ommon implementations
of these copy algorithms and how their performance is adtétty cache state and data

reuse.

4.1 Memory Behavior of Block Memory Operations

Given the limitations of the cache policies and prefetchimgchanisms of modern micro-
processors, it is important to structure block memory djp@ma appropriately. Modern
SDRAM provides signi cantly better performance when cangéese locations within the
same row are accessed than when accesses to con icting rewstarleaved with each
other. Therefore, the most ef cient copy algorithms mustsider and take advantage of

the organization of modern SDRAM. An optimized copy routsieuld be structured to
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prefetch a block of the source data that can t within the egaopy that block of data to
the destination, and repeat for the length of the copy, as/shio Figure 4.1. This pro-
cedure maximizes the locality within the SDRAM when eitheiboth of the source and
destination are not cached. The example code rst prefsttie entire block, accessing
the DRAM sequentially if the source block is uncached. Intperforms loads and stores
in which all of the loads will hit in the cache, as the data hesrbprefetched. So, if the
destination block is uncached, it will also be accessedesgeally in the DRAM. However,
the potential write back traf c caused by evicted dirty leneould interfere with sequential
access for the destination block.

The block size should be large enough to amortize the rowadins within the
SDRAM, and small enough to t comfortably within the processaches. An 8 KB block,
as shown in the Figure 4.1, satis es these constraints. irgplEity, the gure does not
show the unrolling of the inner loop to perform a series odwand then stores, or the
pre and post loops that would exist in order to align the cap® KB blocks. Alignment
of the copy regions eliminates row crossings within eacltlbthat can lead to decreased
SDRAM performance, and unrolling the inner loop decreasasrol overhead and allows

grouping of loads and stores for better DRAM locality.

4.2 Copy Algorithms

To better understand the behavior of block memory operstinrthe kernel, a series of

experiments performing block memory operations was ddvi3d&ere are two main axes
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for each 8 KB block
prefetch 8 KB
for each word in the block
load the word
store the word

end for
end for

Figure 4.1 : Ef cient block copy algorithm.

along which the copy algorithm presented in Figure 4.1 cavebed. First, prefetching of
the source can be either included or excluded. If the soarkcedwn to be in the cache, then
using software prefetch instructions to bring it into theloais an unnecessary waste. Even
if the source is uncached, modern hardware prefetchersrperjuite well on sequential
accesses and may achieve the same or better performancegaasidhe destination is
cached. However, the organization of the SDRAM will caugmistant overhead if the
hardware prefetcher is required to fetch the source andéhdéisin at the same time.

Second, the store instructions can either leave the déstindata within the cache or
they can provide non-temporal hints. If the destinatioradatnot already in the cache, it
may improve performance to write directly to memory, eliating the need to rst pull
in data from memory that is not actually needed. Non-tenimtosies can also reduce the
interference in the DRAM caused by cache write backs.

The behavior of the copy algorithm presented in Figure 4rhastly independent of
the particular implementation of the prefetch and storeatpns, only requiring that the

architecture has a means of performing such memory opesatieor example, the 1A-32
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architecture provides the prefetch instructmmefetchnta , which prefetches the data
with a non-temporal hint. This instructs the processorithatunlikely that the source data
for a block copy will be reused, so the non-temporal hint &étpminimize cache pollution.
Similarly, if the destination is not in the cache, and it isikely to be referenced again soon,
themovnti store instruction is the most appropriate. Thevnti instruction stores the
data with a non-temporal hint. This means that if the memocgtion is currently in the
cache, the cache line is rst evicted, then the data is writising write combining. In
a block copy, the entire cache line should be aggregated inta @ombining buffer and
then stored to memory directly. However, if the data is @iy in the cache, the initial
eviction is both costly and unnecessary, makingrttwa/nti  instruction a poor choice for
cached data. The IA-32 architecture does not provide argr otiechanisms for ef ciently
performing non-temporal block writes. Other implememtas which do not force eviction

of cached data for non-temporal stores may have betterlbapgication performance.

4.3 Copybench

A simple microbenchmark illustrates the performance ofdbpy routine shown in Fig-

ure 4.1. Figures 4.2 and 4.4 show the results of this expatim&he microbenchmark
allocates the source and destination regions of memory arfdrms a series of memory
operations to ensure both regions are uncached. Next, iesnone or both regions into
the cache depending on the test that is being run. Finallgcirds the number of cycles

it takes to execute a memory copy of the desired size betwameneand destination. This
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Figure 4.2 : Opteron Copy performance (cycles per byte cdm different copy sizes
when the source and destination are cached or uncached.

provides important performance information about eacthefdopy algorithm optimiza-
tions as the cache state and copy size varies.

Figure 4.2 shows the performance of the copy routine destrib Figure 4.1 on an
AMD Opteron 250 processor with a 64 KB L1 data cache, a 1 MB ediL2 cache, and

dual-channel PC3200 SDRAM. The routine is varied along Weedxes described above



27

T
—— NPF, T
-~ NPF,NT
—~— PF, T
-5 PF,NT

10° 10* 10° 10° 10* 10°
Size of Copy in Bytes Size of Copy in Bytes

(A) Source cached, destination uncached (B) Source and desttion uncached

Figure 4.3 : Opteron Copy performance (cycles per byte cd@ different copy sizes
when the destination is uncached and the target data is feesidee copy.

and the source and destination data are either cached achettat the start of each copy.
The inner loop of the copy algorithm shown in Figure 4.1 isalied to load and store an
entire cache line each iteration. Each line in the graphsesgmts a different variation of
the copy algorithmNPF indicates that no prefetching is performed, wherleksndicates
thatprefetchnta instructions were used. indicates that normal temporal stores were
used within the copy loop, ardT indicates that non-temporal stores were usedvnti ).
For this system, the peak DRAM bandwidth of the machine i®@&ocessor cycles per
byte. If the copy has to access the DRAM for both the sourcedastination, the peak
copy bandwidth through the DRAM is 0.75 cycles per byte.

The graphs illustrate three key concepts that help expha@ibéhavior of block memory
operations. First, small copies are extremely expensiwgaRiless of the version of the

copy algorithm or the cache state, copies less than 1-2 KBaeng enough to amortize
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the overhead of the copy, resulting in large numbers of syptr byte. Though all small
copies are expensive, the differences among the versiahstates still result in slight
variations in memory performance. Second, for a given catie, different versions of
the copy algorithm perform differently. For example, Figdt2A shows that when both the
source and destination are in the cache, using non-tenmgiorak instead of temporal stores
makes the copy take one half cycle per byte more time. Thisrdifice in performance
occurs because current implementations of non-temparastrst evict the target cache
line and then perform the write combining store to memorynahy, the ordering of the
versions of the copy algorithm depends upon the cache skieexample, when both
the source and destination are cached, then the temporialsgogrform best. In contrast,
when only the source is cached, the non-temporal copiesnpetfest and achieve a level of
performance comparable to the temporal stores in the case lbdth regions were cached.
Figure 4.3 illustrates how the behavior of the copy algonghdiffers when the destina-
tion of the copy is read immediately after the copy complefegure 4.2 shows that when
the destination of the copy is uncached, a non-tempora¢ stdt yield the best perfor-
mance for the copy, performing up to 75% better than the teatjgtore instructions. This
data motivates the selective use of non-temporal storesgmive block memory operation
performance when the destination region of memory is ihyjtisncached. However, opti-
mizing the algorithm for copy performance does not yieldldbst application performance
when the data is immediately reused, showing 5-25% wordsenpeance than temporal

stores when the destination data must be re-read into tie daclater use. If the data is
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going to be reused before cache eviction, temporal stondsrpebetter as shown in Fig-
ure 4.3. By fetching the destination region of memory int® ¢lache to write it instead of
sending the data directly to memory, the application benehen the next accesses to the
destination data are cached. Non-temporal stores incymaant performance penalty
when the data is written to DRAM but then reread from main megnshortly thereafter.
Storing the data directly in the cache instead of memorysaneexpensive DRAM trans-
action when the application accesses the data beforeavittiowever, as the gures indi-
cate, when the block size exceeds the cache size, non-taehspares become useful again
by moving data that will not be reused directly to DRAM, avaglunnecessary cache lIs.

Figures 4.2C and 4.3A illustrate this concept clearly. Withreuse of the destination
data, non-temporal stores outperform temporal stores kg ©p0%: .55 cycles/byte com-
pared to 1.1 cycles/byte. However, when the time to accessldta again is taken into
account, temporal stores perform the best for all but thdlestand largest copies.

These tests were repeated on an AMD Athlon processor ruaibg3 GHz and using
266MHz DDR Memory. Though the nominal performance was signitly worse due to
the lower clock speeds of the processor and memory, therpgafce trends were nearly
identical. This argues that the effects of prefetching amtttemporal store instructions on
kernel block memory operations are largely independerti@Epeci ¢ processor architec-

ture.
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4.4 Copybench and the Pentium 4

Figure 4.4 shows the performance CopyBench on a Pentium &HB2processor with
400 MHz DDR Memory. Like the graphs for Opteron Data, the gsiishow the perfor-
mance for the different possible copy algorithm optimiaasi such as prefetching (PF) and
non-temporal stores (NT). However, these graphs show aiti@ul optimization, that of
using string move instructions (labeled "WC' for copiestud granularity of one word) or
cache line size groups of loads and stores (CL). The inngr ¢tddhe copy can perform
the copy one word at a time, or it could be unrolled. Unrollthg loop so that a single
cache line is copied each iteration may be appear to be thewbehoice, but modern
processors are optimized when performing string moveunstns to amortize loop over-
head (counter decrement and break on zero) by using a singgel instruction (movsb,
movsl, and movsq for 1B, 4B, and 8B copies, respectivelyaBdse this optimization did
not have a signi cant effect on performance for the Opter@teldpresented in Figure 4.2,
it was omitted for the sake of clarity.

Overall, the performance trends seen here are similar setbbthe Opteron. Prefetch-
ing improves performance when the source data is uncachddyan-temporal stores im-
prove performance when the destination is uncached. THerpence of block memory
operations when the destination is read after the copy (mmws for the P4) is similar to
that of Figure 4.3, where temporal stores are much faster.

However, there were a few differences to note. The cacleeHlocked copies (CL)

showed better performance for each of the four cache statehawvn in Figures 4.4 A,
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B, C, and D. Non-temporal stores utilizing word-sized copyds performed the worst in
all cases. For Figures 4.4 A, B, C, and D, there is an anomddehavior at 8KB copy
size. This is due to an interaction with the L1 Data Cache efRentium 4, which is
exactly 8KB in size. Figure 4.4 E shows the behavior of thecherark when the source
and destination are both cached, but removed from the LlecanH into the L2 cache.
The data is much smoother, and does not show any anomali&BaFally, Figure 4.4

F shows the behavior of non-temporal stores in the Pentiuor difty data. The source
and destination are cached in the L2 as in Figure E, but thendésn data is dirtied
(modi ed state for multiprocessor cache coherence). Hegesee that the algorithms that
use temporal stores all perform equally well, but the atpans that utilize non-temporal
stores perform particularly poorly. This is because the-tgmnporal store implementation
of the Pentium 4 forces the dirty data to rst be written baskrtemory before performing
the store operations. This result means that there is a pEndermance penalty for using
non-temporal stores on cached data that is dirty. This sastelid not yield meaningfully
different results on the Opteron, suggesting that the implgation of non-temporal stores

does not suffer from the same problem on the Opteron.

4.5 Summary

The performance of block memory operations is heavily ddpenhon the cache state, copy
algorithm, and reuse pattern of the data. Optimizationk siscprefetching, non-temporal

stores, optimized copy loops, and hardware string moveuabns can have a signi cant
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effect on performance, both positive and negative depgnaiinthe situation. The variety
of processor architectures available today have simildopaance trends when executing
block memory operations, and the optimizations discussdHdis chapter can applied to

many systems almost independent of the underlying ar¢biec
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Chapter 5

Algorithm Selection

The data from the previous two sections supports the proponghat the kernel should
dynamically select the appropriate copy algorithm basethercurrent cache state of the
source and destination blocks and the likelihood that trstimietion block will be reused
before it is evicted from the cache. Figure 5.1 shows thecBeteprocess based upon pre-
dictions of the cache state and target reuse. If the predEtire accurate, then this process
will result in the optimal copy algorithm for the currentugtion. Therefore, for this to be
a viable approach, the cache state of the source and destib&icks and probability that

the destination block will be reused must be predictedivblia

5.1 Predicting the Current Cache State

Intuitively, it does not seem practical to predict whethenot an entire block is cached.
Current architectures do not provide a means of communigétie contents of the cache to
the system or the user. A region of memory involved in copy s@an a few or hundreds
of 64B cache lines, so a determination as to the cache stateregion could involve
accessing large amounts of data. Fortunately, the cacteeo§tidne rst word of a region of

memory is a good indicator of whether or not the entire blagckached. The information
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Is the source region of
memory cached?
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Data

s the destination region o
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Will the data be accessed
before cache eviction?

Figure 5.1 : Method for dynamically selecting of the appratar copy algorithm.

in Tables 5.1 and 5.2 demonstrate the accuracy of such acpogdicollected using an
augmented version of the Simics simulator [25]. The appboa were run on top of the
FreeBSD 4.10 operating system. For this table, we consideldock to be cached if more
than 60% of the elements were in the cache, and uncached thlas 40% of the elements
were in the cache. For blocks with 40-60% of their elementiiéncache (less than 5%
of all blocks in these applications), it is unclear what tpprapriate copy routine would
be, so the probe accuracy is not as important. The data i€brdéwn by block size and
by application. For example, the cache state of the rst elehof the source block for

1025-2048 byte copies is an accurate predictor of the cdateef the entire block 99.9%
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Table 5.1 : Probe accuracy by block size. The “blocks” colanimst the number of source
blocks being copied (because of theero operation, there can be more destination than
source blocks). The “src” and “dst” columns list the peregt of probes that accurately
determine if the source or destination block, respectjvislgached or uncached. Each
row includes all block memory operations up to the given,siag larger than the size
given in the previous row. No block memory operations wergdathan 64 KB for these
benchmarks.

Block FreeBSD Compile PostMark bw_pipe

Size Blocks | Src | Dst | Blocks | Src [ Dst Blocks | Src | Dst
128 B | 1215683 99.9 99.1 | 644817 99.9 | 99.9 | 2098078 99.9 99.9
256 B 12433 95.8 43.1 2220 98.6 | 46.2 6 | 100.0 31.3
512B 12666 99.2 82.7 3721 98.2 | 99.8 13 | 100.0 | 100.0
1KB 8021 99.5 97.3 3696 | 100.0 | 92.3 0 — —
2 KB 9890 | 98.1| 96.9 9498 | 99.9 | 96.8 0 — —
4 KB 65282 | 91.2 | 923 | 17253| 97.6 | 97.3 170 | 61.8| 96.4
8 KB 12410 | 99.6 | 91.4 | 20908 | 99.9 | 94.3 0 — —
16 KB 18658 | 91.0 | 90.3 | 10430 | 99.7 | 71.4 1 | 100.0 | 100.0
32 KB 22 | 100.0| 94.6 0 — | 98.7 0 — —
64 KB 17 | 100.0 | 100.0 0 — — | 1125555 | 58.4 99.3

Total | 1355082] 99.3 | 97.0 | 712543 99.8] 99.0 | 200554] 99.0] 99.9 ]

Table 5.2 : Probe accuracy by block size for the Networkingddenarks.

Block Netperf Chat

Size Blocks | Src | Dst Blocks | Src | Dst
128 B 660667 99.9 99.9 116394 | 99.9 | 99.9
256 B 140 72.9 21.8 36651 99.8 | 825
512B 853 95.1 99.8 24759 98.9 | 994
1 KB 0 — — 5516 89.3 | 94.7
2 KB 1953838 99.9 50.0 785462 93.2 | 96.5
4 KB 2159 82.1 99.4 48940 919 | 97.3
8 KB 0 — — 23028 37.8 | 11.0
16 KB 83 | 100.0 | 100.0 15710 67.7 5.1
32 KB 0 — — 75| 100.0 | 60.0
64 KB 0 — — 0 - -

Total | 2617740 99.9 | 67.0 | 1056547] 92.6 | 93.3 |

of the time for PostMark. As the table shows, the cache sfatfeeorst word of a block
indicates whether or not the block is cached well over 90%hefttime, except for the
destination blocks in Netperf. Therefore, if the cacheestdithe rst element of the source

and destination blocks can be determined, that informatéanbe used as a very accurate
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Table 5.3 : Percentage of cache lines that are the destinatti block memory operation
that are reused or unused before eviction from the cache

Benchmark Reused| Unused
FreeBSD Compile 97.3 2.7
PostMark 89.5 10.5
bw_pipe 99.9 0.1
Netperf 51.3 48.7
Chat 73.3 26.7

predictor of the cache state of the entire block, allowingdlptimal copy algorithm to be

selected.

5.2 Predicting Data Reuse

Determining whether the target of a block memory operatidhlwe reused before it is

evicted from the cache requires prediction rather thanyjougrthe current system state.
However, most data is reused within the cache, as would becegh. Table 5.3 shows that
signi cantly more than half of the cache lines that are té&sgd block memory operations
are reused before eviction from the cache. A common behavikernel block memory

operations is the overwriting of one block memory operabigmnother before the rst has
been evicted from the cache. System memory is often alldeatd reused in socket buffers
used for networking, kernel buffers used in pipes, and tlieboache for le system I/O.

Because these regions of memory are frequently reusedgethelkcan optimize the copy
algorithms to keep these regions of memory in the cache. dncfse of sending data

over the network in the Netperf and Chat Benchmarks, a gooiibpoof the data is not
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reused before eviction. The kernel can use non-temporetssto copy the data from
the application buffer to the socket buffer. The networlcktaf oads the calculation of
the TCP/IP checksum to the network interface, which meaaistktie data segment of the
packet is not modi ed or read by the system after the appbeanitiates the send system
call. This reduces cache pollution by not occupying spadkercache before the network
interface initiates a DMA transfer to move the data over tG¢ IBus.

Another opportunity to use non-temporal stores is when fheraiing system oppor-
tunistically zeros reclaimed pages when it would othenkisédle. Since these pages are
unlikely to be used again soon, the kernel can use non-teahgimres while zeroing them

so that useful data is not evicted from the cache.

5.3 Software Cache Probe

Section 4.1 motivates the necessity of determining theecatdte in advance of the copy in
order to select the appropriate variant of the copy algoritfiven in Figure 4.1. Because
we only need to consider a single cache line to accuratelgrate the cache state of
a larger region of memory, this thesis proposes an onlindaodeto probe the cache and
determine if a word is resident.
To determine the location of a region of memory, the timeketato complete a load
is a reasonable metric to predict an element's locationiwithe memory hierarchy. By
forcing all other memory operations to complete using menrience instructions, a load

can be “timed” using the read time-stamp countgtsc , instructions. By comparing the
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sfence ; Fence: complete all memory operations
rdtsc ; Read time stamp counter

movl 0(%esi), %ebx ; Load from the source

movl %eax, %ebx ; Save the lower bits from the rdtsc
sfence ; Fence: complete timed memory operation
rdtsc ; Read time stamp counter

subl %ebx, %eax ; Subtract the two time stamp values
cmpl THRESHOLD, %eax ; Compare to cache hit time threshold
jb HIT ; Jump if cache hit

Figure 5.2 : Software cache probe routine (IA-32 assembly).

time to a cache-locality threshold measured for this paldicarchitectural implementation,
the software can predict the cache state for that load amdtsitle best copy algorithm.
The locality thresholds for a system can be dynamically mesmsand set using system
controls, and depend on the speed of the speci ¢ procesgsbrremory for the current
system. Figure 5.2 shows an x86 assembly implementatiosoftaare cache probe.
Memory fence instructions function to ensure that we arénnthe appropriate mem-
ory reference. Otherwise, there could be several outstgmdemory references that delay
the probing reference, yielding inaccurate results. Haresuch fence instructions cause
signi cant performance degradations because they segiatiemory accesses. This re-
quires that the processor's pipeline be ushed of in- igitstructions and that all loads
and stores are retired. The execution of the timed loaduastm allows only that one
operation to proceed in the processor at a time, furtheristpexecution. If the probed
cache line is not in the cache, then the load instructionaeitless main memory and fetch

the required line into the cache, and, because of the usembnyeence instructions, the
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processor will not be able to perform any other memory reiege until the return of the
cache line from DRAM. Depending on the cache state, the soéwwrobe takes between
18 cycles for an L1 hit and 400 cycles for a DRAM access.

The use of these memory fence instructions creates a phaseagfssor wind-down as
the CPU completes outstanding memory references and entpéeipeline, a period of
slow operation as the processor issues the timed load ansl forits return, and a wind-
up phase as the processor begins to fetch and issue instrsi¢t re Il the pipeline and
continue out of order execution. Though it is dif cult to neeae the performance impact
of the wind-down and wind-up phases of the software proteeiritiusion of the algorithm
in a working kernel suggests signi cant slowdown. Preliamyresults for an implemen-
tation of this software algorithm in a FreeBSD kernel showeslgni cant performance
improvement for only the Netperf application as shown inl&g&h4. This is because the
non-temporal stores used for the copyin() prevent the ndtdata for polluting the proces-
sor cache in addition to executing faster than temporaéstas shown in Figure 4.2 C. The
second column shows the minimum exposed latency of the @slaepercent of the total
runtime. This is the percent of the execution time we woulgeex to recover if the probe
had no exposed overhead. However, it does not account fasetti@ization of memory
accesses and pipeline ush which signi cantly contributethe overhead of the software
probe.

The FreeBSD Kernel Compile showed a 1% performance degoaddiut the kernel

pro ler recorded a 2.4% overhead caused by the exposedchataithe software probe.
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Table 5.4 : Performance of the Software Probe Algorithm

Benchmark Normalized Runtime | Minimum Probe Latency (%)
FreeBSD Compile 1.01 2.4
PostMark 1.03 0.22
bw_pipe 1.09 3.9
Netperf 0.29 3.4
Chat 1.12 6.2

If this overhead could be reduced, and the behavior of thevaoé probe strongly sug-
gests this, then this application should see at least a letférmance improvement when
the latency of the probe is overlapped with other executisingipipelining and other
latency-hiding techniques common to modern microproasssach of the other appli-
cations showed a slight performance penalty in overall @xec time because of the large
overhead of the software probe mechanism, and the minimwrhead of the probe was
smaller than the measured overall application slowdowrtaBse of the dif culty in esti-
mating the true overhead of a software probe mechanism dile teigni cant overheads

involved, the preliminary results can only be consideregntlusive for these benchmarks.

5.4 Hardware Cache Probe

The high overhead of a software based cache probe motivegexsitlition of a new hard-
ware cache probe instruction. A cache probe instructiors c¢ need to be complicated
to be useful. In its simplest form, such an instruction nesuat value indicating what level
of the cache hierarchy contains the data, if any. This ondyires accessing the cache

hierarchy in the same way that a load instruction would, pkdethere is a miss in the
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lowest level of the cache hierarchy, there is no need to ado8AM to retrieve the data.
This access to DRAM when the block of memory being probedstaurt to be uncached
is the primary cost of the software-based probe. A hardwacbe probe instruction sim-
ply returns with a value indicating the data is not cachetheathan causing an external
memory reference. Such an instruction would be quite eftias it would take no longer
than the longest cache hit time and as short as the time teatce tag array alone. A
hardware cache probe instruction could be overlapped wviiteranemory references, yet
it would still provide the required data necessary to priettie state of the source or des-
tination region of memory. Because the cache's data arragrmeeeds to be accessed, the
performance of the cache probe is better than the best-datsed of the level of cache
being probed. When implemented in hardware, this instonatequires no timing infor-
mation or memory-fence and would not incur many of the ovadseassociated with the
software probe algorithm. Additionally, the instructiooutd return any of the information
held in the tag array, such as the LRU bits or MOESI state,caloith the information of
which cache level the data was located. This cache metasiatd currently available by
standard means, and could be used by a more advanced pradmmbination with other

factors to determine optimal block memory behavior.

5.4.1 Hardware Cache Probe Versus Informing Loads

This hardware probe compares favorably to previous prdgdisat attempted to probe the

memory system in an online fashion. Horowdtizal. [11] proposed a mechanism called
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informing loadsthat combined a load instruction with a conditional branhhe load hit
in the primary cache, then the processor would execute tmeamereference as normal
and the next instruction in the sequence would skipped.elfdad missed in the primary
processor cache, then the next instruction, typically apjuma different region of code
or a prefetch of a location expected to miss in the futurexeceted. This offers similar
functionality to the hardware probe instruction, in thatdn inform the programmer of
an uncached location via load. However, informing loadsagsvexecute and may fetch
data into the processor caches that is not needed. In thembese we want to know if a
piece of data is cached, informing loads can only tell us ithatas cached, notf it was
cached. The hardware probe is a simpler primitive that camslkd to determine if a load,
store, or prefetch will miss in the cache without changing libcation of that data. The
hardware probe can be combined with a conditional instoadi perform the exact same
behavior as informing loads, such as jumping to a differentien of code when a miss is
expected. Additionally, informing loads require modi @at of the branch-prediction logic
due to their implied conditional branch. In a superscalpefine processor, this additional
communication between the memory system and branch logiatifivial to implement.
By limiting its scope, the hardware probe instruction caooagplish signi cantly more

functionality with minimal modi cation to existing hardwae.
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5.4.2 Hardware Probe Implementation

Probing the cache is effectively performing a memory rafeeewithout concern for the
data at the address in question. The probe instruction takesrtual address of the mem-
ory to be probed. It accesses the L1 TLB to begin the trawsiadf the virtual address to
a physical address while simultaneously indexing into theDlata Cache tag array. The
cache compares the translated physical address to thedaghrof the cache ways looking
for a hit. If one of the tags match, the instruction returnsabue indicating the data was
found in the L1 cache plus cache meta-data including LRU a@EMI state. If no vir-
tual to physical translation exists or if no tag matches tgspral address of the memory
reference, the request is a miss and is passed to the nekbfes@che. The process of
determining the virtual to physical translation is repdatethe L2 TLB if no translation
was available from the L1 Data-TLB. The L2 cache is indexegbysical addresses, so
no indexing or tag check can begin until a physical to virtuahslation occurs. Once the
translation is complete, the tags for each way of the caahelscked to determine if they
match the address being probed, and information about tiede is returned to the pro-
cessor as before. A request that misses in the cache is fited/éo the next level of cache
for probing. If the request misses at the highest level ofpfeeessor cache, the request
does not go to memory and generate a DRAM or memory contriodlasaction. It simply
returns a value to the processor cache indicating the dateceched. If a translation is not
available or if the load/store queue is full, the instrustean return a value indicating an

indeterminate result without requiring an exception bewhr, a processor stall, or a TLB
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ll. Such an instruction requires neither the memory sération, pipeline ush, nor tim-
ing information required of the software probe, and thusatile have signi cantly lower

overhead.
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Chapter 6

Memory Controller Data Movement

As Figure 4.2 shows, block memory operations are most exgEngen the source is not
found in the processor caches. It takes almost twice as mangscper byte for a copy
in that case and, while prefetching can help in some sitnatit does not eliminate the
performance gap. In fact, the achieved copy bandwidth s s@ntly worse than the peak
DRAM bandwidth despite the sequential access pattern t@fRA&M. Therefore, if the
fact that the source is uncached can be determined, by th®psty proposed cache probe
instruction for instance, then the memory controller igljkto be able to more ef ciently
move the data. Furthermore, with a processor copy, the hedasource data will be
brought close to the core just to copy it, and it is unlikelgttthis data will be reused again
soon, so moving it close to the core is unnecessary and was@fen the recent trend of
integrating the memory controller onto the processor dig [®], it makes sense to allow
the memory controller to participate directly in block mamoperations.

This thesis argues that integrating an copy engine into thony controller will ac-
celerate block memory operations. By performing data mamroperations within the
memory controller, processor cycles can be better usedli@r gomputations, cache pol-
lution can be minimized, and block memory operation perfomoe is likely to be limited

only by the DRAM bandwidth.
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Figure 6.1 : Proposed Architecture of a Memory Controllep&ngine

6.1 Memory Controller Copy Engine Architecture

Figure 6.1 shows the architecture of such an asynchronqusearmjine. The copy engine
resides within the memory controller and can be accessedghrmemory-mapped I/O.
When the processor requests a block memory operation frerartgine, it can then asyn-
chronously perform the data transfer with no further inéetion from the processor. The
engine can schedule the copy optimally for the given DRANh#ecture using internal
storage. So, a block of the source will be read into interndfielos, which can then be
written to the destination. This can be repeated until theeetransfer is complete. In the
case of a zeroing operation, the destination can be writtéml2DRAM bandwidth with
no buffering. Upon completion of the operation, the prooessn either poll a status reg-
ister or be interrupted by the copy engine. Since the engo&svasynchronously to the
processor, a queue of pending requests can be stored in therneontroller, allowing the

processor to enqueue multiple data transfers. Once theeqadull, the processor would
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have to wait until entries are freed when previous operatammplete.

Such a mechanism is especially suitable for use by the apgraystem, which can
easily control the use of the destination data. By switchngther tasks during the copy,
the OS can ensure that the processor resources are efyciesetl, and that the destination
data is not consumed until the transfer has completed. @tekernel can gracefully deal
with the asynchrony of such a copy engine simply by not sclieglthe application thread
that will consume the result of the copy until it has complet&or example, when the
kernel must copy from kernel to user space or zero a page fapplication, then the kernel
never touches the destination of the transfer. So, the stdrembuld be made aware that the
application thread must continue to block until the transi@s completed. Furthermore,
the large amount of copying that occurs within the kernekhasvn in Section 4.1, likely
justi es the reorganization of other parts of the kernel ta@mmodate such asynchronous

copies if there is a noticeable performance improvement.

6.2 Copy Engine Performance

If it is known that the destination of the block memory op&nats going to be used in the
near future, it would also be possible for the copy engineushgthe destination directly
into the cache, instead of returning it to DRAM. In that cagehe end of the asynchronous
operation, the destination would reside in the cache, amddhrce will not have consumed
any cache space. This could result in signi cant perfornesingprovements.

Placing the copy engine within the memory controller shalilolw these copies to pro-
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Figure 6.2 : Bandwidth Achieved by Memory Controller Copygitre as Buffer and Block
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ceed at close to the peak DRAM bandwidth. Some prelimingogerents, using the cycle
accurate DRAM simulator described in [35], show that with l&B. buffer in the memory
controller, a copy engine could achieve over 90% of the paakitvidth of the DRAM. The
results for a variety of sizes of copies and copy engine bgfes are shown in Figure 6.2.
This is as much as a 20% performance improvement over thetggtlgorithms shown in
Figures 4.2B and D. The reason a copy engine within the meantroller can perform
so well is that it can schedule the source and destinatiop aopesses, as well as other
outstanding memory accesses in the system, in such a wayrasitaize row activations.

Since copies access the memory sequentially, the memotgotlencan sustain the peak
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memory bandwidth of the DRAM for signi cant periods of tim&Vith double buffering,
and more advanced scheduling, the performance could iragreyond what we achieved

with our initial experiments.

6.3 Issues with an Asynchronous Copy Engine

However, there are three main issues that must be overcothe design of such an asyn-
chronous copy engine. Fortunately, the rst two are easillyed in software. First, the
memory controller uses physical addresses, so a singlgfératannot span discontinuous
physical pages. This is easily handled by the operatingsysall transfers must be bro-
ken up into individual transfers, each of which do not crasg page boundaries that are
discontinuous in physical memory. Since most page-aliogatystems seek to maintain
physical continuity for consecutive virtual pages, thia iminimal problem.

Second, memory copies whose source and destinations pweitlehave to be care-
fully scheduled. The operating system can ensure that datafers are enqueued to the
asynchronous copy engine in the appropriate order so agseme the semantics of the
copy operation.

The nal major complication of an asynchronous copy enginéhiw the memory
controller is cache coherence. Data movement performedhdoynemory controller can
not ignore data that may be stored within the processor sachieerefore, each transfer
potentially requires a coherence transaction on the bus.eghamism like token coher-

ence [29, 28] could potentially eliminate many of these cehee transactions if the bulk
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of the data is uncached, and therefore owned by the DRAMuRraBly, this would of-
ten be the case, as the engine would primarily be utilizedmthe cache probe yields
a prediction that the data is uncached. So, the memory dtamtveould have all the to-
kens for most of the cache lines, and would therefore knowitligd not have to perform
any coherence transactions. Furthermore, since the metootyoller knows the length
of the copy, it could begin requesting the appropriate tekeell ahead of time, further
optimizing the copy performance in a way that would be diftdoe do using conventional

processor copying techniques.

6.4 Potential Uses of a Memory Controller Copy Engine

An asynchronous data transfer mechanism within the memonyraller can also have
many other potential uses within the system. For examptel has recently proposed the
use of direct cache access (DCA) by peripherals [13]. While is sometimes effective,
it can also pollute the cache and degrade performance. Aptine processor to asyn-
chronously move data into the cache as necessary usingadpesad transfer engine could
possibly achieve the bene ts of DCA without the drawback&iew combined with the
hardware cache probe instruction.

Another use of the transfer engine could be to allow the m®meto initiate direct
memory access (DMA) reads and writes to peripherals dyredth the current system
model, peripherals initiate DMA accesses, forcing the mgneontroller to satisfy both

processor and peripheral memory requests on demand. Timisreate con icts in the
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memory controller, leading to degraded performance [3%hd processor were to enqueue
these DMAs into the memory controller, using the copy meidms described here, then
the memory controller would be free to schedule the trasderas to minimize con icts
and maximize performance.

Finally, the asynchronous copy engine provides all of tlodifees required for User-
Level DMA, allowing application programmers to explicithjtiate intra-memory or memory-
to-device transfers of data. User-level control of the cepgine frees the kernel from the
burden of scheduling independent work while the asynchusraata movement is pro-
gressing. This would allow an application to perform simjlao the RDMA protocol,
moving data from user space to a different application,@&\r over the network without

intervention of the host operating system.
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Chapter 7

Networking

With the advent and rapid expansion of the Internet, netveorknectivity between com-
puters has been growing at an extraordinary rate. Usersesmnamtling a greater amount
of bandwidth and network resources for services such asarstiaming, network les
systems, interactive content, and cluster computing. Mktsvork traf c is consuming
an increasingly large fraction of the computational cajyaai the computers involved as
communication capacity and demand continues to increabe. copy from application
to kernel memory required by the basic networking algorittan constitute a signi cant
fraction of total execution time. This chapter discusse®ua methods proposed to reduce
the time spent processing for networking applications.

The basic TCP segmentation algorithm is a simple and remetibmputational task
that takes the data that will be sent over the network andi€ésvit into pieces the size of
the maximum transmission unit (MTU), typically 1460 bytes TCP/IP over Ethernet.

Figure 7.1 shows this process in a standard networking sdtug application creates
the data that is going to be sent over the network and callsftkeating system to handle
the sending at point (1). The operating system copies th&sidto the kernel address space
using the copyin() function at (2). The operating systenwoek stack segments the data

into MTU-sized pieces and appends a TCP/IP header onto eakefpin step (3), then
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Figure 7.1 : Block Memory Operations in TCP/IP Networking

signals the network interface card (NIC) to retrieve thekpte In step (4), the NIC uses
the direct memory access protocol (DMA) to fetch the packets the kernel over the
PCI bus. Finally, the NIC calculates the checksums for eadhket for TCP/IP and sends
the data over the network in step (5). This process is exisememory intensive, with the
kernel spending 71-73% of its time performing block memaugrations and associated

memory management during TCP/IP send.

7.1 TCP Segmentation Of oad

TCP Segmentation Of oad (TSO) reduces the load on the hokt BPrequesting TCP/IP
packets of a much larger size, typically up to 64KB. Figuizshows how the TSO algo-
rithm differs from the standard TCP/IP networking approathe application creates the

packet and it is copied into the kernel in steps (1) and (2)lairto Figure 7.1. The operat-
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Figure 7.2 : TCP Segmentation Of oad

ing system then creates a header for each 64KB packet insteagh 1460 byte packet in
step (3). These much larger packets are transmitted ov®Qhbus to the NIC, where they
are stored in NIC memory in step (4). In step (5), the NIC digithe 64KB data segment
into MTU-sized pieces and creates headers for each of thbesreagments based on the
header for the 64KB packet. After calculating the apprdprénecksums for each packet,
the packets are sent out onto the network as normal in (6).rdtwve system needs to
have no knowledge of the TSO behavior of the NIC and it retacishowledgments for
each packet using the standard TCP algorithm. TSO doesreespecial functionality in
the Network Interface, driver, and operating system. Qulyethe Linux 2.6 kernel sup-

ports the necessary features to operate the Intel GigahieSHICs that are TSO capable.
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Table 7.1 : Netperf and TSO.

| Execution Time | Memory Operations | TCP/IP Send | TCP/IP Recv | Other |

1 KB BASE 1.000 0.734 0.164 0.040| 0.062
Messages TSO 0.701 0.512 0.102 0.042| 0.044
8KB BASE 0.851 0.610 0.114 0.054| 0.073
Messages TSO 0.555 0.423 0.047 0.043| 0.044
32KB BASE 0.758 0.554 0.106 0.041| 0.058
Messageg TSO 0.431 0.314 0.038 0.040| 0.038

7.1.1 Netperf Results

Table 7.1 shows the relative performance of TSO compardtktbdseline implementation
for three different message sizes when measured using ttpefl&enchmark. Netperf
initiates a TCP connection between two systems and atteimpturate the network link
in order to help evaluate the potential bottlenecks in tls#esy. The data for each column
is normalized to the runtime of BASE for 1KB messages. The MigrmDperations column
contains the execution time for both block memory operatimmd the associated memory
and buffer management routines of the kernel. The TCP/IRI $@ad Receive columns
correspond to the computation required for TCP/IP headsticm and packet processing
for sending of the data and receiving of acknowledgmentseré&ly TCP Segmentation
Of oad resulted in a 30—43% reduction in total executiondinThese gains came primarily
from the reduction in memory operations by 30—-43% and TCBERd processing by 38—
64%.
Figure 7.3 demonstrates the effect of TSO on bandwidth and @#zation. In this

graph, “TSO Off” refers to the baseline system, and the s-&xiogarithmic in order to
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Figure 7.3 : TCP Segmentation Of oad and Netperf

show the behavior across more possible message sizes. Whemessage size is small,
both BASE and TSO saturate the CPU and are unable to achrexedie transmission.
At message sizes between 256B and the MTU, the network daitempts to aggregate
packets together in order to maximize bandwidth. This esepackets of larger size for the
network interface to segment and send on the network usangtindard TSO algorithm.
Though this may increase latency for small messages as ithex draits for more data to
aggregate, it signi cantly improves performance and aalve TSO-enabled system to
achieve line-rate for much smaller message sizes than gadiba system. At a message
sizes of 1KB and 1460B (the max size allowed in one packeth the baseline system and

TSO are able to achieve the line-rate of the network. Howetier TSO-enabled system
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is able to achieve this bandwidth while using a signi cangiyaller fraction (27% less
than base) of the CPU's execution time. As the message Sizeases above the MTU
from 2KB and up, the bene ts of TSO increase further as therdtigm is able to segment
additional packets out of each message.

Initially, it was hypothesized that the performance ganasif TSO would come from
the decreased computational requirements in the operststigm network stack [26]. Ad-
ditionally, they believed that TCP/IP send was a “largelgnpoite-bound” operation. How-
ever, this research shows that a large majority of the timeired for TCP/IP send is spent
performing memory operations, and that the majority of taggrmance gains came from
the signi cantly increased ef ciency of the routines dealied to memory allocation/de-
allocation, buffer management, and page alignment. Sheeperating system is dealing
with far fewer data segments of much larger size, the overloéanemory management
is greatly reduced. This motivates the need to group bloakang operations together in
order to maximize the size of the operations. Figure 4.2 shbw increased performance
of block memory operations as their size grows.

The execution time spent on TCP/IP Send processing desrdasdo the fewer headers
required to transmit the same amount of data. As the mesgagmereases, successively
more headers must be calculated in order to send the datéheveetwork in the baseline
system. However, the TSO enabled NIC requires only one héadeach data eld of up
to 64KB, so the bene ts of TSO improve as the message sizeases. These reductionsin

computational requirements were signi cantly less thamithprovements in performance
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of the memory system.

Both the baseline TCP/IP algorithm and TSO exhibit diffétdock memory operation
behavior than the examples in Figures 3.1 and 3.2. The keroe¢s the data from the ap-
plication space to the kernel memory space, where the @gistinis unlikely to be cached.
Since the NIC calculates the checksum for the TCP/IP pathetkernel network stack
does not have to read the data into the cache to perform i®paf the processing. This
means that a temporal copy of the data into the cache wilMitesult in the data not being
accessed before eviction. This corresponds to Figure 4.2dCDa where non-temporal

stores maximized performance.

7.1.2 Apache Results

Table 7.2 shows the relative performance of TSO when appdi@dinux web-server that
uses the Apache application to transfer les over the Irgemrsing the HTTP protocol.
When the les being transferred are small, as in the case théhrst row of the table, the
TSO algorithm is unable to improve performance. This reisuib be expected for small
les that approximate the HTML portion of web-pages, whdre tle size is not signi -
cantly larger than the MTU. When the le size is larger thaa MTU, as is the case with
images and graphics, TSO shows a signi cant bene t over dsebne system in execution
time while achieving the same bandwidth. The last two rowsisthe effect of a mix of
le sizes (between 1.5KB and 392KB) typical for a web-sitathnmultiple simultaneous

connections simulating more than one user. In both cases, sfféws an improvement
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Table 7.2 : ApacheBench and TSO.

Network | Connections| Execution Time | Bandwidth (MB/s) |

1.5KB BASE 1 1.00 4.3
File Size TSO 1 0.99 4.3
392 KB BASE 1 1.00 105
File Size TSO 1 0.48 104
Mix of Small | BASE 3 1.00 92.4
and Large Files TSO 3 0.87 91.6
Mix of Small | BASE 5 1.00 98.1
and Large Files TSO 5 0.90 98.0

of over 10% versus the baseline system, and each time mardpproximately the same

bandwidth.

7.2 Remote Direct Memory Access (RDMA)

The performance of cluster computing environments hasrhea recent topic of inter-
est as solutions for high-performance parallel computiryenfrom highly-specialized,
“big-iron' shared-memory computers towards a collectiboaanmodity low-end systems.
Much of the cost savings of using commodity components foorapute cluster comes
from the use of a less-expensive interconnect network. Daes can communicate over
this network to share information and synchronize comparat By using the Ethernet
medium for the interconnect network, cluster computingesys are signi cantly cheaper
than shared-memory systems. However, in order to take #alyarof the cluster effec-
tively due to the higher overhead of Ethernet traf c througk host's operating system,

most programming models for parallel computing on a cluss® message passing as
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the means of communication. This requires the programmexkpticitly send messages
between nodes to achieve communication, instead of conuation by loads and stores
as in a shared memory system. Remote Direct Memory AccesM@Ds a technique,
speci cally designed for cluster computing, that attemptseduce the overhead of com-
municating information across the network. Research hassthat the memory-bound
networking sub-system of a compute node can consume a larg@oh of processor re-
sources performing TCP/IP Send. RDMA, like TSO, improvesgharformance of sending
data on the network by reducing the memory operation-imntensortions of the network
stack.

This section compares three different methods of passigldita between nodes and
evaluates their performance. The baseline method movadiaugh the host operating
system and through the network using the current implenientof the operating sys-
tem and network interface card. The second, TCP Segmemiafioad, uses a specially
adapted driver and NIC to reduce the load on the CPU during §62id. Finally, this sec-
tion studies RDMA, a means to remotely initiate a data tranisétween remote systems'
memory without host intervention.

Message passing systems lend themselves to the RDMA dgobecause, unlike
many networking applications, the receive system must berewf which messages it
requires from other nodes due to synchronization conss:lalRDMA is a method to re-
duce the per-byte overhead of transferring data betweersystems to nearly zero. To

move data between two systems, the operating system of tigdessge is involved in tak-
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ing data from the application, segmenting it into MTU piecasd moving it out onto the
network. The receive side must be involved in removing tha d@m the network, pro-
cessing it, and returning it to the appropriate applicatRBMA-enabled NICs provide a
method of moving data between two systems without involveragthe operating system.
The receive system directly requests data from the sendgrithernet. The NIC inter-
cepts the request from the network and executes DMA requoadtse sender side to move
the requested data into the NIC, where the appropriate sagtien and header creation
occur. The data is then sent over the network to the recéileeRDMA NIC, where it is
stored until it is moved using the DMA protocol into memoryftem saving a copy between
the operating system and application by placing the dattjrin the application's des-
tination buffer. This sequence of transfers occurs withotgrvention by either system's
CPU, though it does require the driver to notify the opeasgstem before and after the
transfer to allocate buffers, pin pages, and handle thdtresthe RDMA. The RDMA-
modi ed MPICH library adapts basic MPI calls into RDMA traiess. This decreases the
overhead of communication for MPI traf ¢ and should resalain increase in performance.
However, like TSO, RDMA transfers may have higher laten@ntthe operating system
supported network transactions because the computatemon the much slower (when

compared to the host system) NIC microprocessor and memory.
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Table 7.3 : NAS 2.0 Benchmarks - MPICH MPI Library - RDMA andJS

| bt [ is [ lu [ mg] sp |
MPICH-BASE | 1.00| 1.00| 1.00| 1.00| 1.00
MPICH-TSO | 1.06| .982| 1.02| 1.38| .988
MPICH-RDMA | .982 | .293 | .848 | .831 | .877

7.2.1 MPICH Results

Table 7.3 shows the performance of the three interconnestesys for ve benchmarks
from the NAS 2.0 parallel benchmark suite using the MPICH5LMessage Passing In-
terface (MPI) Library. Each benchmark performs a seriesatdutations combined with
communication to solve a problem in parallel. For each of eebenchmarks, MPICH-
RDMA performed better than MPICH-BASE, with improvememgang from 18-71% and
an average improvement of 23%. MPICH-TSO did not perfornelein average when
compared to MPICH-BASE, and only showed a performance ingrent of 12—-18% in
the two applications in which it bested MPICH-BASE. For thif the ve applications,
MPICH-TSO was a slowdown when compared to MPICH-BASE, fro2f& slowdown
for the bt benchmark and up to 38% slower in the mg benchmagkdigcussed in Sec-
tion 7.1, the TSO-enabled network driver attempts to mazentiandwidth by attempting
aggregate intermediate sized messages into larger pacKeits can increase the end-to-
end latency of messages seen by the cluster, and MPI applisatre sensitive to latency
as well as bandwidth. This tradeoff for increased bandwadiidh reduced execution time at

the expense of latency works against TSO to degrade perfmeria certain cases.
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7.2.2 RDMA, TSO, and Block Memory Operations

The RDMA algorithm works for three reasons. First, the datavement from the appli-
cation to the network interface bypasses the kernel, saangxpensive system call and
copy into kernel memory space. Though the TSO algorithmaesithe time spent in the
kernel, it still must call into the kernel network stack tandedata. As this research has
shown, kernel block memory operations constitute a sigatdraction of execution time
for networking. The RDMA algorithm can bypass these coprgay, which minimizes
the necessity of involving the kernel at all.

Secondly, the semantics of the kernel TCP/IP stack on badk,euch as header cre-
ation, segmentation, queuing, reordering, and acknowhetds, are completely handled
by the network interface card, signi cantly decreasing ldtency for messages traveling
from the application space of one system to the other. Insémse, it functions like a TCP
Of oad Engine by reducing the work required of the operatsygtem to send data over
the network. Mogul's work on TCP Of oading [31] argues thhgetresulting reduction in
block memory operations is responsible for the majorityhef gains seen by TCP Of oad
Engines. Latency is particularly important for cluster garting applications. As Section
7.1 demonstrated, TSO reduces the computational load dmogteCPU, but does not op-
timize latency. This is the likely cause of the performanegrddation shown for certain
benchmarks using MPICH-TSO.

Finally, the decreased time spent in the kernel providesatgr fraction of compute

cycles available for the application. This greater raticomputation to communication
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improves performance whenever there is enough compugatiamrk to be done, i.e. when
the application thread is not blocked waiting for synchration with other nodes.

By decreasing the computational load, lowering the ovettedacommunication, and
improving end-to-end latency, RDMA-enabled NICs show gmamise in MPI appli-
cations. However, the TSO algorithm performed poorly irsthapplications and is best

suited for web-serving and other networking where latesayot an issue.
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Chapter 8

Future Work

The optimizations for block memory operations as proposetis thesis motivate several

areas of further research into the design and use of suchammgyeration mechanisms.

1. Hardware Probe: The probe mechanism shows promise felesiating block mem-
ory operations. Due to the high-overhead of the softwardgran evaluation of
the hardware probe requires a cycle-accurate simulatoritharporates both the
application code and operating system code in order to geasonable estimate
of the performance gains possible with the hardware proldgs Will verify that
the applications that experienced slight slow-downs whih software-based probe
mechanism and its high overhead would be accelerated ohaedlare with a low-
overhead probe mechanism. The response time of the hargvadre in cycles could
be varied, and a tradeoff analysis could be done to deterthemaximum overhead

allowable for performance improvement.

2. Call-Site Proling: Each type of kernel block memory opgon (copyin(), copy-
out(), memcpy(), bzero(), etc) shows different behavigoedeling on the calling
application and system state. However, there is not cuyrarway to determine the

caller at runtime. This information can be used to seleltichoose the optimal
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copy algorithm, especially aiding in prediction of datageyatterns by application.
Of ine application pro les can provide the kernel with aaate hints as to the reuse

pattern of a given application.

. Dynamic Call-Site Pro ling: A dynamic algorithm that kega table of recent callers,
cache state, and usage patterns would also be very valualpeediction and opti-
mization purposes. A Block Memory Operation Caller BufiBMOCB) could con-
tain a cache of the most recent block memory operations, thdlers, cache state,
and a performance hint based on previous behavior. Whenioeohivith the hard-
ware probe mechanism, these could be a powerful tool forrgrgstine optimal block

memory algorithm is selected each time.

. Kernel Block Memory Operation Handler: Current systerasdt attempt to cen-
tralize the handling of block memory operations in the kerr@ften times, they
are broken into a series of smaller operations that are bdra#iparately. Applica-
tions currently do not have a means of informing the kernetxgected data use
patterns, forcing the kernel to determine this informattsalf or use a statically se-
lected algorithm. As shown in Section 4.1, the performarfdbese block memory
operations is highly dependent on the size of the transatad cache state. A cen-
tralized handler will best be able to take advantage of tharimation available to
the kernel about current system state, will maximize théoperance of block mem-
ory operations by aggregating operations to execute l@igek memory operations

when possible, and may incorporate the information praViaea call-site pro ling
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algorithm to make the optimal decision about which copy atgms to use. Addi-
tionally, a centralized handler will allow the applicatitmrequest the type of block
memory operation best suited for the current situation evithrequiring the kernel
to probe cache state or consult the BMOCB, i.e. a call to cop\.NT() (copy data
into the kernel memory space, prefetch source into cachenan-temporal store

destination).

. Memory controller architecture: this research sugggslg exploring the design
of future memory controllers and the addition of block tf@nscceleration mech-
anisms. The functionality of the memory controller will lgato continue to im-
prove as the gap between processors and memory widens. Jiga déan ef cient

asynchronous copy engine requires careful integratioh thié memory controller

including ef cient buffer management and DRAM scheduling.

. Cache coherence: with this research comes the need yrarald streamline the
interactions between block memory operations, a copy engind cache coherence
mechanisms. In order to be most effective, the cache cobemaechanisms must
not interfere with the performance of the block memory altpons or copy engine.
By combining information on coherence with the hardwarehegarobe, the kernel

can preemptively initiate coherency actions to optimizechlmemory transactions.

. Communication: this paper motivates an analysis of thdaMe asynchrony within

the system and to develop ef cient communication and na@tiicn mechanisms be-
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tween the memory controller and the processors. Ef ciemhicmnication and no-
ti cation mechanisms will enable improved copy performarto translate into im-
proved system performance. Furthermore, such mechaniserigealy to be use-
ful for other communications between the memory contradied the processor as
further enhancements are integrated into the memory dtertrarhe overhead of
asynchronous memory operations is minimized when therefeent means of

communicating the behavior of the memory copy engine to thimmrocessor.
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Chapter 9

Conclusions

Block memory operations occur frequently in the kernel whaa performing a variety
of common system tasks, such as networking, interproceasncmication, and 1/0. The
performance impacts of the memory system require the kéoreetcount for the location
of both the source and destination regions of memory, tleedfithe copy, and the probable
reuse pattern of the data to be able to select the optimalitidgofor these block memory
operations.

The performance of block memory operations are particularportant in networking,
in which 75% or more of total execution time can be spent pariiog block memory oper-
ations. Optimizations such as TCP Segmentation Of oad agiché&e DMA can improve
performance by reducing the time spent performing thesekbitemory operations.

In order to determine the optimal block memory algorithmdaiven situation, the rst
word in a block of memory can be used as an accurate predittbea@ache state of the
entire block of memory. This unexpected result allows a $ngache probe mechanism
to dynamically determine the current cache state withaguireng access to each word or
line in a region of memory. A simple software-based appraashperform this determi-
nation and, when combined with an algorithm selection meisina, improve performance

in certain cases.
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The signi cant overheads associated with memory timing serilization required by
the software probe mechanism makes it impractical for génese. However, the software
probe does demonstrate the feasibility of selecting algams for block memory operations
dynamically. Furthermore, the high cost of block memoryrafiens within the kernel and
the potential bene ts of dynamic algorithm selection destosted by this thesis motivate
additional research into the feasibility and bene ts of adweare cache probe mechanism.
The hardware probe would be trivial to implement in modemcpssor architectures and
would provide useful dynamic information about the currgydgtem state.

The frequency of block memory operations, combined withgbtentially undesir-
able behavior of block memory operations where the sourcloarestination are un-
cached, motivates the addition of an asynchronous memaay eongine that can handle
block memory operations without the intervention of thegessor or unwanted interaction
with the processor cache. The copy engine uses its knowledfye current DRAM state
to maximize the performance of block memory operations kynogdly scheduling them
with other system traf c. Additionally, it allows the prossor to execute independently of
the block memory operations, leaving more cycles availtdyleomputation.

This thesis advocates that architectural improvements aacsub-block allocation in
the cache, non-temporal stores that replace instead df @dted data, hardware cache
probe instructions, and memory copy engines will improweetarformance of kernel block
memory operations in the future. However, these architatiionprovements must be com-

bined with the appropriate software routines in order te tattvantage of any performance
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bene ts. Together, they are able to take into account theyntamsiderations simulta-
neously affecting the performance of block memory openatiand then make optimal

decisions based on this information.
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