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1 Intr oduction

Distributed systemsare subjectto a variety of failures
andattacks. In this paper we considergeneral(Byzan-
tine) failures[11], in which a failed node may exhibit
arbitrarybehaior. In particular a failed nodemay cor-
ruptits local state,sendrandommessagesyr evensend
speci ¢ messageaimedat subvertingthe system Many
security attackscan be modeledas Byzantinefailures,
suchascensorshipfreeloadingmisrouting,or datacor-
ruption.

Systemscan be protectedwith Byzantinefault toler-
ance(BFT) techniqueswhich canmaskaboundechum-
berof Byzantinefailures,e.g.usingstatemachinerepli-
cation[4]. BFT is avery powerful techniquebput it has
its costs. In a practicalsystemthat needsto tolerateup
to f concurrentByzantinefailures,BFT cannotbe im-
plementedwith lessthan 3f + 1 replicas[3]. More-
over, BFT scalegoorly to largereplicagroups;asmore
senersareadded the throughputof the systemmay ac-
tually decreasé§r].

In this paper we explore an alternatie approachhat
aims at detectingratherthan maskingfaulty behaior.
In this approachthe systemdoesnot make ary attempt
to hide the symptomsof Byzantinefaults. Rather each
nodeis equippedwith a detectorthat monitorsthe other
nodesfor signsof faulty behaior. If the detectorde-
terminesthatanothemodehasbecomefaulty, it noti es
the local node,which canthentake appropriateaction.
For example,it canceasé¢o communicatevith thefaulty
node;onceall correctnodeshavefollowedsuit, thefaulty
nodeis isolatedandthefaultis contained.

Speci cally, we considerdetectionsystemsthat are
basedon accountability[15]. With accountabilityeach
actionis associateavith theidentity of the nodethathas
takenit, which allowsthesystento gatheirirrefutableev-
idenceof faulty behaior. This hastwo importantadvan-
tages:First,nodescanusetheevidenceto corvinceother
nodeghatafaulthasoccurred.Secondtheevidenceen-
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ablesthe systemto resolhe he-said-she-saisituationsn
which two nodesaccuseeachotherof having failed.

Our goalsin this paperarethreefold: First, we exam-
ine thetrade-ofs betweerfault detectionandtraditional
BFT. Seconde give a precisede nition of the classof
Byzantinefaultsthatcanbe detectedvith this approach.
Finally, we give a brief sketchof a practicalsystemthat
implementssucha detector

1.1 The casefor fault detection

Clearly, techniqueshatmaskByzantinefailuresareeasy
to usebecauseunlike fault detectionsystemsthey pro-
vide the applicationdesignerwith the abstractionof a
systemin which failuressimply do not occur So what
reason@arethereto optfor faultdetection?

You need fewer machines. If a systemcan suffer
uptof concurrenfailures,BFT cannotbeimplemented
with lessthan3f + 1 machinesDetection,ontheother
hand,canbeaccomplishe@venwith asinglecorrectma-
chine;henceijt requiresonly f + 1 machine$. Theim-
portanceof thisresultis notonlyin thereducechardware
requirement BFT is usefulonly if nodefailuresarenot
correlated. Thus, all machinesshouldideally run dif-
ferentoperatingsystemsdifferentapplicationsoftware,
have separat@ower suppliesgetc.,to ensurethey do not
have any commonvulnerabilities. This is easierto ac-
complishfor a smallernumberof machines.

You cantolerate more failur es. With BFT, thefrac-
tion of machinesn thesystemthatarefaulty mustbebe-
low 33%at all times. In detection-basedystemsfaults
canbedetectedhslongasthereis onecorrectnodein the
systemjrrespectve of thenumberof faulty nodes.Thus,
it canbe usedin ervironmentswherea high fraction of
thenodeg(say 90%) canfail simultaneously

You can provision for the commoncase.In aBFT
systemall replicasmustprocessachrequespromptly,

1Thisdoesnotcontradictheimpossibilityresultsfor agreemenf3]
becauseletectionsystemsio notguaranteesafety



since the client cannotmalke progressbefore most of
themhave respondedln a detection-basesystemhow-
ever, a singlereplica can processeachrequestand re-
spondmmediatelytheotherreplicascanlatercheckthe
responseluring a period of light load. Hence,a BFT
systemmustbe provisionedsuchthateachmachinecan
handlethe peakload, while in a detectionsystem,each
machinemustmerelybeableto handletheaverage load.

Detectionis cheaper Thereasoris thatasynchronous
checkingavoidstheconsensugequiredin state-machine
replication,andit enableghe aggreyationof messages,
state and processingassociatedvith detection. Also,
thereis no needfor thereplicasto be stronglyconsistent,
which makesit mucheasietto handleview changes.

1.2 Usesof fault detectors

We considera fully distributed detectionsystemwhere
every node is equippedwith its own detectoy which
watchesfor faultson the othernodes. Oncethis detec-
tor reportsa fault, the local nodecanrespondn various
ways.As a rst step,it canstopcommunicatingvith the
faulty node. The nodecanthendistribute the evidence
in its possessioto othernodes sothey canalsorespond
andthusisolatethefaulty node.Finally, thenodecanini-
tiate recovery. For example,a storagesystemcancreate
additionalreplicasof all objectsstoredonthefaulty node
and/ornotify a humanoperatorwho canthenrepairthe
faulty node.

The merepresenceof a detectionsystemcanreduce
thelikelihoodof certainfaults. For example,it candis-
courageattaclersandfreeloaderdy creatinga disincen-
tive to cheating,sincea faulty noderisks isolationand
expulsionfrom the system. Furthermorejf the system
maintainsa binding from nodeidenti ers to real-world
principals,theneventheownerof afaulty nodecouldbe
exposedandheldlegally responsible.

Fault detectionalso hasits limits. Detectionis not
sufcient for failuresthat have irreversibleand serious
effects,suchasdeletingall copiesof animportantdoc-
ument. However, detectionandaccountabilityoffersan
ef cient andscalablealternative to BFT for alargeclass
of real-world failures,including freeloadingcensorship,
anddenial-of-service.Moreover, we believe that detec-
tion canbeusedn combinatiorwith BFT (e.g.to prevent
BFT from reachingits failure boundby ejectingfaulty
nodes)whichwould allow the designof dependableyet
scalabledistributed systems. The wide-spreadeliance
on accountabilityin humansociety both to discourage
unwantedbehaior andto encouragecompliancewith
thelaw, providesfurtherjusti cation for theapproach.
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Figure 1: Information o w betweenapplication,proto-
col, anddetectormoduleon nodei

2 Detectablefailur es

A perfectdetectiorsystemwvouldimmediatelydeteciany
Byzantinefault. The power of a practical,ef cient de-
tection system,however, is necessariljimited. In this
paperwe will assumehatthedetectoronacorrectnode
canobsenre all messagesentandrecevedby thatnode.
ThisclearlymeanghatsomeByzantinefaultsarenotob-
senableandthereforecannotbe detected For example,
a faulty storagenodemight reportthatit is out of disk
spacewhich cannotbeveri ed without knowing theac-
tual stateof its disks.

In the following, we formally de ne the class of
Byzantinefaultsthatcanbe detectedunderthis assump
tion. We distinguishtwo typesof faults. Informally, a
nodei is detectablyfaulty if the behaior it exposesto
correctnodescould not be obsered if i were correct,
anddetectablyignorant if i ignoresa messageentto i
by acorrectnode.For example,f acorrectnoderequests
someservicethati is supposedo grant,i is detectably
faulty if it deniesthe requestanddetectablyignorantif
it pretendghatit hasnotrecevedtherequestatall.

2.1 Systemmodel

We considemset of nodes Everynodei is modeledas
astatemachineA; andadetectormoduleB; (Figurel).
Informally, we saythata nodei is correctif it respects
thespeci cationsof bothA; andB;. Otherwisethenode
is faulty.

Nodescommunicatevith eachotherthroughmessage
passing.We assumeahat messagesare uniquelyidenti-
ed. For amessagen, let sendefm) andreceivefm)
denotethe senderand the receiver of m, respectiely.
For the moment,we do not put ary restrictionson local
processingime and communicationdelays. However,
we assumehat, after somenumberof retransmissions,
a messageentfrom a correctnodeto a correctnodeis
eventuallyreceied.

An event is either send(m) 2 O;, wherei
sende(m), or receive(m) 2 |j, where ]



receivefm), or anapplication-speci dnputor output.

An executionE is a sequencef eventssuchthatin
E, eachm is sentandreceved at mostonce,andeach
receive(m) is precededy thecorrespondingeng (m).
We distinguisheventsassociatedvith the statemachine
A andeventsassociatedvith the detectormoduleB;.
EjA; denoteghe subsequencef E thatconsistsof all
eventsassociatedvith A; in E, andEjB; denotesthe
subsequencef E that consistsof all eventsassociated
with B; in E. We saythatanodei is correctin E if (1)
EjA; (respectiely, EjB;) conformsto A; (respectiely,
Bi), i.e., if the sequencef outputsproducedin EjA;
(EjB;) islegal,givenA; (B;) andthesequencef inputs
in EjA; (EjB;), and(2) if E isin nite, thenbothEjA;
andEjB; arealsoin nite. Otherwisewe saythati is
faultyin E.

2.2 Detectablefaultinessand ignorance

We de ne a history of a nodei asa sequencef events
of Aj. A history h of a nodei is valid if it con-
forms to A;, i.e. if, given the sequenceof incoming
messageandapplication-speci cinputsin h, A; could
have producedthe sequencef outgoingmessagesnd
application-speci coutputsin h. A pair (hy; hy) of his-
toriesof i is consistentf h; is a pre x of hy, or vice
versa. If i is a correctnode, onetrivial exampleof a
valid historyis EjA;.

LetM (E) denotethe setof messagesecevedby the
nodesin an executionE . We assumehatthereexistsa
historymap' thatassociatesverymessagen 2 M (E)
with a history of sende¢m). For a correctnode,’ (m)
is the pre x of the local executionE jsende¢m) up to
andincluding sendm). Thus,for ary messagen sent
by a correctnode,’ (m) is valid, andfor every pair of
messagesn and m® sentby a correctnode,' (m) and
' (m9 areconsistent.

We saythata messagen is observablen E if there
exists a correctnodei and a sequenceof messages

() mi=m,
(i) receivémy) belongsto EjA;,
@ii) forallj = 2;:::;k:
" (mj).

In otherwords,m is obsenableif it causallyprecedes
atleastoneeventonacorrectnode.

We saythata nodei is detectablyfaulty with respect
to amessagen in anexecutionE if m thatwassentby
i, is obsenablein E, andsatis esone of the following
properties:

receivém; 1) belongsto

(1) * (m) is notvalid (for i)

(2) Thereexists a messagen® that was alsosentby i
andis obsenablein E, suchthat' (m) is inconsis-
tentwith ' (m9

The setof nodescausallyaffectedby m andm? (if m°
exists)arecalledaccomplice®f i with respecto m.

We saythatanodei is detectablyignorantin E if i is
not detectablyfaulty in E andthereexistsa messagen
sentto i by a correctnode,suchthat, for all obsenable
messages® sentby i, receivg(m) doesnot appearin

" (m9).

2.3 Guarantees

When the detectormodule B;j on a correctnodei has
seenevidenceof faulty behaior on anothernodej, it
sendsafailure indicationto its local applicationprocess.
We de ne threedifferenttypesof indications:tr usted; ,
suspecteq andexposeq . Intuitively, if themoduleB;
outputssuspected, thereis evidencethatj is ignoring
certaininputs,e.g.by refusingto accepta servicerequest
from acorrectnode. If it outputsexposed, thereexists
a proof thatj is faulty, i.e. thatit hasdeviatedfrom the
speci cationof its statemachineA; . Finally, B; outputs
tr usted, while noneof theotherconditionshold.

We canusea de nition similar to thatof [5, 9] to de-
scribetheseproperties.Thus,the detectionsystemguar
anteeghatthefollowing propertieshold in every execu-
tion:

Eventual strongcompleteness(1) Eventually ev-
erydetectablyignorantnodeis suspectedbreverby
every correctnode,and(2) if anodei is detectably
faulty with respecto amessagen, theneventually
somefaulty accompliceof i (with respecto m) is
exposedor foreversuspectetby every correctnode.

Eventual strong accuracy: (1) No correctnodeis
foreversuspectetby a correctnode,and(2) no cor
rectnodeis everexposedby a correctnode.

Note that the detectorneednot guarantedghat a cor-
rect nodeis always trustedby anothercorrectnode; it
canjump from trustedto suspectedndback, e.g.due
tolong messageéelays.Further adetectablyfaulty node
mightneverbedetectedHowever, if anodeis detectably
faulty, thensomefaulty nodewill eventuallybe exposed
or suspectedbrever. Thus,if thereareonly nitely mary
faulty nodesn the systemgcorrectnodescanbe affected
by theirbehaior only nitely long.

3 A practical detectorfor Byzantine faults

To show that detectionsystemsare practical, we now
briey sketchthe designof PeerReiew, a systemthat



canprovidetheguaranteestatedn Section2.3. A proof
can be found in Appendix A. We have implemented
PeerReiew andinitial resultssuggesthatit is practical
andefcient. An experimentalevaluationis the subject
of afuture,full paper

3.1 Assumptionsand goals

For PeerReiew, we assumehatthe systemcanbe mod-
eledasdescribedn Section2.1, with two additionalas-
sumptions:First, that the protocolis deterministic i.e.
produceshe sameoutputsgiven the samesequencef
inputs. This is afairly commonassumptionn statema-
chinereplication[4, 10]. Secondthatnodeshave strong

identitiesandakeypairthatcanbeusedo signmessages.

This canbe accomplishedfor instance by giving each
nodeanidentity certi cate, signedby a certi cation au-
thority, thattiesits public key to its nodeidenti er.

We also make the commonassumptiorthat the at-
tacker doesnot have the ability to breakcryptographic
signaturesOtherthanthat,the Byzantinenodesmaybe-
have arbitrarily and/orcolludewith eachother

3.2 Secuk histories and commitment

Eachnodeis requiredto keepa log of all theinputsand
outputsof its local statemachineA;. Thelog is orga-
nized asa hashchain, similar to a securehistory [13],

suchthatthetop-level hashcoversthecontentof theen-
tire log. Furthermoreeachnodemustfrequentlycommit
to the contentof its log by publishinganauthenticator
i.e. asignedcopy of its top-level hashvalue. This makes
thelog tamperevidentandensureshatnodescannotre-

vise history[13].

Nodesmustsignall messagethey send,andacknawl-
edgeall messagethey receve. If amessageés not ac-
knowledgedafter several retries, it is broadcasto the
othernodes,who thenchallengethe nodeto acceptthe
message.This ensureghat a nodeis suspectedy all
correctnodesif it refusego accepta message.

Eachmessag®er acknavledgmentm containsan au-
thenticatoy as well as a short proof that send(m) or
receive(m) was the top-level entry of the correspond
ing log. The recipientextractsthe authenticatorsand,
oncein awhile, forwardsthemto the othernodes.Thus,
all nodesareeventuallymadeawareof all authenticators
thathave beensentto a correctnode.

3.3 Auditing

Eachnodei is periodicallyauditedby every othernodé?.

Duringanaudit,theauditorj rst asksi for asignedog

segmentthatcoversall entriessincethelastaudit.j then
validatesthe log againstthe most currentauthenticator
it hasobtainedfor i. If i refusesto comply, j beginsto

suspect.

Next, j performsa consistencghed to seeif thelog
matchesall the recentauthenticatoré hasobtainedfor
i. If thisfails,i hasforkedits log or is keepingmultiple
copies,andj obtainsa signedconfession.The evidence
is thenmadeavailableto othernodeswho canthusmark
i asexposed.

In athird step,j extractsall authenticatorgrom the
log sgmentandforwardsthemto the othernodes.This
ensureghat, evenif i is faulty and hasnot performed
this stepearlier the othernodeswill eventuallybeaware
of all relevantauthenticatorsThis steprequiresO(N ?)
messaged)ovever, thesemessagearesmallandcanbe
heaily aggreated.

Finally, j performsa conformanceched. It instanti-
atesa local copy of the statemachineA; andinitializes
it with a recentcheckpointfrom thelog. Thenit replays
all theinputsfrom thelog andcheckswhetherthe corre-
spondingoutputsmatchthe onesin thelog. Thus,j can
checkprotocolconformanceavithout anexplicit protocol
speci cation. If it detectsa divergencejt hasobtaineda
signedconfessiorandcanthusexposei .

3.4 Checkingevidence

If anodej detectsafaultonanodei, it obtainsone of
two typesof evidence.If i is detectablyffaulty, j obtains
eithera) an authenticatoand a log, both of which are
signedbut do not match,or b) a signedlog segmentthat
fails the conformancecheck. Both constitutea signed
confession.If i is detectablyignorant,j obtainsa chal-
lenge(e.g.arequestor acertainlog segment)thati can-
notansweyexceptby providing a signedconfession.

Both typesof evidencecanbe distributedto the other
nodeswho canverify themindependentlyeitherby re-
peatingthe checksperformedby j (in caseof a signed
confessionpr by contacting andcheckingits response
(in caseof a challenge). PeerReiew ensureghat this
checkwill alwaysfail for acorrectnode sincethey never
generatsignedconfessionandcanrespondo ary chal-
lenge.

The output of the PeerReiew failure detectoron a
givennodeis reliableif, andonly if, thenodehasavalid
copy of the statemachineto be run by all the nodesin

2We assumenerethatthereareexactlyf + 1 nodesin the system.
In larger systemsit is sufcient thatf + 1 othernodesaudita given
node,but we omit the detailsdueto lack of space.



the system.A nodecanensurethis, for instancepy ob-
tainingasignedbinary programfrom atrustedauthority

To boundthe spacerequiredfor logs, nodesmay be
allowedto discardold log entries,e.g.afteramonth. In
this case,older evidencecan no longerbe veri ed and
mustbediscardediswell, whicheventuallyallowsfaulty
nodedo returnto the system.This is acceptableaslong
asthe systemhasampletime to respondto the failure
andinitiate repait

3.5 Discussion

PeerReiew providesthe bene ts of detectionwe out-
lined in Section1.1. Even a single correctnode can,
throughauditing, detectand obtain evidenceof ary ob-
senablefaults,andit cantake appropriateaction. Audit-

ing canbe performedasynchronouslyso the nodescan
deferthecorrespondingverheado periodsof light load.
It requirescomparatiely few messagesWith a failure
boundof f nodesCastroandLiskov's BFT protocol[4]

requiresl8f 2+ 9f + 2 messageperrequestyhile Peer

Review usesonly f 2+ 3f + 2. Moreover, mostof these
messagesanbeaggreyated.

4 Relatedwork

Our concepibf adetectionsystems basedn thefailure
detectordy ChandraandTouey [5]. Thesewerede ned
for crashfailures, but Malkhi and Reiter[12] later ex-
tendedthemto the Byzantinefailure model. Kihlstrom
etal. [9] have introducedseveralclasse®f failuredetec-
torsthatexposedetectableByzantinefailures.However,
they considerclasse®f algorithmsn whichall messages
arebroadcastandin which processeknow whento ex-
pectmessagefrom other processes.PeerReiew does
notrequiretheseassumptions.

Statemachinereplication[10, 14] is a classicaltech-
niguefor maskinga limited numberof Byzantinefaults.
Today's state-of-the-artBFT techniques,e.qg. [4], are
basedon this idea. The BAR model[1] combinesthis
approachwith a systemstructurethatcausegshe system
to operatein a Nashequilibrium. Thus,BAR canaddi-
tionally toleratean unboundedchumberof rationalnodes
thatarewilling to deviate from the protocolin orderto
increasetheir own utility. Althoughbothtechniquesare
relatedto detectionsystemsneithercanidentify faulty
nodesandbothrequiremoreresources.

Alvisi et al. [2] introduceda techniquethat moni-
tors quorumsystemsand raisesan alarmif the failure
assumptionsare aboutto be violated. This technique
is probabilisticand, unlike PeerReiew, cannotidentify
which nodesarefaulty.

Intrusiondetectiorsystemg6] candetecicertaintypes
of protocolviolations; however, unlike PeerReiew, the

heuristicsusedin IDS tendto produceeitherfalseposi-
tives,falsenegatives,or both. Reputatiorsystemssuch
asEigenTrust[8] canbeusedagainsByzantinefailures,
but, unlike PeerReiew, they cannotpreventa coalition
of maliciousnodesfrom denouncinga correctnode. Fi-
nally, trustedcomputingplatformslike TCG/Ralladium
can detectfailuresthat involve software modi cations,
but requirespecialhardware andforce usersto give up
some control over their own equipment. PeerReiew
works on commodityhardware and merely checkspro-
tocol conformance.

5 Conclusionand futur e work

In this paper we have discussedn alternatve approach
to handlingByzantinefaults, in which the systemdoes
not maskfaultsbut ratherdetectsandrespondgo them.
We have formally speci ed the classof faults that can
be detectedwith this approach,and we have sketched
the designof a practicalsystemthatimplementsit. To
ourknowledge thisis the rst practical,general-purpose
algorithmfor detectingByzantinefaults.

We believe that this work opensup a new andinter
esting direction for future research. Detectioncan be
usedto protecta muchwider rangeof systemsagainst
Byzantinefaults,especiallywheredeploying BFT is in-
feasibleor prohibitively expensve. For example,large-
scaledistributed systemshave long beensuffering from
freeloadingandvariousattacks.Detectioncould provide
accountabilityandthusaninexpensve yet highly effec-
tive defense.

Also, we believe thatfurtherresearchn detectiorsys-
temswill yield avarietyof new detectorswith interesting
tradeofs. For example,more powerful detectorscould
be constructedby addingmore sensorssuchasattesta-
tion, andhybridsbetweerdetectiorandBFT couldallow
more ne-grainedtradeofs betweerprotectionandover-
head.
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A Proof

Our goalis to prove that PeerReiew hasthe properties
de nedin Section2.3 of this papernamely:

Eventual strong completeness(1) Eventually ev-
ery detectablygnorantnodeis suspectedobreverby
every correctnode,and(2) if anodei is detectably
faulty with respecto amessagen, theneventually
somefaulty accompliceof i (with respecto m) is
exposedor foreversuspectethy every correctnode.

Eventual strong accuracy: (1) No correctnodeis
foreversuspectedy a correctnode,and(2) no cor-
rectnodeis ever exposedoy a correctnode.

We begin by giving some additional details of the
PeerReiew algorithmin SectionA.1. Thenwe prove
eachof theabove four claimsin SectionsA.2 andA.3.

A.1 Validating evidence

In the context of PeerReiew, evidenceis a piece of
datathat supportsa statementaboutthe behaior of a
particularnode. Therearethreedifferentkinds of evi-
dencefor a nodei. A challenge chal(x) statesthat
i hasrefusedto respondo requestx andthereforemay
be detectablyfaulty or detectablyignorant. A response
resp(x) statesthati hasin factrespondedo request
x andthusrefutesthe correspondinghallenge.Finally,
aproof proof(x)  stateshati is detectablyfaulty. A
proofalsoincludessomeinformationaboutthe natureof
thefault.

A faulty nodecouldtry to incriminatea correctnode
by forging evidence. Therefore gvery nodemustestab-
lish thatthe evidenceis valid beforeusingit. A list of

all typesof evidenceabouta nodei, includingthe condi-
tionsunderwhich they arevalid, is givenbelow:
chal(audit, aix , iy ) is evidencethat nodei

Thechallenges valid iff botha;x anda;, areau-
thenticatorsignedby i, andy > x.

resp(audit, &, dyy, L) shavs that i has
properly respondedo the challengeabove. The
responsads valid iff chal(audit, Qix , iy ) IS

mentsignedby i, andthe hashesn a;;x andajy
matchthoseof the correspondingntriesin L.

chal(send, m) is evidencethati is refusingto
accepta messagan. The challengeis valid iff
receiver(m) = i.

resp(send, m, ajx 1, ax) showvsthati hasin

factacceptedhe messagen. Theresponsés valid
iff chal(send, m) isvalid, bothaix 1 anda;x
are signedby i, and a;x validate$ a log entry
send (ack(m)).

proof(inconsistent, aix, L) shaws that i
is maintainingseveral inconsistenthistories. The
proof is valid iff L is signedby i andcontainsan
entryey thathasthesamesequencaumberasa; ,
but a differenthash.

proof(invalid, ¢, L) shaws that i's history
doesnotconformto its statemachineA; . Theproof
isvalidiff L issignedoyi, cmatcheshe rst check-
pointin L, andL fails the conformancecheckfor
Ai.

A pieceof evidenceis invalid if it is notvalid accord-
ing to theserules. Invalid evidenceis not consideredur-
therby PeerReiew.

Eachnodej maintainsan evidenceset";; for every
othernodei. For simplicity, we will assumehat if |
andk arecorrectnodesthen"; and"j areeventually
consistentso we cantreatthemasa singleset”;. In
practice, this can be achieved e.g. by allowing correct
nodesto gossipaboutevidence.

To save spacenodesmmediatelydiscardinvalid evi-
dence Also, if "; containsbothavalid challengec anda
matching,valid response (c), thenodesmay eventually
discardboth.

A nodej generatefailureindicationsfor anothemode
i asfollows: If " containsa valid challengebut no
matching,valid responsethenj outputssuspected. If
"j containsa valid proof, thenj outputsexposed. In
all othercasesj outputstr usted; .

3To checkthis, the previous hashhy 1 is required,which canbe
takenfromaix 1.



A.2 Eventual strongcompleteness

Theorem1 Eventually every detectablyignorant node
is suspectedorever by everycorrectnode

Proof: Assumetheoppositej.e. thereis adetectablyig-
norantnodei anda correctnodek suchthat, for every
time t, thereis anothertime t° > t at which k doesnot
suspect. Sincei is detectablyignorant,we know thatit
is not detectablyfaulty, andthat thereexists somemes-
sagem thatacorrectnodej hassenttoit, buti hasnever
sentanothemessagen® suchthatr eceive; (m) appears
in' (m9.

Sinceacknavledgmentsare mandatoryj musthave
resentm several times, then it must eventually have
given up and addeda challengechal(send, m) to
"i, so eventually all correct nodesmust have started
suspectingi. Let t; be the time k is rst notied
of the challenge. By our assumption,we know that
thereis atime t, > t; at which k doesnot suspect.
But this is only possibleif the challengehasbeenre-
futed becauseesp(send, m, a;x 1, a&x) hasbeen
addedto "j, and becausea;x validatesa log entry
send (ack(m)). By de nition, i is notdetectablyfaulty,
soreceive; (m) musthave precededsend (ack(m)) in
' (ack(m)), which meanghati cannotbe detectablyig-
norant.Thisis a contradiction. 2

The following discussionis relatedto a mechanism
describedn Section3.2. Recallthat nodescommitto
thecontentof theirlogsby publishingauthenticatorspr
signedhashesf their logs. We saythata nodej is no-
tied of ahistory' (m) of anothemodei if it receves
anauthenticator;.x for alog thatcorrespondso' (m).
Theauthenticatorllowsj to obtain' (m) fromi, which
j canthenvalidateagainstthe hashvaluein the authen-
ticator. If i doesnotcomply,j canusea; in anaudit
challengeandthuscauseall correctnodeso suspect.

As describedn Section3.3, the noti cation doesnot
have to be performedby i itself. Sincean authenticator
is includedwith eachlog entryr eceive (m), othernodes
canextracttheauthenticatorgluringauditsandthenper
form thenoti cation oni's behalf.

Lemmal If a messge m is observableby a correct

ead correctnodeis noti ed of* (my) forall1 x Kk,
or somesender(my) is exposedor forever suspectedby
all correctnodes.

Proof: Note that, by the de nition of obsenability,
m; = m, receiver(my) = ¢, andforall 2 j k,
receive(m; 1) belongsto' (m;).

We begin by observingthat, sincec is correct,it will
certainly notify all othernodesof ' (myg). Thus,it is

sufcient if we canshow that,if all nodesarenoti ed of
' (my) (for somex > 1), thenall nodesarealsonoti ed
of' (my 1), orsender(my) is eitherexposedor forever
suspected.

If sender(my) is exposedor forever suspectedthe
claimfollowsimmediately Otherwisejt musthavefully
cooperatedvith all correctnodes. If it had refusedto
answeran audit,anaudit  challengewould eventually
have beenaddedto its evidenceset, andit would have
beensuspectedorever by all correctnodes. Moreover,
we know thateachcorrectnodemusthave seena valid
log; otherwisethatnodewould have addedaninvalid
proof of misbehaior the evidenceset,andsender(my)
would have beenexposed.

Let hy be the history of sender(my) as ob-
sened by some correct node c,. We know that
' (my) ends with an entry send eceiver(m,)(Mx)
(otherwisereceiver(my) would never have accepted
my). Therefore,we know that hy mustalso contain
send eceiver (m, ) (Mx), becausetherwisec, wouldhave
addedan inconsistent proof of misbehaior to its
evidenceset,andsender(my) wouldhave beerexposed.
But if hy containssend; eceiv er (m, ) (Mx), it mustalso
containanentryreceive(my 1) (if thiswasnotthecase,
my would not be causallyconnectedo my 1). When
auditingthis entry; ¢x extracts' (myx 1) andnoti es all
theothernodes.

Theclaimfollows by reverseinductionoverx. 2

Theorem 2 If a nodei is detectablyfaulty with respect
to somemessge m, then eventually eitheri itself or
somefaulty accompliceofi with respecto m is exposed
or forever suspectetby everycorrectnode

Proof: Assumehecontraryi.e.thatthereis anodei that
is detectablyfaulty with respecto somemessagen, but
neitheri norary of its faulty accomplicesvith respecto
m is exposedor forever suspectedby somecorrectnode
j . Sincecorrectnodesare not exposedor forever sus-
pectedunderary circumstanceéseeSectionA.3), it fol-
lows thatno nodealongthe pathof causalityis exposed
or foreversuspected.

By Lemma 1, we know that under these circum-
stancesall nodesmusteventuallybe noti ed of * (m).
Let ¢ be somecorrectnode. We know thati hascoop-
eratedwith ¢ andrespondedo all of its audits,sincec
doesnotforever suspect. We alsoknow thati's history
h, asseenby c, is valid, sincec doesnot exposei. For
the samereasonwe know that' (m) is consistentwith
h, sothis cannotbethereason is detectablyfaulty.

The only otherpotentialreason could be detectably
faulty is thatit hassentsomeother messagen® thatis
obsenable by somecorrectnodec®, suchthat' (m) is
inconsistenwith * (m9%. But, by Lemma1l, we know



that either somenodealong the path of m° is exposed
or forever suspectedor all correctnodesare eventually
noti ed of ' (m% aswell. In the rst case,i is faulty
with respecto m® andafaulty accomplices exposedor
forever suspectedsothetheoremfollows. In the second
casewe know thatc hasnot exposedi, so' (m® must
be consistentwvith h andthereforealsowith ' (m). This
is acontradiction. 2

A.3 Eventual strong accuracy

Theorem3 No correct nodeis forever suspectedy a
correctnode

Proof: Assumetheoppositej.e.thereis acorrectnodei
thatis forever suspectedby anothercorrectnodek after
sometimet;. Lett, > t; bethe rst time k checks';.
Sincek still suspects aftert,, "; musthave contained
somevalid, unrefutedchallengec. Moreover, we know
thatk musthave challenged with ¢, buti did notprovide
avalid response.

The challenge ¢ can either be
chal(audit, Aix , Ay ) or chal(send, m).
If it isanaudit challengejt canonly bevalid if both
aix anda;y areauthenticatorsignedby i, andy > X
(recall that signaturescannotbe forged). But sincei
is correct,its log is well-formed, so the authenticators
aix anda;y mustcorrespondo existing log entriesey,
ande, with the correspondindnashvalues. Thus,i can

constructa valid response.

Now assumec is a send challenge. Thereare two
cases:Eitheri haspreviously recevedm, or it hasnot.
If the former holds, i, being correct,musthave an en-
try send (ack(m)) in its log. Using the authenticator
a;x coveringthisentry, it canconstructvalid response.
If i hasnotyetrecevedm, it canacceptit now, which
producegherequiredlog entriesandagainenables to
construcia valid response.

But if i canconstructa valid responseit would have
doneso andrepliedto k. Eventually this reply would
have beenreceved by k, soit cannothave suspected
forever. Thisis acontradiction. 2

Theorem4 Nocorrectnodeis everexposecya correct
node

Proof. Assumethe opposite|.e. thereis a correctnode
i thatis exposedby anothercorrectnodej . This means
that"; containsa proof of misbehaior p, which is valid
(becausg , being correct,would have checled this be-
fore exposingi).

The proof p
proof(inconsistent,
proof(invalid,

can either be
aix, L), or

c,L). In the rst case, ajx

andL mustbesignedby i, andL mustcontainanentry
e« that hasthe samesequencenumberas a;x , but a
differenthash.Buti is correct,soit neveruseshesame
sequencenumbertwice. Thus, the secondcasemust
apply. Sincep is valid, L mustbe signedby i, ¢ must
matchthe rst checkpointin L, and L must fail the
conformancecheckfor A;. Buti is correct,soit must
have faithfully recordedts inputsandoutputsin thelog,
andsinceA; is deterministidoy assumptionit musthave
producedhe sameoutputsastheonesin L, soL cannot
fail theconformancecheck.Thisis acontradiction. 2



