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1 Intr oduction

Distributed systemsare subjectto a variety of failures
andattacks.In this paper, we considergeneral(Byzan-
tine) failures[11], in which a failed nodemay exhibit
arbitrarybehavior. In particular, a failednodemaycor-
rupt its local state,sendrandommessages,or evensend
speci�c messagesaimedat subvertingthesystem.Many
securityattackscan be modeledas Byzantinefailures,
suchascensorship,freeloading,misrouting,or datacor-
ruption.

Systemscanbe protectedwith Byzantinefault toler-
ance(BFT) techniques,whichcanmaskaboundednum-
berof Byzantinefailures,e.g.usingstatemachinerepli-
cation[4]. BFT is a very powerful technique,but it has
its costs. In a practicalsystemthat needsto tolerateup
to f concurrentByzantinefailures,BFT cannotbe im-
plementedwith less than 3f + 1 replicas[3]. More-
over, BFT scalespoorly to largereplicagroups;asmore
serversareadded,thethroughputof thesystemmayac-
tually decrease[7].

In this paper, we explorean alternative approachthat
aims at detectingrather than maskingfaulty behavior.
In this approach,thesystemdoesnot make any attempt
to hide the symptomsof Byzantinefaults. Rather, each
nodeis equippedwith a detectorthatmonitorstheother
nodesfor signsof faulty behavior. If the detectorde-
terminesthatanothernodehasbecomefaulty, it noti�es
the local node,which canthen take appropriateaction.
For example,it canceaseto communicatewith thefaulty
node;onceall correctnodeshavefollowedsuit,thefaulty
nodeis isolatedandthefault is contained.

Speci�cally, we considerdetectionsystemsthat are
basedon accountability[15]. With accountability, each
actionis associatedwith theidentity of thenodethathas
takenit, whichallowsthesystemto gatherirrefutableev-
idenceof faultybehavior. Thishastwo importantadvan-
tages:First,nodescanusetheevidenceto convinceother
nodesthata faulthasoccurred.Second,theevidenceen-

ablesthesystemto resolvehe-said-she-saidsituationsin
which two nodesaccuseeachotherof having failed.

Our goalsin this paperarethreefold:First, we exam-
ine thetrade-offs betweenfault detectionandtraditional
BFT. Second,we give a precisede�nition of theclassof
Byzantinefaultsthatcanbedetectedwith this approach.
Finally, we give a brief sketchof a practicalsystemthat
implementssucha detector.

1.1 The casefor fault detection

Clearly, techniquesthatmaskByzantinefailuresareeasy
to usebecause,unlike fault detectionsystems,they pro-
vide the applicationdesignerwith the abstractionof a
systemin which failuressimply do not occur. So what
reasonsarethereto opt for fault detection?

You need fewer machines. If a systemcan suffer
up to f concurrentfailures,BFT cannotbeimplemented
with lessthan3f + 1 machines.Detection,on theother
hand,canbeaccomplishedevenwith asinglecorrectma-
chine;hence,it requiresonly f + 1 machines1. Theim-
portanceof thisresultis notonly in thereducedhardware
requirement.BFT is usefulonly if nodefailuresarenot
correlated. Thus, all machinesshould ideally run dif-
ferentoperatingsystems,differentapplicationsoftware,
have separatepower supplies,etc.,to ensurethey do not
have any commonvulnerabilities. This is easierto ac-
complishfor asmallernumberof machines.

You can tolerate more failur es.With BFT, thefrac-
tion of machinesin thesystemthatarefaultymustbebe-
low 33%at all times. In detection-basedsystems,faults
canbedetectedaslongasthereis onecorrectnodein the
system,irrespectiveof thenumberof faultynodes.Thus,
it canbe usedin environmentswherea high fractionof
thenodes(say, 90%) canfail simultaneously.

You can provision for the common case. In a BFT
system,all replicasmustprocesseachrequestpromptly,

1Thisdoesnotcontradicttheimpossibilityresultsfor agreement[3]
becausedetectionsystemsdonotguaranteesafety.
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since the client cannotmake progressbefore most of
themhaveresponded.In adetection-basedsystem,how-
ever, a single replica can processeachrequestand re-
spondimmediately;theotherreplicascanlatercheckthe
responseduring a period of light load. Hence,a BFT
systemmustbeprovisionedsuchthateachmachinecan
handlethe peakload,while in a detectionsystem,each
machinemustmerelybeableto handletheaverageload.

Detectionis cheaper. Thereasonis thatasynchronous
checkingavoidstheconsensusrequiredin state-machine
replication,andit enablesthe aggregationof messages,
stateand processingassociatedwith detection. Also,
thereis noneedfor thereplicasto bestronglyconsistent,
whichmakesit mucheasierto handleview changes.

1.2 Usesof fault detectors

We considera fully distributeddetectionsystemwhere
every node is equippedwith its own detector, which
watchesfor faultson the othernodes.Oncethis detec-
tor reportsa fault, the local nodecanrespondin various
ways.As a �rst step,it canstopcommunicatingwith the
faulty node. The nodecanthendistribute the evidence
in its possessionto othernodes,sothey canalsorespond
andthusisolatethefaultynode.Finally, thenodecanini-
tiaterecovery. For example,a storagesystemcancreate
additionalreplicasof all objectsstoredonthefaultynode
and/ornotify a humanoperator, who canthenrepairthe
faultynode.

The merepresenceof a detectionsystemcanreduce
the likelihoodof certainfaults. For example,it candis-
courageattackersandfreeloadersby creatingadisincen-
tive to cheating,sincea faulty noderisks isolationand
expulsionfrom the system. Furthermore,if the system
maintainsa binding from nodeidenti�ers to real-world
principals,theneventheownerof a faultynodecouldbe
exposedandheldlegally responsible.

Fault detectionalso has its limits. Detectionis not
suf�cient for failuresthat have irreversibleand serious
effects,suchasdeletingall copiesof an importantdoc-
ument. However, detectionandaccountabilityoffersan
ef�cient andscalablealternative to BFT for a largeclass
of real-world failures,includingfreeloading,censorship,
anddenial-of-service.Moreover, we believe thatdetec-
tioncanbeusedin combinationwith BFT (e.g.to prevent
BFT from reachingits failure boundby ejectingfaulty
nodes),whichwouldallow thedesignof dependable,yet
scalabledistributedsystems.The wide-spreadreliance
on accountabilityin humansociety, both to discourage
unwantedbehavior and to encouragecompliancewith
thelaw, providesfurtherjusti�cation for theapproach.
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Figure1: Information�o w betweenapplication,proto-
col, anddetectormoduleonnodei

2 Detectablefailur es

A perfectdetectionsystemwouldimmediatelydetectany
Byzantinefault. The power of a practical,ef�cient de-
tectionsystem,however, is necessarilylimited. In this
paper, wewill assumethatthedetectoronacorrectnode
canobserveall messagessentandreceivedby thatnode.
ThisclearlymeansthatsomeByzantinefaultsarenotob-
servableandthereforecannotbedetected.For example,
a faulty storagenodemight report that it is out of disk
space,which cannotbeveri�ed without knowing theac-
tual stateof its disks.

In the following, we formally de�ne the class of
Byzantinefaultsthatcanbedetectedunderthis assump-
tion. We distinguishtwo typesof faults. Informally, a
nodei is detectablyfaulty if the behavior it exposesto
correctnodescould not be observed if i were correct,
anddetectablyignorant if i ignoresa messagesentto i
by acorrectnode.For example,if acorrectnoderequests
someservicethat i is supposedto grant,i is detectably
faulty if it deniestherequest,anddetectablyignorantif
it pretendsthatit hasnot receivedtherequestatall.

2.1 Systemmodel

Weconsideraset� of nodes. Everynodei is modeledas
a statemachineA i anda detectormoduleB i (Figure1).
Informally, we saythat a nodei is correctif it respects
thespeci�cationsof bothA i andB i . Otherwise,thenode
is faulty.

Nodescommunicatewith eachotherthroughmessage
passing.We assumethat messagesareuniquelyidenti-
�ed. For a messagem, let sender(m) andreceiver(m)
denotethe senderand the receiver of m, respectively.
For themoment,we do not put any restrictionson local
processingtime and communicationdelays. However,
we assumethat, after somenumberof retransmissions,
a messagesentfrom a correctnodeto a correctnodeis
eventuallyreceived.

An event is either sendi (m) 2 Oi , where i =
sender(m), or receivej (m) 2 I j , where j =
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receiver(m), or anapplication-speci�cinputor output.
An executionE is a sequenceof eventssuchthat in

E , eachm is sentandreceived at mostonce,andeach
receivei (m) is precededby thecorrespondingsendj (m).
We distinguisheventsassociatedwith thestatemachine
A i andeventsassociatedwith the detectormoduleB i .
E jA i denotesthe subsequenceof E that consistsof all
eventsassociatedwith A i in E , and E jB i denotesthe
subsequenceof E that consistsof all eventsassociated
with B i in E . We saythata nodei is correct in E if (1)
E jA i (respectively, E jB i ) conformsto A i (respectively,
B i ), i.e., if the sequenceof outputsproducedin E jA i

(E jB i ) is legal,givenA i (B i ) andthesequenceof inputs
in E jA i (E jB i ), and(2) if E is in�nite, thenbothE jA i

andE jB i are also in�nite. Otherwisewe say that i is
faulty in E .

2.2 Detectablefaultinessand ignorance

We de�ne a history of a nodei asa sequenceof events
of A i . A history h of a node i is valid if it con-
forms to A i , i.e. if, given the sequenceof incoming
messagesandapplication-speci�cinputsin h, A i could
have producedthe sequenceof outgoingmessagesand
application-speci�coutputsin h. A pair (h1; h2) of his-
tories of i is consistentif h1 is a pre�x of h2, or vice
versa. If i is a correctnode,one trivial exampleof a
valid historyis E jA i .

Let M (E) denotethesetof messagesreceivedby the
nodesin an executionE. We assumethat thereexistsa
historymap' thatassociateseverymessagem 2 M (E)
with a history of sender(m). For a correctnode,' (m)
is the pre�x of the local executionE jsender(m) up to
andincluding send(m). Thus,for any messagem sent
by a correctnode,' (m) is valid, andfor every pair of
messagesm andm0 sentby a correctnode,' (m) and
' (m0) areconsistent.

We saythat a messagem is observablein E if there
exists a correct node i and a sequenceof messages
m1; : : : ; mk suchthat

(i) m1 = m,

(ii) receive(mk ) belongsto E jA i ,

(iii) for all j = 2; : : : ; k: receive(m j � 1) belongsto
' (m j ).

In otherwords,m is observableif it causallyprecedes
at leastoneeventona correctnode.

We saythata nodei is detectablyfaulty with respect
to a messagem in anexecutionE if m thatwassentby
i , is observablein E , andsatis�esoneof the following
properties:

(1) ' (m) is not valid (for i )

(2) Thereexists a messagem0 that wasalsosentby i
andis observablein E , suchthat ' (m) is inconsis-
tentwith ' (m0)

The setof nodescausallyaffectedby m andm0 (if m0

exists)arecalledaccomplicesof i with respectto m.
We saythata nodei is detectablyignorant in E if i is

not detectablyfaulty in E andthereexistsa messagem
sentto i by a correctnode,suchthat, for all observable
messagesm0 sentby i , receivei (m) doesnot appearin
' (m0).

2.3 Guarantees

When the detectormoduleB i on a correctnodei has
seenevidenceof faulty behavior on anothernodej , it
sendsafailure indicationto its localapplicationprocess.
We de�ne threedifferenttypesof indications:tr ustedj ,
suspectedj andexposedj . Intuitively, if themoduleB i

outputssuspectedj , thereis evidencethat j is ignoring
certaininputs,e.g.by refusingto acceptaservicerequest
from a correctnode.If it outputsexposedj , thereexists
a proof that j is faulty, i.e. that it hasdeviatedfrom the
speci�cationof its statemachineA j . Finally, B i outputs
tr ustedj while noneof theotherconditionshold.

We canusea de�nition similar to thatof [5, 9] to de-
scribetheseproperties.Thus,thedetectionsystemguar-
anteesthatthefollowing propertieshold in everyexecu-
tion:

� Eventual strongcompleteness:(1) Eventually, ev-
erydetectablyignorantnodeis suspectedforeverby
every correctnode,and(2) if a nodei is detectably
faultywith respectto amessagem, theneventually,
somefaulty accompliceof i (with respectto m) is
exposedor foreversuspectedby everycorrectnode.

� Eventual strong accuracy: (1) No correctnodeis
foreversuspectedby a correctnode,and(2) nocor-
rectnodeis everexposedby a correctnode.

Note that the detectorneednot guaranteethat a cor-
rect nodeis always trustedby anothercorrectnode; it
can jump from trustedto suspectedandback,e.g.due
to longmessagedelays.Further, adetectablyfaultynode
mightneverbedetected.However, if anodeis detectably
faulty, thensomefaulty nodewill eventuallybeexposed
or suspectedforever. Thus,if thereareonly �nitely many
faultynodesin thesystem,correctnodescanbeaffected
by their behavior only �nitely long.

3 A practical detector for Byzantine faults

To show that detectionsystemsare practical, we now
brie�y sketch the designof PeerReview, a systemthat
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canprovidetheguaranteesstatedin Section2.3.A proof
can be found in Appendix A. We have implemented
PeerReview andinitial resultssuggestthat it is practical
andef�cient. An experimentalevaluationis the subject
of a future,full paper.

3.1 Assumptionsand goals

For PeerReview, weassumethatthesystemcanbemod-
eledasdescribedin Section2.1,with two additionalas-
sumptions:First, that the protocol is deterministic, i.e.
producesthe sameoutputsgiven the samesequenceof
inputs. This is a fairly commonassumptionin statema-
chinereplication[4,10]. Second,thatnodeshave strong
identitiesandakeypairthatcanbeusedtosignmessages.
This canbe accomplished,for instance,by giving each
nodeanidentity certi�cate, signedby a certi�cation au-
thority, thattiesits publickey to its nodeidenti�er.

We also make the commonassumptionthat the at-
tacker doesnot have the ability to breakcryptographic
signatures.Otherthanthat,theByzantinenodesmaybe-
havearbitrarilyand/orcolludewith eachother.

3.2 Secure historiesand commitment

Eachnodeis requiredto keepa log of all theinputsand
outputsof its local statemachineA i . The log is orga-
nizedasa hashchain, similar to a securehistory [13],
suchthatthetop-level hashcoversthecontentsof theen-
tire log. Furthermore,eachnodemustfrequentlycommit
to thecontentsof its log by publishinganauthenticator,
i.e.asignedcopy of its top-level hashvalue.Thismakes
thelog tamper-evidentandensuresthatnodescannotre-
visehistory[13].

Nodesmustsignall messagesthey send,andacknowl-
edgeall messagesthey receive. If a messageis not ac-
knowledgedafter several retries, it is broadcastto the
othernodes,who thenchallengethe nodeto acceptthe
message.This ensuresthat a nodeis suspectedby all
correctnodesif it refusesto accepta message.

Eachmessageor acknowledgmentm containsan au-
thenticator, as well as a short proof that send(m) or
receive(m) was the top-level entry of the correspond-
ing log. The recipientextracts the authenticatorsand,
oncein a while, forwardsthemto theothernodes.Thus,
all nodesareeventuallymadeawareof all authenticators
thathavebeensentto a correctnode.

3.3 Auditing

Eachnodei is periodicallyauditedby everyothernode2.
Duringanaudit,theauditorj �rst asksi for asignedlog
segmentthatcoversall entriessincethelastaudit. j then
validatesthe log againstthe most currentauthenticator
it hasobtainedfor i . If i refusesto comply, j begins to
suspecti .

Next, j performsa consistencycheck to seeif the log
matchesall the recentauthenticatorsit hasobtainedfor
i . If this fails, i hasforkedits log or is keepingmultiple
copies,andj obtainsa signedconfession.Theevidence
is thenmadeavailableto othernodes,whocanthusmark
i asexposed.

In a third step,j extractsall authenticatorsfrom the
log segmentandforwardsthemto theothernodes.This
ensuresthat, even if i is faulty and hasnot performed
thisstepearlier, theothernodeswill eventuallybeaware
of all relevantauthenticators.This steprequiresO(N 2)
messages;however, thesemessagesaresmallandcanbe
heavily aggregated.

Finally, j performsa conformancecheck. It instanti-
atesa local copy of thestatemachineA i andinitializes
it with a recentcheckpointfrom thelog. Thenit replays
all theinputsfrom thelog andcheckswhetherthecorre-
spondingoutputsmatchtheonesin thelog. Thus,j can
checkprotocolconformancewithoutanexplicit protocol
speci�cation. If it detectsa divergence,it hasobtaineda
signedconfessionandcanthusexposei .

3.4 Checkingevidence

If a nodej detectsa fault on a nodei , it obtainsoneof
two typesof evidence.If i is detectablyfaulty, j obtains
eithera) an authenticatorand a log, both of which are
signedbut do not match,or b) a signedlog segmentthat
fails the conformancecheck. Both constitutea signed
confession.If i is detectablyignorant,j obtainsa chal-
lenge(e.g.arequestfor acertainlog segment)thati can-
notanswer, exceptby providing asignedconfession.

Both typesof evidencecanbedistributedto theother
nodes,who canverify themindependently, eitherby re-
peatingthe checksperformedby j (in caseof a signed
confession)or by contactingi andcheckingits response
(in caseof a challenge). PeerReview ensuresthat this
checkwill alwaysfail for acorrectnode,sincethey never
generatesignedconfessionsandcanrespondto any chal-
lenge.

The output of the PeerReview failure detectoron a
givennodeis reliableif, andonly if, thenodehasavalid
copy of the statemachineto be run by all the nodesin

2We assumeherethat thereareexactly f + 1 nodesin thesystem.
In larger systems,it is suf�cient that f + 1 othernodesaudita given
node,but we omit thedetailsdueto lackof space.
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thesystem.A nodecanensurethis, for instance,by ob-
tainingasignedbinaryprogramfrom atrustedauthority.

To boundthe spacerequiredfor logs, nodesmay be
allowedto discardold log entries,e.g.aftera month. In
this case,older evidencecanno longerbe veri�ed and
mustbediscardedaswell, whicheventuallyallowsfaulty
nodesto returnto thesystem.This is acceptable,aslong
as the systemhasampletime to respondto the failure
andinitiate repair.

3.5 Discussion

PeerReview provides the bene�ts of detectionwe out-
lined in Section1.1. Even a single correctnodecan,
throughauditing,detectandobtainevidenceof any ob-
servablefaults,andit cantakeappropriateaction.Audit-
ing canbe performedasynchronously, so thenodescan
deferthecorrespondingoverheadto periodsof light load.
It requirescomparatively few messages:With a failure
boundof f nodes,CastroandLiskov'sBFT protocol[4]
requires18f 2 + 9f + 2 messagesperrequest,while Peer-
Review usesonly f 2 + 3f + 2. Moreover, mostof these
messagescanbeaggregated.

4 Relatedwork

Ourconceptof adetectionsystemis basedon thefailure
detectorsby ChandraandToueg [5]. Thesewerede�ned
for crashfailures,but Malkhi andReiter [12] later ex-
tendedthemto the Byzantinefailure model. Kihlstrom
etal. [9] have introducedseveralclassesof failuredetec-
torsthatexposedetectableByzantinefailures.However,
they considerclassesof algorithmsin whichall messages
arebroadcast,andin which processesknow whento ex-
pectmessagesfrom other processes.PeerReview does
not requiretheseassumptions.

Statemachinereplication[10,14] is a classicaltech-
niquefor maskinga limited numberof Byzantinefaults.
Today's state-of-the-artBFT techniques,e.g. [4], are
basedon this idea. The BAR model [1] combinesthis
approachwith a systemstructurethatcausesthesystem
to operatein a Nashequilibrium. Thus,BAR canaddi-
tionally tolerateanunboundednumberof rationalnodes
that arewilling to deviate from the protocolin orderto
increasetheir own utility. Althoughboth techniquesare
relatedto detectionsystems,neithercan identify faulty
nodes,andbothrequiremoreresources.

Alvisi et al. [2] introduceda techniquethat moni-
tors quorumsystemsand raisesan alarm if the failure
assumptionsare about to be violated. This technique
is probabilisticand,unlike PeerReview, cannotidentify
whichnodesarefaulty.

Intrusiondetectionsystems[6] candetectcertaintypes
of protocolviolations;however, unlike PeerReview, the

heuristicsusedin IDS tendto produceeitherfalseposi-
tives,falsenegatives,or both. Reputationsystemssuch
asEigenTrust[8] canbeusedagainstByzantinefailures,
but, unlike PeerReview, they cannotpreventa coalition
of maliciousnodesfrom denouncinga correctnode.Fi-
nally, trustedcomputingplatformslike TCG/Palladium
can detectfailuresthat involve software modi�cations,
but requirespecialhardwareandforce usersto give up
somecontrol over their own equipment. PeerReview
works on commodityhardwareandmerelycheckspro-
tocol conformance.

5 Conclusionand futur e work

In this paper, we have discussedanalternative approach
to handlingByzantinefaults, in which the systemdoes
not maskfaultsbut ratherdetectsandrespondsto them.
We have formally speci�ed the classof faults that can
be detectedwith this approach,and we have sketched
the designof a practicalsystemthat implementsit. To
ourknowledge,this is the�rst practical,general-purpose
algorithmfor detectingByzantinefaults.

We believe that this work opensup a new and inter-
estingdirection for future research. Detectioncan be
usedto protecta muchwider rangeof systemsagainst
Byzantinefaults,especiallywheredeploying BFT is in-
feasibleor prohibitively expensive. For example,large-
scaledistributedsystemshave long beensuffering from
freeloadingandvariousattacks.Detectioncouldprovide
accountabilityandthusan inexpensive yet highly effec-
tivedefense.

Also, webelievethatfurtherresearchin detectionsys-
temswill yield avarietyof new detectorswith interesting
tradeoffs. For example,morepowerful detectorscould
be constructedby addingmoresensors,suchasattesta-
tion,andhybridsbetweendetectionandBFT couldallow
more�ne-grainedtradeoffsbetweenprotectionandover-
head.
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A Proof

Our goal is to prove thatPeerReview hastheproperties
de�ned in Section2.3of thispaper, namely:

� Eventual strongcompleteness:(1) Eventually, ev-
erydetectablyignorantnodeis suspectedforeverby
every correctnode,and(2) if a nodei is detectably
faultywith respectto amessagem, theneventually,
somefaulty accompliceof i (with respectto m) is
exposedor foreversuspectedby everycorrectnode.

� Eventual strong accuracy: (1) No correctnodeis
foreversuspectedby a correctnode,and(2) nocor-
rectnodeis everexposedby a correctnode.

We begin by giving someadditional details of the
PeerReview algorithm in SectionA.1. Then we prove
eachof theabovefour claimsin SectionsA.2 andA.3.

A.1 Validating evidence

In the context of PeerReview, evidenceis a piece of
datathat supportsa statementabout the behavior of a
particularnode. Thereare threedifferentkinds of evi-
dencefor a nodei . A challenge chal(x) statesthat
i hasrefusedto respondto requestx andthereforemay
be detectablyfaulty or detectablyignorant. A response
resp(x) statesthat i hasin fact respondedto request
x andthusrefutesthecorrespondingchallenge.Finally,
a proof proof(x) statesthat i is detectablyfaulty. A
proofalsoincludessomeinformationaboutthenatureof
thefault.

A faulty nodecould try to incriminatea correctnode
by forging evidence.Therefore,every nodemustestab-
lish that the evidenceis valid beforeusing it. A list of

all typesof evidenceaboutanodei , includingthecondi-
tionsunderwhich they arevalid, is givenbelow:

� chal(audit, ai;x , ai;y ) is evidencethat nodei
is refusingto returnthe log segmentf ex ; : : : ; ey g.
Thechallengeis valid if f bothai;x andai;y areau-
thenticatorssignedby i , andy > x.

� resp(audit, ai;x , ai;y , L ) shows that i has
properly respondedto the challengeabove. The
responseis valid if f chal(audit, ai;x , ai;y ) is
valid, L = f ex ; : : : ; ey g is a well-formedlog seg-
ment signedby i , and the hashesin ai;x and ai;y

matchthoseof thecorrespondingentriesin L .

� chal(send, m) is evidencethat i is refusingto
accepta messagem. The challengeis valid if f
r eceiver(m) = i .

� resp(send, m, ai;x � 1, ai;x ) shows that i hasin
factacceptedthemessagem. Theresponseis valid
if f chal(send, m) is valid, bothai;x � 1 andai;x

are signed by i , and ai;x validates3 a log entry
sendi (ack(m)) .

� proof(inconsistent, ai;x , L ) shows that i
is maintainingseveral inconsistenthistories. The
proof is valid if f L is signedby i andcontainsan
entryex thathasthesamesequencenumberasai;x ,
but a differenthash.

� proof(invalid, c, L ) shows that i 's history
doesnotconformto its statemachineA i . Theproof
isvalid if f L issignedby i , cmatchesthe�rst check-
point in L , andL fails the conformancecheckfor
A i .

A pieceof evidenceis invalid if it is not valid accord-
ing to theserules.Invalid evidenceis notconsideredfur-
therby PeerReview.

Eachnodej maintainsan evidenceset " ij for every
other nodei . For simplicity, we will assumethat if j
andk arecorrectnodes,then" ij and" ik areeventually
consistent,so we can treat them as a single set " i . In
practice,this can be achieved e.g. by allowing correct
nodesto gossipaboutevidence.

To save space,nodesimmediatelydiscardinvalid evi-
dence.Also, if " i containsbothavalid challengec anda
matching,valid responser (c), thenodesmayeventually
discardboth.

A nodej generatesfailureindicationsfor anothernode
i as follows: If " ij containsa valid challengebut no
matching,valid response,thenj outputssuspectedi . If
" ij containsa valid proof, thenj outputsexposedi . In
all othercases,j outputstr ustedi .

3To checkthis, the previous hashhx � 1 is required,which canbe
takenfrom ai;x � 1 .
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A.2 Eventual strongcompleteness

Theorem1 Eventually, every detectablyignorant node
is suspectedforeverbyeverycorrectnode.

Proof: Assumetheopposite,i.e. thereis adetectablyig-
norantnodei anda correctnodek suchthat, for every
time t, thereis anothertime t0 > t at which k doesnot
suspecti . Sincei is detectablyignorant,we know thatit
is not detectablyfaulty, andthat thereexistssomemes-
sagem thatacorrectnodej hassentto it, but i hasnever
sentanothermessagem0 suchthatreceivei (m) appears
in ' (m0).

Sinceacknowledgmentsare mandatory, j must have
resentm several times, then it must eventually have
given up and addeda challengechal(send, m) to
" i , so eventually all correct nodesmust have started
suspectingi . Let t1 be the time k is �rst noti�ed
of the challenge. By our assumption,we know that
thereis a time t2 > t1 at which k doesnot suspecti .
But this is only possibleif the challengehasbeenre-
futed becauseresp(send, m, ai;x � 1, ai;x ) hasbeen
added to " i , and becauseai;x validatesa log entry
sendi (ack(m)) . By de�nition, i is not detectablyfaulty,
so receivei (m) musthave precededsendi (ack(m)) in
' (ack(m)) , which meansthati cannotbedetectablyig-
norant.This is a contradiction. 2

The following discussionis relatedto a mechanism
describedin Section3.2. Recall that nodescommit to
thecontentsof their logsby publishingauthenticators,or
signedhashesof their logs. We saythata nodej is no-
ti�ed of a history ' (m) of anothernodei if it receives
anauthenticatorai;x for a log thatcorrespondsto ' (m).
Theauthenticatorallows j to obtain' (m) from i , which
j canthenvalidateagainstthehashvaluein theauthen-
ticator. If i doesnotcomply, j canuseai;x in anaudit
challengeandthuscauseall correctnodesto suspecti .

As describedin Section3.3, thenoti�cation doesnot
have to be performedby i itself. Sincean authenticator
is includedwith eachlog entryreceivei (m), othernodes
canextracttheauthenticatorsduringauditsandthenper-
form thenoti�cation on i 'sbehalf.

Lemma 1 If a message m is observableby a correct
nodec via a chain of messagesm1; : : : ; mk , theneither
each correctnodeis noti�ed of ' (mx ) for all 1 � x � k,
or somesender(mx ) is exposedor foreversuspectedby
all correctnodes.

Proof: Note that, by the de�nition of observability,
m1 = m, receiver(mk ) = c, andfor all 2 � j � k,
r eceive(m j � 1) belongsto ' (m j ).

We begin by observingthat,sincec is correct,it will
certainly notify all other nodesof ' (mk ). Thus, it is

suf�cient if we canshow that,if all nodesarenoti�ed of
' (mx ) (for somex > 1), thenall nodesarealsonoti�ed
of ' (mx � 1), or sender(mx ) is eitherexposedor forever
suspected.

If sender(mx ) is exposedor forever suspected,the
claimfollowsimmediately. Otherwise,it musthavefully
cooperatedwith all correctnodes. If it had refusedto
answeran audit,an audit challengewould eventually
have beenaddedto its evidenceset,and it would have
beensuspectedforever by all correctnodes.Moreover,
we know thateachcorrectnodemusthave seena valid
log; otherwisethatnodewouldhaveaddedaninvalid
proof of misbehavior theevidenceset,andsender(mx )
wouldhavebeenexposed.

Let hx be the history of sender(mx ) as ob-
served by some correct node cx . We know that
' (mx ) ends with an entry sendr eceiv er (m x ) (mx )
(otherwisereceiver(mx ) would never have accepted
mx ). Therefore,we know that hx must also contain
sendr eceiv er (m x ) (mx ), becauseotherwisecx wouldhave
addedan inconsistent proof of misbehavior to its
evidenceset,andsender(mx ) wouldhavebeenexposed.
But if hx containssendr eceiv er (m x ) (mx ), it must also
containanentryreceive(mx � 1) (if thiswasnotthecase,
mk would not be causallyconnectedto mk � 1). When
auditingthis entry, cx extracts' (mx � 1) andnoti�es all
theothernodes.

Theclaim followsby reverseinductionoverx. 2

Theorem2 If a nodei is detectablyfaulty with respect
to somemessage m, then eventually, either i itself or
somefaultyaccompliceof i with respectto m is exposed
or foreversuspectedbyeverycorrectnode.

Proof: Assumethecontrary, i.e.thatthereis anodei that
is detectablyfaultywith respectto somemessagem, but
neitheri norany of its faultyaccompliceswith respectto
m is exposedor foreversuspectedby somecorrectnode
j . Sincecorrectnodesarenot exposedor forever sus-
pectedunderany circumstances(seeSectionA.3), it fol-
lows thatno nodealongthepathof causalityis exposed
or foreversuspected.

By Lemma 1, we know that under these circum-
stances,all nodesmusteventuallybe noti�ed of ' (m).
Let c be somecorrectnode. We know that i hascoop-
eratedwith c andrespondedto all of its audits,sincec
doesnot foreversuspecti . We alsoknow thati 'shistory
h, asseenby c, is valid, sincec doesnot exposei . For
thesamereason,we know that ' (m) is consistentwith
h, sothis cannotbethereasoni is detectablyfaulty.

The only otherpotentialreasoni couldbe detectably
faulty is that it hassentsomeothermessagem0 that is
observableby somecorrectnodec0, suchthat ' (m) is
inconsistentwith ' (m0). But, by Lemma1, we know
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that eithersomenodealong the pathof m0 is exposed
or forever suspected,or all correctnodesareeventually
noti�ed of ' (m0) as well. In the �rst case,i is faulty
with respectto m0, andafaultyaccompliceis exposedor
foreversuspected,sothetheoremfollows. In thesecond
case,we know that c hasnot exposedi , so ' (m0) must
beconsistentwith h andthereforealsowith ' (m). This
is a contradiction. 2

A.3 Eventual strongaccuracy

Theorem3 No correct nodeis forever suspectedby a
correctnode.

Proof: Assumetheopposite,i.e. thereis acorrectnodei
that is forever suspectedby anothercorrectnodek after
sometime t1. Let t2 > t1 bethe �rst time k checks" i .
Sincek still suspectsi after t2, " i musthave contained
somevalid, unrefutedchallengec. Moreover, we know
thatk musthavechallengedi with c, but i did notprovide
a valid response.

The challenge c can either be
chal(audit, ai;x , ai;y ) or chal(send, m) .
If it is an audit challenge,it canonly be valid if both
ai;x andai;y areauthenticatorssignedby i , andy > x
(recall that signaturescannotbe forged). But since i
is correct, its log is well-formed, so the authenticators
ai;x andai;y mustcorrespondto existing log entriesex

andey with thecorrespondinghashvalues.Thus,i can
extract the log segmentL = ex ; : : : ; ey and use it to
constructa valid response.

Now assumec is a send challenge. Thereare two
cases:Either i haspreviously receivedm, or it hasnot.
If the former holds, i , being correct,must have an en-
try sendi (ack(m)) in its log. Using the authenticator
ai;x coveringthisentry, it canconstructavalid response.
If i hasnot yet received m, it canacceptit now, which
producesthe requiredlog entriesandagainenablesi to
constructa valid response.

But if i canconstructa valid response,it would have
doneso andreplied to k. Eventually, this reply would
have beenreceived by k, so it cannothave suspectedi
forever. This is acontradiction. 2

Theorem4 Nocorrectnodeis everexposedbya correct
node.

Proof: Assumetheopposite,i.e. thereis a correctnode
i that is exposedby anothercorrectnodej . This means
that" i containsa proof of misbehavior p, which is valid
(becausej , beingcorrect,would have checked this be-
foreexposingi ).

The proof p can either be
proof(inconsistent, ai;x , L ) , or
proof(invalid, c, L ) . In the �rst case, ai;x

andL mustbesignedby i , andL mustcontainanentry
ex that has the samesequencenumberas ai;x , but a
differenthash.But i is correct,soit neverusesthesame
sequencenumbertwice. Thus, the secondcasemust
apply. Sincep is valid, L mustbe signedby i , c must
match the �rst checkpointin L , and L must fail the
conformancecheckfor A i . But i is correct,so it must
havefaithfully recordedits inputsandoutputsin thelog,
andsinceA i is deterministicby assumption,it musthave
producedthesameoutputsastheonesin L , soL cannot
fail theconformancecheck.This is acontradiction. 2
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