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Abstract—Recent advances in technology have made low- come practically feasible. One of the more impor-
cost, low-power wireless sensors a reality. A network oftsuc tant among such issues is the robustness of the net-
nodes can coordinate among themselves for distributed sens work even in the presence of node failures or tempo-
ing and processing of certain phenomena. In this paper, we rary wireless failures. It is highly desirable for the

propose an architecture to provide a stateless solutionéms .
sor networks for efficient addressing and routing. We name sensor network to be stateless, so that node failures

our architecture TreeCast do not lead to incorrect or inefficient functioning of
We propose a unique method of address allocation, build- the sensor ngtwork.

ing up multiple disjoint trees which are geographically iet- 2) Communication pattern:A sensor network has cer-

twined and rooted at the data sink. Using these trees, rout- tain simplifying features that allow for a better and

ing messages to and from the sink node without maintain- more efficient routing protocol than most existing

ing any routing state in the sensor nodes is possible. Next, wireless ad hoc network routing protocols. One of
we use this address allocation method for scoped addressing the basic features of sensor networks is that they
through which sensor nodes of a particular type or in a partic . . .

ular region can be targeted. Evaluation of our protocol ugin consist of one or more sink nodes that are typically
ns-2 simulations shows how well our addressing and routing more powerful than the sensor nodes. Most of the
schemes perform. communication in a sensor network fall under two

categories: (1) The sink node sends out a query that
floods the network. Whichever sensor can sense
data relevant to the query replies back to the sink
l. INTRODUCTION node with the sensory data. A query might also

_ entail periodic replies from the sensors. (2) Even
With the recent advancement of technology, processor i, the absence of an explicit query in the immedi-

size, memory size, and wireless antenna size have gone 4ie past, a sensor can sense data and send it to the
down considerably, and the trend is not likely to stop  gjnk node. These characteristics suggest that there
very soon. This enables the construction of low cost and 5 seldom any end-to-end communication between
low power computing devices that can communicate with  ingividual sensor nodes themselves, and most of the
other such devices or with conventional computers. When  ~qmmunication is between the sensor nodes and the
we add sensing capabilities to such devices we get what  gink node.

are calledsensor nodesSince these devices are usually

very small and inexpensive, they can be deployed over this paper, we propose a novel architecture called
an area in abundant quantities, thus creating a dense negeCastto achieve robustness in the underlying sen-
work of sensor devices known assansor network The  sor network through our stateless addressing and routing
inherent redundancy of these networks helps in tolergiheme. All the state necessary for routing is in the sink
ing the low quality of such small and inexpensive devicefodes, thereby eliminating any dependency of the func-
Such networks are potentially very powerful since theyonality of sensor networks on the state within each sen-
can sense the environment in which they are deployed aji. We use the features of the communication pattern in
report sensory data to some processing center, all with §ensor networks, enabling us to do routing that is robust
tle or no human intervention. Pottie and Kaiser [1] pran the presence of node failures, and does not require any
vide a good overview of the field of sensor networks.  state. We take a unique approach to generate a address for
Our design is primarily motivated by the following twoeach sensor node (rather than depending on pre-assigned
observations: addresses) such that once the address assignment is com-
1) State in the sensors: Though sensor networkspleted, routing from any sensor node to the sink node is
are attractive due to the expected feature of littleivial. The addressing scheme in itself will include the
or no human intervention, there are various issugsath to the parent, such that a node only has to remem-
that need to be addressed before such networks ber it's own address that is generated and assigned to it
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after deployment. We also use this addressing schemeToeeCast provides such protocols with completely state-
completely stateless scoped addressing of sensor nodiess routing and scoping.
so that certain queries are forwarded only towards certain2) Ad Hoc Network Routing: For the past several
regions or classes of the sensor network if necessary. years, much research on routing protocols for wireless
Previous work [2] have shown that considerable energyl hoc networks has been done. Several protocols, pro-
savings can be obtained by performing local computatioastive as well as reactive, have been proposed and eval-
to reduce and aggregate data before transmission. Thougked (e.g., [7], [8], [9], [10], [11]). Some hierarchi-
our paper does not take that approach for energy savingsl, address-based routing strategies (e.g., [12], [13]) [1
such approaches are completely consistent with our wdtkve been developed, which use group-like addresses
and can be applied in addition to our protocols. Data ceto- stand for geographically proximate node clusters and
tric routing [3] has been proposed for sensor networkihierefore achieve better scalability. In general, these pr
Our architecture provides a stateless routing and scoptogols consider the whole network to comprise of separate
layer on top of which schemes like these can be built. Vétusters. Nodes that are geographically proximate are ne-
realize that explicit addressing of nodes is not necessatiated as a cluster and the head of a cluster is elected
in sensor networks [4], but by using this inexpensive ads the gateway for traffic to the other clusters. However,
dressing scheme we assure considerable reduction in &h-of these protocols are in general unsuitable for a re-
ergy usage by intelligently putting some nodes to slegpurce and energy constrained large scale ad hoc network
while maintaining coverage. such as a sensor network, because a sensor node may not
The rest of the paper is structured as follows. Ilhave enough memory to maintain the large routing ta-
Section Il, we survey the related work that has been doble to every other node. For sensor networks, routing is
in this area and point out the novelty in our approacimuch easier than in other wireless ad hoc networks: sen-
Then we describe our architecture for addressing and rostr nodes usually need to communicate the data back to
ing in Section lIl. In Section IV, we illustrate how we usdhe sink or vice versa. Sometimes, a node may contact
the assigned addresses to implement a stateless scoped@dhbors to do local coordination such as data aggre-
dressing of sensors. We evaluate our work in Section §ation. Some stateless routing protocols in ad hoc net-
and finally in Section VI, we discuss our conclusions. works that can be applied to sensor networks, such as
Greedy Perimeter Stateless Routing (GPSR) [15] uses a
localized algorithm to decrease the overhead of routing in
Il. RELATED WORK large scale ad hoc networks. However, GPSR requires lo-

1) Data-Centric Routing: Because sensor network<Lation information and also assumes that there exists an
usually have specific applications and the networks theffidress-location mapping service in the network to help
selves are composed of a large number of resource/en source know the location of the destination. Sequential

constrained sensor nodes, it is reasonable to believe tapignment Routing (SAR) [16] is a routing protocol de-
the requirements for sensor networks will be quite diffef!9ned for sensor networks. The protocol generates multi-

ent from those of traditional wired or wireless networkg!€ Paths to avoid route recomputation overhead on route
r%Iure. Multiple paths from each node to the sink are im-

One of the important differences is that sensor networ - .
can be data-centric [5]. For a data-centric network, t emented by building multiple trees, each rooted from a
e-hop neighbor of the sink. Each node must remember

precise node where the data is generated is not important: . : .
Rather, data from different nodes could be aggregated 9§ €Nergy resources and cumulative quality of service pa-

the path to the sink to yield energy efficiency and daf@meters associated with each path, such that the node can

reduction. Directed diffusion [3] is a data-centric routc00se its preferred path. However, it is not clear how
ing mechanism in sensor networks. It uses ititerests to construct such trees. Compared with SAR, our trees

to tag all data flows. As the sink broadcasts the intered built totally disjoint with each other and therefore our
over the network, the interest entries, as well as the roEl:S are more load balanced and each node only needs to

ing information calledyradientsare cached in each sensof"OW its own address. Finally, LEACH [17] is a cluster-
node. The gradients are used for selecting routing pattg>ed Protocol that achieves energy efficiency in commu-
ghication. It is also separated into two phases: a set-up

Rgase, in which cluster heads are selected by some prede-

algorithm robust and potentially energy efficient. Anothdf€d probability, and a steady phase, in which the cluster
data-centric routing algorithm, SPIN [6], is different fino eads can aggregate the data and send it directly back to

directed diffusion, as it requires the sensor node to brodf€ base station.
cast its available data and wait for requests. It reduces
energy consumption by sending a short description of the
data before it sends out the real data. Our work is con-
sistent with such data-centric protocols and such a proto-n this section, we describe our TreeCast architecture
col can run on top of our addressing and routing schenie.detail. The architecture provides intelligent, automat
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address assignment to the sensor nodes in the sensor net-

work and uses these addresses for stateless routing. This Rx CONFIRM : CHOOSE
. . : N
approach differs from previous approaches where the ad-yqress ackers ) | PARENT
dresses (or identifiers) for sensor nodes are predefined:
Our address assignment constructs multiple trees with the NO |
property that a subset of the trees can serve the purpose T
of the sensor network equally well. We then describe how APPROVE ‘
routing is easily achieved once the address assignment hasnfimed peteree ) po
been completed. \fddress Address / | ALLOCATION
CONFIRM COMPLAINT/Timeout + :
A. Address Allocation T
. . o wait Rx PROBE YES COMPLAINT [—
A sensor network is characterized by one or more sinkior chits  |—————<Detect HEAR
nodes and a large number of sensor nodes, where th&?°% NO o (ALLOCATION

sink node is much more powerful compared to the sen-

sor nodes. We explain our protocol using a single sink -
node and later describe how this protocol is extended in _ ,
the presence of multiple sink nodes. Fig. 1. Address Assignment Algorithm

1) Length of AddressThe basic idea here is to create a
tree like network such that the address of a node has soméhe address assignment protocol is divided in 3
correlation with the distance of the node from the sink ar@rts as shown in Figure 1CHOOSE PARENTDO
the subtree it belongs to. We assume that the average déb OCATION andHEAR ALLOCATION
sity of sensor nodes over the given sensor network is CHOOSE PARENT part of the address assignment
sensor nodes per unit area. Thus the average numbepigtocol is done by each node when it does not yet have
nodes in an ared is N4 = p x A. Our address assign-a parent associated. BONFIRM packet signifies that a
ment assumes a maximum number of neighthd(svithin  node has assigned itself a unique address.
wireless transmission range) that each sensor node in th&) In level (m + 1), each node waits for a fixed
network may have; for example, by assuming a wireless  multiple, k, of T,,,; time after receiving the first
transmission range of each sensor node, the number of CONFIRM packet, from all leveln nodes it can
neighbors can be calculated based on the assumed sensor hear. So that a node in levegh + 1) hears as many

densityp. The sink node then chooses an intesuch of level m nodes as possible, the valuekok T,
that2® > N. (For correct functioning of the protocaol, depends on the ratio @ andN for the system.

2b > N suffices, but2® > N improves the protocol’s 2) Among the list of nodes at level from which it has
performance.) The same valuetdf used throughout the received a CONFIRM packet, the node then selects
sensor network. The base 2 in choosiig™> N could any one of them randomly with equal probability to
instead be any integer > 1, with j* > N, but for sim- be its parent node, preferably a choosing a parent

plicity we choose the base to be 2. The sink node does sending the strongest signal. The parent’s address
not assign itself any address. If there are multiple sink  becomes the node’s prefix address.

nodes then each of the sink nodes can assign themselvaSO ALLOCATION part is for the sensor nodes to
an address and inform the other sink nodes of this addragsoose a locally unique address for itself, after it has se-
From now on, we shall consider the sink node to havelected a parent. This works because of total ordering of
null address. The addresses assigned by this protocohtilress assignment of any node enforced by it's parent.
any sensor node will be of the forn|1)"*, with the sink 1) The node generates a randbrbit number. It con-
node having the null addresk & 0). We define a node catenates this random number with the received ad-
with address of the fornf0[1)** to have alevel of k (a dress of it's parent to construct it's own address.
node with a higher value of is at a higher level, i.e. it 2) The node broadcasts its address locally with a
is further away from the sink). The sink node hence isat pPROBE packet, after a random jitter in order to

level 0. The address length is proportional to the log of  avoid collisions. The PROBE packet also contains

the number of nodes in the network. a random tag string to identify the packet.
2) Address Assignment:In our address assignment 3) The node waits for a fixed amount of tinE, ;.
mechanism, after fixing a value for(for the entire sen- During this time, it listens forCOMPLAINT or

sor network), the sink node initiates the address assign- APPROVEpacket from the parent node. If neither
ment protocol by locally broadcasting a packet that con-  packet type is received, step 2 is repeated.

tains the valuéh and also contains the source address of4) If the node hears a COMPLAINT from parent node
itself, which in this case is a null address. in response to its PROBE, it chooses another ad-



Level 1

dress (chooses another randdmbit number and
concatenates that with the address of it's parent).
The node then repeats the steps above beginning
with Step 2.

5) If the node hears a APPROVE message from the
parent node, it sends out a CONFIRM message con-
firming it's address.

HEAR ALLOCATION part of the address assignment
protocol is done by a node after it has a confirmed ad- 11 0000 1110 1001 1101 1011
dress.

1) A node waits to hear PROBE packet from all nodes

whose probed addresses are direct children of itself.

2) If anode receives a PROBE, it checks if the address O-0 O 2@ O O
within it has already been allocated. kx (oI

3) If it has not heard the address, it sends out @}y 2. An example sensor network with= 2
APPROVE message with the same random tag
string present in the PROBE packet. Also, it re-
members this approved address. Then the node goe

Level O

Level 1

Level 2

Level k

s Property I: A node can identify its own level sim-

back to Step 1. The addresses that a node remem- PIY Py knowing its address and the constant vaile
bers are only temporary and are deleted once the which a node remembers during address assignment.
HEAR ALLOCATION step is done o Property Il: A node A, with address of the form

4) If that address has already been allocated, it sends (0|1)Zkk' hlas a parent that f11as an address of the form
outa COMPLAINT message with the same random ~ (0[1) (=1, and the parent's address is a strict prefix
tag string present in the PROBE packet. Then the ©f the address oA. _
node goes back to Step 1. 4) Multiple Sink Nodes!f the sensor network contains
The address assignment algorithm thus constructd"Qre than one sink node, then either of the following ap-
unique address for each sensor node. While unique &foaches can be taken: , ,
dresses may not be necessary for many of the current apr Each of the sink nodes will run the protocol inde-
plications of sensor networks, it is useful to have this prop ~ Pendently, and hence the sensor nodes will have one
erty for in-network collaboration or control. address per sink node. T_hls is the ObVIOUS. solution
3) Tree Construction:The CHOOSE PARENT proce- when the sink nodes are intentionally kept mc_iep_e_n—
dure encourages the trees to be well-balanced and inter- dent of each other, for example because of reliability
twined. While this is not necessary for correctness, it SSUES. o _ _ o
will lead to better efficiency. Thus, each node tries to ¢ | however, reliability of sink nodes is not a signif-
hear from all possible parents in the previous level be- icant issue, then the sink node that initiated the ad-
fore choosing one of them randomly as its parent. This dress assignment protocol can act on behalf of the
is achieved as nodes at increasing distance from the sink Other sink nodes. All queries generated by other sink
are allocated addresses in a lock-step fashion facilitated nodes will be routed through this particular sink node
by the wait time oft x T,,.;; between address allocations ~ @nd all responses targeted towards other sink nodes
for consecutive levels. This ensures that only after all the Will @lso be routed through the sink node that initi-
addresses have been assigned for a node at a particular 2t€d the address allocation protocol. _
level, does the assigning of nodes in the next level start.The issue of routing between the sink nodes is of less
The probability of the trees being balanced rather than Bgwortance since typically the network connecting the
ing unbalanced is very high for uniform random distribusink nodes will be much more capable and reliable and
tion of the sensor nodes. But an adversary scenario wif! involve traditional wired or wireless routing, thus-en
a non-uniform node distribution can be constructed suéRling any of the many existing routing protocols to ser-
that the trees will not be well-balanced. This will lead t¥ice the sink nodes.
some amount of decreased performance without hurting
the correctness of the protocol. B. Tree Maintenance

An example of address allocation is shown in Figure 2. The above algorithm will work perfectly assuming
Here nodeS starts allocating addresses. Nodgs B>, there is no change in topology, sensor failures or addition
C1, andC, randomly choose their parent to B2or C, of new sensors. However as these situations can occur,
respectively, after hearinGONFIRM packets from both our architecture has a tree maintenance phase to counter
of these nodes. this.

We state two properties of our address assignment proNo parent: Nodes which lose their parent either due

tocol: to topology change or node failure become @iphan



When a node does not receive any traffic from it's parent Response Messageg:his part describes how a sensor
for certain timeout period, it sends queries to the parembde routes responses that it has to send to the sink node
multiple times. The parent replies immediately when it Suppose a sensor nodeat level k, with an address of
receives such a query, informing the child of the avail0|1)**, has a message to send to the sink node. Mode
ability of the parent. If no such reply is received by théorwards the message to a sensor nBdat levelk — 1
child after multiple queries, the node becomes an Orphahat has an address of the forit{1)"(*~1) such that the
After a node has been an Orphan for a specified Orphaddress of a nodB is a strict prefix of the address &f
Timeout period, it will initiate tree maintenance. Thef the network topology has not changed after the address
length of Orphan Timeout period is a trade-off betweesllocation, therB will be in the transmission range &f
cost of maintenance and consistency in terms of latenaid by our address allocation protocBlis the parent of
and reliability. Routing messages as in Section 1I-C wilA, The receiving nod® now repeats the same procedure
still take place though, albeit with increased latency.  and forwards the packet that it received frérto a nodeC

The Orphan solicits for parents with a local broadhat has an address that is in leyel— 2) (thus having an
cast packet. Any node receiving this solicitation regddress of the forni0|1)**~2)) and whose address is a
sponds with their respective addresses and the valuesgfct prefix of nodeB's address. The parent address is
b. The Orphan selects a node randomly from all rept explicitly specified but is implicitly contained in the
sponding nodes with the lowest level. The Orphan thefidress of\. If a node at leveln receives a packet from
initiates the DO ALLOCATION algorithm for ChOOSing another node at levél andk — m > 1, then the receiv-
it's complete address. The chosen parent node brogsfj node ignores the packet, since it assumes that there is
casts locally the PROBE packet for the Orphan multgnother node at levél — 1 that will be able to handle the
ple times for increased reliability. Any children of thepacket sent by the node at level
parent having the same address as the Orphan choSggr 4 node in levek that becomes an Orphan any node
will send COMPLAINT to the parent each time it get$y jevelk — 1 can receive the response from the node at
the PROBE packet, which the parent forwards to thgye|j; and forward the packet to it's parent in level- 2.
Orphan. Then the Orphan chooses another address @gdingicate in the packet sent by a node in a lower level
repeats the above steps. If there is no COMPLAINT reghether the packet needs to be forwardety by the par-
ceived, the parent sends out an APPROVE message forghe node or can be forwarded layy nodeat the same
Orphan. Upon receiving this, the Orphan gets an addr§sge| as the parent node by setting #dY PARENTlag.

and sends out a CONFIRM message. All children of thghen the packet is sent for the first time by a node at
node receiving this CONFIRM message then redo the Qs ower level, this flag is set talse so that only the

ALLOCATION algorithm to get a new address. This proparent node attempts to forward the packet. However, if
cess ends when all the nodes in the subtree rooted atdhe,, after several attempts (say 3), the node at the lower
Orphan node has changed address to conform to the ngyg| does not get an implicit acknowledgment from the
address of the Orphan. , parent node (hearing the parent node forward the packet),
Node Addition: New sensors might be added t0 thgyep the node retransmits the packet, this time with the
sensor network after the initial address assignment for thRjy PARENT flag set tarue, allowing any node at the
network. Whenever a new sensor node joins the netwopkye| of the parent node to forward the packet. If no im-
it selects a parent in the same way as stated above, fiit acknowledgment (overhearing the packet being for-
sending out a solicitation message and choosing the bggded by the parent) is heard even after forwarding for
parent from the respondents. It chooses it's own addrggg second time with the ANY PARENT flag set, then
by the DO ALLOCATION algorithm and attaches 10 thene packet is forwarded again with thaTERALflag set.
parent. The new node is at one level above the pareni s enables nodes in the same level to forward the packet.

chose. Routing loops between siblings are prevented in the same
way as in alternate routing in the DARPA Packet Radio
C. Routing Messages (PRNET) routing protocol [18].

Query MessagesWhen the sink node needs to send a Control Messages: Applications for sensor networks
query to all sensors, it floods the query through the tregsight require communication between any sensor to a
A node listens for packets from it's parent, and forwardgoup of other sensors, for collaboration or in-network
the packet to it's children. This happens at every interigontrol and actuation. This is accomplished in our tree
node of the tree. Each query packet has the address ofstigcture by the message going up the tree till the longest
forwarder, which is used to determine the nodes whighefix match is reached. Then the message goes down the
should forward this packet. If a node becomes an Orphdige till the target group of sensors can be reached.
it forwards all unique query packets till the time it remains The data aggregation and data centric routing tech-
an Orphan. Hence, efficient flooding is achieved usimgques as proposed in sensor networks literature [3] can
these trees . The case of addressing a specific clasd®mapplied on top, since our protocol only creates a rout-
region of sensors is handled in Section IV. ing infrastructure on the basis of address assignment.



IV. STATELESS SCOPEDADDRESSING once for each query. Once the sink node knows the rele-

The address assignment of the nodes, tree format)§t Sensors for a query the sink node can direct the query
and routing of messages has been elaborated in the 6 only the relevant nodes. We present an efficient way to

vious section, where it was assumed that all the sens8fsthis in Section IV-C.
need to be reached from a specific sink. Hence, any mes-
sage originating from the sink was flooded throughout t
network. The assumption of global flooding might no
hold true in a variety of circumstances. Among all sen- The idea as explained above is not efficient since listing
sors, if only a subset of sensors need to be reached, aliéghe addresses of responding sensors is not feasible in a
query should cover only these sensors and not cover thtafige sensor network. Doing so would require large pack-
sensors which will not respond to the query. There are twts to be transmitted thus using up the sensors’ energy.
types of such queries: Here we present few techniques for efficiently represent-
« Sensors from a particular geographical area mighd @ large number of sensors based on our addressing
be targeted. Only the sensors in the targeted regiggheme.
should respond to the query. Hence for optimization, « Set ApproximationThe basic idea here is to replace
the query should only be directed towards these sen- the addresses of several responding sensor nodes
sors. with the address of a sensor node which is the root
« Sensors sensing a particular attribute might be tar- of the subtree that contains the sensor nodes. This
geted. For optimization the query should only reach  of course involves a tradeoff between the resolution
to all sensors sensing this attribute, and not reach an with which the sink can identify the responding sen-
area where these sensors are not present. sors and the size of the response message. Whenever
The guiding principle we follow is to maintain stateless-  this approximation occurs,lavelassociated with the
ness of the sensor nodes in the network. All the state is address is incremented by 1. The level is initially O,
maintained in the sink node, and necessary state informa- When no address aggregation takes place. It signifies
tion is carried by the query packet as piggy backed data. the number of levels that the scoped broadcast should
This stateless property of our protocol makes it robust un- 9o, below the aggregated address. This technique
der various sources of node failure and is in keeping with ~ Prevents the scoped broadcast to always go to the
the inherent assumption in sensor networks that sensor leaf nodes of a branch, unless the leaves are part of a
nodes are cheap and unreliable devices and hence can fail scoped broadcast. For example consider the scenario
in several ways. To efficiently process queries, we use a in Figure 3. Suppose sensoks B, andD respond
technique called Reinforcement Learning which is influ-  t0 @ query andC does not. When the responses are

enced by the technique used in Directed Diffusion [3]. routed towards the sink, instead of individuall_y list-
ing out the addresses Af B, andD, sensomR, which

i i is the root of the subtree containig B, C, andD,

A. Reinforcement Learning can simply send its own address instead of a list of

The first time a sink sends a query directed to a par- addresses, thus reducing the size of the message that
ticular class of sensors, the query needs to be flooded has to be routed to the sink. However, when the sink
throughout the network. This is necessary as there is no node receives the response the sink knows that the
information present on the location of the particular class response came frofR and does not understand that
of sensors targeted. This is done by flooding the query Cis not a relevant sensor, i.e. we loose out on resolu-
along the trees constructed in Section 11I-A.3. This ini-  tion but gain in packet size efficiency. However, such
tial query should contain information about which type of  a decision has to be based on several factors and we
sensors are being targeted in addition to the actual query. list out some of the important ones. Based on these
Intelligent querying is a separate issue altogether and we factors a node should decide whether it should do set
do not try to solve that problem in this paper. However, we approximation or not. Two approaches to set approx-
do offer some properties that should be present in queries imation are as follows:
for processing the queries efficiently. Threshold based: A very simple way to aggregate

When a relevant sensor node receives the query and de- the addresses of responding sensors is the follow-
cides to respond to it, it constructs a response message ing. Each sensor node maintains a upper thresh-
which contains the response and its own address. The re- old and a lower threshold (say MAXCOUNT and
sponding sensor node then routes this response messageMINCOUNT). The exact values for these thresholds
up the tree towards the sink using the techniques explained will depend on which level the sensor node is and
in Section IlI-C. When all the responses reach the sink the what is the expected number of nodes in the subtree
sink node has an exact idea of where the responses came rooted at this sensor node. Hence the threshold can
from and where the query should be directed next time be calculated simply on the basis of how many bits
the query needs to be posed. This process has to be done are used for each level. If a sensor node finds that the

. Address Aggregation
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Fig. 3. Problem with simple set approximation

number of responding sensors that belong to the sub-
tree rooted at itself is greater than the MAXCOUNT
then the node replaces all of those addresses with its
own address. It also updates the level of the response
address to be the maximum level of all the replaced
addresses. If the difference between the levels of the,
responding addresses of its children are more than
a maximum difference, then a set of addresses with
various levels is passed up instead of a single address
with one level. In this way, the scoping would not
have a resolution more than the maximum level dif-
ference allowed. For example in Fig. 3, if the levels
of A .andB are 3 and 20 respectively, and the max-
imum difference allowed is 10, then the address of
A andB would not be replaced by addressRyfand

will be separately grouped. Conversely, if the num-
ber of responding sensors in the subtree is less than
MINCOUNT then the sensor node forwards none of
them.

However, this does not solve the problem shown in
Figure 3. In particular, any solution based on ab-
solute thresholds will not be able to handle scenarios
which involve unusually spare or dense regions of the
network. To solve this problem we propose a simple
technique. When a query is sent out for the first time
each node reports to its parent the number of nodes
in the subtree rooted at itself. When doing set ap-
proximation this number is used to decide whether
to replace all the responding sensors with a single
address or not. In order to decide whether to replace
all the responding addresses with its own address a
node calculates the following value:

(Number of nodes in subtree rooted in children nodes
which did not respond to the query)(Number of
nodes in the subtree rooted at this node).

If this value is greater thantareshold then the node

decides not to replace the addresses with its own ad-
dress. If the value is less than the threshold then the
node decides to replace the addresses with its own
address. This technique is able to handle situations
in which sensors are unusually sparse or dense in a

particular part of the network. This threshold based
address is evaluated later.

In the example of Figure 3 iR knows thatC is the

root of a large subtree theR would decide not to
replace the addresses Af B, and D with its own
address and would pass up the addresses as is.
Query based: The query can dictate whether the re-
sponse should have as many data points as possible
or whether a response involving an aggregation of
all responses would be enough. Hence, if the query
were to ask for as many responding sensor nodes as
possible then the sensor nodes have no other alter-
native but to forward as many responding sensor ad-
dresses as it receives. The node should not perform
any set approximation in that case. Even under such
situations, address coalescence, explained below will
provide good compression.

There can be several other criteria based on which set
approximation can be applied. However, we do not
attempt to explore all such possibilities in this work.
Address CoalescencH there are multiple addresses

in a response which has to be routed to the sink
then the addresses are coalesced together accord-
ing to some compression technique. Though there
are several ways to compress the addresses that are
present in a response, here we present a siogita
compressiontechnique to compress the addresses.
This compression technique provides good efficiency
of compression as well as requires little process-
ing complexity. Our compression technique borrows
from the OID (Object Identifier) Compression tech-
nique used in SNMP (Simple Network Management
Protocol) community [19].

The basic delta compression technique that we use
is as follows. This algorithm reduces the amount
of redundant information by calculatindelta ad-
dresses with respect to a reference address. The
delta address that will be generated from this al-
gorithm consists of a value identifying the posi-
tion in the current address at which the current ad-
dress starts diverging from the reference address.
Following this value will be the remaining part of
the current address. For example, suppose a sensor
node receives responses from sensor néd&; and

C with addressed4.2.3.4.5.6.7.81.2.3.4.6.7.8, and
1.2.3.5.6.7 respectively. These three addresses can be
compressed together 42.3.4.5.6.7.85;6.7.8, and
4;5.6.7. This is a very simple algorithm and hence
has a good balance between the compression that it
achieves and the complexity of the algorithm. Also,
the algorithm is not limited to a single reference ad-
dress and there can be multiple reference addresses
allowing better compression. For example, if in ad-
dition to the previous 3 addresses there were another
two addresse® (1.5.4.3.2.3.4) andkE (1.5.4.3.2.4).

If we allow only one reference address then the delta



addresses fob and E with respect to the reference TABLE |

addressA (1.2.3.4.5.6.7.8) would be very big since PARAMETERS USED IN SIMULATION
the addresses start diverging at a very early stage.| Parameter Name | Parameter Value
However, if we allow multiple reference addresses Number of runs 10

then E can be compressed with respectDo This Timeout to wait forl 12s

also fits well with the higher probability of isolated probable parents

groups of sensors r.espondlng t.o aquery. Area 1000 mx 1000 m
Both the above mentioned tech_nlques are independent-Number of nodes 500
of gach other and are 'also compllmentary to egch other<ransmission range | 125 m
Using any_of thg techniques will d_ecrease_ the size of the Node density _pef Approximately 10
packet while using both the techniques will decrease the| . <mission area
packet size even further. . Bits per level 8 (2® addresses pe
When tree maintenance is done, a subtree might changg level)
the parent it is rooted at, thereby breaking the proper
working of the scoping process. Whenever tree mainte-
nance is performed, the node which changed it's parent ) ) o
informs the sink of this change. The sink which has the algorithm since filtering out those addresses from th_e
scoping information for all scoped queries, checks to see Packet which are not part of the subtree rooted at this
if the change infringes with any specific query (whether ~node is essentially equivalent to filtering out one or
the subtree specified had any nodes corresponding with a more of the divergent addresses (starting with a po-
scoped query). If it is indeed the case, the sink suitably sition). A'Iso, the level associated with the forwarded
changes those addresses in any query which was affected 2ddress is decreased by one.
by the change of the root of the subtree. So as the query goes out from the sink, the number of
Also, the approximation methods explained above #ldresses contained in the query keeps decreasing until
totally independent of the aggregation of the actual ré€ query reaches the last of the destination sensor nodes.
sponses. Aggregation of the actual response values is outn the previous description we have not described how
side the scope of this paper and we do not attempt to &@e query itself is handled by each relevant sensor node.
dress this issue. Having said that, it suffices to say that ditually processing a query (as opposed to routing query
approximation algorithms do not infringe with responsBackets) is a separate issue and we do not attempt to ad-
value aggregation in any way. dress that issue in this work.

—

A1

V. EVALUATION

timizati ks al i v like add In this section we present the evaluation of our proto-
Query optimization works almost exactly like addres ol using thens-2 network simulator. We ran our sim-

coalescence. The sink np_de sends out the query and {itions for sensor networks of size ranging from 100
gets the query to a specific set of sensors. The addre[%s—1000 nodes which were placed according to a uni-

ing mechanism for _targeting thi_s set of sensor nOdesfbsrm random distribution in a two dimensional area of
exactly the addressing mechanism used for compress 0 m< 1000 m. We show all the results in this paper for

the addresses of responding sensors. For example, if nodes. Results with different number of nodes show

sink node has to send the queryApB, andC with ad- similar characteristics. Each node having a 125 m trans-

dressgsl.2.3.4.5.6.7.8,1.2.3.4.6.7.8, and.2.3.5.6.7 re- mission range gives the average density per transmission
spectively then the sink node compresses these addregﬁgg to be 290 (7 x 1252) ~ 10 nodes per trans-

. . i 000 x 1000 ~
asl.2.3.4.5.§.7.85,6.7.8, ?‘”0”'5-6-7- The sink node alsomission area.X Table | shows the parameters used for the
has to mention the maximum level for each of the a

dresses. Each sensor node receiving a auerv packet imulations. The results presented are averaged over 10
' ving a query p PFR, each run being done on a different scenario of the

the following: N  same size.

« The node receiving such a query looks at the list of
addresses specified in the query packet. Each node i
only forwards the query packet if any of the adf\- Address allocation scheme
dresses listed are part of the subtree rooted at itselfWe present the evaluation of the address assignment
and the corresponding level mentioned in the queprotocol that was described in Section IlI-A.
packet is> 0. Figure 4(a) shows the distribution of nodes in the spec-

« Before forwarding the query packet the node filterified area for a sample topology, with the sink being in the
out those addresses from the packet which are rwa@nter of that area. Figure 4(b) shows the tree formed by
part of the subtree rooted at itself. However, thithe address allocation scheme rooted at the sink. As can
does not require rerunning the address compressiom qualitatively seen from the figure, the tree formed is

C. Query Optimization
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B. Routing under failures

balanced and intertwined, which are the properties soughtrhe most common traffic scenario in a sensor network
with the Address Allocation scheme.

is query traffic from sink towards sensor nodes, and vice

To show explicitly the quality of tree formed we use/ersa. The routing strategy is trivial once the addressed
Figure 5, which shows the Euclidean distance of a nottee is formed. The interesting thing to observe will be
from the sink on the X-axis, and on the Y-axis is the levéhe performance of Routing as described in Section llI-
assigned to the node. The tree our algorithm formed, h&¢ before tree maintenance as detailed in Section IlI-B
most nodes in the minimum level possible according twas started working. We show here that even in the time
transmission range of the node, and the rest of the nodiesing which tree is not perfect, routing can still take
within 1 level of the minimum possible level. It demon-yplace using the routing strategy described before. Figure 6
strates that our scheme does a very good job of assignstgpws the behavior of the sensor network when failures
levels to each sensor node and the levels have very clase introduced into the system. In this simulation some
resemblance to the Euclidean distance from the sink nogercentage of randomly chosen nodes are put to sleep and
The existence of multiple levels at the same distance frahen the reachability of the rest of the nodes is shown. The
the sink (for example at a distance of 230 m from the sinkgwer curve in Figure 6 shows the percentage of live sen-
has two reasons. Firstly, some nodes might not have ser nodes that can reach the sink wioety the parent of
ceived packets from thideally expectedevels due to the a sensor node is allowed to forward the packet forwarded
lack of intermediate nodes providing direct routes froty a node. The upper curve shows the percentage of live
the sink to the node, as the network is not uniformly denssodes that can reach the sink if any sensor node which is
Secondly, packet collisions can lead to a sensor node abthe same level as the parent of the forwarding sensor
receiving the packet from the ideal level but later listgninnode, forwards data. The figure shows that our routing
to packets from a higher level. strategy is able to sustain large number of failures. This
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Fig. 7. Performance of address aggregation

is particularly due to the fact that on the event of the faithreshold value of 1.0, a lot of aggregation can be per-
ure of a parent of a sensor node, other sensor nodes inftivened in the area query as all children of a parent re-

same level as that of the parent can take over the jobsgionds to a query thereby allowing the parent to replace
forwarding data packets. This evaluation is however pabe addresses with it's own address. The type query per-
simistic because we neglect the possible fact that in tfms much worse in terms of overhead with increasing

presence of node failures even a global flooding protodbkeshold value. Figure 7(b) shows the fraction of nodes
might not be able to deliver packets simply because tidich are covered in excess of those required, for different

network has been partitioned. thresholds of address aggregation. It shows that after 0.7
threshold, the fraction of nodes covered in excess comes
C. Stateless scoped addressing close to zero for both types of query. At lower thresholds,

In this section, we show the performance of the statfl€ aréa query performs much better than type query. In
less scoped addressing. We do not compare our approgidfimary, area query performs very well in this address
with the stateful approaches, as we are targeting sen@gpregation scheme, whereas for type query this scheme
nodes where it is not feasible to keep state. We eval§-n0t as suitable. Realizing scoped type query in a mem-
ate both types of queries - sensing a specific attribyie( oryless way is extremely difficult. Choosing a yalue of
queny and specific locationafea query. We chose20% 0.7 for threshold, the area query covers the reqwred' set of
of nodes as responding sensors - randomly choosing th geles almost exactly while using less than 0.2 fraction of
for type query, and choosing nodes from a specific arB¥ total addresses.
for area query. We send out queries from the sink and usdn Figure 8, we evaluate the performance of our com-

reinforcement learning to aggregate the addresses of Bfgfe scoped addressing part which includes the extra
responding sensors. packet overhead due the addresses in the packet headers

In Figure 7, we evaluate our address aggregatiét'ﬂd the lesser number of transmitted packets due to scop-
scheme. In this scheme we compare our aggregation stfa@ \We compare the packet overhead of the full scheme
egy with the base case which has no address aggregat_ﬁﬂﬂ' compare it to flooding. For both area query as shown
Figure 7(a) shows the average packet overhead due tolth&igure 8(a), and type query as shown in Figure 8(b),
addresses which needs to be carried with each packet, i flooding has a very high overhead. For both types of
different thresholds of address aggregation. The two lin@4€ry. the packet overhead reduces with increasing thresh-
correspond to type(random) query and area query. TRld value, staplllzmg at threshold value Qf 0.7.
packet overhead with aggregation is normalized with the The evaluation of our scoped addressing part shows that
packet overhead without any aggregation. Packet ovarlot of energy can be saved by reducing the scope of a
head is seen to increase with higher threshold value, @ery without flooding.
lower threshold value allows more aggregation to happen
leading to lesser number of average addresses. In area
query, more aggregation can be done than type query as
the addresses can be aggregated much more due to Idn this work, we have presented a novel way to auto-
cality leading to commonality in the addresses. Even fopnfigure a deployment of sensor networks. Locally

VI. CONCLUSION
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