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Abstract 
Existing rollback-recot en methods using consistent check- 
pointing may cause high overhead for  applications that fre- 
quently send output to the “outside world, ” since a new 
consistent checkpoint must be written before the output can 
be committed, whereas existing methods using optimistic 
mcssage logging may cause large delays in committing out- 
put, since processes may buffer received messages arbitrar- 
i l j  long before logging and may also delay propagating 
knowledge of their logging or checkpointing progress to 
other processes. This paper describes a new transparent 
rollback-recovery method that adds very little overhead to 
di.\ tributed application programs and efjiciently supports 
th(J quick commit of all output to the outside world. Each 
process can independently choose at any time either to 
us(’ checkpointing alone (as  in consistent cherkpointing) 
or to use optimistic message logging. The system is based 
on a new commit algorithm that requires communication 
wifh and information about the minimum number of other 
pmcesses in the system, and supports the recovery of both 
deterministic anti nondeterministic processes. 

1. Introduction 
In a distributed system, long-running distributed application 
programs run the risk of failing completely if even one of 
the processors on which they are executing should fail. For 
programs without real-time requirements, the use of roll- 
back recovery can be an efficient method of providing fault 
tolerance that can recover the execution of the program after 
such a failure. During failure-free execution, state informa- 
tion about each process is saved on stable storage so that the 
process can later be restored to certain earlier states of its 
execution. After a failure, if a consistent system state can be 
formed from these individual process states, the program as 
a whole can be recovered and the resulting execution of the 
system will then be equivalent to some possible failure-free 
execution [6] .  Rollback recovery can be made completely 
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transparent to the application program, avoiding special ef- 
fort by the programmer and allowing existing programs to 
easily be made fault tolerant. 

With any transparent rollback-recovery method, care 
must be taken in committing output to the outside world. 
The outside world consists of everything with which 
processes can communicate that does not participate in the 
system’s rollback-recovery protocols, such as the user’s 
workstation display, or even the file system if no special 
support is available for rolling back the contents of files. 
Messages sent to the outside world must be delayed until 
the system can guarantee, based on the state information 
that has been recorded on stable storage, that the message 
will never be “unsent” as a result of processes rolling back 
to recover from any possible future failure. If the sender is 
forced to roll back to a state before the message was sent, 
recovery of a consistent system state may be impossible, 
since the outside world cannot in general be rolled back. 
Once the system can meet this guarantee, the message may 
be committed by releasing it to the outside world. 

Rollback-recovery methods using consistent check- 
pointing [6, 8,9, 11, 17, 18, 19, 21, 24, 27, 31, 34, 351 re- 
cord the states of each process separately on stable storage 
as a process checkpoint, and coordinate the checkpoint- 
ing of the processes such that a consistent system state is 
always recorded by the collection of process checkpoints. 
The checkpoint of a process records the address space of 
the process, together with any kernel or server state infor- 
mation necessary to recreate the process executing in that 
state. To recover from any failure, each process can sim- 
ply be restarted on any available processor from the state 
recorded in its most recent checkpoint. 

However, before committing output to the outside world 
from a system using consistent checkpointing, a new con- 
sistent checkpoint must be recorded after the state from 
which the output was sent. This may involve each process 
writing large amounts of data to a stable storage server over 
the network. Even if sophisticated checkpointing methods 
are used that allow the checkpoint data to be written in 
parallel with the execution of the process [9, 12, 201, the 
output commit must wait until all of the data has been com- 
pletely written to stable storage, significantly delaying the 
output. If new output messages are sent frequently to the 
outside world, the overhead caused by the necessary fre- 
quent checkpointing can severely degrade the performance 
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2. Assumptions 
The system is composed of a number of independent 
processes executing on a collection of fail-stop proces- 
sors [29]. Each process hw a separate address space, 
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independent thread executing in that address space. Each 
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stable storage server on the network. A failed process can 
be restarted on any available processor that can access the 
message log and checkpoint data saved on stable storage by 
the failed process. 

Processes communicate witheach other and with the out- 
side world only through messages. Any message sent to the 
outside world must be delayed until it can be safely commit- 
ted. Any message received from the outside world is treated 
the same as a message received from a process. However, if 
the outside world requires reliable delivery of messages to a 
process, the process must send an acknowledgement to the 
outside world upon receipt, which is treated the same as any 
other message sent to the outside world. No assumption of 
reliable delivery may be made until this acknowledgement 
has  been delivered to the outside world. 

3. Definitions 
The execution of each process is divided into a sequence 
of state intervals, which are each identified uniquely for 
that process by a state intervul index, incremented at the 
beginning of each interval. Each time a process receives a 
message, it begins a new state interval. Also, if any state 
interval of the process since its most recent checkpoint has 
been nondeterministic, the process also begins a new state 
interval before sending a new message. A state interval is 
deterministic if all of the process’s execution in that interval 
can be reproduced the same as in the original execution, by 
restarting the process in the state it had at the beginning of 
the interval; otherwise, the state interval is nondeterministic. 
Nondeterministic execution may occur within a process as 
a result of unsynchronized memory sharing between multi- 
ple concurrent threads in the same address space or through 
the receipt of asynchronous software interrupts or signals. 
Events causing a state interval to be nondeterministic may 
be either detected or known at run-time (depending on the 
underlying system) or some processes may be declared to be 
treated as always nondeterministic. Deterministic execution 
of a process does nor require the arrival order of messages 
(possibly from different senders) to be deterministic. 

If all state intervals of a process are deterministic, this 
definition of state intervals corresponds to that used in pre- 
vious message logging systems [12, 14,331. For processes 
in which some state intervals are nondeterministic, the def- 
inition has been extended to preserve the required property 
that all individual states of a process within a single state 
interval are equivalent from the point of view of all other 
processes in the system. The state of a process can only 
be seen by another process through a message sent by that 
process. By starting a new state interval before the process 
sends a message, each individual state of the process that 
could be seen by another process becomes part of a separate 
state interval. 

A process state interval is called stable if and only if the 
process can be restored to some state in this interval from 
the information available on stable storage. This is true 
either if a checkpoint is available that records the process 
within that state interval, or if some earlier checkpoint of the 
process is available, all messages received by the process 
since that checkpoint have been logged, and all state inter- 

vals of the process since this checkpoint are deterministic. 
In either case, the most recent checkpoint that makes a state 
interval stable is called the effective checkpoint for that state 
interval. When a process recovers to some state interval U ,  
the process is said to roELback to state interval U and all later 
state intervals of that process are said to be rolled back. 

A state interval U of some process i is called commit- 
tabEe if and only if no possible future failure of any process 
can cause state interval U to be rokd back. This is true 
if and only if there exists some recoverable system state 
in  which process i is in some state interval QC 2 U [12, 
141. When process i learns that its own state interval U 

is committable, state interval U becomes committed, and 
process i is said to commit state interval U .  If some state 
interval U of a process i is committable (committed), then 
all previous state intervals /3 < U of process i are also 
committable (committed). 

Since a committable state interval U of some process i 
will never be rolled back in spite of any possible future fail- 
ure within the system, any output sent by process i to the 
outside world from any state interval a 5 U may be commit- 
ted. Likewise, if the effective checkpoint of state interval U 

records process i in state interval E, then any checkpoint 
recording the state of process i in any state interval a < E 
and any logged message received by process i that started 
some state interval p 5 6 can safely be removed from stable 
storage; if process i needs to be rolled back during some 
future failure recovery, the checkpoint in state interval E or 
some later checkpoint can always be used, and only those 
messages received by process i after that checkpoint need 
be replayed during the recovery. 

4. The commit algorithm 
4.1. Overview 
The commit algorithm is invoked by a process to commit its 
own state interval, and communicates with only those other 
processes of the distributed application program with which 
this process must cooperate in committing this state interval. 
In essence, only the processes from which this process has 
“recently” received messages are involved in the execution 
of the commit algorithm. The algorithm is executed by the 
system on behalf of the process; its execution is not visible 
to the application program and does not block the execution 
of any process in the system. 

When some process i attempts sends output from some 
state interval U ,  the output is first saved in a buffer in mem- 
ory at process a’. While the application program at process i 
continues to execute, process i may concurrently execute 
the commit algorithm to commit state interval U ,  and may 
then commit the output to the outside world. If more output 
messages are sent by the same process while the algorithm 
is executing, the process may simply execute the algorithm 
once more in order to commit all output sent during the 
first execution. If some output message need not be com- 
mitted as soon as possible, the commit algorithm need not 
be invoked immediately and the message can remain in the 
buffer in memory until committed. 

The commit algorithm may also be used by a process to 
limit the number of checkpoints or logged messages that it 
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is required to retain on stable storage. For example, suppose 
a process is willing to retain only some bounded number of 
checkpoints, c. When the process records a new checkpoint, 
if U is the state interval index of the oldest checkpoint it is 
willing to retain, it can use the commit algorithm to com- 
mit state interval U and may then delete all earlier check- 
points. This also limits the number of old logged messages 
that must be saved on stable storage, since all messages 
received before state interval U can also be deleted. To 
inexpensively place a loose bound on the number of check- 
points or logged messages required, the process might use 
this procedure only occasionally, such as after each time the 
process has recorded some number of new checkpoints, d .  
The maximum number of checkpoints is then bounded be- 
tween c and c+d, and all logged messages received before 
the oldest checkpoint can be deleted. Any process may also 
use the commit algorithm to explicitly limit the amount of 
its own execution that may be lost due to any possible future 
rollback, by simply invoking the algorithm for the earliest 
state interval for which it wants to guarantee against such 
a loss. Such decisions on the use of the commit algorithm 
can be made individually by each process, and concurrent 
invocations of the algorithm by separate processes do not 
interfere. 

4.2. Data structures 

Each message sent by a process is tagged with the index of 
the sender’s current state interval, and when that message 
is received, the receiver then depends on this state interval 
of the sender. The state interval index tagging a message 
is included when the message is logged but is not visible to 
the application program. 

Each process i maintains the following three data struc- 
tures, which are included in the process’s checkpoint and are 
restored when the process is restarted from its checkpoint: 

A dependency vector, DV, such that L)V[i] records 
process i’s own current state interval index, and for 
each other process j # i, DV[ j ]  records the maximum 
index of any interval of process j on which process i 
then depends. If process i has no dependency on any 
state interval of some process j ,  then DV[j] Is set to I, 
which is less than all possible state interval indices. A 
receiving process transitively depends on all state inter- 
vals on which the sending process depended when the 
message was sent, but the dependency vector records 
only those state intervals on which the process dire& 
depends [12, 141. By passing only the current slate 
interval index of the sender rather than the full (transi- 
tive) dependency vector [33], the failure-free overhead 
on the message passing system is reduced. 

A commit vector, COMMIT, such that COMMIqi ]  
records the index of process 2’s own current max- 
imum committed state interval, and for each other 
process j # i, COMMITL] records the maximum in- 
dex of any interval of process j that process i knows 
is committable. If process i knows of no committable 
state intervals of \ome process j, then C‘OMMIT[j] is 
set to 1. 
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A dependency vector history that records the incre- 
mental changes to the process’s dependency vector and 
allows previous dependency vectors of the process to 
be recalled. At the start of each state interval, DV[i] is 
incremented, and only one other entry in the process’s 
dependency vector can change. The dependency vector 
history records the process identifier and previous value 
of this entry for each state interval U of the process such 
that o > COMMIT[i], the maximum committed state 
interval of the process. 

A process using message logging also maintains a 
volatile message log buffer in memory in which copies of 
received messages are saved, but the volatile message log 
buffer of a process is not included in the process’s check- 
point. Messages from the buffer may be written to stable 
storage at any time, logging those messages, but all logging 
is performed asynchronously, without blocking the execu- 
tion of the process. 

Each process has an assigned computation ident@er, and 
all processes participating in the same distributed applica- 
tion program share the same computation identifier. When 
a process is created, the computation identifier is usually 
copied from the creating process, but a new computation 
may also be started by assigning a new unique identi- 
fier. Any process not running as part of a fault-tolerant 
computation is assigned a reserved computation identifier 
of 0. When a fault-tolerant process sends a message, if the 
sender and receiver have different computation identifiers, 
the message is treated as output to the outside world by the 
sender. This allows a large system to be divided into sep- 
arate computations to prevent a failure in one computation 
from causing any process in another computation to roll 
back [22, 301, and also allows fault-tolerant processes to 
communicate safely with non-fault-tolerant processes such 
as standard system servers. If both sender and receiver are 
on the same machine, the receiver’s computation identifier 
is readily available to the sending operating system ker- 
nel; otherwise, the underlying system may use an address 
resolution mechanism such as ARP [25] to find and cache 
the receiver’s network address, and this mechanism may 
be modified to return and cache the receiver’s computation 
identifier at the same time. 

4.3. The algorithm 
Theorem 1 A state interval U of some process i is com- 
mittable if and only if 

0 some later state interval cr > U of process i is com- 
mittable, or 

e state interval U of process i is stable and for all j # i ,  
state interval DVL] of process j is committable, where 
DV is the dependency vector of state interval U of 
process i. 

Proof (Sketch) If state interval a will never be rolled 
back, then an earlier state interval U cannot be rolled back 
either, and thus state interval U must be committable. 

If no later state interval cr is committable, then some 
failure might force process i to roll back as far as state 
interval U .  In order to be able to recover process i to state 



interval IT, state interkal IT must therefore be stable. In 
order to maintain a consistent system state upon recovery 
of process i to state interval IT, for each other process j # i, 
process j cannot roll back to any state interval earlier than 
D V L ] .  By the definition of a committable state interval, this 
implies that for each j # i ,  state interval D V [ j ]  of process j 
is committable. 0 

Using this theorem, state interval IT of process i could be 
committed by recursively attempting to commit state inter- 
val D V [ j ]  of each other process j .  However, this simplis- 
tic algorithm would result in a large number of redundant 
messages and invocations of the algorithm. The top-level 
execution of the algorithm may send up to one request to 
each process in the system to commit some state interval of 
that process. For each of these requests, the process at which 
it  executes may send an additional request to each process in 
the system, which each in turn may also send request to each 
process, and so on, recursively sending additional requests 
until each branch of the recursion independently encoun- 
ters a state interval that has already been committed. For 
each process j ,  however, only the maximum state interval 
of any of the intervals for which this simplistic implemen- 
tation would invoke the algorithm is important; if this state 
interval is committable, then by definition, all earlier state 
intervals of the same process are also committable. 

The commit algorithm shown in Figure 1 avoids many of 
these redundant requests, by traversing the (transitive) de- 
pendencies of state interval (T (as implied by Theorem l )  in a 
series of rounds, such that in each round, at most one request 
is sent to each process. A request is sent to each process 
only for the maximum state interval index then needed in 
the traversal. Each round may thus send only O(n)  re- 
quests, for a system of n processes. The traversal is acyclic, 
and thus at most O ( n )  rounds may be required, although 
the actual number of rounds performed will typically be 
less than this, depending on the communication pattern be- 
tween processes of the application program. The number 
of messages required is further reduced by using the COM- 
MIT vector of a process to record the state intervals of each 
process that are known by that process to be committable, 
thus avoiding many requests before sending them. 

The main procedure, COMMIT-STATE, is called with 
the single parameter (T, the index of the state interval of 
the local process to be committed, and the procedures 
NEED-STABLE and NEW- COMMlTare executed as remote 
procedure calls at other processes by COMMIT-STATE. 
The vector TDV collects the transitive dependencies of 
state interval (T, and the vector NEED records those en- 
tries of TDV from which the dependency traversal is still 
needed. During the execution of COMMIT-STATE by some 
process i, each NEED-STABLE request to a process j in- 
structs process j to find an existing stable state interval 
o 2 6 of process j or to make one stable by message 
logging or checkpointing. If process j has already commit- 
ted state interval 6, it replies “committed” and returns its 
own current COMMIT vector, which process i then merges 
into its local COMMIT vector. If state interval 5 has not 
already been committed, process j has two choices: it 
may use any state interval t~ 2 S that is already stable 

procedure COMMIT-STATE(a) 
if U 5 COMMITlpidl then return; 
TDV +- dependency vector for state interval U; 
for all j do 

NEED[j] +- I; 
if TDv[j] > COMMIT[j] then NEED[j] t TDV[j];  

for all j do VOLATILE[j] +- false, AC‘TIVE[j] +- false; 
INITIATOR[pi4 t true; 
/* loop again while another round is needed */ 
while 3 j such that NEEDL] # I do 

/* send ali requests for this round in parallel */ 
for all j such that NEEDL] # I do in parallel 

(status, UPDATE) t NEED- STABLE( NEED[j] ) 

if status = “committed” then 
at process j ;  

for all k do 
if UPDATqk] > COMMIT[k] then 

COMMIT[k] +- UPDATE[k]; 
if COMMIqlC] 2 TDVjk] then 

NEED[k] +- I; 
if U 5 C O h f M I T [ p ~  then 

/NITIATOR[pi4 +- false; 
return; 

else /* status is “stable ” or “volatile” */ 
ACTIVE[j] t true; 
VOLATILE[j] +- (status = “volatile”); 
for all k do 

if UPDAT@k] > TDv[k] then 
TDv[k] + UPDATE[k]; 
if TDV[k] > COMMIT[k] then 

NEED[k] t TDv[k]; 
if NEED[j] = UPDATEL] then NEEDb] + I; 

for all j such that VULATILE[j] do 
wait for “done” from process j ;  

INITIATORkidJ +- false; 
for all j do COMMIT[j] +- max(COMMIT[j], TDv[j]);  
for all j such that ACTIVE[j] do 

return; 
NEW-COMMIT(C0MMIT) at process j ;  

function NEED-STABLE( 6) 
if 6 5 COMMIT[pidJ then return (“committed”, COMMIT); 
INITIATOR[sended +- true; 
if state interval 6 of this process is stable then 

a t minimum state interval index such that a 1 6 and 

if state interval a is stable then 

else 

return (“stable”, dependency vector of state interval 6); 

a is stable or can be made stable; 

return (“stable”, dependency vector of state interval a). 

asynchronously begin making state interval a stable and 

return (“volatile”, dependency vector of state interval a); 
reply “done” when complete; 

procedutp NEW-COMMIT( UPDATE) 
INITIATOR[sended t false; 
for all j do COMMIT[j] +- max( COMMIT[j], UPDAT@j]); 
return; 

Figure 1 The commit algorithm at process pid 
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(and return “stable” from NEED-STABLE) or may decide 
to asynchronously make some state interval a 2 6 stable 
by checkpointing or message logging (and return “volatile” 
from NEED-STABLE). The return from NEED-STABLE 
also includes the dependency vector for the chosen state 
interval a, which process j can recall using its dependency 
vector history. If process j returns “volatile,” the necessary 
logging or checkpointing is done in parallel with the further 
execution of the process and with the execution of the com- 
mit algorithm, and process j later sends a “done” message 
to process i when this logging or checkpointing completes. 
The vector VOLATILE in COMMIT-STATE records whether 
the corresponding state interval in TDV was volatile when 
the last call to NEED-STABLE for that process returned. 

The algorithm allows a great deal of flexibility in the par- 
ticular state interval a chosen to satisfy a NEED-STABLE 
request. For processes using optimistic message logging, 
the process would normally choose to log any messages 
from its volatile message log buffer that are necessary to 
make state interval 6 stable, but the process may instead 
choose to use any later checkpointed state in order to avoid 
logging the earlier messages. Processes may also choose 
to use only checkpointing (as in consistent checkpointing 
systems), for example, if they are currently receiving a very 
large number of messages (that would otherwise need to be 
logged) or have executed nondeterministically since their 
previous checkpoint. Such processes would instead record 
a new process checkpoint in their current state interval and 
use this state interval as a. On the other hand, for most 
processes, it may be quicker to log messages than to record 
a new checkpoint since the amount of data to be written to 
stable storage will be less (the stable storage writes must 
jn i sh  before the state interval can be committed), and thus 
the system allows those processes to avoid the more expen- 
sive checkpointing. By choosing the minimum such a 2 6 
(subject to the decisions as to whether to use message log- 
ging or checkpointing), all components of the dependency 
vector for this state interval a are minimized, reducing the 
further dependencies that must be traversed by process i in 
COMMIT- STATE. 

Each process maintains a boolean vector INITIATOR, 
such that for all i, /NITIATOR[i] is true if and only 
if this process is currently participating in the execu- 
tion of the commit algorithm invoked by process i, and 
COMMIT-STATE at process i maintains a boolean vec- 
tor ACTIVE, such that for all j ,  ACTIVE[-i] is true if 
and only if this execution of COMMIT-STATE has sent 
a NEED-STABLE request to process j that resulted in 
process j setting its INITIATOR[i] to true. Define the 
boolean value committing for a process to be true if and 
only if there exists some entry in the INITIATOR vector 
for that process that is currently true. All application pro- 
gram messages sent by a process are tagged with the current 
committing value for that process. When a process receives 
a message, if the value tagging the message and the re- 
ceiver’s committing value are both true, then the message is 
delayed and not delivered to the application program at the 
receiver process until the completion of all executions of the 
algorithm in which this receiver is currently Participating; 
the message is then delivered when the receiver changes 

its last INITIATOR entry back to false and thus changes 
its committing value to false. This inhibition in receiving 
certain messages during the execution of the algorithm is 
necessary in order to avoid any possibility of livelock in 
the execution of the algorithm. If a NEED-STABLE request 
at some process returns some state interval cy > U (for 
example, by recording a new checkpoint in the process’s 
current state interval a), state interval a may have depen- 
dencies beyond those of state interval 6 (some components 
of the dependency vector for state interval cy may be greater 
than the corresponding components of the dependency vec- 
tor for state interval 6). In the unlikely case in which this 
continues with future calls to NEED-STABLE as the sys- 
tem continues to execute in parallel with the algorithm, 
the algorithm could continue execution indefinitely with- 
out terminating. By preventing a “committing” process 
from receiving a message sent from another “committing” 
process, no cyclic propagation of such dependencies is pos- 
sible and thus no livelock is possible. At the completion 
of COMMIT-STATE, process i sends a NEW- COMMIT re- 
quest to each process j for which ACTIVE[j] is true, dis- 
tributing its new COMMIT vector and allowing process j 
to change its INITIATOR[i] back to false. 

The algorithm also incorporates a number of additional 
optimizations: 

e During a round of the algorithm, all NEED-STABLE 
requests indicated by the current value of NEED are 
sent in parallel, allowing concurrent execution of all 
NEED-STABLE calls within each round. 

e If provided by the network hardware, a single unreli- 
able broadcast can be used in each round to broadcast 
all parallel NEED-STABLE requests for that round in 
a single message. After collecting replies from the 
NEED- STABLE broadcast during some small timeout 
period, any missing replies can be ignored, since any 
missing NEED-STABLE request for some particular 
process j will effectively be retransmitted on the next 
round of the algorithm if needed. 

e The use of parallel NEED-STABLE requests also allows 
any stable storage operations required by the algorithm 
to overlap as much as possible. 

The correctness of the algorithm is established by The- 
orem 1 and by the above discussion. This correctness can 
also be shown using the model of dependency matrices and 
the system history lattice [ 12, 141, but this proof is omitted 
here due to space considerations. No deadlock is possible in 
the execution of the commit algorithm, since the algorithm 
executes independently of the application program at each 
process. Multipleconcurrent executions of the algorithm by 
different processes do not interfere with each other, since 
the set of recoverable system states forms a lattice [ 12, 
141. Changes to a process’s commit vector made by one 
execution of the algorithm are valid in all other concurrent 
executions and are immediately visible to those executions. 

To illustrate the operation of the commit algorithm, Fig- 
ure 2 shows the messages exchanged during one execution. 
Process 2 invokes the algorithm to commit its current state 
interval, U ,  and sends two rounds of NEED-STABLE re- 
quests. In this example, two processes return a “volatile” 
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Figure 2 Example execution of the 
commit algorithm by process 2 

status: process 5 begins asynchronously logging some 
messages from its volatile message log buffer to stable stor- 
age, and process 3 chooses instead to begin recording a new 
checkpoint of itself. The time during which processes 3 
and 5 are performing stable storage operations is indicated 
in Figure 2 by shading along the lines representing the exe- 
cution of each process; both processes continue to execute 
in parallel with these stable storage operations. Once the 
“done” message is received from each process by process 2 
and the algorithm completes, state interval U of process 2 
has been committed. All five processes continue to execute 
in parallel with the execution of the algorithm. 

5. Failure detection and recovery 
Process failures are detected through a timeout mechanism. 
As mentioned in Section 2, if no acknowledgement of a 
message being reliably transmitted by the underlying sys- 
tem is received after a bounded number of retransmissions, 
that process is assumed to have failed and must be rolled 
back to a stable state interval. When a process rolls back, 
any other process that depends on some rolled back state 
interval of that process is called an orphanprocess [33] due 
to that roll back. An orphan process must also be rolled 
back to some earlier state that does not yet depend on any 
rolled back state interval of any process. 

When any process rolls back, notification of the rollback 
is sent to all processes in the distributed application pro- 
gram. The stable storage server from which the checkpoint 
for this rollback will be read is first notified as part of the 
recovery. That server reliably notifies any other stable stor- 
age servers in the system, and the stable storage servers 
cooperate to provide a total ordering on all rollbacks in the 
program using any ordered group communication protocol 
among the stable storage servers [2,7, 23,281. Each sta- 
ble storage server then sends notifications of the rollback 
to each process in the distributed application program that 
currently has checkpoints stored with that server, as deter- 
mined by the process’s computation identifier recorded in 
each checkpoint (Section 4.2). The notifications for concur- 
rent or closely spaced rollbacks of different processes may 
be combined into a single notification message. The notifi- 
cations to each process should be sent with high probability 

of delivery but need not be sent reliably. If an unreliable 
broadcast capability is provided by the network hardware, 
a single broadcast may be used to send the rollback notifi- 
cation to all processes. 

For each rollback of any process, the distributed appli- 
cation program enters a new incarnation, identified by a 
new computation incarnation number, which is simply a 
total count of process rollbacks that have occurred within 
the application program. The new incarnation number is 
included in each rollback notification message, and thus 
also forms a sequence number on these messages. When a 
process failure is detected, it is possible that the process has 
actually not failed but for some reason has been temporarily 
unable to send or receive messages. Such a process will 
be recovered (a new version of it started), even though the 
original version of the process is still executing. The com- 
putation incarnation number is used to make any surviving 
old versions of such a process harmless and to eventually 
terminate those old versions. 

A failed process rolls back to its most recent state interval 
that is stable, based on its checkpoints and logged messages 
that had been recorded on stable storage before its failure. 
The notification for the rollback of some process R includes 
the identification of the process that i s  rolling back, the in- 
dex U of the state interval to which process k is rolling back, 
and the new incarnation number of the computation. When 
a process receives a rollback notification, it remembers the 
new computation incarnation number, and then checks its 
dependency vector to determine if it has become an orphan 
due to this rollback. Process i has become an orphan due to 
this rollback of process k to state interval U if DV[k] > 6, 
where DV is the current dependency vector of process i .  In 
this case, process i then rolls back to its most recent state 
interval CY for which element R in the dependency vector 
for state interval cy is less than 6. The notification of this 
rollback of process i is sent to all processes in the same way 
as the notification of the original rollback from the failure. 
No domino effect is possible, since no process can be forced 
to roll back beyond its most recent committed state interval. 

Every message sent within the application program is 
tagged with the current computation incarnation number as 
known by the sending process. When received by another 
process within the application program, if the incarnation 
number tagging the message matches the current compu- 
tation incarnation number as known by the receiver, the 
message is accepted. If, instead, the message’s incarna- 
tion number is less than the receiver’s, the receiver rejects 
the message and returns an indication of this rejection to 
the sender. The sender must have missed one or more: 
rollback notifications. The sender checks with any stable: 
storage server for the correct current incarnation number 
of its computation and for copies of any missing rollback: 
notifications, and handles these notifications in the same 
way as any other rollback notification. However, if one of 
these notifications announces the sender’s own rollback, the 
sender must have been assumed to have failed earlier ancl 
has been recovered elsewhere. In this case, this copy of 
the sender process (the “obsolete” copy) simply terminates 
execution. Otherwise, the sender retransmits the original 
message with the correct computation incarnation number. 
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Similarly, if the receiver’s incarnation number is less than 
the incarnation number tagging the message received, the 
receiver checks with any stable storage server to determine 
the correct current incarnation number of its computation 
and to retrieve a copy of any missing rollback notifications, 
and then handles these notifications as described above. 

If a process is executing the commit algorithm when 
it receives a rollback notification, the algorithm is termi- 
nated and restarted, but any modifications made to the 
process’s COMMIT vector during the algorithm remain 
valid and are retained. The algorithm restarts at the be- 
ginning of COMMIT-STATE. If a process receives a roll- 
back notification for some other process i and ZNZTZATOR[i] 
for that process currently true, then the process changes 
INZTZATOR[i] back to false. A failed process can respond to 
NEEDATABLE requests a,, soon as its recovery has started 
to the point that it has access to its checkpoints and message 
logs on stable storage. 

No livelock is possible in the execution of the distributed 
application program as a result of failures arid recoveries oc- 
curring in the system. As described by Koo and Toueg [ 171, 
without synchronization among processes during recovery, 
a single failure could cause an infinite number of process 
roll backs. By an inconsistent interleaving of application 
program messages and process rollback notifications at dif- 
ferent processes for a series of rollbacks, it is possible to 
indefinitely continue a pattern of rollbacks among a group of 
processes such that each process rolls back and then begins 
to execute forward again, only to be forced to roll back again 
due to the rollback of some other process. The processes 
continue to execute, but the system makes no progress. The 
use of the computation incarnation number prevents such a 
livelock. By placing a total order on all process rollbacks 
within the distributed application program and by including 
the current incarnation number in each message sent, each 
process is forced to handle each rollback notification in a 
consistent order relative to the messages being sent by the 
application program. 

6. Comparison to related work 
6.1. Message logging methods 

Pes vimistic message logging protocols log messages syyn- 
chrcmously [3,4, 13,261. The protocol guarantees that any 
failed processes can be recovered individually without af- 
fecting the states of any processes that did not fail, and 
preJknts processes from proceeding until the logging that 
is required by this guarantee has been completed. This is 
achieved either by blocking a process receiving a message 
until the message is logged [3,4, 261, or by blocking the 
rewiver if it attempts to send a new message beforc all 
mct,sages it has received are logged [ 131. No special proto- 
col is required for output commit, and thus, output commit 
need not be delayed. However, the overhead of logging all 
mzbsages synchronously slows the sy\tem down even when 
no output is being sent. 

Optimistic message logging protocols, instead, log 
messages asynchronously [12, 14, 15, 22, 30,32, 33, 361, 
and were developed to avoid the overhead of synchronous 
logging [33]. However, any output message may be signif- 

icantly delayed, since the message logging of each process 
operates independently and may be delayed arbitrarily long, 
and also because processes may delay the propagation of in- 
formation on their logging or checkpointing progress that is 
necessary to determine that the output may be committed. In 
addition, the algorithms used for output commit in previous 
systems compute much more information about the entire 
system than is needed by any process for committing its own 
output. For example, the exact state of each other process in 
the current maximum recoverable state of the system [ 12, 
14,301 or the exact number of message logged by each other 
process in the system [33] is of no concern to any individual 
process and is not necessary for output commit. The commit 
algorithm presented in this paper computes only the infor- 
mation necessary for committing a state interval, and is 
unique in directly supporting the quick commit of all output 
to the outside world. Unlike previous optimistic message 
logging systems, the system presented here also supports 
the recovery of nondeterministic processes through check- 
pointing, while still allowing deterministic processes to use 
message logging to reduce their own failure-free overhead. 

The rollback-recovery algorithm of the Manetho sys- 
tem [lo] also attempts to commit all output quickly to 
the outside world, while keeping failure-free overhead low. 
Manetho uses an antecedence graph, together with a form 
of sender-based message logging in volatile memory [ 1 31, 
to allow processes to commit output without coordination 
with other processes. The graph records the dependencies 
between processes, and updates to the graph are appended to 
the messages that a process sends, in order to propagate por- 
tions of the graph to other processes. Manetho can commit 
output more quickly than the commit algorithm presented 
here, but its failure-free overhead is higher due to the need 
to maintain the antecedence graph and to propagate graph 
updates. As such, Manetho represents a different point in 
the tradeoff between output commit latency and failure-free 
overhead. Manetho also offers only restricted support for 
nondeterministic processes in the system. 

6.2. Checkpointing algorithms 

Many consistent checkpointing algorithms require all 
processes in thesystem torecord a new checkpoint each time 
a new consistent checkpoint is made [ 5 , 6 ,  8,9,  16, 18,21, 
24,31,27,34]. Since a new consistent checkpoint must be 
recorded each time before committing output to the outside 
world, these systems may experience very high overhead in 
periods during which many new output messages are sent. 
Although each process checkpoint can be written in par- 
allel with the execution of the application program [9, 12, 
’201, each output commit must nonetheless wait until all data 
for the new consistent checkpoint has been written to stable 
storage. For systems of many processes or those containing 
processes with very large address spaces. this may further 
delay output commit. 

Koo and Toueg proposed a consistent checkpointing 
algorithm [17] in which only the minimum number of 
processes are required to record a new checkpoint in  order to 
establish a new (global) consistent checkpoint. Their algo- 
rithm, though, requires FIFO channels between processes, 
whereas the commit algorithm presented here makes no 
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such assumption. Their algorithm also prevents the appli- 
cation program at a process from sending any messages 
between the beginning of the algorithm at that process and 
the completion of the entire algorithm across all processes. 
In contrast, the commit algorithm here interferes much less 
with the communication of the application program, as 
processes are prevented from receiving (rather than send- 
ing) a message during the execution of the algorithm only 
for particular messages whose receipt could prolong the ex- 
ecution of the algorithm and possibly lead to a livelock in 
its execution. Without this restriction, the algorithm would 
still record a consistent system state, but could take one or 
more additional rounds to converge. 

The protocol of Venkatesh et al [35] also requires FIFO 
channels. In addition, it records more separate process 
checkpoints than the commit algorithm presented here, 
since it uses each process checkpoint in only one recovery 
line and thus must record a separate process checkpoint for 
each consistent system state that may include a given state 
of a process. The protocol of Israel and Morris [ 11 I does 
not inhibit sending or receiving messages during the execu- 
tion of the algorithm, but does require FIFO channels. Leu 
and Bhargava have proposed a protocol [ 191 that does not 
require FIFO channels. The basic version of their algorithm 
inhibits processes sending messages during the algorithm, 
as in  Koo and Toueg’s algorithm, but an extension to the 
algorithm avoids any inhibition. However, their algorithm 
is more complicated than the commit algorithm presented 
here and may require many more messages than the commit 
algorithm, since each process tn their checkpoint tree must 
send a request to each potential child, many of which may 
be rejected when the child does not become a true child 
because it has already been included in the checkpoint tree 
from a different parent. By collecting the replies at the 
initiator on each round, the commit algorithm here avoids 
many of these redundant messages. 

Bhargava and Lian have proposed a protocol [ 11 that uses 
only checkpointing for recording the states of processes, but 
in  which processes record their checkpoints independently 
withoutthe coordination present in consistent checkpointing 
systems. The goal of their system is to avoid the overhead 
of the coordination protocol. When a failure later occurs, 
they instead attempt to find some set of process checkpoints 
on stable storage that happens to record a consistent state of 
the system, which can be used in recovery. Although this 
may allow failure-free overhead to be very low, their system 
cannot support the quick commit of output to the outside 
world for the same reasons as discussed above for optimistic 
message logging systems. In addition, there is no guarantee 
that any output can be committed even after recording an 
arbitrarily large number of new process checkpoints, since 
there is no guarantee that any of these checkpoints form 
part of a consistent system state with the other available 
checkpoints of other processes 

7. Conclusion 
Existing rollback-recovery methods using consistent check- 
pointing may cause high overhead for programs that fre- 
quently send output to the outside world, whereas existing 

methods using optimistic message logging may cause large 
delays in  committing output. The design presented in this 
paper addresses these problems, adding very little overhead 
to the failure-free execution of the system while still be- 
ing able to quickly commit all messages sent to the outside 
world, and thus represents a balance in the tradeoff between 
failure-free overhead and output commit latency inherent in 
any transparent rollback-recovery system. 

The system is based on a distributed commit algorithm 
that can be used by a process to commit its own output, as 
well as to inexpensively limit the number of checkpoints or 
logged messages that the process must retain on stable stor- 
age, or the amount of rollback that the process may be forced 
to do in case of any possible future failure of any process. 
Each process can independently choose to use either check- 
pointing or optimistic message logging for recording its 
own state as needed on stable storage, and can change this 
decision over the course of its own execution. This choice 
allows each process to use the method most suited to its own 
particular circumstances. The system supports recovery of 
deterministic as well as nondeterministic processes, and can 
recover from any number of process failures, including fail- 
ures during the execution of the algorithm. 
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