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OneRing to rule themall. OneRing to find them. OneRing to bring
themall. And in thedarknesdindthem.  J.R.R.Tolkien

Abstract

Self-oganizing structued peerto-peer(p2p) overlay
networkslike CAN, Chord, Pastry and Tapestryoffer a
novel platformfor a variety of scalableand decentalized
distributed applications. Thesesystemsrovide efficient
and fault-tolerant routing, objectlocation, and load bal-
ancingwithin a self-oiganizingoverlay network.

Onemajor problemwith thesesystemss howto boot-
strap them. How do you decidewhich overlay to join?
How do you find a contactnodein the overlay to join?
How do you obtain the codethat you shouldrun? Cur-
rentsystemsequire that eac nodethat participatesin a
givenoverlay supportsthe sameset of applications,and
thattheseapplicationsare pre-installedon each node

In this positionpaper we sketch thedesignof aninfras-
tructurethatusesa universal overlayto providea scalable
infrastructue to bootstap multiple serviceoverlayspro-
viding different functionality It providesmedanismsto
advertiseservicesandto discover servicescontactnodes,
andservicecode

1. Introduction

RecensystemsuchasCAN [11], Chord[15], Kadem-
lia [8], Pastry [12] and Tapestry[17] provide a self-
organizingstructuredpeerto-peer(p2p) overlay network
that can sene as a substratefor large-scalepeerto-peer
applications. One of the abstractionghat thesesystems
can provide is a scalable,fault-tolerantdistributed hash
table (DHT), in which ary item can be locatedwithin a
boundednumberof routing hops,usinga small pernode
routingtable.
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In thesesystemsa live nodein the overlayto eachkey
and provide primitivesto senda messagé¢o a key. Mes-
sagesreroutedto thelive nodethatis currentlyresponsi-
ble for the destinationkey. Keys arechosenfrom a large
spaceandeachnodeis assigne@nidentifier(nodeld cho-
senfrom the samespace.Eachnodemaintainsa routing
tablewith nodeldsand IP addressesf othernodes. The
protocolsuse theserouting tablesto assignkeys to live
nodes.For instancejn Pastry akey is assignedo thelive
nodewith nodeldnumericallyclosesto thekey.

In the simplestcase,DHTs canbe usedto storekey-
value pairs much like centralizedhashtables. Lookup
andinsertoperationsanbe performedin a smallnumber
of routing hops. The overlay network is completelyself-
organizing,andeachnodemaintainsonly a smallrouting
table with size constantor logarithmicin the numberof
participatingnodes. Structuredp2p overlayscanbe used
asa platformfor a variety of distributedservices,nclud-
ing archival stores[7, 3, 13], contentdistribution [6] and
application-leel multicast[18, 2, 14].

Serviceadwertisementdiscosery andbindingarecom-
mon problemsin distributedsystemdq10, 16, 9]. Service
adwertisementand discorery mechanismsllow a userto
deploy andfind servicesof interest,andbinding provides
the userwith the codenecessaryo install the serviceon
anode. Theseproblemsarecompoundedn p2p overlays
becausehe serviceis run by a large numberof diverse,
distributedpeers.Furthermorebindingis harderfor ap2p
servicebecause joining peeris requiredto know a con-
tact nodealreadyin the overlay.

Currentp2p overlaysdo not provide a good solution
to theseproblems. They requirethat eachnodesupports
the samesetof applications,and that theseapplications
are pre-installedon eachnode. Additionally, they do not
provide ascalablesolutionto find acontacthodeto join an
overlay.

In this position paper we sketchthe designof anin-



frastructurethat usesa universalp2p overlay to provide
scalablemechanismgo bootstrapmultiple serviceover-
lays providing different functionality. It provides mech-
anismsto adwertiseand discover servicescontactnodes,
andservicecode.

In the following description,we will usePastryasan
example structuredp2p overlay protocol. It shouldbe
notedthat the ideasand conceptsapply equallyto other
protocolslike Chord,CAN and Tapestry

2. Pastry overview

In Pastry keys andnodeldsare 128 bits in lengthand
canbethoughtof asasequencef digitsin basel6. Pastry
routesa messagéo the nodewhosenodeldis numerically
closesto thekey, in acircularnodeldspacewhichwe call
aring.

Eachnodemaintainsboth a leaf setand a routing ta-
ble. The leaf set containsthe immediate L clockwise
and counterclockwise neighboringnodesin the circular
nodeldspace.A nodesroutingtableis organizedinto 32
rowsand16 columns.The16 entriesin row n of therout-
ing table refer to nodeswhosenodeldssharethe first n
digits with the preseninodes nodeld;then + 1th nodeld
digit of a nodein columnm of row n equalsm. The col-
umnin row n correspondingo the valueof then + 1's
digits of thelocal nodes nodeldremainsempty Nodelds
arechoserrandomlywith uniform probabilityfrom the set
of 128-bitstrings.As aresult,only log,¢/N rows arepop-
ulatedin a nodesroutingtableon averagejf thereare N
nodesparticipatingin the overlay. Figurel depictsanex-
ampleroutingtable.

In a normal routing step, a Pastry nodeforwardsthe
messagéo anodewhosenodeldshareswith thekey apre-
fix thatis at leastonedigit longerthanthe prefix thatthe
key shareawith the preseninodesid. If no suchnodeis
known, the messagés forwardedto a nodewhosenodeld
sharesa prefix with the key aslong asthe currentnode,
butis numericallycloserto thekey thanthe presennodes
id. Sucha nodemustexist in the leaf set, unlessall of
themembersn onehalf of theleaf sethave failed concur
rently. Giventhatnodeswith adjacennodeldsarehighly
unlikely to suffer correlatedailures the probability of this
eventcanbemadevery smallevenfor modestvaluesof L.
Theexpectechumberof routinghopsis only log N . Fig-
ure2 shavsanexample.

Eachserviceis assigneda uniqueserviceid. Whena
nodedetermineghat it is numericallyclosestto the key
(usingtheleafset),it deliversthemessagéo thelocal ser
vice whoseserviceid matcheghat containedn the mes-
sage.Moreover, the serviceis notified on eachintermedi-
ate nodethat a messagencountersalongits route. Ser
vices usethis to perform dynamic caching,to construct

multicasttrees etc.

Pastry is fully self-omganizing. A nodejoin protocol
ensureghata new nodecaninitialize its leaf setandrout-
ing table,andrestoreall systeminvariantsby exchanging
O(log N) messagesin the eventof a nodefailure, thein-
variantscanlik ewise be restoredby exchangingO(log N)
messagesLike all other p2p overlays,Pastry requiresa
contactnodealreadyin the overlay to bootstrapthe join
protocol.

Pastryconstructghe overlay network in a mannerthat
is awareof the proximity betweemodesin theunderlying
Internet.As aresult,onecanshow that Pastryachievesan
averagedelaypenalty i.e., the total delayexperiencedy
a Pastrymessageelative to the delaybetweensourceand
destinatiorin the Internet,of only abouttwo [1].

3. Theuniversal ring

Ourinfrastructurefor servicediscovery andbindingre-
liesonauniversalring, whichis anoverlaythatall partic-
ipatingnodesareexpectedo join. Theuniversalring only
provides servicesto bootstrapother services. Other ser
vicestypically form separateverlays,which arecreated
dynamically Thenodesn theservicespecificoverlaysare
a subsebf the nodesin the universalring. The universal
ring enablepeergo adwertiseanddiscover servicef in-
terest,to find the codethey needto run to participatein
a particularserviceoverlay, andto find a contactnodeto
join the serviceoverlay.

3.1. Joining the universal ring

To join the universalring, eachnode needsto obtain
a nodeldthat is assignedby someelementof a set of
trustedauthoritiesg.g.,ICANN or acertificationauthority
like Verisign. Thecertificationauthorityassignsarandom
nodeldto thenodeandsignsanodeldcertificatethatbinds
thenodeldwith apublickey for aboundedamountof time.
The nodeknows the private key that correspondso this
public key to authenticatétself to othernodesin the over
lay. Thecertificationauthorityshouldchagenodedor the
certificatest issuedo makeit moredifficult for anattacler
to controlmary virtual nodesin theuniversalring [4].

After obtaining a nodeld certificate, a joining node
needdo obtaintheaddres®f acontactnodein theuniver-
salring. If alargefractionof the nodesin the Internetare
in the universalring, one canusebrute-force distributed
techniquedo find a contactnode. For example,expand-
ing ring IP multicastor otherforms of controlledflooding
will work well becauséhey will find acontactnodewithin
a few hopsof the joining node. Otherwise,senerswith
well-known domainnamescan be used,which provide a
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Figure 1. Routing table of a Pas-
try node with nodeld 65alx, b = 4.
Digits are in base 16, x represents
an arbitrar y suffix.

randomlychosencontactnodeuponrequest.Thesetech-
niguesdo not work well to find contactnodesfor individ-
ual serviceoverlays,which will likely be smallerandnu-
merous.We describea servicethatprovidescontactnodes
for serviceoverlaysin Section3.5.

3.2. Universal ring services

There are three basic servicesthat the universalring
mustprovide to facilitateserviceadwertisementdiscovery
andbinding.

3.2.1 Persistent store

Thefirst serviceis a persistenstorefor key-file pairsthat
providesefficientaccesso files giventheirkeys. This ser
vice is usedto storeinformationaboutservicesthe code
neededo run them,andlists of contactnodesfor the dif-
ferentservices All storedfiles areimmutableexceptcon-
tactlists, which do not requirestrongconsisteng seman-
tics.

The functionality provided by the persistentstore is
similar to the one offeredby PAST [13]. All files stored
in the universalring mustbe signedusing a private key
associatedavith avalid nodeldcertificate.

A key-file pairis insertedin the storeby using Pastry
to routeto the nodein the universalring whosenodeldis
the numericallyclosestto the key. This nodeverifiesthe
signaturein the file andthenreplicatesthe file over the
n numerically closestnodesin the ring to provide fault-
toleranceagainsinodefailures.

The lookup of afile givena key alsoinvolvesrouting
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Figure 2. Routing amessage from
node 65a1 with key 46al . The
dots depict live nodes in Pastry’s
circular namespace .

a lookup requestto the nodein the universalring whose
nodeldis the numerically closestto the key. The node
performingthe lookup thenrecevesa copy of the signed
file, whichit canverify.

Most files storedin the persistentstoreare small and
canbeaggressiely cached.Both on insertionandlookup
thesefiles are cachedon all nodesthat participatein the
routing. This caching(which wasalsousedin PAST) is
importantto avoid overloadingnodeswhenthereareflash
crowds;it preventsthe nodesresponsibldor storingafile
associategvith aservicefrom beingoverloadedf thepop-
ularity of the serviceincreasesiramaticallyin a shortpe-
riod of time. Codefiles canbe large andin this caseit
might make sensdo cachethemlessaggressiely.

322 Multicast

The secondbasicserviceis anapplication-leel multicast
service calledScribe[2, 14]. Nodeswishingto subscribe
to a multicastgroup route a requestto the nodewhose
nodeld is numerically closestto the multicast groupld,
calledthe group’s root. Eachnodealongthe pathof the

requestimplicitly subscribego the group,andadoptsthe

previousnodealongtherouteasachild in thegroup’smul-

ticasttree. The requestterminatesvhenit arrivesat the

root, or at a nodethatis alreadysubscribedo the group.
Becausanembershipnmanagemenis distributed,the sys-
temis highly scalable.

A messagés multicastto thegroupby sendingt to the
root. Therootthenforwardsthemessag#o all its children,
andsoon. Whenatopology-avareprotocollik e Pastryor
Tapestryis usedasthe underlyingp2p overlay, the result-



ing multicasttreeshave the propertythatnodesin succes-
sively smallersubtreesareincreasinglyneareachotherin
the Internet. As a result, the multicastis very efficient,
bothwith respecto delayandlink stresq2].

Moreover, using a simple and efficient searchalgo-
rithm, any nodein theuniversalring canefficiently locatea
nearbymemberof a givengroup. To find sucha member
a messages routedtowardsthe group’s root. Whenthe
messageeaches subscriberit returnsits list of children.
The client thencontactghe nearesamongthesechildren
(determinedfor instance by measuringhe RTT to each
child). This processcontinuesuntil a a leafin the multi-
casttreeis reached.If the multicasttreewasconstructed
in a topologically aware fashion,thenthat nodeis likely
to beamongthe memberghatarenearesto the clientis-
suing the search. Accurag of this searchcanbe traded
for even higher efficiency by contactinga randomchild
in eachstep;this works particularly well whenmembers
exist thatarevery closeto theclient.

The nearbysubscribesearchcanbe usedto discovera
nearbynodein the network with a given property Nodes
with agivenpropertysubscribeo a groupassociateavith
the property It canbe used,for instance,to efficiently
locatenearbynodeswith certainhardware capabilitiesor
services,nodesthat have sparecapacity nodesthat pro-
vide a specificservice,or nodesthat are operatedby an
organizatiortrustedby theuser

3.2.3 Distributed search

The third basicserviceis a distributed searchenginethat
allows usersto find servicesgiventextual queries.Given
a setof keywordsanda servicekey, it associatethe key-
wordswith the specifiedkey. The searchengineallows
nodego searchfor keys usinga setof querykeywords.In
thesimplecaseabooleanAND queryis supportedMore
comple queriesandrankingof queryresultsarepossible
but detailsarebeyondthe scopeof this paper

We now briefly outline how the indexing could work.
Thereare currently several projectslooking at the devel-
opmentof searchingand indexing for DHTs [5]. Here
we describeavery simpleschemehatcanbesignificantly
improved. The searchingcanbe achieved by usinga dis-
tributedinvertedindex thatassociatea keywordwith alist
of servicekeys. Everynodein theuniversalring storegart
of theinvertedindex. Theindex for akeywordis storedin
the nodewhosenodeldis numericallyclosestto the hash
of thekey. Forresilienceto nodefailure,theindex oneach
nodeis replicatedover then numericallyclosesthodesin
thering. When a searchis performed,the keywordsin
the queryarehashedandPastryis usedto accesghe cor-
respondingndices. If a keyword hasan invertedindex
entry, the associateset of servicekeys is returned. The

nodecanthentake the intersectionof all the setsof keys

returned. The intersectionrepresentshat setof services
thatsatisfythe query We planto cacheresultsof popular
queriedn thepathto theircomponenkeywordsto prevent

overloadsunderflashcrowdsaswasdonein the persistent
store.

Persistengueries(also called triggers) can be imple-
mentedasfollows. A nodethatissuesa persistenguery
subscribe$o aScribemulticastgroupassociategvith each
keyword thatappearsn the query Whena serviceis ad-
vertised anotificationis sentonthemulticastgroupsasso-
ciatedwith eachof the services keywords. Therecevers
intersecthenotificationsrecevedon eachgroupto which
they subscribeaccordingto the query As an optimiza-
tion, booleanAND queriescanbe handledby subscribing
to a group associatedvith the conjunctionof querykey-
wordsin a canonicalform. The root of sucha groupin
turn subscribego the groupsassociatedvith eachof the
conjunctiveterm’skeywordsandintersectsotificationsin
the obviousway.

In the following sections,we describein more detail
how the persistentstore, the multicast service and the
searchengineare usedto enablediscovery of services,
code,andcontactnodes.

3.3. Service advertisement and discovery

A serviceis createdby generatinga servicecertificate
thatdescribesheservice.This certificateincludesthetex-
tual nameof the service,a textual descriptionof the ser
vice, and a set of codekeys (which are describedn the
next section). Eachcodekey identifiesa differentimple-
mentationthat provides the functionality requiredto run
theservice.The servicecertificateis signedby the private
key associateavith thenodeldcertificateof its creator

To adwertisea service,the creatorusesthe persistent
store provided by the universalring to storethe service
certificatereliably undera servicekey, which is equalto
the hashof the certificate. The textual descriptionof the
serviceandthe servicenamearetheninsertedby the cre-
atorinto the indicesof the searchengineprovided by the
universalring. This associatethe keywordswith the ser
vice key.

In orderfor a nodeto retrieve the servicecertificate, it
mustdiscover the servicekey. Thisis performedby key-
word searchingusing the searchengineprovided by the
universalring. A userperformsa keyword searchto re-
trieve asetof servicekeys, andthentheseservicekeyscan
beusedto retrievetheirassociatedervicecertificatefrom
the persistenstoreprovided by the universalring. Alter-
natively, anodeinterestedn certaincateyoriesof new ser
vicescanissuea persistenfjueryin the searchengine,in
orderto be notified whennew servicesof interestaread-



vertised.
3.4. Code binding and update

As discussedbove, we allow the creatorof a service
to specifyseveral acceptablémplementationgor the ser
vice. Theseimplementationsare not necessarilywritten
by the servicecreatorandthey may be usedby mary ser
vicesthatprovide similar functionality. Therefore codeis
storedseparatelyfrom servicecertificates.

Each implementationhas a code certificate that in-
cludesthe implementatiomame,a textual descriptionof
the code,andthe actualcodé. The certificateis signed
by the codewriter usingthe privatekey associateavith its
nodeldcertificatein the universalring. This signatureal-
lows usersto verify thatthe codewaswritten by the code
writer, whichis importantbecaus¢he usermaybeunwill-
ing to run a pieceof codejust becausehe servicecreator
vouchedhatit wassuitablefor its service.

The codekey associatedavith the codecertificateis ob-
tainedby hashingits contents. The persistentstore pro-
videdby theuniversalring is usedto storethe codecertifi-
catereliably underits codekey.

After obtaininga servicecertificate,a node selectsa
codekey, andthenretrievesthe codecertificateassociated
with that key from the persistentstorageservicerunning
ontheuniversalring.

Software updatesfor an implementationare inserted
into the persistenstore. The new codekeys arethenad-
vertisedon a multicastgroupconsistingeitherof all mem-
bersof theassociatederviceoverlay, or all nodeshatuse
previousversionsof the givenimplementation.

3.5. Joining a service over lay

After obtainingthe servicecertificateandthe codefor
a serviceof interest,a nodeis almostreadyto join the
serviceoverlay But first it needgo obtainthe addresof
a contactnodein the serviceoverlay. We describehow to
find this nodenext.

For eachservice,a small list of contactnodesis in-
sertedin the universalring underthe servicekey. A node
that wantsto join the overlay of the serviceobtainsthis
list whenit looksup the servicecertificatein the universal
ring. Then,it selectooneof thenodesn thelist atrandom
to beits contactnode.

To ensurethatthe contactlist remainsfresh, the oldest
elementn thelist is replacedby the joining node.Copies
of the contactlist canbe cachedn the universalring path

Ipotentiallyotherfields could be addedto codecertificate suchasa
documentatio®JRL, versionnumber codedependencinformationand
soforth.

to thenodethatstoresthe servicekey to preventoverload-
ing this node. Additionally, eachcachedcopy of the list

canbe updatedndependentlyasdescribedabove, to en-
sureits freshnessndto preventoverloadingof the contact
nodes.

P2poverlayslik e Pastry[12] andTapestry[17] exploit
network locality to provide betterperformance.They re-
quire thatthe contactnodebe closeto thejoining nodein
the underlyingnetwork topologyin orderto achieve this.
However, becauseof the randomizationof nodeldsit is
highly likely thatthe contactnodeis not closeto the join-
ing node. This problemcan be solved by performinga
nearessubscribeisearchon a multicastgroup consisting
of the serviceoverlay’s currentmembers.

Alternatively, in Pastry the problemcanbe solved by
usingthe algorithmdescribedn [1]. This algorithmuses
the contactnodeandtraverseghe serviceoverlay routing
tablesbottomup to find a goodapproximatiorto the ser
vice overlaynodethatis closestto the joining nodein the
network. A similaralgorithmcouldbeusedwith Tapestry
Oncetheclosesinodehasbeenfound,it is usedto startthe
joining algorithmdescribedn [1].

4. Conclusions

In this position paper we have outlineda preliminary
designof aninfrastructureghatprovidesserviceadwertise-
ment, discovery and binding to bootstrapservicesbased
onstructuredp2poverlays.This problemhasnot beenad-
dressedy previouswork.

We have proposedhe useof a universalring that pro-
videsonly bootstrapfunctionality while eachserviceruns
in a separat@2poverlay. The universalring provides: an
indexing servicethatenablesiserdo find serviceof inter-
estby supplyingbooleanqueries;a multicastserviceused
to distribute softwareupdatesandfor coordinationramong
memberf a serviceoverlay;apersistenstoreanddistri-
bution network thatallows usergo obtainthe codeneeded
to participatein a services overlay; anda serviceto pro-
vide userswith a contactnodeto join a serviceoverlay.
Theseservicesare self-oganizingand fault-tolerantand
scaleto large numberof nodes.

The solutionwe have proposedyvhilst targetedat Pas-
try, is applicableto otherprotocolssuchas CAN, Chord
andTapestry It is alsoapplicableto servicediscovery and
bindingfor traditionalcentralizedservices.

References

[1] M. Castro,P. Druschel,Y. C. Hu, andA. Rowstron. Ex-
ploiting network proximity in peerto-peeroverlay net-
works,2002. Submittedfor publication.



(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]

[16]
(17]

(18]

M. Castro,P. Druschel,A.-M. Kermarrec,and A. Row-
stron. SCRIBE: A large-scale and decentralized
application-leel multicastinfrastructure. IEEE Journal
on SelectedAreasin communicationgJSAC), 2002. To
appear

F. Dabek,M. F. KaashoekD. Karger, R. Morris, andl. Sto-
ica. Wide-areacooperatre storagewith cfs. In 18thACM
Symposiunon Opeiating System#®Trinciples Oct.2001.
J. R. Douceur The sybil attack. In Proceed-
ings of IPTPS02 Cambridge, USA, March 2002.
http://www.cs.rice.edu/Conferences/IPTPS02/.

M. Harren, J. M. Hellerstein, R. Huebsch, B. T.
Loo, S. Shenler, and I. Stoica. Complex queries
in dht-based peerto-peer networks. In Proceed-
ings of IPTPS02 Cambridge, USA, March 2002.
http://www.cs.rice.edu/Conferences/IPTPS02/.

S.lyer, A. Rowstron,andP. Druschel.Squirrel: A scalable
peerto-peerweb cache. In Proceedingof the 21stSym-
posiumon Principles of Distributed Computing(PODC
2002) Monterrgy, CA, July 2002.

J. Kubiatawvicz and et al. Oceanstore:An architecture
for global-scalepersistenttore. In Proc. ASPLOS’2000
November2000.

P. Maymounlov and D. Mazieres. Kademlia: A peer
to-peerinformation systembasedon the xor metric. In
Proceedingf IPTPS02 Cambridge USA, March 2002.
http://www.cs.rice.edu/Conferences/IPTPS02/.
Microsoft. Upnpspecification.

OMG. Corbanamingservicespecification.

S. Ratnasamy P. Francis, M. Handlg, R. Karp, and
S.Shenler. A ScalableContent-Addressabldetwork. In
Proc. of ACM SIGCOMM Aug. 2001.

A. RowstronandP. Druschel.Pastry: Scalabledistributed
objectlocationandroutingfor large-scalgeerto-peersys-
tems. In International Confeenceon Distributed Systems
Platforms(Middleware), Nov. 2001.

A. RowstronandP. Druschel. Storagemanagemenand
cachingn PAST, alarge-scalepersistenpeerto-peerstor
ageutility. In 18thACM Symposiunon Opemting Systems
Principles Oct.2001.

A. Rowstron, A.-M. Kermarrec,M. Castro,and P. Dr-
uschel. Scribe: The designof a large-scaleevent notifi-
cationinfrastructure.In Third InternationalWbrkshopon
Networled Group CommunicationsNov. 2001.

I. Stoica, R. Morris, D. Karger, M. F. Kaashoek,and
H. Balakrishnan. Chord: A scalablepeerto-peerlookup
servicefor internetapplications. In Proceedingsof the
ACM SIGCOMM’'01 Confeence SanDiego, California,
August2001.

Sun. Jini specification.

B.Y.Zhao,J.D. Kubiatawicz, andA. D. JosephTapestry:
An infrastructurefor fault-resilientwide-aredocationand
routing. Technical Report UCB//CSD-01-1141,U. C.
Berkeley, April 2001.

S. Q. Zhuang, B. Y. Zhao, A. D. Joseph,R. H. Katz,
and J. Kubiatavicz. Bayeux: An Architecturefor Scal-
ableandFault-tolerantWide-AreaDataDissemination.In
Proc. of the Eleventhinternational Workshopon Network
andOpeiating SystenSupportfor Digital AudioandVideo
(NOSSIBY 2001) June2001.



