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Abstract
Secure logsare powerfultoolsfor building systemsthat mustresistforgery, provetemporal rela-
tionships,and standup to forensicscrutiny. Theproofsof order and integrity encodedin these
tamper-evidentchronological records,typically built usinghashchaining, maybeusedby appli-
cationsto enforceoperatingconstraintsor soundalarmsat suspiciousactivity. However, existing
research stopsshortof discussinghowonemightgo aboutautomaticallydeterminingwhethera
givensecure log satisÞesa givensetof constraintson its records.

In this paper, we discussour work on Q!"#$%$"#, a tool that accomplishesthis. It can be
usedo! ine asan analyzerfor static logs,or onlineduring theruntimeof a logging application.
Q!"#$%$"#rules are written in a ßexible pattern-matching language that adaptsto arbitrary log
structures;givena setof rulesandavailablelog data,Q!"#$%$"#presentsevidenceof correctness
and o" ers counterexamplesif desired. We describeQ!"#$%$"#Õs implementationand o" er early
performanceresults.

1. Intr oduction

Moderncommunication,computation,andcommercearenotoriousfor generatinga tremendous
amountof loggingdata.Every transactionor conversation,publicandprivate,leavesapermanent
record,andsuchrecordsarebeginningto Þndusein forensicinvestigationsandlegal proceedings.

The evidenceoneseeksin thesesortsof investigationsoften takesthe form of statementsof
existenceandorder. Put anotherway, we wish to discover, ÒWhatdid Alice know, andwhen
did sheknow it?ÓCritically, we mustbeableto provetheveracityof our Þndingsin thefaceof
accidentalerasureanddeliberatemanipulationof theÒpermanentÓrecord.

Recentresearchoffersa powerful tool in theform of secure logs: datastructuresthatusehash
chainsto establisha provableorderbetweenentries[6]. The principal beneÞtof this technique
is tamper-evidence: any commitmentto a given stateof the log is implicitly a commitmentto
all prior states.Any attemptto subsequentlyadd,remove, or alter log entrieswill invalidatethe
hashchain. A log whoseentriesare linked togetherin this way representsa secure timeline:
a tamper-evident total orderon events. We may additionallyentanglethe timelinesof different
servicedomains[2] by periodicallycross-pollinatingentriesamongtheir logs,furtherrestricting
apartyÕsability to unilaterallyalterthepastwithout leaving evidence.



A securelog is thereforean excellent ingredientfor any systemwhich mustyield evidence
aboutthe orderof pastevents. A messagingapplication,for example,shouldbe ableto tell us
what Alice knew and when by performingsomesort of query on AliceÕs securelog. Sucha
systemmayevenwish to usethe log to enforceoperationalconstraints;if Alice is only allowed
to communicatewith aÞxedsetof people,herlog will containproofof any misbehavior.

The question,however, of how exactly to Þndevidencein securelogs remainsunanswered.
We can hardly expect humanauditorsto pore over raw log data,but neitherdoesthereexist
a readysolutionfor automaticallyprobinglogs for correctnessor inconsistency. This problem
is exacerbatedby the diversity of potentialsecurelogging applications,whoselog queriesand
constraintsarelikely to vary widely. Thegoalof a general-purposefacility for domain-speciÞc
log veriÞcation,therefore,hasbeenthusfaravoidedby secureloggingresearch.

In this paperwe shareour work on Q!"#$%$"#: to our knowledge,the Þrst general-purpose
tool for analyzingsecurelogs. It allows auditorsor applicationsoftwaredevelopersto articulate
propertiesof interestusinga ßexible pattern-matchingpredicatelanguagethatcangeneralizeto
any log or recordformat.Givena setof predicaterulesanda Þnitelog, Q!"#$%$"#will determine
whetherthe log conformsto the rulesandoptionally emit a list of counterexamples.Q!"#$%$"#
canalsobeusedÒonline,Óembeddedin a liveapplication:it will performqueriesandveriÞcation
while operatingincrementallyonagrowing log. In thiscase,Q!"#$%$"#will returnwhatresultsit
can,andits computationmayberesumedasmoredatabecomesavailable,improving performance
greatlycomparedto re-startingthecomputationfrom scratch..

2. QueriÞer

Accordingto SchneierandKelsey:

Audit logsare uselessunlesssomeonereadsthem.Hence, weÞrst assumethat there
is a software programwhosejob it is to scanall audit logsand look for suspicious
entries. [6]

It is unclearhow to automaticallyidentify a Òsuspiciousentry.Ó It is easyto envision a pro-
gramthat merelyvalidatesall the hashpointersandsignaturesin a log, but this only tells us if
someonehastamperedwith therecord.How do we go aboutdiscoveringviolationsof high-level
constraints,suchas ÒAlice may only talk to certainpeople?ÓRatherthan developing custom
log-analysissoftwarefor every situation,we attempthereto solve the problemmoregenerally,
allowing anapplicationto specifyits constraintsof interest(viz., whatis ÒsuspiciousÓ)to averiÞ-
cationtool.

2.1.Goals

We seek,then,a general-purposetool with a numberof essentialproperties:applicationsand
auditorsmustbeableto specifyarbitrarypropertiesandrulesof interest;it mustbeableto verify
theserulesin logsof many shapes;it mustbepracticalto embedwithin a Java program;it must
beableto operateincrementallyonagrowing log.

Theseobjectivesaremotivatedby our ongoingresearchinto electronicvoting [5], in which
we usesecurelogs to capturea tamper-evident recordof election-dayevents. If a suspiciousor
invalid eventoccursonelectionday, wewantto know immediatelysothatappropriateactioncan
betaken(for example,removing theoffendingvotingmachinefrom service).



Construct Form Result

Equality T1 = T2 True when both tuples are recursively
identical.

Patternmatching T1.P Likeequality, but tupleP maycontainwild-
cardsthat matchany element of T1 in the
sameposition.

Ordering T1 ! ! T2 TruewhenT1 precedesT2; thatis, if ahash
chainpathexistsfrom T2 backto T1.

Negation ÂΦ Booleannegationof predicateΦ.

Conjunction Φ " Ψ TruewhenbothΦ andΨ aretrue.

Disjunction Φ # Ψ TruewheneitherΦ orΨ is true.

Materialconditional Φ $ Ψ EquivalenttoΨ " ÂΦ.
UniversalquantiÞcation (%! & S) Φ TruewhenΦ is truefor every! in thesetS.

ExistentialquantiÞcation (' ! & S) Φ TruewhenΦ is truefor any ! in thesetS.

Figure 1. Expressivity of QUERIFIER rules. The logic inc ludes truth-functional connection,
quantiÞcation, and relations between log recor ds (here termed tuples).

(' x & L) (exists x all-set
(' y & L) (exists y all-set

(and
( (x.&'(() _'&"* _+), ! " ) (match POLLS_OPEN_MSG x)

" (y.&'(() _-(')". _+), ! " ) (match POLLS_CLOSED_MSG y)
" (x ! ! y) ) (precedes x y all-dag))))

Figure 2. Example S-expres sion representation of logical rules. The simple rule here asser ts
that there exist both a polls-open and polls-c losed messa ge in the log, and that the former
precedes the latter . The special value all-set is the set of the availab le log messa ges (cor -
responding to the Þnite set L in the logic), and all-dag is a DAG of time constructed from
all-set by an application plugin.

2.2.Rule language

Q!"#$%$"#treatsa log asanunorderedsetof tuples. Eachelementof a tuple is eithera stringor
anothertuple;this recursivedatastructureis analogousto thewell-known LISP S-expression,and
is sufficientlygeneralto representany log record.

A Q!"#$%$"#rule expressionis a Þrst-orderlogical predicateover theentirelog. Therule lan-
guageallows basiclogic connectivesaswell asquantiÞcationover sets(suchasthe log); it also
includespattern-matchingandname-bindingconstructsto allow recordsof interestto beselected
andcompared.Finally, it allows for applicationdomainsto ÒpluginÓadditionallanguagefea-
tures,suchastheÒhappened-beforeÓrelationthatis essentialto dealingwith securelog timelines.
Table1 summarizestherule language;amorethoroughdescriptionof thelanguagecanbefound
in a technicalreport [4]. Our Q!"#$%$"#prototypeusesa concretesyntaxbasedon RivestÕs S-
expressionspeciÞcation[3] to expresstheselogical rules(seeFigure2).

2.3.Algorithms

We brießydescribesomeof theunusualalgorithmicapproachescurrentlyusedin our Q!"#$%$"#
prototype.
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Figure 3. QUERIFIER components and operation. Applications suppl y rules in the form of
S-expressions; the veriÞer parses rule expressions into an AST suitab le for evaluation. Log
entries, also S-exps, are fed to the veriÞer , whic h recur sivel y interprets the AST for each, Þnally
yielding a result value and a list of asser tions (if any). Partial results contain sufÞcient state to
resume the evaluator without perf orming redundant computation when new log data arrives.

Incr emental evaluation using reductions. In the caseof a system(suchasour voting booth
example)wherea securelog needsto be examinedin nearreal time for violations,we will re-
invoke Q!"#$%$"#on the rulesandthe log eachtime a new log recordappears.But we want to
avoid re-startingtheentirecomputationfrom scratch;muchof thiscomputationis redundant.(For
example,oncewe have satisÞedour constraintthat thereexist a ÒpollsopenÓmessage,we need
not checkit again.)

Q!"#$%$"#addressesthis by using a kind of partial computationtechniquewhen evaluating
rules: any particularevaluationwhich involvesquantiÞcationover a growing log may result in
a reductionratherthanin a result. This reduction,while its truth valueis unknown, is a simpli-
Þcationof the original problem. That is, whenthe reductionis fed back into the evaluator, no
computationwill berepeatedin thesearchfor truth.

Oncethe log is closedfor good,Q!"#$%$"#runsonemoretime, reducingtheentirecomputa-
tion to a Þnalresult. The structureof the Q!"#$%$"#evaluationengine,taking into accountthis
reductiontechnique,is shown in Figure3.

Graph search with timeline pruning. Determiningthe orderbetweensecurelog entriescan
naturallybe castasa graphsearchproblem,becausehash-chainedlog entriesform a graph of
time: a directedacyclic graphwhoseverticesare entries,and whosedirectededgesrepresent
directprecedence.If a hashchain pathexists in a log leadingfrom entry B to entry A, thenthe
eventdescribedby entryA musthave happenedbeforeevent B, written A ! ! B. (A corollaryof
theÒhappenedbeforeÓrelationshipis potentialcausality:A mayhaveaffectedB [1].) If insteada
pathexistsfrom A to B, thenB precedesA in time.

Notethatin a log capturedonasinglehost,thisgraphoughtto degenerateto a line (Figure4a).
Whenmultiple hostsentangletheir logs,however, nearly-simultaneouseventsfrom differentori-
ginsmayresultin log entriesthatsucceedthesameprior entry. Thesetof hash-chainedlog entries
form a DAG in this case(Figure4b.)

A conventionalbreadth-ÞrstgraphsearchcostsO(e) time for anarbitrarydirectedgraphwith
eedges;for a log with many entriesandmany repeatedorderqueriesthiscanhighly problematic.
Fortunately, we canexploit thespecialstructureof securelogsto make this quitea bit faster. We
observe thatin asinglelog, wecanprecomputea total orderonall recordsin thelog, makingthe
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Figure 4. The graph of time . Participants A, B, and C entangle their logs to form an overall
timeline . Arr ows denote dir ect ordering due to a hash chain link; for example , in (a), event A1
directl y precedes B1, and so for th. Graph search proves that, for example , B1 ! ! A2, despite
the lack of a direct link . In (b), the timeline becomes a more general graph; events B1 and C1
happened roughl y sim ultaneousl y, and as a result, they share A1 as a direct predecesso r. We
do not kno w whic h happened Þrst, but we kno w that they both happened after A1 and before
A2 (whic h inc ludes hash links to both B1 and C1).

precedesrelationreturnin constanttime. For a timeline-entangledsystemwith a few timelines,
wemuststill useaBFS, but onceoursearchÞndsthetimelineof thedestinationnode,wemaynow
prunetherestof theBFSsearchtreeandusethelocal orderinginstead.A completediscussionof
thisalgorithmcanbefoundin a technicalreport[4].

3. Evaluation

3.1.Experimental setup

Voting simulation. Weevaluatedourprototypeof Q!"#$%$"#usingasyntheticlog from anelec-
tronic voting system[5]. The log, comprising763 individual eventsfrom 9 nodes(eight voting
boothsandonesupervisorconsole),wascollectedduring an 8-hourreal-timesimulationof an
electionheld in a singlepolling place. The simulationwasgeneratedusinga modiÞedversion
of the Java sourcecodeto our VoteBoxelectronicvoting system,replacingthe supervisorand
voterGUIs with automateddriversthatbehave asfollows. After openingthepolls, thesupervisor
authorizeda new ballot (simulatinga new voterbeingassignedto a voting machine)every 10 to
120 secondswhenvoting machineswereavailable. EachÒboothÓnodesimulateda voter who
completedhis/herballotanywherefrom 30 to 300secondslater. After eighthours,thepollswere
closed;a total of 127ballotswerecastin thattime.

Voting rules. Ourexperimentalrule setcontainssevenconstraints,expressedin Englishasfol-
lows:

1. All messagesarecorrectlyformatted.
2. Thereexistsa polls-open recordbeginningtheelection.
3. Thereexistsa polls-closed recordconcludingtheelection.
4. Thepolls-open precedesthepolls-closed.
5. Everycast-ballot is precededby anauthorized-to-cast, andtheirauthorizationnoncesmatch.
6. Every cast-ballot precedesa ballot-received, andtheir authorizationnoncesmatch.
7. Every cast-ballot hasauniqueauthorizationnonce.
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As anexampleof how theseassertionsmayberealizedasQ!"#$%$"#logical rules,werepresent
rules5, 6, and7 togetherwith thefollowing expression:

(%b & L) (b.-/)0 _1/((' 0 ! " ) $ (
(' a & L) ( a.2' 0"_/ !03 ! " " a./ !03_*'*-" = b.1/((' 0_*'*-" " a ! ! b )

" (' r & L) ( r.2' 0"_#"-"$&0! " " r.#"-"$&0_*'*-" = b.1/((' 0_*'*-" " b ! ! r )
" Â(' x & L) ( x.-/)0 _1/((' 0 ! " " x.1/((' 0_*'*-" = b.1/((' 0_*'*-" " x ! b ) )

A straightforwardtranslationfrom theabove to S-expressionsyntax(asdescribedin Section2.2)
yieldsrulesthatQ!"#$%$"#candirectlyevaluate.

3.2.Results

Incr ementalevaluation. Whengiventheentire763-entrylog at once,our basicQ!"#$%$"#im-
plementationcompletedrule veriÞcationin about220 CPU seconds(0.3sper log entry). When
fed thelog incrementally, however, asshown in Figure5, usingreductionsin theevaluatoromits
a tremendousamountof redundantwork incurredwhenreevaluatingtheentirelog from scratch
with everybatch.

Graph search. We alsocomparedthreealgorithmsfor computingorderbetweenentriesin the
graphof time: BFS, memoizedBFS (like BFS but with pairwisecachedresults),and BFS with
timelinepruning(seeSection2.3). We examinedtheperformanceof thesealgorithmsin the in-
crementalveriÞer, usingthesamebatch-sizevariationdescribedpreviously; theresultsareshown
in Figure6. As expected,thepruningalgorithmimprovessubstantiallyoverna•vegraphsearch.



4. Conclusion

Contrib utions. Theburgeoningstudyof securelogshasmuchto sayaboutwhatevidencethose
logsmaypotentiallyyield, but little abouthow to Þndthatevidence.Thework wehavedescribed
exploresusingpredicatelogic, combinedwith orderandpattern-matchingrelations,to express
propertiesover securelogsof arbitraryshapeandcomplexity. We have alsodescribedQ!"#$%$"#,
a prototypeimplementation of a rule veriÞerthatappliesthis techniqueto logsandrulesusing
severalnovel algorithms.

We have found Q!"#$%$"#to be a useful ingredientin our securelogging applicationsunder
development. It allows us to focuson expressingthe rulesthat deÞnecorrectbehavior without
reinventing the mechanismfor evaluating thoserules in eachuniquesituation. The rulesulti-
matelyrepresentconcisespeciÞcationsof applicationsemantics,andhaveevenrevealedevidence
of bugsin our software.Q!"#$%$"#is a Þrststepin bridgingthegapbetweenÒthereexistsa proof
of misbehaviorÓandactuallyÞndingthatevidence.

Futur ework. Welook forwardto improving theperformanceandscalabilityof Q!"#$%$"#. Op-
timizationsandothertechniquesfrom databasesmaybeapplicableto theproblem,andwehopeto
identify thesesituationsin anoptimizedversionof theevaluator. Wherepossibleandappropriate,
we mayalsobeableto reducethesizeof the log underexaminationby summarizingor pruning
obsolescentandunnecessarydata.We arealsoactively exploring techniquesfor distributing the
veriÞcationtaskamonganumberof computationnodes.Ourobjective is to makeQ!"#$%$"#prac-
tical for vastly largerdatasetscollectedover very long periods,suchaslogs from internet-scale
applicationslike instantmessagingandemail.
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