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Abstract

Secue logsare powerfultoolsfor building systemshat mustresistforgery, provetempoal rela-
tionships,and standup to forensicscrutiny The proofsof order and integrity encodedn these
tamperevidentchronolagical recods, typically built usinghashchaining maybe usedby appli-
cationsto enforce operating constaintsor soundalarmsat suspiciousactivity. However, existing
reseach stopsshort of discussinghow onemightgo aboutautomaticallydeterminingwhethera
givensecue log satisbes givensetof constaintsonits recods.

In this paper we discussour work on Q!"#$%$'#a tool that accomplisheghis. It can be
usedo! ine asan analyzerfor staticlogs,or online during the runtime of a logging application.
QI"#$%3$"tules are written in a Rexible pattern-matbing language that adaptsto arbitrary log
structues; givena setof rulesandavailablelog data, Q!"#$%$"gresentsevidenceof correctness
and 0" ers counteexamplesif desied. We describeQ!"#$%$&implementatiorand 0" er early
performanceesults.

1. Intr oduction

Moderncommunicationconmputation,andcommercearenotoriousfor generatinga tremendous
amountof loggingdata.Everytransactioror corversationpublicandprivate,leavesa permanent
record,andsuchrecordsarebeginningto Pndusein forensicinvesticationsandlegal proceedings.

The evidenceone seeksin thesesortsof investigationsoften takesthe form of statementsf
existenceand order. Put anotherway, we wish to discover, OWhaid Alice know, andwhen
did sheknow it?OCritically, we mustbe ableto prove the veracityof our bndingsin the faceof
accidentakrasureanddeliberatemanipulationof the Opermanent@cord.

Recentresearcloffersa powerful tool in theform of secue logs: datastructureghatusehash
chainsto establisha provable orderbetweenentries[6]. The principal benebof this technique
is tamperevidence: ary commitmentto a given stateof the log is implicitly a commitmentto
all prior states.Any attemptto subsequenthadd,remove, or alterlog entrieswill invalidatethe
hashchain. A log whoseentriesare linked togetherin this way representsa secue timeline:
a tamperevidenttotal orderon events. We may additionally entanglethe timelinesof different
servicedomaing2] by periodicallycross-pollinatingentriesamongtheir logs,furtherrestricting
aparty®ability to unilaterallyalterthe pastwithout leaving evidence.



A securelog is thereforean excellentingredientfor ary systemwhich mustyield evidence
aboutthe orderof pastevents. A messagingpplication,for example,shouldbe ableto tell us
what Alice knew andwhen by performingsomesort of query on Alice® securelog. Sucha
systemmay evenwish to usethe log to enforceoperationakonstraintsjf Alice is only allowed
to communicatavith a bxed setof people herlog will containproof of any misbehaior.

The question,however, of how exactly to bPndevidencein securelogs remainsunanswered.
We can hardly expect humanauditorsto pore over raw log data, but neither doesthere exist
a readysolutionfor automaticallyprobinglogs for correctnes®r inconsisteng. This problem
is exacerbatedy the diversity of potentialsecurelogging applicationswhoselog queriesand
constraintsarelikely to vary widely. The goal of a general-purposéacility for domain-specibc
log veribcationtherefore hasbeenthusfar avoidedby securdoggingresearch.

In this paperwe shareour work on Q!"#$%$:#to our knowledge, the brstgeneral-purpose
tool for analyzingsecurdogs. It allows auditorsor applicationsoftwaredevelopersto articulate
propertiesof interestusinga Rexible pattern-matchingredicatdanguagethat cangeneralizeo
ary log or recordformat. Givena setof predicaterulesanda bnitelog, Q!"#$%$"Will determine
whetherthe log conformsto the rulesandoptionally emit a list of countergamples. Q!"#$%3$"#
canalsobeusedOonlin€embeddedn alive application:it will performqueriesandveribcation
while operatingncrementallyon agrowing log. In this case Q!"#$%$"Will returnwhatresultsit
can,andits computatiormayberesumedismoredatabecomesvailable,,improving performance
greatlycomparedo re-startingthe computatiorfrom scratch..

2. Queriber

Accordingto SchneieandKelssy:

Audit logs are uselessinlesssomeoneeadsthem.Hence we brstassumehat there
is a softwae programwhosejob it is to scanall audit logs andlook for suspicious
entries. [6]

It is unclearhow to automaticallyidentify a OsuspiciousntryO It is easyto ervision a pro-
gramthat merelyvalidatesall the hashpointersand signaturesn alog, but this only tells us if
someondastamperedvith therecord.How do we go aboutdiscoveringviolationsof high-level
constraints;suchas Q\lice may only talk to certainpeople?ORatherthan developing custom
log-analysissoftware for every situation,we attempthereto solve the problemmore generally
allowing anapplicationto specifyits constraint®f interest(viz., whatis Osuspicious@) a verib-
cationtool.

2.1.Goals

We seek,then, a general-purposéool with a numberof essentiabroperties: applicationsand
auditorsmustbeableto specifyarbitrarypropertiesandrulesof interest;it mustbe ableto verify
theserulesin logs of mary shapesit mustbe practicalto embedwithin a Java program;it must
beableto operateéncrementallyon a growing log.

Theseobjectives are motivatedby our ongoingresearchnto electronicvoting [5], in which
we usesecurdogsto capturea tamperevidentrecordof election-dayevents. If a suspiciousor
invalid eventoccurson electionday, we wantto know immediatelysothatappropriateactioncan
betaken (for example,removing the offendingvoting machinefrom service).



Construct Form Result

Equality T;=T; True when both tuples are recursvely
identical.

Patternmatching T1.P Likeequality but tuple P maycontainwild-
cardsthat matchary elemei of T, in the
sameposition.

Ordering Ti1!! T,  TruewhenT; preceded>; thatis, if ahash
chainpathexistsfrom T, backto T;.
Negation Ad Booleannegationof predicateD.

Conjunction " Y Truewhenboth® and¥ aretrue.
Disjunction OH#Y Truewheneither® or ¥ is true.

Materialconditional ®$ ¥ Equivalentto ¥ " Ad.
Universalquantibcation (% &S) ® Truewhen® istruefor every! inthesetS.

Existentialquantibcation (! &S) ® Truewhen® istrueforary! inthesetS.

Figure 1. Expressivity of QUERIFIER rules. The logic includes truth-functional connection,
quantibcation, and relations between log records (here termed tuples).

( x&L) (exists x all-set
(‘y&l) (exists y all-set
(and
( (x&'(() _'&™* +) ' (match POLLS_OPEN_MSG x)
&0 O P, (match POLLS_CLOSED_MSG )
"(x!ty)) (precedes x y all-dag))))

Figure 2. Example S-expres sion representation of logical rules. The simple rule here asserts
that there exist both a polls-open and polls-c losed message in the log, and that the former
precedes the latter. The special value all-set is the set of the available log messages (cor-
responding to the bnite set L in the logic), and all-dag is a DAG of time constructed from
all-set by an application plugin.

2.2.Rule language

QI"#$%3$"tteatsa log asan unorderedsetof tuples. Eachelementof a tupleis eithera stringor
anothettuple;this recursve datastructureis analogoudo thewell-known LISP S-expressionand
is sufficiently generato represenary log record.

A Q"#3$%3$"tle expressionis a brst-ordellogical predicateover the entirelog. Therule lan-
guageallows basiclogic connectvesaswell asquantibcatiorover sets(suchasthelog); it also
includespattern-matchingndname-bindingconstructgo allow recordsof interestto be selected
andcompared.Finally, it allows for applicationdomainsto OpluginOadditionallanguagefea-
tures,suchasthe Ohappened-beforegiationthatis essentiato dealingwith securdog timelines.
Tablel summarizesherule languagea morethoroughdescriptionof thelanguagecanbe found
in a technicalreport[4]. Our Q!"#$%$"#rototypeusesa concretesyntaxbasedon Rived® S-
expressiorspecibcation3] to expressthesedogical rules(seeFigure?2).

2.3.Algorithms

We brieRy describesomeof the unusualalgorithmicapproachesurrentlyusedin our Q!"#$%3$"#
prototype.
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Figure 3. QUERIFIER components and operation. Applications supply rules in the form of
S-expressions; the veriber parses rule expressions into an AST suitab le for evaluation. Log
entries, also S-exps, are fed to the veriber, whic h recur sivel y interprets the AST for each, bnally
yielding aresult value and a list of assertions (if any). Partial results contain sufpcient state to
resume the evaluator without performing redundant computation when new log data arrives.

Incremental evaluation using reductions. In the caseof a system(suchasour voting booth
example)wherea securelog needsto be examinedin nearreal time for violations, we will re-
invoke Q!"#$%3%$"8n the rulesandthe log eachtime a new log recordappears.But we wantto
avoid re-startingheentire computatiorfrom scratchmuchof this computatioris redundant(For
example,oncewe have satisPedur constraintthatthereexist a OpollsopenOnessagewe need
notcheckit again.)

Q!"#3$%$"#ddresseshis by using a kind of partial computationtechniquewhen evaluating
rules: ary particularevaluationwhich involves quantibcatiorover a growing log may resultin
areductionratherthanin a result. This reduction,while its truth valueis unknown, is a simpli-
pcationof the original problem. Thatis, whenthe reductionis fed backinto the evaluator no
computatiorwill berepeatedn the searchfor truth.

Oncethelog is closedfor good, Q!"#$%$"t#insone moretime, reducingthe entire computa-
tion to a Pnalresult. The structureof the Q!"#$%$"8valuationengine,taking into accountthis
reductiontechniquejs shavn in Figure3.

Graph search with timeline pruning. Determiningthe orderbetweensecurelog entriescan
naturally be castas a graphsearchproblem,becauséhash-chainedbg entriesform a graph of
time a directedagyclic graphwhoseverticesare entries,and whosedirectededgesrepresent
directprecedencelf a hashchain path existsin alog leadingfrom entry B to entry A, thenthe
eventdescribedy entry A musthave happenedeforeevent B, written A!! B. (A corollary of
the OhappeneoeforeQelationshipis potentialcausality:A mayhave affectedB [1].) If insteada
pathexistsfrom Ato B, thenB precede®\ in time.

Notethatin alog capturedn asinglehost,this graphoughtto degeneratdo aline (Figure4a).
Whenmultiple hostsentangletheir logs, however, nearly-simultaneousventsfrom differentori-
ginsmayresultin log entriesthatsucceedhe sameprior entry. Thesetof hashchainedog entries
form aDAG in this case(Figure4b.)

A corventionalbreadth-brsgraphsearchcostsO(e) time for an arbitrarydirectedgraphwith
e edgesfor alog with mary entriesandmary repeatearderquerieshis canhighly problematic.
Fortunately we canexploit the specialstructureof securdogsto make this quite a bit faster We
obsenethatin asinglelog, we canprecompute total orderon all recordsin thelog, makingthe
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Figure 4. The graph of time. Participants A, B, and C entangle their logs to form an overall
timeline . Arrows denote direct ordering due to a hash chain link; for example, in (a), event Al
directl y precedes B1, and so forth. Graph search proves that, for example, B1 !! A2, despite
the lack of a direct link. In (b), the timeline becomes a more general graph; events B1 and C1
happened roughly simultaneousl y, and as a result, they share Al as a direct predecesso r. We
do not know whic h happened brst, but we know that they both happened after A1 and before
A2 (whic h includes hash links to both B1 and C1).

precedeselationreturnin constantime. For atimeline-entangledystemwith a few timelines,
we muststill useaBFS, but onceour searchbndsthetimelineof thedestinatiomode we maynow
prunetherestof the BFs searchireeandusethe local orderinginstead.A completediscussiorof
this algorithmcanbefoundin atechnicalreport[4].

3. Evaluation

3.1.Experimental setup

Voting simulation. We evaluatedour prototypeof Q!"#$%%$"#singa synthetidog from anelec-
tronic voting system[5]. Thelog, comprising763individual eventsfrom 9 nodes(eight voting

boothsand one supervisorconsole),was collectedduring an 8-hourreal-timesimulationof an

electionheldin a single polling place. The simulationwas generatedisinga modibedversion
of the Java sourcecodeto our VoteBox electronicvoting system,replacingthe supervisorand
voter GUIs with automatediriversthatbehae asfollows. After openingthe polls, the supervisor
authorizeda new ballot (simulatinga new voterbeingassignedo a voting machine)every 10to

120 secondsvhenvoting machineswere available. EachObooth@odesimulateda voter who

completedhisherballotanywherefrom 30to 300seconddater. After eighthours,thepolls were
closed;atotal of 127 ballotswerecastin thattime.

Voting rules. Ourexperimentakule setcontainssevenconstraintsexpressedn Englishasfol-
lows:

All messagearecorrectlyformatted.

Thereexistsa polls-open recordbeginningtheelection.

Thereexistsa polls-closed recordconcludingthe election.

Thepolls-open precedeshe polls-closed.

Every cast-ballot is precededby anauthorized-to-cast, andtheir authorizatiomoncegnatch.
Every cast-ballot precedes ballot-received, andtheir authorizatiomoncegnatch.

Every cast-ballot hasa uniqueauthorizatiomonce.

NookwhE
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Figure 5. Incremental evaluation. Bars in- Figure 6. Graph search. Incremental verib-
dicate total time to consume and evaluate cation performance across several graph
the entire log. The rightmost bar repre- search algorith ms (described in in Sec-
sents an inter val equal to the length of the tion 2.3). As in Figure 5, we re-run the
input, in which case the two approaches veribPer at various inter vals to quantify the
are equiv alent; as the inter vals get shor ter, overhead associated with each invocation.
the costs of re-verifying from scratc h be- Bars indicate total time to verify the entire
come obvious. log.

As anexampleof how theseassertionsnayberealizedasQ!"#$%3$'#ogical rules,we represent
rules5, 6, and7 togethemwith thefollowing expression:

@b &L) (b-N0 U 0! ") $ (

(‘a&L) (a2 0" /103! " " a/lo3_*" =hl( 0**" " all b)
"Cr&L) (r20"#-"$&A " U r#-"$&0*" =bU(C 0*" " bl r)
“ACX&L) (x-D0_U((C 0! "t xA(C O**" =bA( O**" " x!b) )

A straightforvardtranslationfrom the above to S-expressiorsyntax(asdesribedin Section2.2)
yieldsrulesthat Q!"#$%$"¢#andirectly evaluate.

3.2.Results

Incrementalevaluation. Whengiventhe entire763-entrylog at once,our basicQ!"#$%$"itn-

plementationcompletedrule veribcationin about220 cpu secondq0.3sperlog entry). When
fedthelog incrementallyhowever, asshavn in Figure5, usingreductionsn the evaluatoromits
a tremendousmountof redundantvork incurredwhenreevaluatingthe entirelog from scratch
with every batch.

Graph search. We alsocomparedhreealgorithmsfor computingorderbetweerentriesin the
graphof time: BFS, memoizedsFs (like BFs but with pairwise cachedresults),and BFs with
timeline pruning (seeSection2.3). We examinedthe performanceof thesealgorithmsin thein-
crementaleriber usingthe samebatch-sizevariationdescribedreviously; theresultsareshavn
in Figure6. As expectedthe pruningalgorithmimprovessubstantiallyover nas\e graphsearch.



4. Conclusion

Contributions. Theburgeoningstudyof securdogshasmuchto sayaboutwhatevidencethose
logsmaypotentiallyyield, but little abouthow to Pndthatevidence.Thework we have described
exploresusingpredicatelogic, combinedwith orderandpattern-matchingelations,to express
propertiesover securdogsof arbitraryshapeandcompleity. We have alsodescribedQ!"#$%$,#
a prototypeimplementation of a rule veriberthat appliesthis techniqueto logs andrulesusing
severalnovel algorithms.

We have found Q!"#$%$"tb be a usefulingredientin our securelogging applicationsunder
development. It allows usto focuson expressingthe rulesthat debPnecorrectbehaior without
reirventing the mechanisnfor evaluatingthoserulesin eachuniquesituation. The rules ulti-
matelyrepresentoncisespecibcationsf applicationsemanticsandhave evenrevealedevidence
of bugsin our software. Q!"#$%$"#% a Prststepin bridgingthe gap betweerOtherexists a proof
of misbehaiorOandactuallybndingthatevidence.

Futurework. Welook forwardto improving the performancendscalabilityof Q!"#$%$"#p-
timizationsandothertechniqguegrom databasemaybeapplicableto the problem,andwe hopeto
identify thesesituationsgn anoptimizedversionof theevaluator Wherepossibleandappropriate,
we may alsobe ableto reducethe sizeof the log underexaminationby summarizingor pruning
obsolescenandunnecessargata. We arealsoactively exploring techniquedor distributing the
veribcationtaskamonga numberof computatiomodes.Ourobjective is to make Q!"#$%$"rac-
tical for vastly larger datasetscollectedover very long periods,suchaslogs from internet-scale
applicationdik e instantmessagingndemail.
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