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Crypto Protocols (the hard part...)
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Today'’s talk includes slides from:

Bart Preneel, Andy Gordon, Jonathan
Millen, and Dan Wallach

Comp527 status items

» Tutorials on using cryptyc by Scott Crosby
» Today: part 2, crash coursein
cryptography and crypto-protocols
— Quick rehash material from last week
» Wednesday / Monday: crypto primitives
— DESYAES/RC4/other ciphers
— Diffie-Hellman, RSA, mathematics and such

Key establishment

The problem

How to establish secret keys using secret
keys?

How to establish secret keys using public
keys?

— Diffie-Hellman and STS

How to distribute public keys? (PK1)

Key establishment: the problem

» Cryptology makes it easier to secure information,
by replacing the security of information by the
security of keys

* The main problem is how to establish these keys
— 95% of the difficulty
— integrate with application
— if possible transparent to end users
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Point-to point symmetric key distribution

 Before: Alice and Bob share long term secret K 5

generate ' p, (k| time||Bob) ~~ decrypt
session key k ) ) > extractk
Ek (time]|| Alice|| hello)

« After: Alice and Bob share a short term key k
— which they can use to protect a specific
interaction
— which can be thrown away at the end of the
session

Attacks on the protocol
Alice: Bob:
generate . decrypt
session key k E eIl timeliBob) -

E k (time || Alice || hello)

» Bob: proof that message is from Alice?
— Proof that message isn't arepest?
 Alice: proof that reply isfrom Bob?
— Reply isin response to first message?

M essage freshness

» Make sure amessage isn't arepesat

— Nonce handshakes (used by cryptyc, SSL)
«A B:N
*B A:E(N)

— Timestamps (used by Kerberos)

— Counters
* A B:E(i++)

— Hash chains (used by S/Key)
« A B:H(H(... HX))) = H™(x)
* B:HH"(x)) HYx)?

Folklore — Attack Terms

* Replay: record and later re-introduce a message
or part

» Masquerading: pretending to be another party
— Forge source address

* Man-in-the-middle: pass messages through to
another sessonA U X U B

» Oracle: take advantage of unintended encryption
and decryption “services’ built into the protocol

« Type confusion: substitution of a different type of
message field (e.g., key vs. nonce)
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Distribution of public keys

» How do you know whose public key you have?
Where do you get public keys?
» How do you trust public keys?
What should you do if your private key is
compromised?
reduce protection of public key of many
users to knowledge of asingle public key of
a Certification Authority (CA)

digital certificates &
Public Key Infrastructure (PK1)

Public Key Certificates

a_

Unique name owner

DN: cn=Joe Smith,
0=L&H, c=BE
Serial #: 8391037
Start: 3/12/99 1:00
End: 4/12/00 12:01
CRL: c¢n=CRL2,
0=L&H, c=BE

Key: '

CA DN: 0=GLS, c=BE

Unique serial number

Validity period

Revocation information

Public key

Name of issuing CA

CA'’s Digital signature
on the
certificate

Certificate Revocation List

a_

Unique name of CRL
DN: cn=CRL2,

0=ACME, c=US
Start:1/06/00 1:01
End: 30/06/00 1:01

Period of validity

Serial numbers of
Revoked: revoked certificates
191231
123832

923756

Name of issuing CA

CA's digital
signature on the
CRL

CA DN: 0=GLS, c=BE

Essential PKI Components

* Certification Authority
» Revocation system
* Certificate repository (“directory”)

» Key backup and recovery system
* Support for non-repudiation

» Automatic key update

» Management of key histories

* Cross-certification

» PKI-ready application software
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Example of akey hierarchy

Public key/Private key
Root CA

|
[ I ]

Public key/Private key Public key/Private key ' Public key/Private key
Certificate Issuer 1 Certificate Issuer 2 Certificate Issuer 3

|
[ [ [ 1

Public key/Private key ~ Public key/Private key  Public key/Private key Public key/Private key
User A User B User C User D

=

Symmetric
session key

| dentification

the problem
 passwords

challenge response with symmetric key
and MAC

challenge response with signatures

|dentification

Why should |
believe her?

" Hello Bob, | am Alice

v

| dentification with passwords

S
)
q

Hello Bob, | am Alice.
” My password P is
Xur%9pLr

v

BUT ’ Alice | Xur%9pLr

*Eve can guess the password
*Eve can listen to the channel and learn Alice's password
*Bob needs to know Alice' s secret

*Bob needsto store Alice' s secret in a secure way
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Improved identification with passwords Variations on passwords

', Hello Bob, | am Alice.
My password P is
Xur%9pLr

 Challenge-response (Bob must know pw)
—A B:“Hi, I'mAlice’
-B A:N
—A B: Hash(N, pw)

¢ Many, many recent schemes

| Alice | f(xuros9pLr) — Variations on Diffie-Hellman, etc.

Bob stores f(P) rather than Alice' s secret P
« itisdifficult to deduce P from f(P)

Many different protocols Engineering exercise
* Why not one “perfect” protocol ? * LiftMaster Security+
— SSL / TLSis pretty good, bt. .. Garage door apener
« Many different needs/ restrictions _ T;ni'tdzgf
— Variable CPU / bandwidth resources
— Devices without direct net connection « Threat mode?
* smartcards — Passive listening
— Inability to have online key exchange attacker
* e-mail  Constraints?

— Limited memory
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Garage door design space

» Remote must transmit unique messages

— If repetition is alowed, attacker can open door
 But, nonces won'’t work

— Door opener needs to remember every nonce!
» What about MAC’ ed sequence numbers?

— How to establish shared secret?

— PKI1? How does remote know door’ s key?
« If al doors have same public key...

Garage door solution

* R D:Kg {i++} signed by Ky
 Learning mode

— Receive message

— Add {key, counter} to database
» Opening mode

— Receive message

— Verify key, counter, signature

— Open door
(Not sureif LiftMaster actually does this...)

Formal modelling

* You've learned a bunch of techniques...

» How to convince yourself you got it right?

Modelling crypto protocols

Belief logics

— Express what each message “ means”

— Derive what both parties“believe” at end
Finite state systems

— Model checking tools do exhaustive searches
 Finds counter examples!

Interactive proof systems

— Enumerate what an attacker can learn
Goal directed systems

— Search space of all crypto-protocols
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Comparison of modelling systems
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