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Languageuntimesystemsareincreasinglybeingembeddedn systemso supportruntimeextensibility via mo-
bile code.Suchsystemgaisea numberof concernsvhenthe coderunningin suchsystemss potentiallybuggy
or untrusted While sophisticatediccessontrolshave beendesignedor mobile codeandareshippingaspartof
commercialystemsuchasJava, thereis no supportfor terminatingmobile codeshortof terminatingthe entire
languageuntime. This paperpresentsa conceptcalled“soft termination”which canbe appliedto virtually ary
mobile codesystem. Soft terminationallows mobile codethreadsto be safelyterminatedwhile preservingthe
stability of the languageruntime. In addition, function bodiescanbe permanentlydisabled thwarting attacks
predicatecbn systemthreadseventually calling untrustediunctions. Soft terminationguaranteegerminationby
breakingary potentialinfinite loopsin mobile code. We presenta formal designfor soft terminationandan
implementatiorof it for Java, built usingJava bytecoderewriting, which demonstrateseasonabl@erformance
(3-25%slowvdowns on benchmarks).
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1. INTRODUCTION

In recentyears,mary have turnedto languageuntime systemdor enforcementf secu-
rity in runningmobile code.Language-baseenforcemenbf securitywaspopularizedoy
Java[Goslingetal. 1996;LindholmandYellin 1996]andthe Java Virtual Machine(JVM),
whichwereadoptedby Netscapdor its Navigator 2.0 browserin 1995. Java promisedan

An earlierversionof this paperwas publishedas Rudys,A., Clements,J, andWallach,D. S., Terminationin
Languae-BasedsystemsProceedingsf the2001Network andDistributedSystemSecuritySymposiun{Febru-
ary 2001,SanDiego, California).

Address:Departmenbf ComputerScienceRice University 6100Main St.,MS 132,Houston, TX 77005-1892

Permissiorto make digital or hardcopiesof partor all of thiswork for personabr classroonuseis grantedwith-
outfeeprovidedthatcopiesarenot madeor distributedfor profit or directcommercialadwantageandthatcopies
shaw this notice on the first pageor initial screenof a displayalongwith thefull citation. Copyrights for com-
ponentf this work ownedby othersthanACM mustbe honored.Abstractingwith creditis permitted.To copy
otherwise to republish,to poston seners, to redistritute to lists, or to useary componentf this work in other
works, requiresprior specificpermissionand/ora fee. Permissionsnay be requestedrom PublicationsDept,
ACM Inc., 1515Broadway, New York, NY 10036USA, fax+1(212)869-0481 0or permissions@acm.org



2 . Algis Rudys and Dan S. Wallach

ervironmentwhereuntrustecbuggyor maliciouscode(hereaftercalleda“codelet™) could
run safelyinsidethewebbrowser enhancingheusers webexperiencewithoutjeopardiz-
ing the users security Ratherthan using kernel-basegrotection,the JVM would run
inside the sameaddressspaceas the browser, providing protectionand separatioras a
side-efect of enforcingits type system.A combinationof staticanddynamictype check-
ing would sene to prevent a maliciouscodeletfrom forging a referenceto an arbitrary
memorylocation and subverting the system. In additionto its applicationswithin web
browsers,codeletshave alsobeentoutedfor OS kernelextensionsactive networking, ex-
tensibledatabasesgent-basedegotiationsystemsandotherproblemdomains.

The promiseof Java may be attractive, but a large numberof securityflaws have been
discoveredsinceits release[Dean et al. 1997; McGraw and Felten1999]. Significant
strideshave beenmadeat understandinghe type system[Alv es-Foss 1999; Stataand
Abadi 1998; Drossopoulowand Eisenbachl997; Drossopoulowet al. 1998; Dean1997;
Coglio and Goldbeg 2000] and protectingthe Jara systemclassedrom being manipu-
latedinto violating security[Wallachet al. 1997;Wallachet al. 2000; Gong1999; Edjlali
etal. 1998;ErlingssorandSchneide999],but effortsto controlresourcexhaustiorhave
laggedbehind. A simpleinfinite loop will still freezethe latestweb browsers. The most
successfusystemso dateeitherrunthe JVMsin separat@rocessesr machinegMalkhi
etal. 1998;Sireretal. 1999],surrenderingry performancédenefitfrom runningthe JVM
togethemvith its hostapplication or createa process-lile abstractionnsidethe JVM [Back
etal. 2000; TullmanandLepreaul998;Hawblitzel etal. 1998;Bernadaktal. 1998;Cza-
jkowski andDaynes2001]. Theseprocessabstractiongithercomplicatememorysharing
or make it completelyimpossible.

This paperdescribes new languageuntime-basednechanisntalledsofttermination
While it is not specificto Jasa, soft terminationcanbe deployedon Java, andwe present
Java-basedmplementation Softterminationis intendedo beinvokedeitherby anadmin-
istratoror by a systenresourcanonitorwhich hasconcludedhata codeletis exceedingts
allottedresourcesndmay no longerbe allowedto run. Soft terminationprovidesseman-
tics similarto the UNIX ps andkill commandsyetrequiresneitherprocess-lile struc-
turesnor limits on memorysharingto presere systemintegrity after termination. Soft
terminationguaranteeserminationby breakingary potentialinfinite loopsin codelets.
Our designof soft terminationis definedas a code-to-coddransformation,andis thus
moreeasilyportableacrosdanguagesndimplementation®f the samdanguage.

Softterminationsupportgwo kindsof programtermination:safethreadterminationand
safecodeletdisabling.Safethreadterminationmustdealwith thepossibilitythatthetarmget
threadis currentlyexecutingcritical systemcodethat may not necessarilyoe designedo
respondo an asynchronousignal. Safecodeletdisablingmustdealwith the possibility
thatfuturethreadsmayinvoke functionsof the disabledcodelet;the codeletshouldnot be
ableto “hijack” thethreadandcontinueexecution.

In the following sections,we discussthe conceptof soft termination,and presentour
implementation. Section2 discussesiow prior work hasaddresseaur concerns. Sec-
tion 3 formalizesanddescribesvhatwe meanby softtermination.Sectiond describe®ur
Java-basedmplementationof soft termination,and mentionsa numberof Java-specific

1Theterm“codelet”is alsousedin artificial intelligence numericalprocessingXML tag processingand PDA
software, all with slightly differentmeanings Whenwe say“codelet, we referto a small programmeantto be
executedin conjunctionwith or asaninternalcomponenbf alarger program.
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issueghatwe encounteredWe presenperformanceneasurements sections. Section6
describessomeexperiencewith using soft terminationin real-world situations. Finally,
section? discussesuture extensiongo this project.

2. RELATED WORK

Systemssuch as Smalltalk [Goldbelg and Robson1989], Pilot [Redell et al. 1980],
Cedar[Swinehartet al. 1986], Lisp Machines[Bromley 1986], and Oberon[Wirth and
Gutknechtl992] have takenadvantageof language-baseahechanismso provide OS-like
services.At leastasearly asthe BurroughsB5000[BurroughsCorporation1969] series
computersjanguagebasedmechanismsverebeingusedfor securitypurposesMore re-
cently, language-basednforcemenbdf securityhasbeenpopularizedby Java, originally
deployedby Netscapdor its Navigator2.0browserin 1995to run untrustedapplets.

However, thesesystemsprovide little or no supportfor resourcemanagementn the
programsthey run. A numberof projectshave beendevelopedto addresghis. A recent
Schemesystemcalled MrEd [Flatt et al. 1999] supportshreadterminationand manage-
mentof resourcedik e openfiles but hasno way of disablingcodefrom runningin future
threads SomesystemssuchasPLAN [Hicks etal. 1998],restrictthelanguageo guarantee
thatprogramswill terminate.

In general,mary languagesystemssupportinteractive detugging, which includesthe
ability to interrupta runningprogramat ary point. This canbe performedwith operating-
systenserviceor by generatingnline codeto respondo anexternaldelugger The UNIX
ptrace(2) [SunMicrosystemd 990]systencallis anexampleof suchanoperatingsys-
temservice.Amongotherfeaturesit allows any procesgo suspenanotheysubjectto op-
eratingsystempermissionsandstepthroughthetarget processnstruction-by-instruction.
However, ptrace(2)  dependdor its functionalityonthe separatiorprovidedby operat-
ing systemprocesses.

Much of the recentresearchn this areahasbeenfocusedon the Jasa programming
language PERC]Nilsen etal. 1998],for instancejs anextensionto Jasa which supports
asynchronousxceptionswhile providing a mechanisnfor protectingsysteminvariantsin
critical sections.A programmemay specifyblockswith provablelimits ontheir runtime
andasynchronousxceptionsaredeferredwhile executionis in oneof theseblocks.

Chanderet al. [2001] describea systemto target specificsortsof resourcesxhaustion
attacksvia bytecodeinstrumentation.The generaltechniquepresentedereis to replace
callsto sensitve methodg(for instance for settingthreadpriority or creatinga new win-
dow) with callsto customizednethodswhich first verify thatthe operations notharmful.
While suchamechanisnis effective, it is very specific,requiringa new methodto bewrit-
ten by handfor eachpotentiallyharmfulmethod. In addition, this systemcannotprevent
resourceexhaustionwithin a usercodelet(for instance,an infinite loop), andit fails to
addresgermination.

J-Kernel[Hawblitzel et al. 1998]is a systemfor managingmultiple Java codeletsrun-
ning in the sameJVM. It is written entirely in Java, giving it the advantageof working
with multiple JVMs with minimal adjustment.It is implementedas a transformatioron
Javabytecodeasclassfilesaareloadedby the system.J-Kernelisolateghreaddo runwithin
specificcodelets,cross-domairtalls are supportedvia messag@assingrom onecodelet
threadto anotheror to the system.By isolatingthreadso their codeletsjt becomesafe
to arbitrarily deschedulathread.Suchasystemnecessarilyestrictsdatasharingbetween
codelets.
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JRes[Czajkowski and von Eicken 1998] is a resourcemanagemensystemfor Java.
Bytecoderewriting is usedto instrumenmemoryallocationandobjectfinalizationin order
to maintaina detailedaccountof memoryusage.Again, terminationis mentionedput no
specificdetailsareprovided.

J-SEAL?Z [Binder 2001] is a framework, written entirely in Java, for running Java
codelets. Extendedbytecodeverification, combinedwith a limited degree of bytecode
rewriting, is usedto ensurethat codeletsdon't violate protectiondomainboundariesThe
resultis that sharingamongcodeletsis restricted. Terminationis guaranteedy a byte-
codetransformemhich effectively preventsthe codeletfrom catchinga particulartype of
exception.

KaffeOS[Back andHsieh1999;Back et al. 2000] providesanexplicit process-lile ab-
stractionfor Java codeletslt isimplementedisa heavily customizedlVM with significant
changego theunderlyinglanguageuntimeandsysteniibraries. Codeterminationis sup-
portedin the samemanneras a traditional operatingsystem: usercodeletsare strongly
separatedrom the kernelby runningin separatdeaps.Memory referencesacrossheaps
areheaily restricted. TheMultitaskingVirtual Machine(MVM) [CzajkowskiandDaynres
2001]alsousesIVM extensiongo supportseparatiorof codeletsprimarily to preventthe
codeletdrom interferingin eachother’s execution.Bernadatt al. [1998] andvanDoorn
[2000] describesimilar systemghat customizea JVM in orderto supportbettermemory
accountingandsecurity van Doorntakesadwantageof lightweight mechanismgrovided
by anunderlyingmicro-kernel. Thesesystemsrovide a style of terminationwe call hard
termination(seesection3.2).

3. SYSTEM DESIGN

A large spaceof possibledesignsexist for supportingterminationin languageruntimes.
We first considetthe naive solutionsandexplainthe hardproblemsraisedby their failings.
We thendiscusshow operatingsystemsperformterminationandfinally, describeour own
system.

3.1 Naive termination

One ndive solution to terminationwould be to identify undesiredthreadsand simply

remove them from the threadscheduler This techniqueis usedby Java’s deprecated
Thread.destroy() operatiord. Unfortunatelytherearenumerouseasonshis cannot
work in practice.

Critical sections A threadmay be in a critical sectionof systemcode, holding a lock,
andupdatinga systemdatastructure.Deschedulinghe threadwould eitherleave the
systemin a deadlocksituation(if the lock is not released)pr leave the systemdata
structuresn anundefinedstate potentiallybreakingsysteminvariantsanddestabiliz-
ing the entiresystem(if thelock is forcibly released).

Boundary-crossingthr eads In an object-orientedsystem,a programwishingto inspect
or manipulatean objectinvokes methodson that object. When memorysharingis
unrestrictecbetweenrthe systemandits codeletsor amongthe codeletsthesemethod
invocationscould allow a maliciouscodeletto “hijack” the threadfrom its callerand

2see http:/fjava.sun.com/products/jdk/1.2/docs/gui de/mis ci/threa dPrimit ive-
Deprecation.html



Termination in Language-based Systems . 5

perhapseverreleasat. Thisis especiallyroblematiaf thethreadin questionis per
forming systemfunctions,suchasfinalizing deadobjectsprior to garbagecollection.

Blocking calls Many languageruntime systemshave supportfor makingnative OS sys-
temcalls. A threadshouldnotbe deschedule#vhile it is blocking,waiting for sucha
systemcall (e.g. anl/O call) to return.

Anothernaive solutionis to force anasynchronousxception,asdoneby Jasa’s depre-
catedThread.stop() operation. While this exceptionwill wait for blocking calls to
complete,it may still occurinside a critical sectionof systemcode. In addition, block-
ing calls could potentially never return, resultingin a non-terminablehread. Finally, a
workarounds neededo preventuserlevel codefrom catchingthe exception.

3.2 Hard termination

Operatingsystemdik e Unix supportterminationby carefully separatinghe kernelfrom

theuserprogram.Whena processs executingin userspacethekernelis freeto immedi-
atelydeschedulall userthreadsandreclaimthe resourcesn use.We call sucha mecha-
nisma hard terminationsystenbecaus@®nceterminationis signaled userlevel codemay
be terminatedmmediatelywith no harmful side-efects. Externalresourcessuchasdata
filesin thefile systemmaybeleft in aninconsistenstateby this termination.However, in

generaltheseinconsistenciedo not threaterstability at the systemlevel.

If the processis executingin the kernel, terminationis normally delayed;a flag is
checled whenthe kernelis aboutto return control to the userprocess.In casesvhere
the kernel may perform an operationthat could potentially block forever (e.g., reading
from the network), the kernelmayimplementadditionallogic to interruptthe systemcall.
Systemcallswhich completein aguaranteedinite time neednot checkwhethertheir user
processhasbeenterminated asthe kernelwill handlethe terminationsignalon the way
out.

3.3 Soft termination

Unlike a traditional operatingsystem,the boundarybetweenuserand systemcodein a
languageuntimeis harderto define.While all codewithin the systemis generallytagged
with its protectiondomain,thereis nothinganalogouso a systemcall boundarywhere
terminationsignalscan be enforced. Furthermore becausea threadcould easily cross
from userto systemcodeandbackmary times,theremayneverbea correcttime atwhich
it becomesafeto terminateathread.

This sectionintroducesa designwe call soft terminationand describeghe properties
we would find desirable We presentanimplementatiorof soft terminationbasedon code
rewriting for a simplified languageand prove that all programswill terminatewhen sig-
naledto do so.

3.3.1 Key ideas. Soft terminationis basedon the ideathat a codeletmay be instru-
mentedo checkfor aterminationconditionduringthe normalcourseof its operation.Our
goalis to performthesechecksasinfrequentlyaspossible— only enoughto ensurethata
codeletmay not executeaninfinite loop. Furthermoreaswith the Unix kernel,we would
like theterminationof a codeletto notdisturbany systemcodeit maybeusingatthetime
it is terminatedthuspreservingsystemcorrectness.

Thesoftterminationchecksareanalogouso safepoints whichareusedin languageen-
vironmentsto insertchecksfor implementingstackoverflow detection preemptve multi-
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(f M) | (ifo MM M) | (let (xM) M) ] (try M M) | (throw) V| x|

Fig.1. Simplelanguageusedfor our analysis.

E = [I[(fE)[(foEMM)|(let (xE)M) | (try EM)|
(CheckTermination) | (throw) | x
final states= V | error | (throw)

Fig.2. Evaluationcontet for reductionof the simplelanguage.

E[(fV)]

1

E[(CheckTermination)]
E[(ifo 0 M1 Mp)]
E[(ifo V M1 M2)]
E[(let (xV) M)]

E[(try vV M)]

E[(try (throw) M)]
E[(f (throw))]

E[(ifo (thI’OW) My Mz)]
E[(let (x(throw)) M)]
E[X]

1111111111

E[Vo] if 3(f,V)=Vo

{ E[V /X M]" if (define (f x) M) el
error otherwise

E[0] or E[1] (dependingn externalconditions)

E[Ma]

E[M2] ifV#£0

E[V /X M|

E[V]

E[M]

E[(throw)]

E[(throw)]

E[(throw)]

error (unboundvariables)

Fig. 3. An operationaemanticgor ourIanguage.TThee(pansion[\/ / X| M indicatesthat every instanceof
x in M shouldbe replacedwith the corresponding/, accordingto the standardrules of lexical scope. This is

definedfor our languagen figure 4.

vV /¥ (fM)
[V / X] (ifo Ml M2 M3)
[V /X (let (xM1) M)

V /¥ (let (t M1) M2)

[V /A (try MyMp)

[V / ¥ (throw)

[V / X] (CheckTermination)
vV /v

[V /¥ x

[V /At

111111

(f IV /X M)
(ifo [V /X M1 [V /X M2 [V / X] M3)
(let (x[V /X M1) M2)

(thelet expressioroverridesthetermbeingreplaced).
(let (t[V /X M) [V /X M)

if t #£ X (thelet expressionntroducesanew term).
(try [V/ XMV /X M2)
(throw)
(CheckTermination)
VI
\Y
t ift#x

Fig.4. Lexical scopingrulesfor expanding[V / X] M for ary expressionM.
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1 x[rwm]

(2) X[Di ... Dy

(3) X[(define (f x) M)]|
@ Xx[(tm)]

X[r] xm]

X[D4] ... X[Dn]

(define (f x) X[M])

(let (t X[M]) ((ifo (CheckTermination) (f t) (throw))))
Wheretheidentifiert occursnowhereelsein the program.

(ifo X[M1] X[M2] X[M3])

(try X[Ma]] X[M2])

(let (x X[Ma]l) X[M2])

(

(

) X[(ifo ML Mz M3)]

(6) X[(try MiMy)]

(@ X[(let (xM1) M2)]
(

(8) x[(throw)] throw)

(9) X[(CheckTermination)] CheckTermination)
(10) x[v] \Y
(12) x[x] X

Fig.5. Thesoftterminationtransformation.

tasking,inter-processandintertaskcommunicationbarriersynchronizationgarbagecol-
lection,anddehuggingfunctions. A gooddiscussioron safepointsis providedin Feele
[1993]. In Feelg’sterminology ourimplementatioruses‘minimal polling.”

3.3.2 Formal design. For our analysiswe begin with a simple programmindanguage
having naturalnumbers functions, conditional expressionsand simple exceptions(see
figure 1). In our languagea programis a collectionof function definitions(I") followed
by an expressionto be evaluated(M). An expressioncan containfunction applications
aswell asprimitive operations,conditionals,and exceptions. For simplicity, functions
aredesignedo eachtake a single naturalnumberparametefa numberof schemesxist
for representingnultiple naturalnumbersusing a single naturalnumber). Section4.2
discussesur handlingof therichercontrol flow availablein Jasa for ourimplementation
of softtermination.

We write the semanticof our languageusing the samestyle as Felleisenand Hieb
[1992]. Figure?2 definesE, thegrammarof evaluationcontects for ourlanguage An eval-
uationcontext is simply anexpressiorwith a subexpressiorreplacedy a “hole” ([]). The
hole actsasa placeholdeiin the contet; E[M] representshe resultof putting expression
M into the hole of evaluationcontext E. Theholeis consistentlylocatedin suchaway as
to enforcea left-to-right orderof evaluation. Thereductionrulesin figure 3 areappliedto
thesecontets, definingthe behavior of thelanguage.

The semanticsfor our languagedefine three possibleending states: V, error, and
(throw). V representafinal statein whichtheprogranreducego avalue. Theerror state
indicateghatsomeerrorcondition,suchasa call to anundefinedunction,wasreachedn
the evaluationof the program.The (thr ow) stateoccurswhenthe entireprogramreduces
to (throw); it indicatesthat the programterminatedasthe resultof an uncaughtexcep-
tion. While thisis similarin natureto error, it is treateddifferentlyto indicateits different
origin.

A (CheckTermination) expressionreducesto a booleanvalue (0 or 1), indicating
whetherterminationfor the current codelethas been externally (and asynchronously)
requested. Since (CheckTermination) behaeslike a terminationsignal, we model it
by assumingthat when evaluation begins, (CheckTermination) evaluatesto 0. Once
(CheckTermination) becomedl (indicatingthatterminationhasbeenrequested)it con-
tinuesto be 1 until the codeletterminates.

The last five reductionsrequire someexplanation. The first four of theseallow for
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Sampleprogram:

P = (define (f1x) (ifo x 1 (throw)))
(try (f1(f1(f10)))(f10))
I = (define (f1 x) (ifo x 1 (throw)))
M = (try (f1(f1(f10)))(f10))
1| oy ((ffllé)f)l (f10))) E[(fi\flzlj;neE[([\fli)ﬂA’;A]e r | Calltoauserdefinedfunction.
(try (T .(fl . Evaluation of ifg conditional,
2 (Ifo 01 (throw)) )) E[(Ifo 0My Mz)] = E[Ml] wherethetestis 0
(f10)) ]
3| (try (f1{(f11)]) (f10)) E[(f V)] — E[[V /X M] Callto auserdefinedfunction.
(try (f1 . . .
4 (fol L(throw)))  |El(ifo 1M1 M2)] — E[Mg] \,Ev‘r’]ae'f;ﬂgrt‘e‘gﬁgolCO”d'“O”a"
(f10) '
Single-step reduction of
5|(try [(f1 (throw))|(f10)) E[(f (throw))] — E[(throw)]|(throw) occurring as a
parameteto afunction.
Evaluation of try expressior]
6||(try (throw) (f10)) E[(try (throw)M)] — E[M] catchinga (thr ow).
7||(f10) E[(fV)] = E[[V /X M] Callto auserdefinedfunction.
ifo 0 1 (throw)) E[(ifo 0 Mz M2)] +— E[My] \,Ev‘r’]ae':J;ggrt‘e‘gtg%_c"”d‘“o”a"

®
Rl [=
o

Fig. 6. Thestepsin evaluatingthe programP. Theleft columnshaws the actualprogramin variousstagesf
reduction.The subexpressionwhich will beplacedin the hole (andoperatedn by thereductionrules)is boxed.
The middle columnshaws the reductionrule, aswritten in the operationakemanticsn figure 3, thatappliesto
the programat this stage.Theright columndescribeghereduction.

the single-stepeductionof (thr ow) expressionappearingassubexpressionsn ary other
expressionWhen(thr ow) occursasthe bodyof alet or asthe secondor third parameter
of anifp, the defaultreductionrulesalreadycorrectlyreducethe expressionsono special
cases needed.

Thelastreductionrule reducesa variable whenputinto the hole of the evaluationcon-
text, to error. Note thatevaluationof let expressionsandfunction applicationsreplace
all boundvariableswith their values,accordingto therulesof lexical scope(seefigure4).
As aresult,any attemptto evaluatea variableindicatesthatthe variableis unboundand
undefinedwhichis anerror.

We includeadelta(d) functionwhich mapsprimitive namesandvalid argumentgo val-
ues.Notethatthedeltafunctionis simply anabstractiorusecdto represenprimitivesin this
languageandnever actuallyappearsn a program.We assumehe syntacticpropertythat
no namecollisionsoccur;thatis, no functionis definedmorethanonce,andno primitive
functionis redefined.

As long as(CheckTermination) remainsconstantthis languagés deterministic.That
is, for ary givenprogram,whenevaluatedmultiple times,the sequencef reductionsap-
pliedwill alwaysbethesameandtheprogramwill alwaysterminatan thesamefinal state.
Thelanguageénheritsthis determinisnfrom the propertythatfor every syntacticallyvalid
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programthereis exactly onereductionin the operationakemanticsvhich canbe applied
to that program,andthe resultis anothersyntacticallyvalid program. A formal proof of
this propertyis beyondthe scopeof this paper

Figure 6 describesa step-by-stepevaluationof the sampleprogramP. This program
illustratesboththe evaluationof functions,including the handlingof function parameters,
andthe propagatiorandcatchingof exceptions.

Stepsl, 3, and7 shav the applicationof a userdefinedfunction. Notein stepsl and
2, the parametenf the secondapplicationof function f; is reducedo a valuebeforethe
applicationis reduced Step5 shovs a (thr ow) expressiorsingle-steppingutof afunction
call. Step6 shavs the same(thr ow) expressiorbeingcaughtin atry expression.

In step9, thereare no morereductionrulesto be applied,so the programreturnsthe
valuel.

3.3.3 Proofof ResultPreservation. ThesoftterminationtransformationX, is described
in figure 5. Rule 4 of this transformatiorinsertsthe checkfor terminationbeforeevery
function application. It alsodescribeshow a function’s parameteis first evaluatedsep-
arately andis likewise recursvely transformedby X to catchary nestedfunction appli-
cations. The othertransformatiorrules describehow the transformatiorcontinuesrecur
sively on expressions.

We first prove that, so long as (CheckTermination) is 0, evaluatingary transformed
expressionX[M] always resultsin the samefinal stateas evaluatingthe corresponding
expressionM. Thatis, if terminationhasnot beenrequestedthe transformedprogram
evaluatego thesamefinal stateasthe original, untransformegbrogram.We canshow this
by a structuralinductionon M, the grammarof expressionsn ourlanguage.

In thebasecases,

Mpase= (throw) | (CheckTermination) |V | x

In eachof thesecases X [Mpasd| = Mpase SOthebehavior of the expressioris presered.
In theinductive cases,

Minductive= (ifo M M M) | (let (xM) M) | (try M M) | (f M)
where
M = Mpase| Minductive
In thefirst casejfy expressionaretransformedy therule:
X[(ifo M1 Mz Mg)] = (ifo X[Mi] X[Mz] X[Ms])

By the inductive hypothesis,evaluatingeachM; hasthe samefinal stateas evaluating
the correspondingX[[M;] aslong as (CheckTermination) is 0. Becausethe result of
evaluatingthe ify expressionis solely dependenbn theseresults,it is alsounafectedby
X. Thecasedf let andtry expressiongproceedsimilarly.

Thefinal case thatof functionapplicationsjs not sostraightforward. Accordingto the
definitionof Xx:

X[(f M)] = (let (t X[M]) ((ifo (CheckTermination) (f t) (throw))))

By theinductive hypothesisagain,evaluatingM hasthe samefinal stateasevaluating
X[IM]]. Any erroror exceptionin M occursin X[[M], causingthe samefinal state.In the
absencef errorsor exceptionshrown, M and X [M] evaluateto thesamevalueV. At this
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point, the original expressiorhasreducedo (f V), while the transformedexpressiorhas
reducedo:

(let (tV) ((ifo (CheckTermination) (f t) (throw))))
which furtherreducedo:
(ifo (CheckTermination) (f V) (thr ow))

Since(CheckTermination) is 0, thisreducego (f V), thesameastheoriginal expression.

Becausefor every expressionthe X transformatiordoesnot affecttheresultof evaluat-
ing theexpressiorsolong as(CheckTermination) is 0, thebehaior of theentireprogram
is presered.l

3.3.4 Proof of Termination. Proving that a transformedprogramterminatesn a finite
numberof reductionsteps,giventhat (CheckTermination) is 1, is a straightforvard ex-
ercise. We startwith the grammarM of all possibleexpressiondrom figure 1. After
transformingM by X, we call theresultingsetof expression®ock; Miock IS @ subsebdf M.
Assuming(CheckTermination) is 1, we wishto shav theprogramentersa“locked” state
whereterminationis guaranteed.

Mok = (ifo (CheckTermination) (f V) (throw) )| (a)
(ifo 1 (f V) (throw) ) | (b)
(CheckTermination) | (c)
(ifo Miock Miock Miock) | (d)
(let (X Mlock) Mlock) | (e)
(try Mioek Mioek) | (f)
(throw) | (9
X| (h)
v (i)

Expressiong—i arederiveddirectly from thedefinitionof M in figure 1 above. Expres-
siona representshefinal caseof M, functionapplicationsastransformedy X. Expres-
sionb describesanintermediatestepin reducingexpressiora when(CheckTermination)
is1.

To prove termination,we mustshaw that, aslong as (CheckTermination) is 1, then
Miock IS closedunderprogramsteppingandthatthe syntacticlengthof the programwill
be strictly decreasing.

Closuremay be statedas follows: if M +— M’ andM € Mg, thenM’ € Moek. By
inspection,for all possibleexpressionsn Mo, We obsene that our semanticpresere
closure.

The syntacticlength propertymay be statedasfollows: If (CheckTermination) is al-
ways 1, thenfor M,M’ € Mok suchthat M — M’, we have that|M’| < [M|. Thatis,
asreductionrulesareapplied,a programin Mok getsshorter To prove this, it suffices
to obsene thatall reductionsotherthan function applicationmake the programsmaller
andthatfor anexpressionn Mo, all functionapplicationsare“fencedout” by a call to
(CheckTermination).

Whena programis beingevaluatedand (CheckTermination) is not guaranteedo be
1, a programmay not be in M. The casewherethis mattersis whenterminationis
requestedust beforeanapplication;in this casethe next reductionstepwill betheappli-
cationitself, which may increasehe lengthof the program.However, this resultingstate
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mustnecessarilypein Mo, andatthis pointthe programlengthwill bestrictly decreasing
asreductionsareapplied. In otherwords,a transformedorogramwhich is notin Mo is
guaranteedio enterMq in onestep.

Sinceprogramlengthsarefinite, a programtransformedy X is guaranteedo finishin
afinite numberof stepsoncethe (CheckTermination) conditionis raised &

3.4 Soft termination with codelet, system, and blocking code

While this little languageprovidesa significantsubsebf mostprogramminganguagesit
likewise lacksmary interestingfeatures. Two in particularareblocking functionsanda
distinctionbetweersystemandusercode.Both of thesefeaturegequireextensiongo the
language.Figures7 and9 introducethe syntaxand semanticof the extendedlanguage.
Section4.3 discusse®ur handlingof blocking calls in our Java implementationof soft
termination.

We first discusshe extensionsmadeto this language We thenexaminethe soft termi-
nationtransformatiorasappliedto theextendedanguageWe show that,oncetermination
hasbeenrequesteda programin this languagds guaranteedo terminate.

3.4.1 Languaye extensions.Thedistinctionbetweersystemanduserfunctionsis espe-
cially relevantasa featureof mobilecode;it allows for thedistinctionbetweertrustedand
untrustedcode. This trustrelationshipis enforcedby restrictingthe providersof untrusted
codeletdo declaringfunctionscodelet Only functionsthataredefinedaspartof therun-
time systemcanbe declaredsystenm we assumehatsomepre-processoexiststo remove
ary systemdeclarationdrom usercode. We usethe term “systemcode” to referto the
collectionof expressiongleclaredn the bodiesof all functionsdeclaredsystem andthe
term“codelet”to referto all otherexpressionsn aprogram.

Becauseof the addednumberof other function types, all of which, including those
which behae like primitive operations are declaredexplicitly, we have chosento also
declareprimitive operationsexplicitly usingthe primiti ve keyword.

The extendedsyntaxgreatly complicateshow function applicationsareevaluated.If a
function being appliedhasbeendeclaredprimiti ve, the applicationreducego the value
of the & function appliedto thatoperation.If the functionis declaredsystemor codelet
theapplicationreducego thebody of thefunction. Evaluationof blocking functionappli-
cationsis describedelow. If thefunctionis not declaredn the program,the application
reducedo error.

3.4.1.1 Blocking functions. Blocking functionsare thosefunctionswhich are known
to block. Thatis, if areturnvalueis not available, suchfunctionsmay stall indefinitely
waiting for the value to becomeavailable. Blocking functionsgenerallyprovide some
serviceof the underlyingoperatingsystem,suchas /O operations. They are generally
calledthroughsomeinterfaceprovided by the operatingsystem,andtreatedin a fashion
similarto primitivesin thelanguage As aresult,we treattheir definitionandevaluationin
amannersimilar to how we treatprimitive operations.

In particular we definea functiond’, similar to the d functionusedto defineprimitives.
¢ is anon-deterministiéunctionindicating,basedn externalconditions whetherthe ap-
plicationis definedandwhatvaluethe correspondindplockingfunctionapplicationshould
reduceto. If thed' functionis undefinedthis indicatesthata returnvalueis not available
for theblockingfunction.

The blocking function declarationmust nameone additionalfunction, which we call
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=IM
D...D
system| codelet
(define L (f x) M) | (defineblocking ( fhioxing X) fronbloing) |
(defineprimiti ve (f x))

M = (fM)]|(ifoMMM) | (let (xM)M)|(try MM) ]| (throw) |V |x]|

(CheckTermination)

V = ceN|bloks
f,x = identifiers

Or Do
I

Fig. 7. An extendedanguageor analysisdistinguishingcodeletsrom systemcode,andidentifying blocking
functions.
= [|(fE)|(foEMM)|(let (xE)M) | (try EM) |
(CheckTermination) | (throw) | x
final states= V | error | (throw)

Fig.8. Evaluationcontet for reductionof this extendedanguage.

( E[Vo] if (define primiti ve (f x)) e T
andd(f,V) =V

E[IV /X M]" if (define L (fx) M) eT

E[V4] if (define blocking (f x) f") el
(thatis, f is declaredblocking)
andd'(f,V) =
E[(f V)] if (define blocking (f x) f') el
BTV = andd'(f,V) is undefined
E[V,] if (define blocking (f' x) f) el
(thatis, f is declaredhon-
blocking)andd'(f',V) =V,
E[blockg if (define blocking (f' x) f) el
andd'(f/,V) is undefined
| error otherwise
Thevalueof §(f,V) andwhetherit is defineddepencbn externalconditions.
E[(CheckTermination)] — EJ[1] or E[Q] (dependingn externalconditions)
E[(Ifo 0My Mz)] = E[Ml]
E[(ifo blodksM1 M2)] — error
[(Ifo V My Mz)] = E[Mz] if v 75 0,b|od<s
El(let (xV) M)] = E[V /X M]'
El(try VM) = E[V]
E[(try (throw)M)] — E[M]
E[(f (throw))] — E](throw)]
E[(ifo (throw) My M2)] — E[(throw)]
E[(let (x (throw)) M)] — E[(throw)]
E[X ~— error (unboundvariables)
1 if v=blocks
O(blocks?,v) = { 0 otherwise

Fig. 9. Operationsemanticdor the extendedlanguagedescribedn figure 7. This is largely a supersebf the
semanticof the original languagegdescribedn figure 3. TAs in theoriginal languagethe expansionV / X M
indicatesthat every instanceof x in M shouldbe replacedwith the corresponding/, accordingto the standard
rulesof lexical scope.Thisis definedin figure4.
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1) X[ M]
(2) X2[D1 ... Dy
(3a) Xxz[[(definecodelet

Xz[[r]] XzHM]]
X[[D1] ... X2[[Dn]
(define codelet(f x) X2[M]))

(Fx)M)]
(3b) Xz[[(definesystem = (define system(f x) Xo[[M])
(fFx)M)]
(3c) Xz[(defineblocking = (define system( fwrapper X)
(fblod<ing X) (Iet (t (fnonblmking X)) (ifo (bIod(s’?t) t
fhonbloging) | (ifo (CheckTermination) (fwrapperX) (throw)))))

(define blocking (fblocking X) fnonblorking)
Wheretheidentifiert occursnowhereelsein the program.

(3d) Xz[(defineprimiti ve = (define primiti ve (f x))
(fx)1
((let (t X2[M]) if (define codelet
(ifo (CheckTermination) (fxyMyer
@) x[(f M)] = (x2[f] 1) (throw)))
Wheretheidentifiert occursnowhereelsein the program.
L ([ ]l X2[[M]) Otherwise
fwrapper if (define blocking (f x)
fnor]blod(ing) (S r .
(5) X[f] - (causingthe definition of
fwrapper Via rule 3c above)
f Otherwise

(6) X2[(ifo M1 M2 M3)]
(7) X[ (try M1 M2)]
(8) Xof(let (xM1) M2)]
(9) X[(throw)]

(ifo Xo[M1] Xo[M2]] X2[M3])
(try X[Ma] X2[M2])

(let (x X2[M1]) X2[Mz]))
(throw)

(

(10) X>[(CheckTermination)] CheckTermination)
11) x[v] v
(12) x4 X

Fig.10. Thesoftterminationtransformatiorfor this extendedanguage.

fhonbloking-  This functionis a non-blockingversionof the blocking function, which we
call fhioxing. Thatis, whend' is defined applicationsof thesetwo functionsreduceto the
samevalue. Thebehavior of thesgfunctionsonly differswhend' is undefinedin thiscase,
theexpression fnonbloking V) reducedo thevalueblodks while theexpression fpioxing V)

reducedo itself, andwill continueto reduceto itself aslong asd’ is undefined.Thethird

andfourth reductionrulesfor functionapplicationgdefinethe behavior for applicationsof

fhioing: thefifth andsixth rulesdefinethe behavior for applicationsof fnonbioing-

3.4.2 Descriptionof X, transformation.Becauseve have extendedthis languagewe
mustnow extend the soft terminationtransformation. We call this new transformation,
describedn figure 10, X>, to distinguishit from the X transformatiorin figure5.

Rules3athrough3d describehetransformatioronfunctiondefinitions.Rules3a and3b
describehow the transformationcontinuesrecursvely on systemand codelet function
definitions,andrule 3d saysprimitive functiondeclarationsareunmodified.Rule 3c says
a wrapperfunction is createdfor every blocking function. The wrapperusesthe non-
blocking functiondeclaredwith eachblocking functionto simulatethe effect of applying
theblocking function.

This wrapperalternatelypolls the non-blockingfunction and checksto seeif termina-
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Supposeor all declarations
(definesystem( fsystemX) M) € T
for every application( feogeletVo) and( fploking V1) in M, where

(definecodelet(feogeletX) M2) € T
(defineblocking ( fpiocking X) fnonbloding) € I
thereexistsanintegerc > 0 suchthat

E[(fcodeletVo)] —° E[V(S] | E[(thr ow)]
E[(fblocking Va)] ¢ E[V]] | E[(thr ow)]

for valuesvy,V]. Thenthereis anintegerc, > 0 suchthat
E[(fsystemV)] = E[V'] | E[(thr ow)]
for every systemfunction fsystem for somevalueV’.

Fig. 11. Thesafetypropertyof systemcode.

tion hasbeenindicated. Whenthe non-blockingfunction applicationreduceso a value
otherthanblocks the wrapperfunction applicationreducego this value. If termination
is ever indicated,the wrapperthrows an exception. Otherwise,the wrapperfunction is
recursvely applied,andthe procesgepeats We usethe identifier fyrapper to referto such
awrapperfunctiongeneratedor someblockingfunction fyoxing. Notethatdifferentpro-
gramminglanguageshoosedifferentabstractiongor managingblocking I/0O primitives.
In section4.3,we shav how thisworksin Java.

Rule 4 describeshow function applicationsare handledfor X,. If the function being
appliedis a codeletfunction,theterminationcheckis addedat the call siteto thefunction,
justasin the x transformationlf it is a systemfunction, however, no terminationchecks
areadded.Adding terminationcheckson applicationsof systemfunctionsmay causean
unexpected(thr ow) to beevaluatedn acritical sectionof a systemfunction,asdescribed
in section3.1. Recallfrom section3.2thatUNIX treatscallsto systemcodesimilarly.

Notethatwherethe original systemfunctionmadeanup-callto a codeletthe X, trans-
formationmay causeanexceptionto bethrown atthe call site. Systemcodeis responsible
for catchingthis exceptionandproceedingppropriatelyBecausexceptionsarealreadya
valid resultof applyingcodeletfunctions,systemcodemustalreadybe preparedo handle
this case As aresult,thisaddsno new constraintson systemcode.

Rule 5 describediow applicationsof blocking functionsarereplacedwith applications
of the correspondingion-blockingwrapperfunction. This guaranteeshat no blocking
function is ever appliedin the transformedprogram,simplifying the terminationproof.
The remainderof the rulesdescribehow the transformationcontinuesrecursvely on ex-
pressions.

3.4.3 Safetyproperty of systemcode. For this extendedlanguage we wish to prove
that a programtransformedby X, terminatesin a finite numberof steps, given that
(CheckTermination) is 1. Thisis complicatedby the factthat systemfunctionsare not
guaranteedo terminate even afterthe programhasbeentransformeddy X>. As aresult,
we mustassumesomesafetypropertyof systemcodein orderto prove termination.

Theintuition behindthis safetypropertyis thatif theprogramdivergesor reachesfixed
point, it is not the fault of systemcode. A programdivergeswhen,asreductionrulesare
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applied,thelengthof the programgrows without bound. A programreaches fixed point
when,asreductionrulesareapplied,theresultis the sameprogram.The propertyis stated
formally in figure 11.

Thesafetypropertystateghat,if everycodeletandblocking functionapplicationin ary
systemfunction reduceso a valueor to (throw) in afinite numberof steps.thenevery
systemfunctionreducego avalueor to (thr ow) in afinite numberof steps.This property
appliesto systemfunctionsin the original program,beforetransformatiorby X>. It does
not comeautomatically but we assumehe authorsof systemfunctionsguaranteet for
their code.Recallfrom section3.4.1thatuntrustedunctionsarenever declaredsystem

By this property systemcode will always terminateunlessit appliesa codelet or
blocking functionwhich eitherdivergesor reaches fixedpoint. As aresult,systemcode
actingalonewill alwaysreturnin finite time, andis neveratfaultif asystemfunctionfails
to return.

3.4.4 Proof of termination. In orderto prove termination,we startwith the grammar
M of all possibleexpressiondrom figure 7. After transformingM by X, we call the
resultingsetof expressiondMqc, to distinguishfrom Mie definedin section3.3.4;like
Miock, Miock, is asubsebf M. Assuming(CheckTermination) is 1, we wish to show the
programentersa “locked” state whereterminationis guaranteed.

Mioek, = (ifo (CheckTermination) if (define codelet(f x) M) e T (a)
(f V) (throw)) |

(ifo 1 (f V) (throw) ) | if (define codelet(f x) M) e (b)
(fnonbloddng V) | if (deﬁne blocking (fblocking X) (C)
fhonbloding) € T
(fV)| if (define primiti ve (f x)) € T (d)
(fV)] if (define system(f x) M) e (e)
(CheckTermination) | (f)
(ifo Miock, Miock, Miock,) | (9)
(let (x Mlockz) Mlockz) | (h)
(try Miock, Mlockz) | ()
(throw) | (i)
X| (k)
\ 0

To proveterminationwe mustshaw that,aslong as(CheckTermination) is 1, Miog, iS
closedunderprogramsteppingandthatthe syntacticlengthof the programis decreasing.
Closureis definedin detailin section3.3.2. By inspection for all possibleexpressionsn
Miock, » We Obsene thatour semanticpresere closure.

The syntacticlength propertymay be statedasfollows: If (CheckTermination) is al-
ways 1, thenfor ary M € Mo, , thereis someintegerc > 0 andM’ € Mjoe, suchthat
M €M’ and|M’| < |M|. Thatis, for ary programin Mieq,, afterc reductionstepsijt will
have gottensmaller Sinceprogramsarefinite length,a programwith thesepropertieswill
terminatein afinite numberof steps.

Basedon the operationakemanticsthe reductionsof expressionsf- all make a pro-
gram strictly smaller Likewise, applicationsof primitive operationsand non-blocking
functions(which is to say expression< andd) reduceto valuesin onestep. Note that
applicationsof blocking functionsmay never reduceto a value;however, the X, transfor
mationremovesall suchapplicationsfrom the program.
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Expressions a and b are applications of codelet functions fenced by
(CheckTermination) checks. Since (CheckTermination) is 1, these expressions
reduceto (throw). Notethatif a programis beingevaluatedand (CheckTermination)
is not guaranteedo be 1, a programmay not bein Mjo,. The casewherethis mattersis
whenterminationis requestedust beforea codeletfunction application;in this case the
next steptakenwill betheapplicationitself, whichwill increasehelengthof theprogram.
However, this resultingstatemustnecessarilyoein Mioq,. In otherwords,a transformed
programwhichis notin Mige, is guaranteedo enterMqq, in onestep.

Thefinal caseis expressione, applicationsof systemfunctions. This expressiomrmust
be consideredn two cases.The first caseis if the function beingappliedis a blocking
wrapperfunction, furapper (thatis, functionscreatedoy the X; transformatiorappliedto a
blocking functiondeclaration).Theresultingexpressioris in Mjoc,, andall applications
of systemfunctionsfrom within fwrapper arefencedby a terminationcheck. As a result,
aslong as(CheckTermination) is 1, applicationsof fyrapper reduceto a valuein finitely
mary steps.

To addresghe secondcase,of ary otherfunctionsdeclaredsystembeingapplied,we
recall the safetypropertyin section3.4.3. This statesthat if, at every point whereary
systemfunctionappliesacodeletor blocking function,thatapplicationreducesn finitely
mary stepsthentheapplicationof every systemfunctionreducesn finitely mary steps.

By the X, transformationwhereser an applicationof the original systemfunction re-
duces(fcodelet V), for somecodelet function feogeles the transformedfunction reduces
(ifo(CheckTermination) (fcogeletV) (throw)). Whereverthe original systemfunctionre-
duces( fhioking V) for someblocking function fhoxing, the transformedunctionreduces
(fwrapper V), Where fyrapper is thewrapperfunctionwhich correspond$o fyjoding-

We'vealreadyshowvn that,aslongas(CheckTermination) is 1, for everywrapperfunc-
tion fwrappen for somec > 0,

E[(fwrapper V)] —=° E[Vo] | E[(thr ow)]
for somevalueVy. Likewisewe canseethat,aslong as(CheckTermination) is 1
E[(ifo (CheckTermination) ... (throw))] —° E[(thr ow)]

As aresult,wherever the original systemfunction appliedeithera codeletor a blocking
function,the expressiorto which X, transformghis applicationreducesn afinite number
of steps. By applying the safety property we can concludethat an applicationof ary
systemfunctionreducedo avaluein afinite numberof stepsandall expressionsn e have
the syntacticlengthproperty

So aslong as (CheckTermination) is 1, every expressionin Mo, reducesto some
smallerexpressionin a finite numberof steps. Since programlengthsarefinite, a pro-
gramtransformedoy Xs is guaranteedo terminatein a finite numberof steps,oncethe
(CheckTermination) conditionis raised giventhesafetyconstrainon systemcodestated
in section3.4.3.1

4. JAVA IMPLEMENTATION

In an effort to understandhe practicalissuesinvolved with soft termination,we imple-
mentedit for Java asa transformatioron Java bytecodesOur implementatiorrelieson a
numberof Java-specificfeatures We alsoaddress numberof Java-specificquirkswhich
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we would not expectto exist in otherlanguagesystemsExamplesshoving how thetrans-
formationsasimplementedalter Java sourcdanguagereshawn in figures12,13,and14.
While the transformationsactually operateon Java bytecode thereis a direct mapping
from the targetedbytecodedo the correspondinglava sourcerepresentationand using
Java sourceanguagas clearer

4.1 Termination check insertion

Java compilersnormally outputJava bytecode.Every Java sourcefile is translatedo one
or moreclassfiles, laterloadeddynamicallyby the JVM asthe classesarereferencedy
arunningprogram.JVMs know how to load classfiles directly from thedisk or indirectly
through“classloaders), invoked as part of Java’s dynamiclinking mechanism.A class
loader amongotherthings,embodieslasa’s notionof a namespace Every classis tagged
with theclassloaderthatinstalledit, suchthata classwith unresohedreferencess linked
againstother classesrom the samesource. A classloaderprovides an ideal location
to rewrite Java bytecode,implementingthe soft terminationtransformation. A codelet
appearsn Jasaasasetof classesoadedby thesameclassioader Systemcodeis naturally
loadedby adifferentclassloaderthancodeletsallowing usto simplify theimplementation
by applyingdifferenttransformationso codeletsandsystemcode.

Our implementatiorusesthe CFRarsé andJJOIE [Cohenet al. 1998] packageswhich
provide interfacesfor parsingandmanipulatingJava classfiles.

Thebasicstructureof our bytecodemodificationis exactly asdescribedn section3.3.2.
A staticboolearfield, initially setto false,is addedto every Java class.The Check®ermi-
nationoperation,implementedn-line, testsif this field is true, andif so, callsa handler
methodthat decideswhetherto throw an exception. As an extensionto the semanticof
figure 10, we allow threadsandthreadgroupsto beterminatedaswell asspecificcodelets,
regardlesof the runningthread. The terminationhandler wheninvoked, looksiits caller
andcurrentthreadupin alist of known terminationtargets.Notethat,if the boolearfield
is setto false,theruntimeoverheads only the costof loadingandcheckingthevalue,and
thenbranchingforwardto theremainderof the methodbody.

Figure 12 shavs the how the soft terminationtransformwould be appliedto a Jaa
methoddeclaration.

4.2 Control flow

Java hasa muchricher control flow thanthe little languagentroducedearlier Firstand
foremost,Java bytecodehasa general-purposbranchinstruction. We do nothingspecial
for forward branchesbut we treatbackward branchesasif they weremethodinvocations
and perform the appropriatecode transformation. An additional specialcasewe must
handleis a branchinstructionwhich targetsitself. The effect of transforminga method
with loopsis shavniin figure 13.

Javabytecodealsosupportsnary constructionshathave no equivalentazasourcecode
representationin particular it is possibleto arrangéor thecatch portionof anexception
handlerto beequalto thetry portion. Thatmeansanexceptionhandlercanbe definedto
handlets ownexceptions.Suchaconstructiorallowsfor infinite loopswithoutany method
invocationor backward branching.While suchcodeshouldmostlik ely be rejectedby the
Java bytecodeverifier, asit is notallowedin the JVM specificatior{Lindholm and Yellin

Shitp://www.alphaworks.ibm.com/tech/cfparse
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void foo() { void foo() {
if (terminationsignal) {
term nati on_handl er();
}

Fig.12. Thesoftterminationtransformatiorappliedto ary functiondefinition. Seesectiond.1for adescription
of this transformationThis exampletakesinto accounthe optimizationsdiscussedh section4.5.

void foo() { void foo() {
if (terminationsignal) {
term nati on_handl er();

}
;/\./Hile (.. { ;/\./I.'lile (-.2) {
|f (term nationsignal) {
term nation_handl er();
}
} }

Fig. 13. The soft terminationtransformationappliedto ary loop. Seesection4.2 for a descriptionof this
transformation.

void foo() { void foo() {
if (terminationsignal) {
term nati on_handl er();
}

blocking _bar( ...); bl ocki ng_wr apper _bar (...);

. bl ocki ng.wr apper _bar (...) {
regi ster bl ocking( // Uses stack inspection
Thread. current Thread());
. tmp = bl ocking.bar();
unr egi st er _bl ocki ng(
Thread. current Thread());
return tnp;

Fig. 14. The softterminationtransformatiorappliedto a blocking call. This figureincludesan outlinefor the
definitionof the blocking call wrapperfunction. The signatureof functionblocking _wrapper _bar() isthe
sameasthatfor functionblocking _bar() . Seesectiond.3for adescriptionof this transformation.
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1996], the bytecodeverifier currentlytreatssuchconstructionsasvalid. We specifically
checkfor andrejectprogramswith overlappingtry andcatch blocks.

Lastly, Java bytecodesupportsa notion of subroutineswithin a Java methodusingthe
jsr andret instructions.jsr pushesareturnaddres®nthestack,andret consumes
this addresdeforereturning. The Java bytecodeverifierimposesa numberof restrictions
on how theseinstructionsmay be used. In particular a returnaddresds an opaquetype
which maybe consumedit mostonce. Theverifier'sintentis to ensurethattheseinstruc-
tionsmaybe usedonly to createsubroutinesnot general-purposbranching.As such,we
instrumentjsr instructionsthe sameway we would instrumenta methodinvocationand
we do nothingfor ret instructions.

4.3 Blocking calls

To addressblocking calls, we wish to follow the X, transformationoutlined in sec-
tion 3.4.2. Luckily, all blocking methodcalls in the Java systemlibraries are native
methodg(implementedn C) andcanbe easilyenumeratedndstudiedby examiningthe
sourcecodeof the Java classlibraries.

While using a polling model for terminating blocking calls simplifies analysis, it
is not a very practical implementation. This is becauseof the processingtime re-
quiredfor polling. However, Java providesa mechanisnfor interruptingblocking calls,

Thread.interrupt() . If athreadhascalleda blockingfunctionandis blocking, this
methodwhencalledon thethread,causeghe blockingmethodto throw a java.lang.
InterruptedException or java.io.InterruptedlOException exception.

As in the X, transformatiordescribedn section3.4.2,we still wrap blocking function
calls;andlike X», thewrapperreturnsif eitherdatais returnedor terminationis signalled.
However, insteadbf polling anon-blockingfunction,thewrappemusegheinterruptionsup-
port alreadyinsidethe JVM. Whenterminationis requestedor a codelet,f acorrespond-
ing threadis in ablockingcall, thatthreadis interruptedwith Thread.interrupt()

To accomplistthis, we musttrackwhich threadsarecurrentlyblockingandthecodelets
on behalfof which they areblocking. The wrapperfunctionsnow getthe currentthread
andsave it in a globaltable for later reference.In orderto learnthe codeleton whose
behalfwe are aboutto block, we take advantageof the stackinspectionprimitives built
into modernJava systemgWallachetal. 2000;Gong1999].

Stack inspection provides two primitives that we use: java.security.
AccessController.doPrivileged() andgetContext() . getContext()
returnsanarrayof ProtectionDomain  sthatmapone-to-onewith codeletsThePro-
tectionDomain  identitiesarethensaredalongsidethe currentthreadbeforethe block-
ing call is performed.

Whenwe wish to terminatea codelet,we look up whetherit is currentlyin a blocking
functioncall, andif so,we interruptthe correspondinghread.

Taking advantageof anotherpropertyof Java stackinspection,we candistinguishbe-
tweenblocking callsbeingperformedon behalfof systemcodeandthosebeingperformed
indirectly by a codelet. We do not wantto interrupta blocking call if systemcodeis de-
pendingon its resultandsystemstatecould becomecorruptedif the call wereinterrupted.
Ontheotherhand,we have no probleminterruptinga blockingcall if only a codeletis de-
pendingonits result. Jara systemcodealreadyusesdoPrivileged() to markregions
of privilegedsystemcodeandgetContext() to getdynamictracesfor makingaccess
control checks. Theseregions are exactly the sameregionswherepreservingsystemin-
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tegrity uponterminationis important;if systemcodeis usingits own securityprivileges,it
wantsthe operationto succeedegardlesof its caller’s privileges. Thus,we overloadthe
semantic®f theseexisting securityprimitivesto includewhetherblocking calls shouldbe
interrupted.

The effect of this transformatioron Java sourceis shown in figure 14.

4.4 Invoking termination

Our systemsupportghreekinds of termination:terminationof individual threads termi-
nationof threadgroups,andterminationof codelets.

To terminatea threador threadgroup, we mustmapthe threadswe wish to terminate
to the setof codeletspotentially runningthosethreadsand setthe terminationsignal on
all classesbelongingto the target codelet. Furthermorewe mustcheckif arny of these
threadsarecurrentlyblockingandinterruptthem(seesection4.3). At this point, thethread
requestingerminationperformsa Thread.join() onthetargetthread(s)waiting until
they completeexecution. Onceall targetthreadshave completedthe terminationsignals
areclearedandexecutionreturnsto normal.

If multiple threadsareexecutingconcurrentlyover the samesetof classesandonly one
is terminated,the terminationhandlerwill be invoked for threadsnot targeted,only to
returnshortly thereafter Thesethreadswill experiencedegradedperformancewhile the
targetthreadis still running.

In thecasewherewe wishto terminatea specificcodeletdisablingall its classegorever,
we simply setthe terminationsignalon all classesn the codeletandimmediatelyreturn.
Any codethatinvokesa methodon a disabledclasswill receve an exceptionindicating
the classhasbeenterminated.

Oncea codelethasbeensignalledto terminate,if a codelets threadis executingin a
systemclassat thetime, executioncontinuesuntil the threadreturnsto a userclass.If the
codeletis currentlymakinga blocking call, the call is interruptedandthe threadresumes
execution.Oncethethreadhasresumedxecutingin theusers class it becomesubjecto
the softterminationsystem.

For all codeletthreadswvhich areexecutingwithin thecodelet f they try to callamethod
within the codeletthe methodfails with anexception. If they try to performa backward
branch,the soft terminationcodewill throw an exception. In all casesgachthreadof
control unwinds, preventingthe codeletfrom performingany meaningfulwork. Finally,
if any othercodeletor the systemmakesa call into this codelet,it will fail immediately
preventingthe codeletfrom hijackingthecallerthreadfor thecodelets own use.As shavn
in section3.4.4,the codeletis guaranteedo terminate.

Note that terminationrequestscan be handledconcurrently A potentialfor deadlock
occurswhenathreadrequeststs own termination,or whenacycle of threadsequestach
others’termination. Whena useris manuallyterminatingthreadsor codeletsthis would
notbeanissue.However, careshouldbetakento preventuntrusteccodeletdrom invoking
the terminationoperations.For this reasontheseoperationsareprotectedusingthe same
securitymechanismssotherJava privilegedcalls.

4.5 Optimizations

If a Jara methodcontainsa large numberof methodinvocations the transformednethod
may be significantly larger thanthe original, potentially causingperformanceproblems.
To addresshis concern,we obsene that we get similar semanticsby moving the soft
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terminationcheckfrom the call sitesto the entry pointsof methods.Every function that
we performeda terminationcheckbeforecalling now insteadbegins with a termination
check,sotheresultingprogramwill behae the same.Theeffectof transformingwith this
optimization,ary Java functionis shovnin figure 12.

Additionally, we implementedan optimizationto staticallydetermineif a methodhas
no outgoingmethodcalls (i.e. is aleaf method). For leaf methodsa terminationcheck
at the beginning of the methodis unnecessarylf the methodhasloops, they will have
their own terminationchecks. If not, the methodis guaranteedo completein a finite
time. Regardlessremoving theinitial terminationcheckfrom leaf methodspreseresthe
semanticof soft terminationand should offer a significant performancemprovement,
particularlyfor shortmethodssuchas“getter” and“setter” methods.

A moreaggressie optimization,which we have not yet performedwould be aninter-
proceduralanalysisof staticallyterminatingmethods. A methodwhich only calls other
terminatingmethodsandhasno backward brancheswill alwaysterminate.Likewise,we
have not attemptedo distinguishloopsthat canbe staticallydeterminedo terminatein a
finite time (i.e., loopsthatcanbe completelyunrolled). Suchanalysesould offer signifi-
cantperformancéenefitso a productionimplementatiorof softtermination.

4.6 Synchronization

A particularlytricky aspectof supportingsoft terminationin a Jasa systemis supporting
Java’s synchronizatiorprimitives.

The Java languageandvirtual machinespecificationsare not clearon how the system
behaeswhenadeadlockis encounterefiGoslingetal. 1996;LindholmandYellin 1996].
With Sun’s JDK 1.2, the only way to recover from a deadlockis to terminatethe JVM.
Obviously, thisis an unsatisctorysolution. Ideally, we would like to seea modification
to the JVM wherelocking primitivessuchasthe monitorenter bytecodeareinterrupt-
ible, like otherblocking callsin Java. We could thenapply standarddeadlockdetection
techniquesandchoosehethreadgo interrupt.

Additionally, it is possibleto constructlava classesvherethethemonitorenter  and
monitorexit bytecodeswhich acquireandreleasesystemlocks, respectiely, arenot
properly balanced.Despitethe fact that thereexist no equivalentJasa sourceprograms,
currentJVM bytecodeverifiersacceptsuchprograms.This makesit possiblefor a mali-
ciousprogramto acquirea seriesof locksandterminatewithoutthoselocksbeingreleased
until the JVM terminates.

Our currentsystemmakesno attemptto addressheseissues.

4.7 Thread scheduling

Our work fundamentallyassumeshe Java threadsystemis preemptve. This wasnot the
casein mary early Java implementations.Without a preemptve schedulera malicious
codeletcould enteraninfinite loop andno otherthreadwould have the opportunityto run
andrequestheterminationof the maliciousthread.This would defeatsoft termination.

4.8 System code safety

Our work also assumeghat all systemmethodsthat may be invoked by a codeletwiill

eitherreturnin a finite time or will reacha blocking native methodcall which can be
interrupted. This propertyof systemcodeis statedandjustified in section3.4.3. It may
be possibleto constructaninput to systemcodethatwill causethe systemcodeitself to
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have aninfinite loop. Addressinghis concernrwould requirea lengthyauditof the system
codeto guaranteg¢hereexist no possiblenputsto systemfunctionsthatmay causenfinite
loops.

4.9 Memory consistency models

The Java languagedefinesa relaxed consisteng modelwhereupdatesneednot be prop-
agatedwithout the useof locking primitives. In our currentprototype,we useno syn-
chronizationprimitiveswhenaccessingheterminationflag. Sinceexternalupdatedo the
terminationsignal could potentially be ignoredby the running method,this could defeat
the softterminationsystem.

Instead,we take advantageof Java’s volatile modifier  This modifier is provided
to guaranteehat changesnustbe propagatedmmediately[Gosling et al. 1996]. On the
benchmarkplatform we used, the performancempact of using volatile versusnot
usingit is negligible. However, on other platforms,especiallymultiprocessingsystems,
this maynotbethecase.

4.10 Defensive security

Our prototypeimplementatiormakesno attemptto protectitself from bytecodedesigned
specificallyto attackthe terminationsystem(e.g., settingthe terminationflag to false

eitherdirectly or throughJava’s reflectioninterface). Suchprotectioncould be addedasa
verificationstepbeforethe bytecoderewriting.

5. PERFORMANCE

We measuredhe performanceof our soft terminationsystemusing Sun Microsystems
Ultra 10 workstations(440 MHz UltraSFARC 1l CPUswith 128 MB memory running
Solaris2.6),andSunsJava 2, versionl.2.1build 4, whichincludesajust-in-timecompiler
(JIT). A JIT compilesthe Javabytecode$o native machinecodeatruntime,eliminatingthe
overheadbf interpretinglavacode.Ourbenchmarksverecompiledwith thecorresponding
versionof javac with optimizationturnedon.

We usedtwo classef benchmarkprograms:microbenchmarkghattestthe impactof
soft terminationon variousJava languageconstructgandalsomeasuringvorst caseper
formance),and macrobenchmarks/hich representa numberof real-world applications.
We measuredhe performanceof thesesystemsn threeconfigurationstheir original un-
modified state,their stateafter beingrewritten, andtheir stateafter being rewritten with
theleaf methodoptimizationdiscussedn section4.5. Generally whenwe discusgesults
in this sectionwereferto the optimizednumbersecausehesereflectthe performancenf
aproductionsoftterminationsystem.

5.1 Microbenchmarks

Wefirst measure@seriesof microbenchmarks stress-teghe JVM with certainlanguage
constructs:looping, methodandfield accessesxceptionhandling,synchronizationand
I/0. We usedamicrobenchmarkackagalevelopedat Universityof California,SanDiego,
andmodifiedat University of Arizonafor the SumatraProject. Theresultsareshowvn in

4The original web site is http://www-  cse.ucsd.edu/users/wgg/JavaProf/javap rof.ht ml.
The source we used was distributed from http://www.cs.arizona.edu/sumatra/ftp/
benchmarks/Benchmark.java



200.0%

Termination in Language-based Systems . 23

Microbenchmark Performance

= 184.9%
" i
o 180.0% 167.9% 164.2% O Modified CI
© 160.0% odified Classes
3 W Modified Optimized
£140.0%
S 115.6% 113.5%
@ 120.0%
Q 99.1%
< 100.0% - 2
(7]
> 80.0% -
e}
o 60.0% -
g 40.0% -
c 14.0% 13.7% 9.2%
S 20.0% -
@ 3.0% 4.1% ,_- — 4.2%
0.0% T T T T
Empty Loop Loop Field Loop Method Exceptions Synchronization  Input/Output
Operation Invocation

Microbenchmarks

Fig. 15. Performancef rewritten microbenchmariclassfiles relative to the performancef the corresponding
original classfiles.

Application Performance

45.0%
— 42.5%
2 40.0%
8 OModified Classes
5 35.0% B Modified Optimized
£ 30.0%
8 25.3%
o 25.0% S
= 18.1% 2L.7%
0>) 20.0%
% 15.0%
= 8.2%
= 10.0%
c 6.2% 6.7% 3,00
“ -
0.0%
JavaCup Jess OoTP LinPack
Applications

Fig.16. Performancef rewrittenapplicationclasgfilesrelative totheperformancef thecorrespondingriginal

classfiles.

figure 15.

As onewould expect,loopssufferedthe worst overheadsof betweenl00%and170%.
In the transformedversionof the loop, the costof the terminationcheckis roughly the
sameasthe costof the looping constructitself, soit’s sensibleto seesucha performance
degradation.In addition,in somecasesthe addedterminationchecksmight inhibit loop
optimizations.

For othermicrobenchmarksye sav muchsmalleroverheadsTheoverheadf handling
exceptions,performing synchronizationor doing I/O operationsdominatesthe cost of
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checkingfor termination.Thelargestoverheadf thesewvas13.7%for thesynchronization
microbenchmarkThe additionaloverheadccanbe attributedto performingthetermination
checkoncefor eachiterationof theloop.

Forthel/O andexception-handlingnicrobenchmarkgshe performancdiguresaremuch
better Sincel/O and exceptionhandlingare relatively costly operationsmodifications
don't have assignificantanimpacton performance.

We obsene thatthe leaf methodoptimizationgenerallyhassomeperformanceenefit.
The loop methodinvocationmicrobenchmarlshavs the mostdramaticimprovement;the
optimizedbenchmarkhasnearlyhalf the overheadf the unoptimizedoenchmarklIn one
case,the exceptionhandlingbenchmarkthe optimizedprogramran roughly 1% slowver
than the unoptimizedprogram. Similar behaior occurredin the Linpack macrobench-
mark. The optimizedprogramsare genuinelyperformingfewer terminationchecks,but
still have longerruntimes. The culprit appeargo be Suns JIT compiler (sunwijit). When
the benchmarksarerun with the JIT disabled the optimizedprogramsare strictly faster
thanthe non-optimizedorograms.We have obsened similar deviant behaiior with Sun’s
HotSpotJIT runningon SRARC/Solarisandx86/Linux. We have sentan appropriateoug
reportto Sun.

5.2 Application benchmarks

We benchmarkdthereal-world applicationslavaCup?, Linpacke, Jes$, andJOTP. These
programswerechoserto provide sufiiciently broadinsightinto our systems performance.

JavaCupis aLALR parsergeneratofor Java, andJesds anexpertsystemshell. These
programswere chosento demonstratdiow soft terminationperformedin tasksthat are
more dependenbn I/O and computationthan on iteration. Linpackis a loop-intensve
floating-pointbenchmark.JOTP is a one-timepassverd generatomwhich usesa crypto-
graphichashfunction. Theresultsareshown in figure 16.

For theJavaCuptest,we generate@ parseffor theJava 1.1 grammar Whenrewritten, it
ran6% slower. For the Jesgest,we ranseveralof the sampleproblemsncludedwith Jess
throughthesystemandcalculatedhecumulatve runtimes.This programwhenrewritten,
ran3% slower. Both JavaCupandJessepresenapplicationsvhich do not make extensie
useof tight loops. Instead theseapplicationsspendmoreof theirtime performingl/O and
mathematicabr symboliccomputationsThe performanceesultsreflectthis.

For theJara OTP generatorwe generate@d one-timepassverd from arandomly-chosen
seedandpasswerd, using200,000iterations. Therewasa 18% increasen runtime. For
theLinpackbenchmarktherewasa 25%increasan runtime. Linpackis a loop-intensve
program,while JOTP makesextensve useof methodcalls aswell asloops. As a result,
we would expectthe overheadrom soft terminationchecksto be somavhat higherthan
for the othertwo applicationbenchmarksNotein particularthe benefitJOTP got from the
leaf methodoptimization.

Shitp://www.cs.princeton.edu/appel/modern/ja va/CUP/
Shttp://netlib2.cs.utk.edu/benchmark/linpacki ava/
"http://herzbergl.ca.sandia.gov/jess/

8hitp://www.cs.umd.edu/ harry/jotp/
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Micr obenchmarks Application Benchmarks

Microbentimark TerminationChedks Application TerminationChedks

Unoptimized| Optimized || Bendimark | Unoptimized| Optimized
EmptyLoop 10,000043 | 10,000002 || JavaCup 4,592 965 2,668 403
Loop Field 55,000257 | 55000012 || Jess 992,765 720,499
Operation
Loop Method 60,000117 | 30,000,006 || JOTP 37,400,294 | 11,200,155
Invocation
Exceptions 21,000118 | 15000008 || Linpack 1,266 960 1,214 477
Synchronization 60,000115 | 40,000008
Input/Qutput 200958 200,006

Fig. 17. Averagetotal numberof terminationchecksperformedfor eachbenchmark.

5.3 Termination check overhead

To gaugetheactualimpactof our classfile modificationswe countedthe numberof times
we checledthe terminationflag for eachbenchmark.This gave us anideaof how much
extrawork eachrewritten programwasactuallydoing. Theresultsfor all benchmarksire
listedin figure 17.

All of the microbenchmarkgerformedone terminationcheckper iteration, with few
additionaloverheacthecks.Thisis exactly asexpected.Theseresultstranslateto roughly
40,000,000 checksperformedfor every secondof runtime overheadfor all but the in-
put/outputmicrobenchmarkThis evaluatego around10 CPU cyclesfor eachcheckper
formed.

For the input/output microbenchmark,however, only around 970,000 termination
checksare performedper secondof overhead. This canbe almostentirely attributedto
the additionaloverheadof the blocking call managementode. It is importantto keepin
mind thatthe costof performingl/O far outweighsthe costof terminationchecks.

The applicationbenchmarkseflect the resultsof the microbenchmarks.OTP, which
suffered a much greaterperformancempact from the modificationsthan either Jessor
JaraCup, performedover four times as mary checksas JazaCup. While LinPack per
formedfewer checksthaneither it is amuchshorterrunningbenchmark For all of these
benchmarkstheresultstranslateto betweenl5,000,000and29,000,000checkspersec-
ondof overhead.

Theseperformancediguresseemto indicatethat for real-world applications the slow-
down will be roughly proportionalto haw muchthe applications performanceas depen-
denton tight loops. Applicationswhich have tight loopsmay experienceat worsta factor
of two slowdown and more commonly15— 25%. Applicationswithout tight loops can
expectmoremodesslovdowns,mostlik ely belov 7%. Thenumberof terminationchecks
thesystencanperformpersecondgseemsotto bealimiting factorin systenperformance.

6. SOFT TERMINATION IN PRACTICE

A numberof attacksagainstlavafocusingonresourcexhaustiorhave beenproposedMc-
Graw andFelten1999]. Severalof these€focuson flawsin Java’saccesgontrolframewnork.
For example,the standardrecipefor designingsuchattackincludessettinga threads pri-
ority to MAXPRIORITY to helpensurethe programdoesits job. Java specifiesanaccess
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control privilege for changingthreadpriority. The moreseriousBusinessAssassirapplet
relies on Java allowing unprivilegedthreadsto stop one another Our soft termination
systemdoesnottry to stoptheseattacks.

A numberof otherresourcesxhaustionattacksdo not take advantageof flaws in Java’s
security system. Theseinclude creatingthreadswhich loop infinitely, overriding the
Applet.stop() method,or catchinga ThreadDeath exceptionand recreatingthe
thread.As mentionedn sectiond.4, soft terminationsuccessfullystopssuchapplets.

7. FUTURE WORK

Now thatthereis a mechanisnfor guaranteederminationof userlevel code,the obvious
extensionis to establishpolicy for terminatingcode. We planto extendthis projectto the
realm of resourcecontrol. Terminationcould be conditionedon the exhaustionof such
systenresourceasmemory CPU, or network bandwidth.

Anotherareafor futurework is in extendingthis systemto allow for therestartof user
code. Currently ary statemaintainedby a usercodeletcanbe renderednconsistenby
anuntimelyterminationrequestSomemechanisnior rolling the codelets statebackto a
consistenstateis necessaryor the saferestartof usercodelets.To achieve this, we plan
to build a transaction-stylananageraroundmemory|[Printeziset al. 1997; Daynesand
Czajlkowski 2001].

8. CONCLUSION

While Javaandothergeneral-purposknguage-basesi/stemsiave goodsupporfor mem-
ory protection,authorization,and accesscontrols, thereis little supportfor termination.
Without termination,a systemcanbe vulnerableto denial-of-servic&eausedoy malicious
or buggycodelets.

We haveintroducedaconceptve call softtermination alongwith aformaldesignandan
implementatiorfor Java, thatallows for asynchronouandsafeterminationof misbehaing
or maliciouscodelets.Soft terminationcanbe implementedvithout makingary changes
to the underlyinglanguageor runtime system.While our implementationis for Java, the
basicdesignof soft-terminationdoesnot dependon Java, andcanbe usedwith a variety
of differentlanguages.

Our Java implementationrelies solely on class-file bytecoderewriting, making it
portableacrosslava systemsandeasierto considerapplyingto non-Jaasystemsin real-
world benchmarkspur systemshaws slovdowns of 3 —25%. This could possiblybe
furtherreducedf we could leveragea safepoint mechanismalreadyimplementedvithin
the JVM.

A larger researcharearemains: building languageruntimesthat supportthe general
process-managemesémanticof operatingsystems.Becausdanguageruntimesallow
andtake advantageof threadsandmemoryreferenceshat easily crossprotectionbound-
aries, traditional operatingsystemprocessesnay not be appropriatein this new setting.
Opportunitiesexist to designnew mechanismgo add thesesemanticgo programming
languageuntimes.
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