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Languageruntimesystemsareincreasinglybeingembeddedin systemsto supportruntimeextensibility via mo-
bile code.Suchsystemsraisea numberof concernswhenthecoderunningin suchsystemsis potentiallybuggy
or untrusted.While sophisticatedaccesscontrolshave beendesignedfor mobilecodeandareshippingaspartof
commercialsystemssuchasJava, thereis no supportfor terminatingmobilecodeshortof terminatingtheentire
languageruntime.This paperpresentsa conceptcalled“soft termination”which canbeappliedto virtually any
mobile codesystem.Soft terminationallows mobile codethreadsto be safelyterminatedwhile preservingthe
stability of the languageruntime. In addition, function bodiescanbe permanentlydisabled,thwarting attacks
predicatedon systemthreadseventuallycalling untrustedfunctions.Soft terminationguaranteesterminationby
breakingany potentialinfinite loops in mobile code. We presenta formal designfor soft terminationandan
implementationof it for Java, built usingJava bytecoderewriting, which demonstratesreasonableperformance
(3-25%slowdownsonbenchmarks).
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[Software Engineering]: General—protectionmechanisms; D.3.1[Programming Languages]: FormalDefini-
tions andTheory;D.3.2 [Programming Languages]: LanguageClassifications—Applicative(functional) lan-
guages,Java,object-orientedlanguages; D.4.6[Operating Systems]: SecurityandProtection—accesscontrols,
Invasivesoftware; F.3.1[Logics And Meaningsof Programs]: SpecifyingandVerifying andReasoningabout
Programs;F.3.2 [Logics And Meanings of Programs]: Semanticsof ProgrammingLanguages—Operational
semantics,Programanalysis
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1. INTRODUCTION

In recentyears,many have turnedto languageruntimesystemsfor enforcementof secu-
rity in runningmobilecode.Language-basedenforcementof securitywaspopularizedby
Java[Goslingetal. 1996;LindholmandYellin 1996]andtheJavaVirtual Machine(JVM),
which wereadoptedby Netscapefor its Navigator2.0browserin 1995.Java promisedan
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environmentwhereuntrustedbuggyor maliciouscode(hereaftercalleda“codelet”1) could
runsafelyinsidethewebbrowser, enhancingtheuser’swebexperiencewithout jeopardiz-
ing the user’s security. Ratherthan using kernel-basedprotection,the JVM would run
inside the sameaddressspaceas the browser, providing protectionandseparationas a
side-effectof enforcingits typesystem.A combinationof staticanddynamictypecheck-
ing would serve to prevent a maliciouscodeletfrom forging a referenceto an arbitrary
memorylocation andsubverting the system. In addition to its applicationswithin web
browsers,codeletshave alsobeentoutedfor OSkernelextensions,active networking,ex-
tensibledatabases,agent-basednegotiationsystems,andotherproblemdomains.

Thepromiseof Java maybeattractive, but a largenumberof securityflaws have been
discoveredsinceits release[Dean et al. 1997; McGraw and Felten1999]. Significant
strideshave beenmadeat understandingthe type system[Alv es-Foss1999; Stataand
Abadi 1998; DrossopoulouandEisenbach1997; Drossopoulouet al. 1998; Dean1997;
Coglio andGoldberg 2000] andprotectingthe Java systemclassesfrom beingmanipu-
latedinto violating security[Wallachet al. 1997;Wallachet al. 2000;Gong1999;Edjlali
etal.1998;ErlingssonandSchneider1999],but effortsto controlresourceexhaustionhave
laggedbehind. A simpleinfinite loop will still freezethe latestweb browsers.Themost
successfulsystemsto dateeitherrun theJVMs in separateprocessesor machines[Malkhi
etal.1998;Sireretal.1999],surrenderingany performancebenefitsfrom runningtheJVM
togetherwith its hostapplication,or createaprocess-likeabstractioninsidetheJVM [Back
et al. 2000;TullmanandLepreau1998;Hawblitzel et al. 1998;Bernadatet al. 1998;Cza-
jkowski andDayǹes2001]. Theseprocessabstractionseithercomplicatememorysharing
or make it completelyimpossible.

This paperdescribesa new languageruntime-basedmechanismcalledsoft termination.
While it is not specificto Java,soft terminationcanbedeployedon Java,andwe presenta
Java-basedimplementation.Soft terminationis intendedto beinvokedeitherby anadmin-
istratoror by asystemresourcemonitorwhichhasconcludedthatacodeletis exceedingits
allottedresourcesandmayno longerbeallowedto run. Soft terminationprovidesseman-
tics similar to theUNIX ps andkill commands,yet requiresneitherprocess-likestruc-
turesnor limits on memorysharingto preserve systemintegrity after termination. Soft
terminationguaranteesterminationby breakingany potential infinite loops in codelets.
Our designof soft terminationis definedas a code-to-codetransformation,and is thus
moreeasilyportableacrosslanguagesandimplementationsof thesamelanguage.

Soft terminationsupportstwo kindsof programtermination:safethreadterminationand
safecodeletdisabling.Safethreadterminationmustdealwith thepossibilitythatthetarget
threadis currentlyexecutingcritical systemcodethatmaynot necessarilybedesignedto
respondto an asynchronoussignal. Safecodeletdisablingmustdealwith the possibility
thatfuturethreadsmayinvoke functionsof thedisabledcodelet;thecodeletshouldnot be
ableto “hijack” thethreadandcontinueexecution.

In the following sections,we discussthe conceptof soft termination,andpresentour
implementation.Section2 discusseshow prior work hasaddressedour concerns.Sec-
tion 3 formalizesanddescribeswhatwemeanby soft termination.Section4 describesour
Java-basedimplementationof soft termination,andmentionsa numberof Java-specific

1The term“codelet” is alsousedin artificial intelligence,numericalprocessing,XML tagprocessing,andPDA
software,all with slightly differentmeanings.Whenwe say“codelet,” we refer to a smallprogrammeantto be
executedin conjunctionwith or asaninternalcomponentof a largerprogram.
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issuesthatweencountered.We presentperformancemeasurementsin section5. Section6
describessomeexperiencewith usingsoft terminationin real-world situations. Finally,
section7 discussesfutureextensionsto this project.

2. RELATED WORK

Systemssuch as Smalltalk [Goldberg and Robson1989], Pilot [Redell et al. 1980],
Cedar[Swinehartet al. 1986], Lisp Machines[Bromley 1986], andOberon[Wirth and
Gutknecht1992]have takenadvantageof language-basedmechanismsto provideOS-like
services.At leastasearly asthe BurroughsB5000[BurroughsCorporation1969] series
computers,languagebasedmechanismswerebeingusedfor securitypurposes.More re-
cently, language-basedenforcementof securityhasbeenpopularizedby Java, originally
deployedby Netscapefor its Navigator2.0browserin 1995to rununtrustedapplets.

However, thesesystemsprovide little or no supportfor resourcemanagementon the
programsthey run. A numberof projectshave beendevelopedto addressthis. A recent
SchemesystemcalledMrEd [Flatt et al. 1999] supportsthreadterminationandmanage-
mentof resourceslike openfiles but hasno way of disablingcodefrom runningin future
threads.Somesystems,suchasPLAN [Hicks etal.1998],restrictthelanguageto guarantee
thatprogramswill terminate.

In general,many languagesystemssupportinteractive debugging,which includesthe
ability to interrupta runningprogramat any point. Thiscanbeperformedwith operating-
systemservicesor by generatinginline codeto respondto anexternaldebugger. TheUNIX
ptrace(2) [SunMicrosystems1990]systemcall is anexampleof suchanoperatingsys-
temservice.Amongotherfeatures,it allowsany processto suspendanother, subjectto op-
eratingsystempermissions,andstepthroughthetargetprocessinstruction-by-instruction.
However, ptrace(2) dependsfor its functionalityontheseparationprovidedby operat-
ing systemprocesses.

Much of the recentresearchin this areahasbeenfocusedon the Java programming
language.PERC[Nilsen et al. 1998],for instance,is anextensionto Java which supports
asynchronousexceptionswhile providing a mechanismfor protectingsysteminvariantsin
critical sections.A programmermayspecifyblockswith provablelimits on their runtime
andasynchronousexceptionsaredeferredwhile executionis in oneof theseblocks.

Chanderet al. [2001] describea systemto target specificsortsof resourceexhaustion
attacksvia bytecodeinstrumentation.The generaltechniquepresentedhereis to replace
calls to sensitive methods(for instance,for settingthreadpriority or creatinga new win-
dow) with callsto customizedmethodswhichfirst verify thattheoperationis notharmful.
While suchamechanismis effective,it is veryspecific,requiringanew methodto bewrit-
tenby handfor eachpotentiallyharmfulmethod.In addition,this systemcannotprevent
resourceexhaustionwithin a usercodelet(for instance,an infinite loop), and it fails to
addresstermination.

J-Kernel[Hawblitzel et al. 1998] is a systemfor managingmultiple Java codeletsrun-
ning in the sameJVM. It is written entirely in Java, giving it the advantageof working
with multiple JVMs with minimal adjustment.It is implementedasa transformationon
Javabytecodeasclassfilesareloadedby thesystem.J-Kernelisolatesthreadsto runwithin
specificcodelets;cross-domaincallsaresupportedvia messagepassingfrom onecodelet
threadto anotheror to thesystem.By isolatingthreadsto their codelets,it becomessafe
to arbitrarilydescheduleathread.Suchasystemnecessarilyrestrictsdatasharingbetween
codelets.
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JRes[Czajkowski and von Eicken 1998] is a resourcemanagementsystemfor Java.
Bytecoderewriting is usedto instrumentmemoryallocationandobjectfinalizationin order
to maintaina detailedaccountof memoryusage.Again, terminationis mentioned,but no
specificdetailsareprovided.

J-SEAL2 [Binder 2001] is a framework, written entirely in Java, for running Java
codelets. Extendedbytecodeverification, combinedwith a limited degreeof bytecode
rewriting, is usedto ensurethatcodeletsdon’t violateprotectiondomainboundaries.The
result is that sharingamongcodeletsis restricted.Terminationis guaranteedby a byte-
codetransformerwhich effectively preventsthecodeletfrom catchinga particulartypeof
exception.

KaffeOS[Back andHsieh1999;Backet al. 2000]providesanexplicit process-like ab-
stractionfor Javacodelets.It is implementedasaheavily customizedJVM with significant
changesto theunderlyinglanguageruntimeandsystemlibraries.Codeterminationis sup-
portedin the samemannerasa traditionaloperatingsystem:usercodeletsarestrongly
separatedfrom thekernelby runningin separateheaps.Memoryreferencesacrossheaps
areheavily restricted.TheMultitaskingVirtual Machine(MVM) [Czajkowski andDayǹes
2001]alsousesJVM extensionsto supportseparationof codelets,primarily to preventthe
codeletsfrom interferingin eachother’s execution.Bernadatet al. [1998] andvanDoorn
[2000] describesimilar systemsthatcustomizea JVM in orderto supportbettermemory
accountingandsecurity. vanDoorntakesadvantageof lightweightmechanismsprovided
by anunderlyingmicro-kernel.Thesesystemsprovidea styleof terminationwe call hard
termination(seesection3.2).

3. SYSTEM DESIGN

A large spaceof possibledesignsexist for supportingterminationin languageruntimes.
Wefirst considerthenäıvesolutionsandexplain thehardproblemsraisedby their failings.
We thendiscusshow operatingsystemsperformterminationandfinally, describeour own
system.

3.1 Naı̈ve termination

One näıve solution to terminationwould be to identify undesiredthreadsand simply
remove them from the threadscheduler. This techniqueis usedby Java’s deprecated
Thread.destroy() operation2. Unfortunately, therearenumerousreasonsthiscannot
work in practice.

Critical sections A threadmay be in a critical sectionof systemcode,holding a lock,
andupdatinga systemdatastructure.Deschedulingthethreadwould eitherleave the
systemin a deadlocksituation(if the lock is not released)or leave the systemdata
structuresin anundefinedstate,potentiallybreakingsysteminvariantsanddestabiliz-
ing theentiresystem(if thelock is forcibly released).

Boundary-crossingthr eads In an object-orientedsystem,a programwishing to inspect
or manipulatean object invokesmethodson that object. Whenmemorysharingis
unrestrictedbetweenthesystemandits codeletsor amongthecodelets,thesemethod
invocationscouldallow a maliciouscodeletto “hijack” thethreadfrom its callerand

2see http://java.sun.com/products/jdk/1.2/docs/gui de/mis c/threa dPrimit ive-
Deprecation.html
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perhapsneverreleaseit. This is especiallyproblematicif thethreadin questionis per-
formingsystemfunctions,suchasfinalizingdeadobjectsprior to garbagecollection.

Blocking calls Many languageruntimesystemshave supportfor makingnative OSsys-
temcalls.A threadshouldnot bedescheduledwhile it is blocking,waiting for sucha
systemcall (e.g. anI/O call) to return.

Anothernäıve solutionis to forceanasynchronousexception,asdoneby Java’s depre-
catedThread.stop() operation.While this exceptionwill wait for blocking calls to
complete,it may still occur insidea critical sectionof systemcode. In addition,block-
ing calls could potentiallynever return, resultingin a non-terminablethread. Finally, a
workaroundis neededto preventuser-level codefrom catchingtheexception.

3.2 Hard termination

Operatingsystemslike Unix supportterminationby carefully separatingthe kernelfrom
theuserprogram.Whena processis executingin userspace,thekernelis freeto immedi-
atelydescheduleall userthreadsandreclaimtheresourcesin use.We call sucha mecha-
nisma hard terminationsystembecauseonceterminationis signaled,user-level codemay
beterminatedimmediatelywith no harmfulside-effects. Externalresources,suchasdata
files in thefile system,maybeleft in aninconsistentstateby this termination.However, in
general,theseinconsistenciesdonot threatenstability at thesystemlevel.

If the processis executing in the kernel, terminationis normally delayed;a flag is
checked when the kernel is aboutto returncontrol to the userprocess. In caseswhere
the kernel may perform an operationthat could potentially block forever (e.g., reading
from thenetwork), thekernelmayimplementadditionallogic to interruptthesystemcall.
Systemcallswhichcompletein aguaranteedfinite timeneednot checkwhethertheiruser
processhasbeenterminated,asthe kernelwill handlethe terminationsignalon the way
out.

3.3 Soft termination

Unlike a traditionaloperatingsystem,the boundarybetweenuserandsystemcodein a
languageruntimeis harderto define.While all codewithin thesystemis generallytagged
with its protectiondomain,thereis nothinganalogousto a systemcall boundarywhere
terminationsignalscan be enforced. Furthermore,becausea threadcould easily cross
from userto systemcodeandbackmany times,theremayneverbeacorrecttimeatwhich
it becomessafeto terminatea thread.

This sectionintroducesa designwe call soft terminationanddescribesthe properties
we would find desirable.We presentanimplementationof soft terminationbasedon code
rewriting for a simplified languageandprove that all programswill terminatewhensig-
naledto do so.

3.3.1 Key ideas. Soft terminationis basedon the idea that a codeletmay be instru-
mentedto checkfor a terminationconditionduringthenormalcourseof its operation.Our
goalis to performthesechecksasinfrequentlyaspossible— only enoughto ensurethata
codeletmaynot executeaninfinite loop. Furthermore,aswith theUnix kernel,we would
like theterminationof acodeletto notdisturbany systemcodeit maybeusingat thetime
it is terminated,thuspreservingsystemcorrectness.

Thesoft terminationchecksareanalogousto safepoints, whichareusedin languageen-
vironmentsto insertchecksfor implementingstackoverflow detection,preemptivemulti-
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P � Γ M
Γ � D ����� D
D � �

define
�
f x� M �

M � �
f M ��� � if0 M M M ��� � let

�
x M � M ��� � try M M �	� � thr ow �	� V � x ��

CheckTermination �
V � c 
��

f 
 x � identifiers

Fig. 1. Simplelanguageusedfor ouranalysis.

E � [] � � f E ��� � if0 E M M ��� � let
�
x E � M �	� � try E M �	��

CheckTermination ��� � thr ow ��� x
final states � V � error � � thr ow �

Fig. 2. Evaluationcontext for reductionof thesimplelanguage.

E � � f V ������ �� � E �V0 � if δ
�
f 
 V � � V0

E � �V � x� M � † if
�
define

�
f x� M ��
 Γ

error otherwise
E � � CheckTermination ������ E � 0� or E � 1� (dependingon externalconditions)

E � � if0 0 M1 M2 ������ E �M1 �
E � � if0 V M1 M2 ������ E �M2 � if V �� 0
E � � let

�
x V � M ������ E � �V � x� M � †

E � � try V M ������ E �V �
E � � try �

thr ow � M ������ E �M �
E � � f � thr ow �������� E � � thr ow ���

E � � if0
�
thr ow � M1 M2 ������ E � � thr ow ���

E � � let
�
x
�
thr ow ��� M ������ E � � thr ow ���

E � x���� error (unboundvariables)

Fig. 3. An operationalsemanticsfor our language.†Theexpansion �V � x� M indicatesthatevery instanceof
x in M shouldbe replacedwith the correspondingV, accordingto the standardrulesof lexical scope.This is
definedfor our languagein figure4.�V � x� � f M ���� �

f �V � x� M ��V � x� � if0 M1 M2 M3 ���� �
if0 �V � x� M1 �V � x� M2 �V � x� M3 ��V � x� � let

�
x M1 � M2 ���� �

let
�
x �V � x� M1 � M2 �

(the let expressionoverridesthetermbeingreplaced).�V � x� � let
�
t M1 � M2 ���� �

let
�
t �V � x� M1 ���V � x� M2 �

if t �� x (the let expressionintroducesanew term).�V � x� � try M1 M2 ���� �
try �V � x� M1 �V � x� M2 ��V � x� � thr ow ���� �
thr ow ��V � x� � CheckTermination ���� �
CheckTermination ��V � x� V ���� V ��V � x� x �� V�V � x� t �� t if t �� x

Fig. 4. Lexical scopingrulesfor expanding �V � x� M for any expressionM.
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(1)  �� �Γ M � � �  !� � Γ � �" !� �M � �
(2)  �� �D1 ����� Dn � � �  !� �D1 � �������# !� �Dn � �
(3)  �� � � define

�
f x� M ��� � � �

define
�
f x�$ �� �M � �#�

(4)  �� � � f M ��� � � �
let

�
t  !� �M � �%� ��� if0

�
CheckTermination � � f t � � thr ow ���&���

Wheretheidentifiert occursnowhereelsein theprogram.
(5)  �� � � if0 M1 M2 M3 ��� � � �

if0  �� �M1 � �" !� �M2 � �" �� �M3 � �#�
(6)  �� � � try M1 M2 ��� � � �

try  !� �M1 � �" �� �M2 � �%�
(7)  �� � � let

�
x M1 � M2 ��� � � �

let
�
x  �� �M1 � �#�' !� �M2 � �#�

(8)  �� � � thr ow ��� � � �
thr ow �

(9)  �� � � CheckTermination ��� � � �
CheckTermination �

(10)  �� �V � � � V
(11)  �� � x� � � x

Fig. 5. Thesoft terminationtransformation.

tasking,inter-processandinter-taskcommunication,barriersynchronization,garbagecol-
lection,anddebuggingfunctions.A gooddiscussionon safepointsis providedin Feeley
[1993]. In Feeley’s terminology, our implementationuses“minimal polling.”

3.3.2 Formal design.For our analysis,we begin with a simpleprogramminglanguage
having naturalnumbers,functions,conditionalexpressions,and simple exceptions(see
figure1). In our language,a programis a collectionof functiondefinitions(Γ) followed
by an expressionto be evaluated(M). An expressioncancontainfunction applications
as well as primitive operations,conditionals,and exceptions. For simplicity, functions
aredesignedto eachtake a singlenaturalnumberparameter(a numberof schemesexist
for representingmultiple naturalnumbersusing a single naturalnumber). Section4.2
discussesour handlingof therichercontrolflow availablein Java for our implementation
of soft termination.

We write the semanticsof our languageusing the samestyle as Felleisenand Hieb
[1992]. Figure2 definesE, thegrammarof evaluationcontexts for our language.An eval-
uationcontext is simply anexpressionwith a subexpressionreplacedby a “hole” ( ( ) ). The
holeactsasa placeholderin thecontext; E (M ) representsthe resultof puttingexpression
M into theholeof evaluationcontext E. Thehole is consistentlylocatedin sucha way as
to enforcea left-to-right orderof evaluation.Thereductionrulesin figure3 areappliedto
thesecontexts,definingthebehavior of thelanguage.

The semanticsfor our languagedefine three possibleending states: V, error, and
(thr ow). V representsafinal statein whichtheprogramreducesto avalue.Theerror state
indicatesthatsomeerrorcondition,suchasacall to anundefinedfunction,wasreachedin
theevaluationof theprogram.The(thr ow) stateoccurswhentheentireprogramreduces
to (thr ow); it indicatesthat the programterminatedas the resultof an uncaughtexcep-
tion. While this is similar in natureto error, it is treateddifferentlyto indicateits different
origin.

A * CheckTermination + expressionreducesto a booleanvalue (0 or 1), indicating
whether terminationfor the current codelethas beenexternally (and asynchronously)
requested.Since * CheckTermination + behaves like a terminationsignal, we model it
by assumingthat when evaluationbegins, * CheckTermination + evaluatesto 0. Once* CheckTermination + becomes1 (indicatingthat terminationhasbeenrequested),it con-
tinuesto be1 until thecodeletterminates.

The last five reductionsrequiresomeexplanation. The first four of theseallow for
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Sampleprogram:

P � �
define

�
f1 x� � if0 x 1

�
thr ow ���&��

try
�
f1
�
f1
�
f1 0�&��� � f1 0���

Γ � �
define

�
f1 x� � if0 x 1

�
thr ow ���&�

M � �
try

�
f1
�
f1
�
f1 0�&��� � f1 0���

1
�
try

�
f1
�
f1
�
f1 0� ����

f1 0��� E � � f V ���,�� E � �V � x� M �
if
�
define

�
f x� M ��
 Γ Call to auser-definedfunction.

2

�
try

�
f1
�
f1�

if0 0 1
�
thr ow ��� ����

f1 0��� E � � if0 0 M1 M2 ���,�� E �M1 � Evaluation of if0 conditional,
wherethetestis 0.

3
�
try

�
f1
�
f1 1� � � f1 0��� E � � f V ���,�� E � �V � x� M � Call to auser-definedfunction.

4

�
try

�
f1�

if0 1 1
�
thr ow ��� ��

f1 0��� E � � if0 1 M1 M2 ���,�� E �M2 � Evaluation of if0 conditional,
wherethetestis 1.

5
�
try

�
f1
�
thr ow ��� � f1 0��� E � � f � thr ow �����,�� E � � thr ow ��� Single-step reduction of�

thr ow � occurring as a
parameterto a function.

6
�
try

�
thr ow � � f1 0��� E � � try �

thr ow � M ���-�� E �M � Evaluation of try expression
catchinga

�
thr ow � .

7
�
f1 0� E � � f V ���,�� E � �V � x� M � Call to auser-definedfunction.

8
�
if0 0 1

�
thr ow ��� E � � if0 0 M1 M2 ���,�� E �M1 � Evaluation of if0 conditional,

wherethetestis 0.

9 1

Fig. 6. Thestepsin evaluatingtheprogramP. The left columnshows theactualprogramin variousstagesof
reduction.Thesubexpressionwhich will beplacedin thehole(andoperatedonby thereductionrules)is boxed.
Themiddlecolumnshows the reductionrule, aswritten in theoperationalsemanticsin figure3, thatappliesto
theprogramat this stage.Theright columndescribesthereduction.

thesingle-stepreductionof (thr ow) expressionsappearingassubexpressionsin any other
expression.When(thr ow) occursasthebodyof a let or asthesecondor third parameter
of an if0, thedefault reductionrulesalreadycorrectlyreducetheexpression,sono special
caseis needed.

Thelastreductionrule reducesa variable,whenput into theholeof theevaluationcon-
text, to error. Note that evaluationof let expressionsandfunction applicationsreplace
all boundvariableswith their values,accordingto therulesof lexical scope(seefigure4).
As a result,any attemptto evaluatea variableindicatesthat the variableis unboundand
undefined,which is anerror.

We includeadelta(δ) functionwhichmapsprimitivenamesandvalid argumentsto val-
ues.Notethatthedeltafunctionis simplyanabstractionusedto representprimitivesin this
language,andneveractuallyappearsin a program.We assumethesyntacticpropertythat
no namecollisionsoccur;that is, no functionis definedmorethanonce,andno primitive
functionis redefined.

As long as * CheckTermination + remainsconstant,this languageis deterministic.That
is, for any givenprogram,whenevaluatedmultiple times,thesequenceof reductionsap-
pliedwill alwaysbethesameandtheprogramwill alwaysterminatein thesamefinal state.
Thelanguageinheritsthis determinismfrom thepropertythatfor everysyntacticallyvalid
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program,thereis exactly onereductionin theoperationalsemanticswhich canbeapplied
to thatprogram,andthe result is anothersyntacticallyvalid program.A formal proof of
this propertyis beyondthescopeof thispaper.

Figure6 describesa step-by-stepevaluationof the sampleprogramP. This program
illustratesboththeevaluationof functions,includingthehandlingof functionparameters,
andthepropagationandcatchingof exceptions.

Steps1, 3, and7 show the applicationof a user-definedfunction. Note in steps1 and
2, theparameterof thesecondapplicationof function f1 is reducedto a valuebeforethe
applicationis reduced.Step5 showsa * thr ow + expressionsingle-steppingoutof afunction
call. Step6 shows thesame* thr ow + expressionbeingcaughtin a try expression.

In step9, thereareno morereductionrulesto be applied,so the programreturnsthe
value1.

3.3.3 Proofof ResultPreservation.Thesoftterminationtransformation,. , is described
in figure 5. Rule 4 of this transformationinsertsthe checkfor terminationbeforeevery
function application. It alsodescribeshow a function’s parameteris first evaluatedsep-
arately, andis likewise recursively transformedby . to catchany nestedfunction appli-
cations.Theothertransformationrulesdescribehow the transformationcontinuesrecur-
sively on expressions.

We first prove that, so long as * CheckTermination + is 0, evaluatingany transformed
expression./( (M ) ) always resultsin the samefinal stateasevaluatingthe corresponding
expressionM. That is, if terminationhasnot beenrequested,the transformedprogram
evaluatesto thesamefinal stateastheoriginal,untransformedprogram.We canshow this
by astructuralinductionon M, thegrammarof expressionsin our language.

In thebasecases,

Mbase 0 * thr ow +213* CheckTermination +21 V 1 x
In eachof thesecases,./( (Mbase) ) 0 Mbase, sothebehavior of theexpressionis preserved.

In theinductivecases,

Minductive 0 * if0 M M M +214* let * x M + M +213* try M M +513* f M +
where

M 0 Mbase 1 Minductive

In thefirst case,if0 expressionsaretransformedby therule:./( (�* if0 M1 M2 M3 +6) ) 0 * if0 ./( (M1 ) )$./( (M2 ) )7./( (M3 ) )�+
By the inductive hypothesis,evaluatingeachMi hasthe samefinal stateas evaluating
the corresponding./( (Mi ) ) as long as * CheckTermination + is 0. Becausethe result of
evaluatingthe if0 expressionis solelydependenton theseresults,it is alsounaffectedby. . Thecasesof let andtry expressionsproceedsimilarly.

Thefinal case,thatof functionapplications,is not sostraightforward.Accordingto the
definitionof . :./( (�* f M +8) ) 0 * let * t ./( (M ) )�+5*9* if0 * CheckTermination +�* f t +�* thr ow +9+:+9+

By the inductive hypothesisagain,evaluatingM hasthe samefinal stateasevaluating./( (M ) ) . Any erroror exceptionin M occursin ./( (M ) ) , causingthesamefinal state.In the
absenceof errorsor exceptionsthrown, M and./( (M ) ) evaluateto thesamevalueV. At this
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point, theoriginal expressionhasreducedto * f V + , while thetransformedexpressionhas
reducedto:* let * t V +5*9* if0 * CheckTermination +5* f t +�* thr ow +9+9+:+
which furtherreducesto:* if0 * CheckTermination +�* f V +5* thr ow +9+
Since * CheckTermination + is 0, thisreducesto * f V + , thesameastheoriginalexpression.

Because,for everyexpression,theX transformationdoesnotaffect theresultof evaluat-
ing theexpressionsolongas * CheckTermination + is 0, thebehavior of theentireprogram
is preserved. ;

3.3.4 Proof of Termination. Proving that a transformedprogramterminatesin a finite
numberof reductionsteps,giventhat * CheckTermination + is 1, is a straightforwardex-
ercise. We start with the grammarM of all possibleexpressionsfrom figure 1. After
transformingM by . , wecall theresultingsetof expressionsMlock; Mlock is asubsetof M.
Assuming* CheckTermination + is 1, wewish to show theprogramentersa“locked” state
whereterminationis guaranteed.

Mlock 0 * if0 * CheckTermination +�* f V +�* thr ow +,+51<* a+* if0 1 * f V +5* thr ow +=+51 * b+* CheckTermination +51 * c+* if0 Mlock Mlock Mlock +51 * d +* let * x Mlock + Mlock +21 * e+* try Mlock Mlock +51 * f +* thr ow +51 * g+
x 1 * h+
V * i +

Expressionsc–i arederiveddirectly from thedefinitionof M in figure1 above. Expres-
siona representsthefinal caseof M, functionapplications,astransformedby . . Expres-
sionb describesanintermediatestepin reducingexpressiona when * CheckTermination +
is 1.

To prove termination,we mustshow that, as long as * CheckTermination + is 1, then
Mlock is closedunderprogramstepping,andthat thesyntacticlengthof theprogramwill
bestrictly decreasing.

Closuremay be statedas follows: if M >? M @ and M A Mlock, then M @BA Mlock. By
inspection,for all possibleexpressionsin Mlock, we observe that our semanticspreserve
closure.

Thesyntacticlengthpropertymaybe statedasfollows: If * CheckTermination + is al-
ways 1, then for M C M @-A Mlock suchthat M >? M @ , we have that 1M @81�DE1M 1 . That is,
asreductionrulesareapplied,a programin Mlock getsshorter. To prove this, it suffices
to observe that all reductionsother thanfunction applicationmake the programsmaller,
andthat for anexpressionin Mlock, all functionapplicationsare“fencedout” by a call to* CheckTermination + .

Whena programis beingevaluatedand * CheckTermination + is not guaranteedto be
1, a programmay not be in Mlock. The casewherethis mattersis when terminationis
requestedjust beforeanapplication;in this case,thenext reductionstepwill betheappli-
cationitself, which may increasethe lengthof theprogram.However, this resultingstate
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mustnecessarilybein Mlock, andat thispointtheprogramlengthwill bestrictly decreasing
asreductionsareapplied. In otherwords,a transformedprogramwhich is not in Mlock is
guaranteedto enterMlock in onestep.

Sinceprogramlengthsarefinite, a programtransformedby . is guaranteedto finish in
a finite numberof steps,oncethe * CheckTermination + conditionis raised.;
3.4 Soft termination with codelet, system, and blocking code

While this little languageprovidesa significantsubsetof mostprogramminglanguages,it
likewise lacksmany interestingfeatures.Two in particularareblocking functionsanda
distinctionbetweensystemandusercode.Both of thesefeaturesrequireextensionsto the
language.Figures7 and9 introducethe syntaxandsemanticsof the extendedlanguage.
Section4.3 discussesour handlingof blocking calls in our Java implementationof soft
termination.

We first discusstheextensionsmadeto this language.We thenexaminethesoft termi-
nationtransformationasappliedto theextendedlanguage.Weshow that,oncetermination
hasbeenrequested,aprogramin this languageis guaranteedto terminate.

3.4.1 Languageextensions.Thedistinctionbetweensystemanduserfunctionsis espe-
cially relevantasa featureof mobilecode;it allowsfor thedistinctionbetweentrustedand
untrustedcode.This trustrelationshipis enforcedby restrictingtheprovidersof untrusted
codeletsto declaringfunctionscodelet. Only functionsthataredefinedaspartof therun-
time systemcanbedeclaredsystem; we assumethatsomepre-processorexiststo remove
any systemdeclarationsfrom usercode. We usethe term “systemcode” to refer to the
collectionof expressionsdeclaredin thebodiesof all functionsdeclaredsystem, andthe
term“codelet” to referto all otherexpressionsin aprogram.

Becauseof the addednumberof other function types,all of which, including those
which behave like primitive operations,are declaredexplicitly, we have chosento also
declareprimitiveoperationsexplicitly usingtheprimiti vekeyword.

Theextendedsyntaxgreatlycomplicateshow functionapplicationsareevaluated.If a
function beingappliedhasbeendeclaredprimiti ve, the applicationreducesto the value
of theδ functionappliedto thatoperation.If the function is declaredsystemor codelet,
theapplicationreducesto thebodyof thefunction.Evaluationof blocking functionappli-
cationsis describedbelow. If the function is not declaredin theprogram,theapplication
reducesto error.

3.4.1.1 Blocking functions. Blocking functionsare thosefunctionswhich are known
to block. That is, if a returnvalueis not available,suchfunctionsmay stall indefinitely
waiting for the value to becomeavailable. Blocking functionsgenerallyprovide some
serviceof the underlyingoperatingsystem,suchas I/O operations.They aregenerally
calledthroughsomeinterfaceprovidedby the operatingsystem,andtreatedin a fashion
similar to primitivesin thelanguage.As aresult,wetreattheirdefinitionandevaluationin
a mannersimilar to how wetreatprimitiveoperations.

In particular, we definea functionδ @ , similar to theδ functionusedto defineprimitives.
δ @ is anon-deterministicfunctionindicating,basedonexternalconditions,whethertheap-
plicationis definedandwhatvaluethecorrespondingblockingfunctionapplicationshould
reduceto. If theδ @ functionis undefined,this indicatesthata returnvalueis not available
for theblockingfunction.

The blocking function declarationmustnameoneadditionalfunction, which we call
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P � Γ M
Γ � D ����� D
L � system � codelet
D � �

define L
�
f x� M ��� � defineblocking

�
fblocking x� fnonblocking �	��

defineprimiti ve
�
f x���

M � �
f M ��� � if0 M M M ��� � let

�
x M � M ��� � try M M �	� � thr ow �	� V � x ��

CheckTermination �
V � c 
��F� blocks

f 
 x � identifiers

Fig. 7. An extendedlanguagefor analysis,distinguishingcodeletsfrom systemcode,andidentifying blocking
functions.

E � [] � � f E ��� � if0 E M M ��� � let
�
x E � M �	� � try E M �	��

CheckTermination ��� � thr ow ��� x
final states � V � error � � thr ow �

Fig. 8. Evaluationcontext for reductionof thisextendedlanguage.

E � � f V ������

�GGGGGGGGGGGGGGGGGGGGGGG� GGGGGGGGGGGGGGGGGGGGGGG�

E �V0 � if
�
define primiti ve

�
f x�&��
 Γ

andδ
�
f 
 V � � V0

E � �V � x� M � † if
�
define L

�
f x� M ��
 Γ

E �V1 � if
�
define blocking

�
f x� f �#�H
 Γ

(thatis, f is declaredblocking)
andδ � � f 
 V � � V1

E � � f V ��� if
�
define blocking

�
f x� f �#�H
 Γ

andδ � � f 
 V � is undefined
E �V2 � if

�
define blocking

�
f � x� f ��
 Γ

(thatis, f is declarednon-
blocking)andδ � � f � 
 V � � V2

E � blocks� if
�
define blocking

�
f � x� f ��
 Γ

andδ � � f �I
 V � is undefined
error otherwise

Thevalueof δ � � f 
 V � andwhetherit is defineddependonexternalconditions.

E � � CheckTermination ������ E � 1� or E � 0� (dependingonexternalconditions)
E � � if0 0 M1 M2 ������ E �M1 �

E � � if0 blocksM1 M2 ������ error
E � � if0 V M1 M2 ������ E �M2 � if V �� 0
 blocks
E � � let

�
x V � M ������ E � �V � x� M � †

E � � try V M ������ E �V �
E � � try �

thr ow � M ������ E �M �
E � � f � thr ow �������� E � � thr ow ���

E � � if0
�
thr ow � M1 M2 ������ E � � thr ow ���

E � � let
�
x
�
thr ow ��� M ������ E � � thr ow ���

E � x���� error (unboundvariables)

δ
�
blocks?
 v� �KJ 1 if v � blocks

0 otherwise

Fig. 9. Operationsemanticsfor the extendedlanguagedescribedin figure7. This is largely a supersetof the
semanticsof theoriginal language,describedin figure3. †As in theoriginal language,theexpansion�V � x� M
indicatesthatevery instanceof x in M shouldbe replacedwith thecorrespondingV, accordingto the standard
rulesof lexical scope.This is definedin figure4.
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(1)  2 � � Γ M � � �  2 � � Γ � �" 2 � �M � �
(2)  2 � �D1 ����� Dn � � �  2 � �D1 � �������# 2 � �Dn � �
(3a)  2 � � � definecodelet � �

define codelet
�
f x�$ 2 � �M � �%��

f x� M ��� �
(3b)  2 � � � definesystem � �

define system
�
f x�' 2 � �M � �#��

f x� M ��� �
(3c)  2 � � � defineblocking � �

define system
�
fwrapper x��

fblocking x� �
let

�
t
�
fnonblocking x�&� � if0

�
blocks? t � t

fnonblocking ��� � �
if0
�
CheckTermination � � fwrapper x� � thr ow �������&��

define blocking
�
fblocking x� fnonblocking �

Wheretheidentifiert occursnowhereelsein theprogram.

(3d)  2 � � � defineprimiti ve � �
define primiti ve

�
f x�&��

f x�&��� �
(4)  2 � � � f M ��� � �

�GGGG� GGGG�
�
let

�
t  2 � �M � �#� if

�
define codelet�

if0
�
CheckTermination � �

f x� M ��
 Γ�  2 � � f � � t � � thr ow �&���
Wheretheidentifiert occursnowhereelsein theprogram.�  2 � � f � �" 2 � �M � �#� Otherwise

(5)  2 � � f � � �
�GGGG� GGGG�

fwrapper if
�
define blocking

�
f x�

fnonblocking ��
 Γ
(causing the definition of
fwrapper via rule 3c above)

f Otherwise

(6)  2 � � � if0 M1 M2 M3 ��� � � �
if0  2 � �M1 � �" 2 � �M2 � �" 2 � �M3 � �#�

(7)  2 � � � try M1 M2 ��� � � �
try  2 � �M1 � �" 2 � �M2 � �#�

(8)  2 � � � let
�
x M1 � M2 ��� � � �

let
�
x  2 � �M1 � �#�L 2 � �M2 � �#�

(9)  2 � � � thr ow ��� � � �
thr ow �

(10)  2 � � � CheckTermination ��� � � �
CheckTermination �

(11)  2 � �V � � � V
(12)  2 � � x� � � x

Fig. 10. Thesoft terminationtransformationfor this extendedlanguage.

fnonblocking. This function is a non-blockingversionof the blocking function, which we
call fblocking. That is, whenδ @ is defined,applicationsof thesetwo functionsreduceto the
samevalue.Thebehavior of thesefunctionsonly differswhenδ @ is undefined.In thiscase,
theexpression* fnonblocking V + reducesto thevalueblocks, while theexpression* fblocking V +
reducesto itself, andwill continueto reduceto itself aslong asδ @ is undefined.Thethird
andfourth reductionrulesfor functionapplicationsdefinethebehavior for applicationsof
fblocking; thefifth andsixth rulesdefinethebehavior for applicationsof fnonblocking.

3.4.2 Descriptionof . 2 transformation.Becausewe have extendedthis language,we
mustnow extend the soft terminationtransformation.We call this new transformation,
describedin figure10, . 2, to distinguishit from the . transformationin figure5.

Rules3a through3d describethetransformationonfunctiondefinitions.Rules3aand3b
describehow the transformationcontinuesrecursively on systemand codelet function
definitions,andrule 3d saysprimitive functiondeclarationsareunmodified.Rule3c says
a wrapperfunction is createdfor every blocking function. The wrapperusesthe non-
blockingfunctiondeclaredwith eachblocking functionto simulatetheeffect of applying
theblockingfunction.

This wrapperalternatelypolls the non-blockingfunctionandchecksto seeif termina-
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Supposefor all declarationsM
definesystem

M
fsystemxN M NPO Γ

for every application
M
fcodeletV0 N and

M
fblocking V1 N in M, whereM

definecodelet
M
fcodeletxN M2 NQO ΓM

defineblocking
M
fblocking xN fnonblocking NPO Γ

thereexistsanintegerc R 0 suchthat

E S M fcodeletV0 N&TVUW c E SV X0 TPY E S M thr ow N&T
E S M fblocking V1 N&TVUW c E SV X1 TPY E S M thr ow N&T

for valuesV X0 Z V X1. Thenthereis anintegerc2 R 0 suchthat

E S M fsystemV N&T[UW c2 E SV X TPY E S M thr ow N&T
for every systemfunction fsystem, for somevalueV X .

Fig. 11. Thesafetypropertyof systemcode.

tion hasbeenindicated. Whenthe non-blockingfunction applicationreducesto a value
other thanblocks, the wrapperfunction applicationreducesto this value. If termination
is ever indicated,the wrapperthrows an exception. Otherwise,the wrapperfunction is
recursively applied,andtheprocessrepeats.We usetheidentifier fwrapper to refer to such
a wrapperfunctiongeneratedfor someblockingfunction fblocking. Notethatdifferentpro-
gramminglanguageschoosedifferentabstractionsfor managingblocking I/O primitives.
In section4.3,we show how this worksin Java.

Rule 4 describeshow function applicationsarehandledfor . 2. If the function being
appliedis acodeletfunction,theterminationcheckis addedat thecall siteto thefunction,
just asin the . transformation.If it is a systemfunction,however, no terminationchecks
areadded.Adding terminationcheckson applicationsof systemfunctionsmaycausean
unexpected* thr ow + to beevaluatedin acritical sectionof a systemfunction,asdescribed
in section3.1. Recallfrom section3.2thatUNIX treatscallsto systemcodesimilarly.

Notethatwheretheoriginalsystemfunctionmadeanup-callto a codelet,the . 2 trans-
formationmaycauseanexceptionto bethrown at thecall site.Systemcodeis responsible
for catchingthisexceptionandproceedingappropriately. Becauseexceptionsarealreadya
valid resultof applyingcodeletfunctions,systemcodemustalreadybepreparedto handle
this case.As a result,thisaddsno new constraintsonsystemcode.

Rule5 describeshow applicationsof blockingfunctionsarereplacedwith applications
of the correspondingnon-blockingwrapperfunction. This guaranteesthat no blocking
function is ever appliedin the transformedprogram,simplifying the terminationproof.
The remainderof the rulesdescribehow the transformationcontinuesrecursively on ex-
pressions.

3.4.3 Safetyproperty of systemcode. For this extendedlanguage,we wish to prove
that a programtransformedby . 2 terminatesin a finite numberof steps,given that* CheckTermination + is 1. This is complicatedby the fact thatsystemfunctionsarenot
guaranteedto terminate,evenafter theprogramhasbeentransformedby . 2. As a result,
we mustassumesomesafetypropertyof systemcodein orderto provetermination.

Theintuition behindthissafetypropertyis thatif theprogramdivergesor reachesafixed
point, it is not thefault of systemcode.A programdivergeswhen,asreductionrulesare
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applied,thelengthof theprogramgrowswithout bound.A programreachesa fixedpoint
when,asreductionrulesareapplied,theresultis thesameprogram.Thepropertyis stated
formally in figure11.

Thesafetypropertystatesthat,if everycodeletandblocking functionapplicationin any
systemfunction reducesto a valueor to * thr ow + in a finite numberof steps,thenevery
systemfunctionreducesto avalueor to * thr ow + in afinite numberof steps.Thisproperty
appliesto systemfunctionsin theoriginal program,beforetransformationby . 2. It does
not comeautomatically, but we assumethe authorsof systemfunctionsguaranteeit for
their code.Recallfrom section3.4.1thatuntrustedfunctionsareneverdeclaredsystem.

By this property, systemcode will always terminateunlessit appliesa codelet or
blocking functionwhich eitherdivergesor reachesa fixedpoint. As a result,systemcode
actingalonewill alwaysreturnin finite time,andis neverat fault if asystemfunctionfails
to return.

3.4.4 Proof of termination. In order to prove termination,we startwith the grammar
M of all possibleexpressionsfrom figure 7. After transformingM by . 2, we call the
resultingsetof expressionsMlock2 to distinguishfrom Mlock definedin section3.3.4; like
Mlock, Mlock2 is a subsetof M. Assuming * CheckTermination + is 1, we wish to show the
programentersa “locked” state,whereterminationis guaranteed.

Mlock2 0 * if0 * CheckTermination + if * define codelet * f x+ M +\A Γ * a+* f V +5* thr ow +=+51* if0 1 * f V +�* thr ow +,+21 if * define codelet * f x+ M +\A Γ * b+* fnonblocking V +21 if * define blocking * fblocking x+]* c+
fnonblocking+\A Γ* f V +51 if * define primiti ve * f x+9+^A Γ * d +* f V +51 if * define system * f x+ M +\A Γ * e+* CheckTermination +51 * f +* if0 Mlock2 Mlock2 Mlock2 +51 * g+* let * x Mlock2 + Mlock2 +51 * h+* try Mlock2 Mlock2 +21 * i +* thr ow +21 * j +

x 1 * k+
V * l +

To provetermination,wemustshow that,aslongas * CheckTermination + is 1, Mlock2 is
closedunderprogramsteppingandthat thesyntacticlengthof theprogramis decreasing.
Closureis definedin detail in section3.3.2.By inspection,for all possibleexpressionsin
Mlock2, we observethatoursemanticspreserveclosure.

Thesyntacticlengthpropertymaybe statedasfollows: If * CheckTermination + is al-
ways1, thenfor any M A Mlock2, thereis someinteger c _ 0 andM @`A Mlock2 suchthat
M >? c M @ and 1M @ 1aDb1M 1 . Thatis, for any programin Mlock2, afterc reductionsteps,it will
havegottensmaller. Sinceprogramsarefinite length,aprogramwith thesepropertieswill
terminatein afinite numberof steps.

Basedon the operationalsemantics,the reductionsof expressionsf –l all make a pro-
gram strictly smaller. Likewise, applicationsof primitive operationsand non-blocking
functions(which is to say, expressionsc andd) reduceto valuesin onestep. Note that
applicationsof blockingfunctionsmaynever reduceto a value;however, the . 2 transfor-
mationremovesall suchapplicationsfrom theprogram.
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Expressions a and b are applications of codelet functions fenced by* CheckTermination + checks. Since * CheckTermination + is 1, these expressions
reduceto * thr ow + . Note that if a programis beingevaluatedand * CheckTermination +
is not guaranteedto be1, a programmaynot bein Mlock2. Thecasewherethis mattersis
whenterminationis requestedjust beforea codeletfunctionapplication;in this case,the
next steptakenwill betheapplicationitself, whichwill increasethelengthof theprogram.
However, this resultingstatemustnecessarilybe in Mlock2. In otherwords,a transformed
programwhich is not in Mlock2 is guaranteedto enterMlock2 in onestep.

Thefinal caseis expressione, applicationsof systemfunctions. This expressionmust
be consideredin two cases.The first caseis if the function beingappliedis a blocking
wrapperfunction, fwrapper (that is, functionscreatedby the . 2 transformationappliedto a
blocking functiondeclaration).Theresultingexpressionis in Mlock2, andall applications
of systemfunctionsfrom within fwrapper arefencedby a terminationcheck. As a result,
aslong as * CheckTermination + is 1, applicationsof fwrapper reduceto a valuein finitely
many steps.

To addressthe secondcase,of any otherfunctionsdeclaredsystembeingapplied,we
recall the safetypropertyin section3.4.3. This statesthat if, at every point whereany
systemfunctionappliesacodeletor blocking function,thatapplicationreducesin finitely
many steps,thentheapplicationof everysystemfunctionreducesin finitely many steps.

By the . 2 transformation,wherever an applicationof the original systemfunction re-
duces * fcodelet V + , for somecodelet function fcodelet, the transformedfunction reduces* if0 * CheckTermination +^* fcodeletV +�* thr ow +9+ . Wherevertheoriginalsystemfunctionre-
duces* fblocking V + for someblocking function fblocking, the transformedfunctionreduces* fwrapperV + , where fwrapper is thewrapperfunctionwhichcorrespondsto fblocking.

We’vealreadyshown that,aslongas * CheckTermination + is 1, for everywrapperfunc-
tion fwrapper, for somec _ 0,

E (�* fwrapperV +8)�>? c E (V0 )B1 E (�* thr ow +6)
for somevalueV0. Likewisewe canseethat,aslong as * CheckTermination + is 1

E (�* if0 * CheckTermination +dc:c9c^* thr ow +:+8)�>? c E (�* thr ow +6)
As a result,wherever theoriginal systemfunctionappliedeithera codeletor a blocking
function,theexpressionto which . 2 transformsthisapplicationreducesin afinite number
of steps. By applying the safetyproperty, we can concludethat an applicationof any
systemfunctionreducesto avaluein afinite numberof steps,andall expressionsin ehave
thesyntacticlengthproperty.

So as long as * CheckTermination + is 1, every expressionin Mlock2 reducesto some
smallerexpressionin a finite numberof steps. Sinceprogramlengthsarefinite, a pro-
gramtransformedby . 2 is guaranteedto terminatein a finite numberof steps,oncethe* CheckTermination + conditionis raised,giventhesafetyconstraintonsystemcodestated
in section3.4.3. ;
4. JAVA IMPLEMENTATION

In an effort to understandthe practicalissuesinvolved with soft termination,we imple-
mentedit for Java asa transformationon Java bytecodes.Our implementationrelieson a
numberof Java-specificfeatures.We alsoaddressa numberof Java-specificquirkswhich



Termination in Language-based Systems � 17

wewouldnotexpectto exist in otherlanguagesystems.Examplesshowing how thetrans-
formationsasimplementedalterJavasourcelanguageareshown in figures12,13,and14.
While the transformationsactuallyoperateon Java bytecode,thereis a direct mapping
from the targetedbytecodesto the correspondingJava sourcerepresentation,andusing
Java sourcelanguageis clearer.

4.1 Termination check insertion

Java compilersnormallyoutputJava bytecode.Every Java sourcefile is translatedto one
or moreclassfiles, later loadeddynamicallyby theJVM astheclassesarereferencedby
a runningprogram.JVMsknow how to loadclassfiles directly from thediskor indirectly
through“class loaders,” invoked aspart of Java’s dynamiclinking mechanism.A class
loader, amongotherthings,embodiesJava’snotionof anamespace.Everyclassis tagged
with theclassloaderthatinstalledit, suchthata classwith unresolvedreferencesis linked
againstother classesfrom the samesource. A classloaderprovides an ideal location
to rewrite Java bytecode,implementingthe soft terminationtransformation. A codelet
appearsin Javaasasetof classesloadedby thesameclassloader. Systemcodeis naturally
loadedby adifferentclassloaderthancodelets,allowing usto simplify theimplementation
by applyingdifferenttransformationsto codeletsandsystemcode.

Our implementationusestheCFParse3 andJOIE[Cohenet al. 1998]packages,which
provide interfacesfor parsingandmanipulatingJava classfiles.

Thebasicstructureof ourbytecodemodificationis exactlyasdescribedin section3.3.2.
A staticbooleanfield, initially setto false,is addedto every Java class.TheCheckTermi-
nationoperation,implementedin-line, testsif this field is true,andif so, calls a handler
methodthatdecideswhetherto throw an exception. As an extensionto the semanticsof
figure10,weallow threadsandthreadgroupsto beterminatedaswell asspecificcodelets,
regardlessof the runningthread.The terminationhandler, wheninvoked,looks its caller
andcurrentthreadup in a list of known terminationtargets.Notethat,if thebooleanfield
is setto false,theruntimeoverheadis only thecostof loadingandcheckingthevalue,and
thenbranchingforwardto theremainderof themethodbody.

Figure 12 shows the how the soft terminationtransformwould be appliedto a Java
methoddeclaration.

4.2 Control flow

Java hasa muchricher control flow thanthe little languageintroducedearlier. First and
foremost,Java bytecodehasa general-purposebranchinstruction.We do nothingspecial
for forwardbranches,but we treatbackwardbranchesasif they weremethodinvocations
and perform the appropriatecodetransformation. An additionalspecialcasewe must
handleis a branchinstructionwhich targetsitself. The effect of transforminga method
with loopsis shown in figure13.

Javabytecodealsosupportsmany constructionsthathavenoequivalentJavasourcecode
representation.In particular, it is possibleto arrangefor thecatch portionof anexception
handlerto beequalto thetry portion.Thatmeansanexceptionhandlercanbedefinedto
handleits ownexceptions.Suchaconstructionallowsfor infinite loopswithoutany method
invocationor backwardbranching.While suchcodeshouldmostlikely berejectedby the
Java bytecodeverifier, asit is not allowedin theJVM specification[Lindholm andYellin

3http://www.alphaworks.ibm.com/tech/cfparse
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void foo() e
�����f

void foo() e
if (termination signal) e

termination handler();f�����f
Fig. 12. Thesoft terminationtransformationappliedto any functiondefinition.Seesection4.1for adescription
of this transformation.Thisexampletakesinto accounttheoptimizationsdiscussedin section4.5.

void foo() e
�����
while ( ����� ) e�����
f�����f

void foo() e
if (termination signal) e

termination handler();f�����
while ( ����� ) e�����

if (termination signal) e
termination handler();ff�����f

Fig. 13. The soft terminationtransformationapplied to any loop. Seesection4.2 for a descriptionof this
transformation.

void foo() e
�����
blocking bar( ����� );�����f

void foo() e
if (termination signal) e

termination handler();f�����
blocking wrapper bar( ����� );�����f

����� blocking wrapper bar( ����� ) e
register blocking( // Uses stack inspection

Thread.currentThread());����� tmp = blocking bar();
unregister blocking(

Thread.currentThread());
return tmp;f

Fig. 14. Thesoft terminationtransformationappliedto a blockingcall. This figure includesanoutlinefor the
definitionof theblockingcall wrapperfunction.Thesignatureof functionblocking wrapper bar() is the
sameasthatfor functionblocking bar() . Seesection4.3for adescriptionof this transformation.
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1996], the bytecodeverifier currently treatssuchconstructionsasvalid. We specifically
checkfor andrejectprogramswith overlappingtry andcatch blocks.

Lastly, Java bytecodesupportsa notion of subroutineswithin a Java methodusingthe
jsr andret instructions.jsr pushesa returnaddresson thestack,andret consumes
this addressbeforereturning.TheJava bytecodeverifier imposesa numberof restrictions
on how theseinstructionsmay be used. In particular, a returnaddressis an opaquetype
which maybeconsumedat mostonce.Theverifier’s intent is to ensurethattheseinstruc-
tionsmaybeusedonly to createsubroutines,not general-purposebranching.As such,we
instrumentjsr instructionsthesameway we would instrumenta methodinvocationand
we donothingfor ret instructions.

4.3 Blocking calls

To addressblocking calls, we wish to follow the . 2 transformationoutlined in sec-
tion 3.4.2. Luckily, all blocking methodcalls in the Java systemlibrariesarenative
methods(implementedin C) andcanbeeasilyenumeratedandstudiedby examiningthe
sourcecodeof theJava classlibraries.

While using a polling model for terminating blocking calls simplifies analysis, it
is not a very practical implementation. This is becauseof the processingtime re-
quiredfor polling. However, Java providesa mechanismfor interruptingblocking calls,
Thread.interrupt() . If a threadhascalledablockingfunctionandis blocking,this
method,whencalledon thethread,causestheblockingmethodto throw a java.lang.
InterruptedException or java.io.InterruptedIOException exception.

As in the . 2 transformationdescribedin section3.4.2,we still wrapblockingfunction
calls;andlike . 2, thewrapperreturnsif eitherdatais returnedor terminationis signalled.
However, insteadof polling anon-blockingfunction,thewrapperusestheinterruptionsup-
port alreadyinsidetheJVM. Whenterminationis requestedfor a codelet,if acorrespond-
ing threadis in ablockingcall, thatthreadis interruptedwith Thread.interrupt() .

To accomplishthis,wemusttrackwhich threadsarecurrentlyblockingandthecodelets
on behalfof which they areblocking. The wrapperfunctionsnow get the currentthread
andsave it in a global table for later reference.In order to learn the codeleton whose
behalfwe areaboutto block, we take advantageof the stackinspectionprimitivesbuilt
into modernJava systems[Wallachet al. 2000;Gong1999].

Stack inspection provides two primitives that we use: java.security.
AccessController.doPrivileged() andgetContext() . getContext()
returnsanarrayof ProtectionDomain sthatmapone-to-onewith codelets.ThePro-
tectionDomain identitiesarethensavedalongsidethecurrentthreadbeforetheblock-
ing call is performed.

Whenwe wish to terminatea codelet,we look up whetherit is currentlyin a blocking
functioncall, andif so,we interruptthecorrespondingthread.

Taking advantageof anotherpropertyof Java stackinspection,we candistinguishbe-
tweenblockingcallsbeingperformedonbehalfof systemcodeandthosebeingperformed
indirectly by a codelet.We do not want to interrupta blockingcall if systemcodeis de-
pendingon its resultandsystemstatecouldbecomecorruptedif thecall wereinterrupted.
On theotherhand,we havenoprobleminterruptingablockingcall if only acodeletis de-
pendingon its result.Java systemcodealreadyusesdoPrivileged() to markregions
of privilegedsystemcodeandgetContext() to getdynamictracesfor makingaccess
control checks.Theseregionsareexactly the sameregionswherepreservingsystemin-
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tegrity uponterminationis important;if systemcodeis usingits own securityprivileges,it
wantstheoperationto succeedregardlessof its caller’s privileges.Thus,we overloadthe
semanticsof theseexistingsecurityprimitivesto includewhetherblockingcallsshouldbe
interrupted.

Theeffectof this transformationon Javasourceis shown in figure14.

4.4 Invoking termination

Our systemsupportsthreekindsof termination:terminationof individual threads,termi-
nationof threadgroups,andterminationof codelets.

To terminatea threador threadgroup,we mustmapthe threadswe wish to terminate
to the setof codeletspotentially runningthosethreadsandset the terminationsignalon
all classesbelongingto the target codelet. Furthermore,we mustcheckif any of these
threadsarecurrentlyblockingandinterruptthem(seesection4.3).At thispoint,thethread
requestingterminationperformsaThread.join() onthetargetthread(s),waitinguntil
they completeexecution.Onceall target threadshave completed,the terminationsignals
areclearedandexecutionreturnsto normal.

If multiple threadsareexecutingconcurrentlyover thesamesetof classesandonly one
is terminated,the terminationhandlerwill be invoked for threadsnot targeted,only to
returnshortly thereafter. Thesethreadswill experiencedegradedperformancewhile the
targetthreadis still running.

In thecasewherewewishto terminateaspecificcodelet,disablingall its classesforever,
we simply settheterminationsignalon all classesin thecodeletandimmediatelyreturn.
Any codethat invokesa methodon a disabledclasswill receive an exceptionindicating
theclasshasbeenterminated.

Oncea codelethasbeensignalledto terminate,if a codelet’s threadis executingin a
systemclassat thetime,executioncontinuesuntil thethreadreturnsto a userclass.If the
codeletis currentlymakinga blockingcall, thecall is interruptedandthethreadresumes
execution.Oncethethreadhasresumedexecutingin theuser’sclass,it becomessubjectto
thesoft terminationsystem.

For all codeletthreadswhichareexecutingwithin thecodelet,if they try to call amethod
within thecodelet,themethodfails with anexception. If they try to performa backward
branch,the soft terminationcodewill throw an exception. In all cases,eachthreadof
control unwinds,preventingthe codeletfrom performingany meaningfulwork. Finally,
if any othercodeletor the systemmakesa call into this codelet,it will fail immediately,
preventingthecodeletfrom hijackingthecallerthreadfor thecodelet’sown use.As shown
in section3.4.4,thecodeletis guaranteedto terminate.

Note that terminationrequestscanbe handledconcurrently. A potentialfor deadlock
occurswhena threadrequestsits own termination,or whenacycleof threadsrequesteach
others’termination.Whena useris manuallyterminatingthreadsor codelets,this would
notbeanissue.However, careshouldbetakento preventuntrustedcodeletsfrom invoking
theterminationoperations.For this reason,theseoperationsareprotectedusingthesame
securitymechanismsasotherJava privilegedcalls.

4.5 Optimizations

If a Java methodcontainsa largenumberof methodinvocations,thetransformedmethod
may be significantly larger thanthe original, potentiallycausingperformanceproblems.
To addressthis concern,we observe that we get similar semanticsby moving the soft
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terminationcheckfrom the call sitesto the entry pointsof methods.Every function that
we performeda terminationcheckbeforecalling now insteadbegins with a termination
check,sotheresultingprogramwill behavethesame.Theeffectof transforming,with this
optimization,any Java functionis shown in figure12.

Additionally, we implementedan optimizationto staticallydetermineif a methodhas
no outgoingmethodcalls (i.e. is a leaf method). For leaf methods,a terminationcheck
at the beginning of the methodis unnecessary. If the methodhasloops, they will have
their own terminationchecks. If not, the methodis guaranteedto completein a finite
time. Regardless,removing theinitial terminationcheckfrom leaf methodspreservesthe
semanticsof soft terminationand shouldoffer a significantperformanceimprovement,
particularlyfor shortmethodssuchas“getter” and“setter”methods.

A moreaggressive optimization,which we have not yet performed,would bean inter-
proceduralanalysisof statically terminatingmethods.A methodwhich only calls other
terminatingmethodsandhasno backwardbrancheswill alwaysterminate.Likewise,we
have not attemptedto distinguishloopsthatcanbestaticallydeterminedto terminatein a
finite time (i.e., loopsthatcanbecompletelyunrolled).Suchanalysescouldoffer signifi-
cantperformancebenefitsto aproductionimplementationof soft termination.

4.6 Synchronization

A particularlytricky aspectof supportingsoft terminationin a Java systemis supporting
Java’ssynchronizationprimitives.

The Java languageandvirtual machinespecificationsarenot clearon how the system
behaveswhenadeadlockis encountered[Goslinget al. 1996;LindholmandYellin 1996].
With Sun’s JDK 1.2, the only way to recover from a deadlockis to terminatethe JVM.
Obviously, this is anunsatisfactorysolution. Ideally, we would like to seea modification
to theJVM wherelockingprimitivessuchasthemonitorenter bytecodeareinterrupt-
ible, like otherblocking calls in Java. We could thenapply standarddeadlockdetection
techniquesandchoosethethreadsto interrupt.

Additionally, it is possibleto constructJavaclasseswherethethemonitorenter and
monitorexit bytecodes,which acquireandreleasesystemlocks,respectively, arenot
properlybalanced.Despitethe fact that thereexist no equivalentJava sourceprograms,
currentJVM bytecodeverifiersacceptsuchprograms.This makesit possiblefor a mali-
ciousprogramto acquireaseriesof locksandterminatewithout thoselocksbeingreleased
until theJVM terminates.

Our currentsystemmakesno attemptto addresstheseissues.

4.7 Thread scheduling

Our work fundamentallyassumestheJava threadsystemis preemptive. This wasnot the
casein many early Java implementations.Without a preemptive scheduler, a malicious
codeletcouldenteraninfinite loop andno otherthreadwould have theopportunityto run
andrequesttheterminationof themaliciousthread.Thiswoulddefeatsoft termination.

4.8 System code safety

Our work also assumesthat all systemmethodsthat may be invoked by a codeletwill
either return in a finite time or will reacha blocking native methodcall which can be
interrupted.This propertyof systemcodeis statedandjustified in section3.4.3. It may
be possibleto constructan input to systemcodethatwill causethe systemcodeitself to
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haveaninfinite loop. Addressingthisconcernwould requirea lengthyauditof thesystem
codeto guaranteethereexist nopossibleinputsto systemfunctionsthatmaycauseinfinite
loops.

4.9 Memory consistency models

TheJava languagedefinesa relaxedconsistency modelwhereupdatesneednot be prop-
agatedwithout the useof locking primitives. In our currentprototype,we useno syn-
chronizationprimitiveswhenaccessingtheterminationflag. Sinceexternalupdatesto the
terminationsignalcouldpotentiallybe ignoredby the runningmethod,this could defeat
thesoft terminationsystem.

Instead,we take advantageof Java’s volatile modifier. This modifier is provided
to guaranteethat changesmustbe propagatedimmediately[Goslinget al. 1996]. On the
benchmarkplatform we used,the performanceimpact of using volatile versusnot
using it is negligible. However, on otherplatforms,especiallymultiprocessingsystems,
this maynot bethecase.

4.10 Defensive security

Our prototypeimplementationmakesno attemptto protectitself from bytecodedesigned
specifically to attackthe terminationsystem(e.g., settingthe terminationflag to false,
eitherdirectly or throughJava’s reflectioninterface).Suchprotectioncouldbeaddedasa
verificationstepbeforethebytecoderewriting.

5. PERFORMANCE

We measuredthe performanceof our soft terminationsystemusing Sun Microsystems
Ultra 10 workstations(440 MHz UltraSPARC II CPUswith 128 MB memory, running
Solaris2.6),andSun’sJava2, version1.2.1build 4, whichincludesajust-in-timecompiler
(JIT).A JIT compilestheJavabytecodesto nativemachinecodeatruntime,eliminatingthe
overheadof interpretingJavacode.Ourbenchmarkswerecompiledwith thecorresponding
versionof javac with optimizationturnedon.

We usedtwo classesof benchmarkprograms:microbenchmarksthat testthe impactof
soft terminationon variousJava languageconstructs(andalsomeasuringworstcaseper-
formance),andmacrobenchmarkswhich representa numberof real-world applications.
We measuredtheperformanceof thesesystemsin threeconfigurations:their original un-
modifiedstate,their stateafter beingrewritten, andtheir stateafter beingrewritten with
theleaf methodoptimizationdiscussedin section4.5. Generally, whenwe discussresults
in thissection,wereferto theoptimizednumbersbecausethesereflecttheperformanceof
a productionsoft terminationsystem.

5.1 Microbenchmarks

Wefirstmeasuredaseriesof microbenchmarksto stress-testtheJVM with certainlanguage
constructs:looping,methodandfield accesses,exceptionhandling,synchronization,and
I/O. WeusedamicrobenchmarkpackagedevelopedatUniversityof California,SanDiego,
andmodifiedat Universityof Arizonafor theSumatraProject4. Theresultsareshown in

4The original web site is http://www- cse.ucsd.edu/users/wgg/JavaProf/javap rof.ht ml .
The source we used was distributed from http://www.cs.arizona.edu/sumatra/ftp/
benchmarks/Benchmark.java
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figure15.
As onewould expect,loopssufferedtheworstoverheads,of between100%and170%.

In the transformedversionof the loop, the costof the terminationcheckis roughly the
sameasthecostof theloopingconstructitself, so it’s sensibleto seesucha performance
degradation.In addition,in somecases,the addedterminationchecksmight inhibit loop
optimizations.

For othermicrobenchmarks,wesaw muchsmalleroverheads.Theoverheadof handling
exceptions,performingsynchronization,or doing I/O operationsdominatesthe cost of
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checkingfor termination.Thelargestoverheadof thesewas13c 7%for thesynchronization
microbenchmark.Theadditionaloverheadcanbeattributedto performingthetermination
checkoncefor eachiterationof theloop.

For theI/O andexception-handlingmicrobenchmarks,theperformancefiguresaremuch
better. SinceI/O andexceptionhandlingare relatively costly operations,modifications
don’t haveassignificantanimpactonperformance.

We observe that the leaf methodoptimizationgenerallyhassomeperformancebenefit.
Theloop methodinvocationmicrobenchmarkshows themostdramaticimprovement;the
optimizedbenchmarkhasnearlyhalf theoverheadof theunoptimizedbenchmark.In one
case,the exceptionhandlingbenchmark,the optimizedprogramran roughly 1% slower
than the unoptimizedprogram. Similar behavior occurredin the Linpack macrobench-
mark. The optimizedprogramsaregenuinelyperformingfewer terminationchecks,but
still have longerruntimes.Theculprit appearsto beSun’s JIT compiler(sunwjit). When
the benchmarksarerun with the JIT disabled,the optimizedprogramsarestrictly faster
thanthenon-optimizedprograms.We have observedsimilar deviant behavior with Sun’s
HotSpotJIT runningon SPARC/Solarisandx86/Linux. We have sentanappropriatebug
reportto Sun.

5.2 Application benchmarks

Webenchmarkedthereal-world applicationsJavaCup5, Linpack6, Jess7, andJOTP8. These
programswerechosento providesufficiently broadinsightinto oursystem’sperformance.

JavaCupis a LALR parser-generatorfor Java,andJessis anexpertsystemshell. These
programswerechosento demonstratehow soft terminationperformedin tasksthat are
more dependenton I/O andcomputationthanon iteration. Linpack is a loop-intensive
floating-pointbenchmark.JOTP is a one-timepassword generatorwhich usesa crypto-
graphichashfunction.Theresultsareshown in figure16.

For theJavaCuptest,wegeneratedaparserfor theJava1.1grammar. Whenrewritten,it
ran6%slower. For theJesstest,weranseveralof thesampleproblemsincludedwith Jess
throughthesystem,andcalculatedthecumulativeruntimes.Thisprogram,whenrewritten,
ran3%slower. BothJavaCupandJessrepresentapplicationswhichdonotmakeextensive
useof tight loops.Instead,theseapplicationsspendmoreof their timeperformingI/O and
mathematicalor symboliccomputations.Theperformanceresultsreflectthis.

For theJavaOTPgenerator, wegeneratedaone-timepasswordfrom arandomly-chosen
seedandpassword, using200,000iterations.Therewasa 18% increasein runtime. For
theLinpackbenchmark,therewasa 25%increasein runtime.Linpackis a loop-intensive
program,while JOTP makesextensive useof methodcalls aswell asloops. As a result,
we would expectthe overheadfrom soft terminationchecksto be somewhat higherthan
for theothertwo applicationbenchmarks.Notein particularthebenefitJOTPgot from the
leafmethodoptimization.

5http://www.cs.princeton.edu/˜appel/modern/ja va/CUP/
6http://netlib2.cs.utk.edu/benchmark/linpackj ava/
7http://herzberg1.ca.sandia.gov/jess/
8http://www.cs.umd.edu/˜harry/jotp/
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Micr obenchmarks Application Benchmarks
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Synchronization 60
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 008

Input/Output 200
 958 200
 006

Fig. 17. Averagetotal numberof terminationchecksperformedfor eachbenchmark.

5.3 Termination check overhead

To gaugetheactualimpactof ourclassfile modifications,wecountedthenumberof times
we checkedthe terminationflag for eachbenchmark.This gave usan ideaof how much
extra work eachrewrittenprogramwasactuallydoing. Theresultsfor all benchmarksare
listedin figure17.

All of the microbenchmarksperformedone terminationcheckper iteration,with few
additionaloverheadchecks.This is exactly asexpected.Theseresultstranslateto roughly
40C 000C 000 checksperformedfor every secondof runtime overheadfor all but the in-
put/outputmicrobenchmark.This evaluatesto around10 CPUcyclesfor eachcheckper-
formed.

For the input/output microbenchmark,however, only around 970C 000 termination
checksareperformedper secondof overhead.This canbe almostentirely attributedto
theadditionaloverheadof theblockingcall managementcode. It is importantto keepin
mind thatthecostof performingI/O faroutweighsthecostof terminationchecks.

The applicationbenchmarksreflect the resultsof the microbenchmarks.OTP, which
suffered a much greaterperformanceimpact from the modificationsthan either Jessor
JavaCup,performedover four times as many checksas JavaCup. While LinPack per-
formedfewer checksthaneither, it is a muchshorter-runningbenchmark.For all of these
benchmarks,theresultstranslateto between15C 000C 000and29C 000C 000checkspersec-
ondof overhead.

Theseperformancefiguresseemto indicatethat for real-world applications,the slow-
down will be roughly proportionalto how muchthe application’s performanceis depen-
denton tight loops.Applicationswhich have tight loopsmayexperienceat worsta factor
of two slowdown andmorecommonly15 s 25%. Applicationswithout tight loopscan
expectmoremodestslowdowns,mostlikely below 7%. Thenumberof terminationchecks
thesystemcanperformpersecondseemsnotto bealimiting factorin systemperformance.

6. SOFT TERMINATION IN PRACTICE

A numberof attacksagainstJavafocusingonresourceexhaustionhavebeenproposed[Mc-
Graw andFelten1999].Severalof thesefocusonflawsin Java’saccesscontrolframework.
For example,thestandardrecipefor designingsuchattackincludessettinga thread’s pri-
ority to MAXPRIORITY to helpensuretheprogramdoesits job. Java specifiesanaccess
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controlprivilegefor changingthreadpriority. ThemoreseriousBusinessAssassinapplet
relies on Java allowing unprivileged threadsto stop one another. Our soft termination
systemdoesnot try to stoptheseattacks.

A numberof otherresourceexhaustionattacksdo not take advantageof flaws in Java’s
security system. Theseinclude creatingthreadswhich loop infinitely, overriding the
Applet.stop() method,or catchinga ThreadDeath exceptionandrecreatingthe
thread.As mentionedin section4.4,soft terminationsuccessfullystopssuchapplets.

7. FUTURE WORK

Now thatthereis a mechanismfor guaranteedterminationof user-level code,theobvious
extensionis to establishpolicy for terminatingcode.We planto extendthis projectto the
realmof resourcecontrol. Terminationcould be conditionedon the exhaustionof such
systemresourcesasmemory, CPU,or network bandwidth.

Anotherareafor futurework is in extendingthis systemto allow for therestartof user
code. Currently, any statemaintainedby a usercodeletcanbe renderedinconsistentby
anuntimelyterminationrequest.Somemechanismfor rolling thecodelet’sstatebackto a
consistentstateis necessaryfor thesaferestartof usercodelets.To achieve this, we plan
to build a transaction-stylemanageraroundmemory[Printeziset al. 1997; Dayǹesand
Czajkowski 2001].

8. CONCLUSION

WhileJavaandothergeneral-purposelanguage-basedsystemshavegoodsupportfor mem-
ory protection,authorization,andaccesscontrols,thereis little supportfor termination.
Without termination,a systemcanbevulnerableto denial-of-servicecausedby malicious
or buggycodelets.

Wehaveintroducedaconceptwecall softtermination,alongwith aformaldesignandan
implementationfor Java,thatallowsfor asynchronousandsafeterminationof misbehaving
or maliciouscodelets.Soft terminationcanbe implementedwithout makingany changes
to theunderlyinglanguageor runtimesystem.While our implementationis for Java, the
basicdesignof soft-terminationdoesnot dependon Java, andcanbeusedwith a variety
of differentlanguages.

Our Java implementationrelies solely on class-file bytecoderewriting, making it
portableacrossJava systemsandeasierto considerapplyingto non-Javasystems.In real-
world benchmarks,our systemshows slowdowns of 3 s 25%. This could possiblybe
furtherreducedif we could leveragea safepoint mechanismalreadyimplementedwithin
theJVM.

A larger researcharearemains: building languageruntimesthat supportthe general
process-managementsemanticsof operatingsystems.Becauselanguageruntimesallow
andtake advantageof threadsandmemoryreferencesthateasilycrossprotectionbound-
aries,traditionaloperatingsystemprocessesmay not be appropriatein this new setting.
Opportunitiesexist to designnew mechanismsto add thesesemanticsto programming
languageruntimes.
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