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1. INTRODUCTION

Java [Gosling et al. 1996] anda numberof other recentsystems(including Microsoft’s
C# [Wille 2000]) have consideredthe problemof runninguntrustedandtrustedcodeto-
gether. To mediateaccessto potentiallydangeroussystemresources,suchasthefile sys-
temor network, suchsystemsneeda securityarchitecturethatcanflexibly grantdifferent
privilegesto codehaving different levels of trust. Several architectureshave beenpro-
posed[Wallachet al. 1997]but Java vendorshaveall chosento usea fairly new technique
calledstackinspection[GongandSchemers1998;NetscapeCommunicationsCorporation
1997;MicrosoftCorporation1997].

Stackinspectionis analgorithmfor preventinguntrustedcodefrom usingsensitivesys-
tem resources.Before a dangerousoperationproceeds,a call is madeto the “security
manager,” which implementsa referencemonitor. Thesecuritymanagerwill consider, in
sequence,the principals that “own” eachstackframe. A principal is eitherthe Web site
from whichthecodewasloadedor asignerwhoappliedadigital signatureto thecode.If a
stackframe’sprincipalis foundto beunprivilegedfor theoperationin question,permission
is deniedandtheoperationfails (seefigure1).

In somecases,trustedcodewill usea dangerousresource,suchasgeneralaccessto the
file systemandnetwork, andexport a safeservice,suchastheability to loada WebURL
usinga file cache. To make this possible,an additionalmechanismallows trustedcode
to “enableits privileges,” servingasan explicit assertionto take responsibilityfor future
dangerousactions.This assertionis generallyrecordedasa markuponthecaller’s stack
frame,and is later recognizedby the securitymanager. Stackinspectionhasnumerous
softwareengineeringandsecuritybenefits,includinghigherassurancethatsoftwarebugs
will not leadto securityviolations.We discussthespaceof possiblesecurityarchitectures
andtheir relativebenefitsin Wallach,Balfanz,Dean,andFelten[1997].

In a stack-inspectionsystem,eachmethod(or procedure)is ownedby a principal, and
eachprincipalhasa finite setof privileges. Theprimitiveoperationsin a stack-inspection
system,andtheir explanationare:

BeginPrivilege() Enableprivileges.Implementedby NetscapeandMicrosoft by marking
the currentstackframeasprivileged. Implementedby Sunby passingan object to
DoPrivilged() which is involvedin a new andprivilegedstackframe.

CheckPrivilege z T { Checkwhetherprivilegesfor a given target T areenabled.Check-
Privilegeis implementedby searchingstackframesfrom thecurrentone.If a marked
frameis foundwhoseownerpossessestheprivilegeto useT, CheckPrivilegeis suc-
cessfuland the searchterminates. If a frame is found whoseowner is not autho-
rized to useT, CheckPrivilege raisesan exception. If any otherframeis found, the
searchcontinues.If thesearchcompleteswithoutfindinganunprivilegedstackframe,
the requestedoperationis eitherallowed (with Microsoft andSun)or denied(with
Netscape).Theexactalgorithmappearsin figure1.

The exact syntaxvariesacrossthe implementationsof Netscape,Microsoft, andSunbut
all behavesimilarly enoughthatthedifferencesareunimportantto this discussion.

Therationalefor stackinspectionis thatif anunprivilegedmethodownedby Alice calls
the deleteFile() method,the CheckPrivilegedonein deleteFile will fail when
it encountersAlice’s frame. But supposeAlice calls a system-ownedquicksortroutine
andtries to cheatby passingdeleteFile (or an objectcontainingthatmethod)asthe
“compare”function? We do not want deleteFile to believe it wasauthorizedby the
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CheckPrivilege (target) |
// loop,newestto oldeststack frame
foreach stackFrame |

if (local policy forbidsaccessto target by classexecutingin stackFrame)
throw ForbiddenException;

if (stackFramehasenabledprivilege for target)
return; // allow access}

// if wereachedhere, wefell off theendof thestack
if (Netscape4.0)

throw ForbiddenException;
if (Microsoft IE 4.0 ~ ~ SunJava2.0)

return; // allow access}

Fig. 1. Java’s stackwalkingalgorithm.

(extremelyprivileged)systemprincipal just becauseit wascalleddirectly by a system-
ownedmethod! In this case,CheckPrivilegewill examinethe stackframefor quicksort,
find that it is neitherunprivilegednor enabled,andcontinueon to find the unprivileged
Alice frame,which will causea failure of CheckPrivilege. This classof attackis some-
timescalledtheconfuseddeputyproblem[Hardy1988],whereanattackerattemptsto take
advantageof a subroutinethathasmoreprivilegesthanit needs.

On theotherhand,if Alice callsa LoadURL methodownedby system,whichexecutes
BeginPrivilegeandthencalls anothersystemroutinewhich in turn calls deleteFile ,
theCheckPrivilegecall will succeed.

Stackinspectionis a techniqueto help the Java systemsatisfy the principle of least
privilege[SaltzerandSchroeder1975].With stackinspection,theJavasystemmayoperate
with lessthanits full privilegesactive at all timesandthusexposureto attacksis reduced.
This proved extremelyuseful in Netscape3.0 [Roskind1996]. An additionalbenefitof
requiringexplicit callsto enableprivilegeswasthatthesecallscouldbequickly identified
with text searchingtoolssuchasgrep andthensubjectedto codeauditing.With limited
time to audita largecodebase,this techniqueallows anaudit to focusits efforts on code
thatwill effect thesecurityof thesystem.

Stackinspection,asdescribedabove,hasthreeweaknesses:

(1) It is not clearwhetherthis mechanismachievesrealsecurity, or how to reasonabout
thesecuritythatit mightachieve.

(2) Theoperationaldefinitionof stackinspectionoverconstrainsits implementation.An
implementationwould find it difficult to collapsestack framesby inlining or tail-
recursionelimination,sincetheseoptimizationswould changethestatevisible to the
securitysystem.Any interproceduralanalysiswould have to take into accountthese
specialsideeffectsto thestackframe,andtheir observationby calleesarbitrarily far
upthestack.Thisproblemis essentiallysimilar to theproblemof supportingprogram
debugging in the presenceof optimizedcode[Hennessy1982; TolmachandAppel
1990].

(3) Thehigh costof the CheckPrivilegeoperationdiscouragesits use. For example,the
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standardIO library calls CheckPrivilege only on openinga file, not on eachaccess
to the resultingfile descriptor. We conjecturethat this designdecisionwasmade
becauseCheckPrivilegewasexpensive.

We havesolvedall threeof theseproblems:

(1) In sections3, we show that stackinspectioncanbe explainedusinga simplebelief
logic (designedby Abadi, Burrows, Lampsonand Plotkin [Abadi et al. 1993] and
summarizedin section2).

(2) In sections4 and 5, we describea new semanticsof stack inspectionthat we call
“security-passingstyle” [Wallach and Felten1998], which we prove to be faithful
to the original stackinspectionmodel. By implementingthis semanticsdirectly, we
can expressall securityoperationsin plain Java (or any underlyinglanguagewith
procedurecalls). Not only doesthis avoid interferencewith programanalysesand
optimizations,but standarddataflow-basedcompileroptimizationsnow helpoptimize
thesecurityoperationsfor free.

(3) Eachof the operationsin our new implementationcanbe performedin O z 1{ time.
Still, someof theseoperationsarerelatively expensive. Section6 describesa number
of optimizationsbasedonstaticanalysisof theprogram.In many cases,it ispossibleto
identify andremovesecurityoperationswithoutchangingthesemanticsof thesecurity
system.

In building our system,describedin section7, we constrainourselves to make no
changesto theunderlyingJava virtual machine[Lindholm andYellin 1996]. We operate
strictly by rewriting Java classesat loadtime, so the just-in-timecompilerneedsto know
nothingaboutthetransformationwe applyto thecode.Our implementationworkswithin
thecontext of any standardJVM/JIT, andwe show measurementsof its performancewith
a currentcompiler.

2. ACCESS CONTROL LOGIC

In orderto gainamoresophisticatedunderstandingof stackinspection,we foundit neces-
saryto build a modelof thesystem.A goodmodelwould hidemany of thedetailsof the
systemandallow us to reasonaboutit. In particular, we would like themodelto capture
the“securitystate”of thesystemat any time andlet usexpresstransitionsfrom this state
asmathematicaloperations.

Thereareno hardandfastrulesof how oneshouldmodela systemformally. Instead,
themostexpedientpathis to find a formal modelof a similar systemandadaptit to stack
inspection.Thesystemthatwedecidedto borrow from wasoriginally usedto describeau-
thenticationandaccesscontrolin theTaosoperatingsystem[Lampsonetal. 1992;Wobber
et al. 1994]. In Taos,theoperatingsystemmaintainsinformationaboutevery channelbe-
tweenprocesseson the samemachineandacrossthe network. Whena processreceives
a request,theprocessmayaskthesystemto identify who hasconnectedto it. Becausea
channelmaypassthroughmultiplepointsof trust(thelocaloperatingsystem,thenetwork,
theremoteoperatingsystem,etc.),thesystemexplicitly putstheseinto theprincipal,cre-
ating a compoundprincipal. Taosactually includeda theoremprover inside the system
which could,giventhesecompoundprincipalsanda securitypolicy, bothexpressedin the
sameformal logic, generateproofsof whethera givenrequestis authorizedto occur. The
logic, a relatively simplepropositionalor modallogic with no negationof statements(and
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with certainrestrictionson the form of statements),allows the theoremprover to run fast
enoughto not dramaticallyimpactsystemperformance.We decidedto adoptthis logic,
originally specifiedby Abadi, Burrows, Lampson,andPlotkin [Abadi et al. 1993] (here-
after, ABLP logic), to modelstackinspection.

2.1 ABLP Logic

Stackinspectioncanbe modeledusinga subsetof ABLP. This sectionwill describethe
subsetandgivea generalflavor for how it canbeused.

The logic is basedon a few simple concepts:principals,conjunctionsof principals,
targets,statements,quotation,andauthority.

—A principal is a person,organizationor any otherentity thatmayhave theright to take
actionsor authorizeactions. In addition,entitiessuchasprogramsandcryptographic
keysareoftenmodeledasprincipals.

—A target representsa resourcethat we wish to protect. Looselyspeaking,a target is
somethingto whichwemight like to attachanaccesscontrollist. (Targetsaretradition-
ally known as“objects” in the literature,but this canbeconfusingwhentalking about
anobject-orientedlanguage.)

—A statementis any kind of utterancea principal canemit. Somestatementsaremade
explicitly by a principal, andsomearemadeimplicitly asa side-effect of actionsthe
principal takes. In otherwords,we interpretP says s asmeaningthatwe canactasif
the principal P supportsthe statements. Note that sayingsomethingdoesnot make it
true;a speakercouldmakeaninaccuratestatementcarelesslyor maliciously. Thelogic
supportstheinformalnotionthatweshouldplacefaithin astatementonly if wetrustthe
speakerandit is thekind of statementthatthespeaker hastheauthorityto make. Thus,
if a speaker makesan inaccuratestatement,we will not believe the statement.Also,
speakerscannotmake statementsthat lead to a logical contradiction(e.g., A ��� A)
becausenegationis not allowedin ABLP.
Themostcommontypeof statementwe will uselooks like P says Ok(T) whereP is a
principalandT is a target;thisstatementmeansthatP is authorizingaccessto thetarget
T. By sayinganactionis “Ok” thespeaker is sayingtheactionshouldbeallowedin the
currentcontext but is not specificallyorderingthattheactiontakeplace.

—Thelogic supportsconjunctionsof principals. Specifically, saying z A � B{ says s is the
sameassayingbothA says sandB says s.

—Quotationallows a principal to make a statementaboutwhat anotherprincipal says.
The notationA � B says s, which we pronounce“A quotingB sayss,” is equivalentto
A says z B says s{ . As with any statement,wemustconsiderwhetherA’sutterancemight
beincorrect,andourdegreeof faith in swill dependonourbeliefsaboutA andB. When
A quotesB, we haveno guaranteethatB everactuallysaidanything.

—Wegrantauthorityto aprincipalby allowing thatprincipalto speakfor anotherprincipal
who haspower to do something.The statementA� B, pronounced“A speaksfor B,”
meansthatif A makesastatement,wecanassumethatB supportsthesamestatement.If
A� B, thenA hasat leastasmuchauthorityasB. Notethatthe � -operatorcanbeused
to representgroupmembership:if P is a memberof the groupG, we cansayP� G,
meaningthatP canexercisetherightsgrantedto G.
Whenproving theorems,theA� B meansoccurrencesof A canbereplacedwith A� B.
Thus,whenwehearastatementfrom A, wecanactasif it werespokenjointly by A and
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B together.

3. MAPPING JAVA TO ABLP

Wewill now describeamappingfrom thestack,theprivilegecalls,andthestackinspection
algorithminto ABLP logic.

3.1 Principals

In Java, codeis digitally signedwith a privatekey, thenshippedto the virtual machine
whereit will run. If KSigner is the public key of Signer, the public-key infrastructurecan
generatea proof2 of thestatement

KSigner � Signer. (1)

Signer’s digital signatureon thecodeCodeis interpretedas

KSignersays z Code � KSigner{�� (2)

Usingequations1 and19 (seeappendixA.2), this impliesthat

Code � Signer� (3)

WhenCodeis invoked, it generatesa stackframeFrame. The virtual machineassumes
thattheframespeaksfor thecodeit is executing:

Frame � Code� (4)

Thetransitivity of � (whichcanbederivedfrom equation18) thenimplies

Frame � Signer� (5)

We defineΦ to be the setof all suchvalid Frame � Signerstatements.We call Φ the
framecredentials.

Notealsothatcodecanbesignedby morethanoneprincipal. In thiscase,thecodeand
its stackframesspeakfor all of thesigners.Likewise,a “signer” canalsobea“codebase”
(e.g., a localdirectory, aWebsite,etc.)or thecombinationof adigital signatureandacode
base.To simplify thediscussion,all of ourexampleswill usesinglesigners,but thetheory
cansupportmultiplesignersor signerswith codebaseswithoutdifficulty.

3.2 Targets

Theresourceswe wish to protectarecalledtargets. For eachtarget,we createa dummy
principal whosenameis identical to that of the target. Thesedummyprincipalsdo not
makeany statementsthemselves,but variousprincipalsmayspeakfor them.

For eachtargetT, thestatementOk(T) meansthataccessto T shouldbeallowedin the
presentcontext. Theaxiom

z T says Ok(T) {$� Ok(T) (6)

saysthatT canallow accessto itself.
While targetsmaybedefinedin relationto servicesoffereddirectlywithin Java(e.g. ac-

cessto anin-memorydatabase),targetsaremostcommonlydefinedin relationto services

2Throughoutthis paperwe assumethat soundcryptographicprotocolsareused,andwe ignore the extremely
unlikely possibilitythatanadversarywill successfullyguessor otherwiseacquireaprivatekey.
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offeredby theoperatingsystemunderlyingtheJavaVirtual Machine(JVM). Fromtheop-
eratingsystem’s point of view, the JVM is a singleprocessandall systemcalls coming
from the JVM areperformedunderthe authorityof the JVM’s principal (often the user
running the JVM). The JVM’s responsibility, then, is to allow a systemcall only when
thereis justificationfor issuingthatsystemcall undertheJVM’sauthority. Ourmodelwill
supportthis intuition by requiringtheJVM to prove in ABLP logic thateachsystemcall
hasbeenauthorizedby a suitableprincipal.

Evenif aJVM wererunningdirectlyonthehardwarewithoutanoperatingsystem(e.g.,
JavaOS[Saulpaughetal.1999]),controlflow for systemoperationswouldeventuallyreach
a device-driver that likely knows nothingaboutprivilegedvs. unprivilegedoperation.At
somepoint,controlmustnecessarilyhavecrosseda“red line” wheresufficient information
wasstill availableto performasecuritycheck.Securitycheckswouldnaturallyoccur, and
targetswouldnaturallybedefinedat theseboundaries.

3.3 Setting Policy

We usea standardaccessmatrix [Lampson1971], implementedwith with hashtablesto
achievecompactstorage,to keeptrackof whichprincipalshavepermissionto accesswhich
targets. If VM is a Java virtual machine,we define � VM to be a setof statementsof the
form P� T whereP is a principalandT is a target. If z P � T{$�[� VM, this meansthatthe
localpolicy in VM allowsP to accessT. Wecall � VM theaccesscredentialsfor thevirtual
machineVM.

3.4 Stacks

WhenaJavaprogramis executing,wetreateachstackframeasaprincipal.At any point in
time,astackframeF hasasetof statementsthatit believes.Wereferto thisasthesecurity
context of F andwrite it � F . We now describewherethesecuritycontext comesfrom.

3.4.1 Startinga Program. Whena programstarts,we needto setthe securitycontext
of theinitial stackframe,� F0. In theNetscapemodel,� F0 �3�Z� . In theSunandMicrosoft
models,� F0 ��� Okz T {�� T � Targets� . Thesecorrespondto Netscape’s initial unprivileged
stateandSunandMicrosoft’s initial privilegedstate.

3.4.2 EnablingPrivileges. If astackframeF callsBeginPrivilege(T) for sometargetT,
it is reallysayingit authorizesaccessto thetarget.Wecanrepresentthissimplyby adding
Ok(T) to � F .

3.4.3 Calling a Procedure. Whena stackframeF makesa procedurecall, this creates
a new stackframeG. As a side-effect of thecreationof G, F tells G thestatementsin F’s
securitycontext. Thus,whenF tells G a statementS, the statementF says S is addedto� G.

3.5 Checking Privileges

Beforemakinga systemcall or otherwiseinvokingadangerousoperation,theJava virtual
machinecalls CheckPrivilege() to make surethat the requestedoperationis authorized.
CheckPrivilege(T) returnstrue if the statementOk(T) canbe derived from Φ (the frame
credentials),� VM (the accesscontrol matrix), and � F (the securitycontext of the frame
thatcalledCheckPrivilege()).

We defineVM(F) to bethevirtual machinein which a givenframeF is running. Next,
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we candefine�
F � z Φ ��� VM � F � ��� F {�� (7)

We call
�

F theenvironmentof theframeF.
The goal of CheckPrivilege(T) is to determine,for the frame F invoking it, whether�

F � Ok(T). While suchquestionsare generallyundecidablein ABLP logic, we now
presentanefficient decisionprocedurethatgivesthecorrectanswerfor our subsetof the
logic. CheckPrivilege()implementsthatdecisionprocedure.

The decisionprocedurecheck usedby CheckPrivilege() takes,asarguments,an envi-
ronment

�
F anda targetT. check(T � � F ) examinesthestatementsin

�
F anddividesthem

into threeclasses.

—Class1 statementshave theform Ok(U), whereU is a target.

—Class2 statementshave theform P � Q, whereP andQ areatomicprincipals.

—Class3 statementshave theform

F1 � F2 �
�����$� Fk says Ok(U) �
whereFi is anatomicprincipalfor all i, k � 1, andU is a target.

The decisionprocedurenext examinesall Class1 statements.If any of themis equalto
Ok(T), thedecisionprocedureterminatesandreturnstrue.

Next, the decisionprocedureusesall of the Class2 statementsto constructa directed
graphwhich we will call thespeaks-forgraphof

�
F . This graphhasanedge z A � B{ if and

only if thereis aClass2 statementA � B.
Next, the decisionprocedureexaminesthe Class3 statementsone at a time. When

examiningthe statementF1 � F2 �9���2�,� Fk says Ok(U), the decisionprocedureterminates
andreturnstrue if both

—for all i ��� 1 � k� , thereis a pathfrom Fi to T in thespeaks-forgraph,and

—U � T.

If thedecisionprocedureexaminesall of theClass3 statementswithout success,it termi-
natesandreturnsfalse.

THEOREM 1. Termination. Thecheck decisionprocedurealwaysterminates.

Proof: Theresultfollows directly from thefact that
�

F hasfinite cardinality;therearea
finite numberof principalsthat the systemknows about,a finite numberof stackframes
thatmustbeconsidered,anda securitypolicy of finite length.This impliesthateachloop
in thealgorithmhasaboundednumberof iterations;andclearlytheamountof work done
in eachiterationis bounded.

In fact, the decisionprocedureruns quite efficiently. We can separatelyanalyzethe
runtimecomplexity andspacecomplexity of eachphase,aspresentedabove. If thereare
N rulesin the accesscontrol matrix � VM � F � anda stackdepthof D (i.e., Φ hasat most
D elements),the costof computingthe transitive closureof the graphwill be, at worst,
O z�z N � D { 2 { andconsumeO z�z N � D { 2 { space.Then,if therearek statementsin � F (each
of which can have at most D principals in its quoting chain), the cost of checkingall
statementswill beO z kD { . The total costof thedecisionprocedureis thusO z�z N � D { 2 �
kD { .
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In practice,thetransitiveclosureof theaccesscontrolpolicy canbepre-computed(sub-
ject to thecaveatsin section3.6.1)andtheO z kD { complexity of thesecuritycontext can
be loweredaswell. In section4.1,we describeoptimizationsthatallow thedecisionpro-
cedureto executein constanttime.

THEOREM 2. Soundness. If the check decisionprocedure returnstruewheninvoked
in stack frameF, thenthereexistsa proof in ABLPlogic that

�
F � Okz T { .

LEMMA 1. If thereis apathfromA toB in thespeaks-forgraphof
�

F , then
�

F �tz A � B { .
Proof: By assumption,thereis a path

z A � v1 � v2 �&�����P� vk � B{
in thespeaks-forgraphof

�
F . In orderfor this pathto exist, we know thatthestatements

A � v1 �
vi � vi � 1 for all i ��� 1 � k � 1�-�

and

vk � B

areall membersof
�

F . Since � is transitive,this impliesthat�
F � A � B �

Proof of Theorem 2: Therearetwo casesin which the check decisionprocedurecan
returntrue.

(1) The decisionprocedurereturnstrue while it is iteratingover the Class1 statements.
ThisoccurswhenthedecisionprocedurefindsthestatementOk(T) � � F . In thiscase,
Ok(T) followstrivially from

�
F .

(2) Thedecisionprocedurereturnstruewhile it is iteratingovertheClass2 statements.In
thiscasewe know thatthedecisionprocedurefoundaClass2 statementof theform

P1 � P2 �
�����9� Pk says Ok(T) �
wherefor all i ��� 1 � k� thereis path from Pi to T in the speaks-forgraphof

�
F . It

followsfrom Lemma1 thatfor all i ��� 1 � k� , Pi � T. It follows that�
F �3z T � T �
�����$� T says Ok(T) {�� (8)

Applying equation6 repeatedly, wecandirectly derive
�

F � Ok(T).

CONJECTURE 1. Completeness. If the check decisionprocedure returnsfalsewhen
invokedin stack frameF, thenthereis noproofin ABLPlogic of thestatement

�
F � Okz T { .

Althoughwebelievethisconjectureto betrue,wedonotpresentlyhaveacompleteproof.
If theconjectureis false,thensomelegitimateaccessmaybedenied.However, asa result
of theorem2, no accesswill beimproperlygranted.

If theconjectureis true, thenJava stackinspection,our accesscontrol decisionproce-
dure,andproving statementsin our subsetof ABLP logic areall mutuallyequivalent.

THEOREM 3. Equivalence to Stack Inspection. The check decisionprocedure is
equivalentto theJavastack inspectionalgorithmof figure1.
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Proof: The Java stackinspectionalgorithm (Figure 1) itself doesnot have a formal
definition. However, we cantreattheevolutionof thesysteminductively andfocuson the
BeginPrivilege()andCheckPrivilege()primitives.

We wish to provethatgivenaJavastackSandits ABLP-modeledequivalentM z S{ , and
for all targetsT, CheckPrivilege(T � S) � check(T � M z S{ ).

Our inductionis overthenumberof stepstaken,whereastepis eitheraprocedurecall or
aBeginPrivilege()operation.Stepsaredefinedasoperationsonenvironments.For clarity,
we ignoreprocedurereturnoperations;our proof caneasilybeextendedto accommodate
them.

We alsoassumeNetscapesemantics.A simpleadjustmentto thebasecasecanbeused
to proveequivalencebetweenthedecisionprocedureandtheSun/Microsoftsemantics.

Base case: In the basecase,no stepshave beentaken. In this case,the stackinspec-
tion systemhasa singlestackframewith no privilege annotation;in the ABLP model,
the stackframe’s securitycontext is empty. In this basecase,CheckPrivilege(T � S0) and
check z T � M z S0 {�{ will bothreturnfalse.

Inductive step: We assumethat N stepshave beentaken (N � 0) and we are in a
situationwherebothCheckPrivilege(T � S) andcheck z T � M z S{2{ wouldyield thesameresult.
Now therearetwo cases:BeginPrivilege(T) step: In thestackinspectionsystem,thisadds
anenabled-privilege(T) annotationonthecurrentstackframe.In theABLP model,it adds
Ok(T) to thecurrentsecuritycontext (apartof M z S{ ).

If this BeginPrivilege() call is followed by a call to CheckPrivilege(T), the Java stack
inspectionalgorithm will succeedbecausethe enabled-privilege(T) flag is immediately
discovered. Likewise, a call to check z T � M z S{�{ will succeedbecauseOk(T) is found in
M z S{ , Ok(T) is whatcheck is trying to prove.

If this BeginPrivilege()call is followedby a call to CheckPrivilege(U) with U �� T, the
new stackannotationor statementwill beirrelevantto theresultof eitherCheckPrivilege()
or check, sowe fall backon the inductive hypothesisto show thatbothsystemsgive the
sameresult.

Procedure call step: Let P betheprincipalof theprocedurethat is called. In thestack
inspectionsystem,thisaddsto thestackanunannotatedstackframebelongingto P. In the
ABLP system,it prepends“P says” to thefront of every statementin thecurrentsecurity
context.

WhenCheckPrivilege(T) is called,two thingsoccur. First, thecall is treatedasanormal
procedurecall, with thecaller’sprincipalbeingprependedto thestatementsin thesecurity
context. Then,therearetwo sub-cases.

—P is not trusted for T. In thestackinspectioncase,CheckPrivilege(T) will fail because
the currentframe is not trustedto accessT. In the ABLP case,the check will deny
accessbecauseeverystatementstartswith “P says” andP doesnot speakfor T.

—P is trusted for T. In thestackinspectioncase,thestacksearchwill ignorethecurrent
frameandproceedto the next frameon the stack. In the ABLP case,sinceP� T, the
“P says” on thefront of everystatementhasnoeffect. Thusbothsystemsgivethesame
answerthey would have given beforethe last step. By the inductive hypothesis,both
systemsthusgive thesameresult.
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3.6 Extensions to the Model

Thereareanumberof casesin whichJava implementationsdiffer from themodelwehave
described.Theseareminordifferenceswith noeffecton thestrengthof themodel.

3.6.1 Groups. It is naturalto extend the modelby allowing the definition of groups.
In ABLP logic, a group is representedas a principal, and membershipin the group is
representedby sayingthememberspeaksfor thegroup.DeployedJavasystemsusegroups
in severalwaysto simplify theprocessof definingpolicy.

TheMicrosoft systemdefines“securityzones”thataregroupsof principals.A useror
administratorcandivide theprincipalsinto groupswith nameslike “local”, “intranet”, and
“internet”, andthendefinepolicieson aper-groupbasis.

Netscapedefines“macrotargets”thataregroupsof targets.A typicalmacrotargetmight
becalled“typical gameprivileges.” Thismacrotargetwouldspeakfor thoseprivilegesthat
network gamestypically need.

TheSunsystemhasageneralnotionof targetsin whichonetargetcanimply another. In
fact,eachtargetis requiredto definean implies() procedure,whichcanbeusedto ask
the target whetherit signifiesa supersetof the privilegesassociatedwith anothertarget.
Thiscanbehandledwith a simpleextensionto themodel.

Unfortunately, Sunhasnot clearly definedwhetherthe implies() relationshipsare
transitive, and if they are, whetherthis information may be usedto optimize security
queries. Oneusefuloptimizationmight be to computethe transitive closureof the im-
plies() graph,which would thenallow for constant-timequeries.However, if a target
is allowedto changeits mindaboutwhatothertargetsit implies,thesecuritysystemmight
beforcedto reevaluatethe implies() relationshipson everysecurityquery.

3.6.2 Threads.Javaisamulti-threadedlanguage,meaningtherecanbemultiplethreads
of control,andhencemultiplestackscanexist concurrently.

Whena new threadis createdin Netscape’s system,the first frameon the new stack
beginswith all privilegesdisabled.This is modelledasthe new stackbeginningwith an
emptysecuritycontext.

In Sun and Microsoft’s systems,the first frame on a new stack inherits the security
context of thepreviousthreadat thetime thenew threadis created.This is doneby doing
a full stackinspectionoperation,capturingthestate,andstoringit in thread-localstorage.
Later, whenaprivilegeis checked,thenormalstackinspectionalgorithmwill first consider
stackframesof thecurrentthreadthenwill continuethroughthesavedstatefrom theparent
thread.This is modelledasthenew stackbeingpasseda referenceto its parentssecurity
context in preciselythesamefashionaswhena normalprocedurecall occurs.

3.6.3 EnablingaPrivilege. Themodelof BeginPrivilege()in section3.4.2differssome-
whatfrom theNetscapeimplementationof stackinspection,whereastackframeF cannot
successfullycall BeginPrivilege(T) unlessthe local accesscredentialsincludeF � T. The
restrictionimposedby Netscapeis relatedto theiruserinterfaceandis notnecessaryin our
formulation,sincethestatementF says Ok(T) is ineffectualunlessF � T. SunJava 2.0’s
implementationis closerto our model.

3.6.4 Disabling a Privilege. Netscapesupportsa primitive to disablea privilege. In
thestackinspectionmodel,this is implementedby writing anappropriateflag to thestack
framethatrequestsaprivilegeto bedisabled.In thenormalstackinspectionstep,disabled
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privilegesarecheckedexplicitly beforeenabledprivileges.In theeventadisabledprivilege
is discovered,thesearchimmediatelyterminates.

In our standardmodel, disablinga privilege for a target T could be implementedas
droppingany statementsof theform x� T from thecurrentbelief set. However, privilege
disablingdoesnot mix well with groupingextensions(seesection3.6.1). In particular, if
a groupof eitherprincipalsor targetswasenabledanda differentgroupwasdisabled,the
systemwould eitherneedto performset-subtraction,or would needto retainbothpositive
andnegative statements,aswell as the order in which to evaluatethem. In addition to
becominglogically morecomplex, thiswould inhibit many of theoptimizationsdescribed
in theremainderof this paper.

In practice,programmersusethedisableoperationin combinationwith anenableopera-
tion tobracketadangerousoperation.Suncapturesthisnotionwith theirDoPrivileged()
operation,which is passed,asanargument,anobjectto beinvokedwith higherprivilege.
This is equivalentto thatobjectinvokingBeginPrivilege() whenit startsexecution.
Theseprivilegesnaturallydisappearwhentheprivilegedmethodreturns.

3.6.5 FrameCredentials.Java implementationsdo not treatstackframesor their code
asseparateprincipals.Instead,they trackonly thepublic key thatsignedthecodeandcall
this the frame’s principal. As we saw in section3.1, for any stackframe,we canprove
the stackframespeaksfor the public key that signedthe code. In practice,neitherthe
stackframenor thecodespeaksfor any principalexceptthepublic key. Likewise,access
control policiesarerepresenteddirectly in termsof the public keys, so thereis no need
to separatelytrack the principal for which the public key speaks.As a result, the Java
implementationssaythe principalof any givenstackframeis exactly thepublic key that
signedthatframe’scode.This meansthatJava implementationsneednot have aninternal
notionof theframecredentialsdescribedhere.

4. IMPROVED IMPLEMENTATION

In addition to improving our understandingof stackinspection,our modelanddecision
procedurecanhelpusfind moreefficientimplementationsof stackinspection.Weimprove
the performancein two ways. First, we show that the evolution of securitycontexts can
berepresentedby adeterministicpushdown automaton;thisopensupavarietyof efficient
implementationtechniques.Second,we describesecurity-passingstyle, an efficient and
convenientintegrationof thepushdown automatonwith thestateof theprogram.

4.1 Security Contexts and Automata

We cansimplify therepresentationof securitycontextsby makingtwo observationsabout
ourdecisionprocedure.

(1) Interchangingthepositionsof two principalsin any quotingchaindoesnot affect the
outcomeof thedecisionprocedure.

(2) If P is anatomicprincipal, replacingP � P by P in any statementdoesnot affect the
resultof thedecisionprocedure.

Both observationsareeasilyproven,sincethey follow directly from the structureof the
decisionprocedure.

Wealsousetheobservationin section3.6.5thatweneednotconsiderframecredentials,
but needonly considerthesignerof a givenstackframe. This meansthatmultiple stack
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framescorrespondingto thesamesignaturewill beconsideredto have thesameprincipal.
It thenfollowsthatwithoutaffectingtheresultof thedecisionprocedurewecanrewrite

eachstatementin thesecuritycontext into acanonicalform in whicheachatomicprincipal
appearsat mostonce,andtheatomicprincipalsappearin somecanonicalorder. After this
transformation,we candiscardany duplicatestatementsfrom thesecuritycontext.

Sincethesetof atomicprincipalsis finite, thesetof targetsis finite, andno principalor
targetmaybementionedmorethanoncein a canonical-formstatement,thereis therefore
a finite setof possiblecanonical-formstatements.It thenfollows thatonly a finite number
of canonical-formsecuritycontextsmayexist.

While thenumberof possiblesecuritycontextscangrow exponentiallyin thenumberof
principalsandtargets,it is nonethelessfinite. Therefore,we canrepresenttheevolutionof
a stackframe’ssecuritycontexts by a finite automaton,whereeachstatein theautomaton
correspondsto a securitycontext. Sincestackframesarecreatedanddestroyed in LIFO
order, theexecutionof a threadcanberepresentedby afinite pushdown automaton,where
calling a procedurecorrespondsto a push operation(and a statetransition),returning
from a procedurecorrespondsto a pop operation,andBeginPrivilege() correspondsto
transitionson thefinite stategraph.

Representingthe systemasan automatonhasseveral advantages.It allows us to use
analysistools suchasmodelcheckersto derive propertiesof particularpolicies. It also
admitsa variety of efficient implementationtechniquessuchas lazy constructionof the
statesetandtheuseof advanceddatastructures.

Furthermore,the resultsof a securitycheckcanbestoredalongwith the securitycon-
texts. So in caseswherethe samesecuritycheckmaybe madenumeroustimes(suchas
whenoneprogramopensa multitudeof files), only the first checkwould requireinvok-
ing the decisionprocedure.Subsequentsecuritycheckscould consulta local cacheand
executein constanttime.

Oneconcernis that, becausethe spaceof all possiblesecuritycontexts is exponential
in the numberof principalsandtargets,the amountof memoryneededwill be similarly
exponential.This concernis addressedby noting thatvery few of thesesecuritycontexts
will ever beused.A lazy implementation,onewhich only allocatesmemoryfor security
contexts asthey areneeded,would only allocatememoryproportionalto the complexity
of its securityneeds.Thus,if theexecutionof aprogramonly usesahandfulof distinctse-
curity contexts,only thosefew contextswill beallocated.Conversely, if aprogramis truly
exponentialin its securitycomplexity (i.e., the numberof uniquesecuritycontexts used
during the lifetime of a programis exponential), it would needto run for anexponential
amountof time in orderto causethe full securitycontext spaceto be instantiated.Such
degeneratecasesareunlikely to occurin practice.

4.2 Security-Passing Style

The implementationdiscussedthusfar hasthe disadvantagethat securitystateis tracked
separatelyfrom therestof theprogram’sstate.This meansthat therearetwo subsystems
(the securitysubsystemandthe codeexecutionsubsystem)with separatesemanticsand
separateimplementationsof pushdown stackscoexistingin thesameJavaVirtual Machine
(JVM). We canimprove this situationby implementingthesecuritymechanismsin terms
of theexisting JVM mechanisms.

Wedothisby addinganextra,implicit argumentto everyprocedure.Theextraargument
is a pointerinto thefinite-statespaceof theautomaton.This eliminatestheneedto havea
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separatepushdownstackfor securitycontextsor maintainstackannotationsontheexisting
run-timestack. We dub this approachsecurity-passingstyle, by analogyto continuation-
passingstyle [Steele1978],a transformationtechniqueusedby somecompilersthatalso
replacesanexplicit pushdown stackwith implicitly-passedprocedurearguments.An im-
plementationof security-passingstyleis presentedin section7.

Themainadvantageof security-passingstyleis thatoncea programhasbeenrewritten
into SPS,it nolongerneedsany specialsecurityfunctionalityfrom theJVM. Therewritten
programconsistsof ordinaryJavabytecodethatcanbeexecutedby any JVM, evenonethat
knows nothingaboutstackinspection. This hasmany advantages,including portability
andefficiency. Themainperformancebenefitis that theJVM canusestandardcompiler
optimizationssuchasdead-codeeliminationandconstantpropagationto remove unused
securitytrackingcode,or inlining andtail-recursioneliminationto reduceprocedurecall
overhead.

Anotheradvantageof security-passingstyle is that it lets us expressthe stackinspec-
tion model within the existing semanticsof the Java language,ratherthan requiringan
additionalandpossiblyincompatibledefinition for the semanticsof the securitymecha-
nisms.Security-passingstylealsoletsusmoreeasilytransplantthestackinspectionidea
into otherlanguageandsystems.

5. THE SECURITY-PASSING STYLE TRANSFORMATION

This sectiondescribesthe designof the security-passingstyle transformation.Note that
our SPSmodelis simplerthanthanthe stackinspectionmodelemployedby the various
Java vendors.Our modelonly supportsBeginPrivilege(),CheckPrivilege(),andfunction
calls. Furthermore,in thesimplifiedmodel,onemayonly enableprivilegesfor a specific
root targetTroot , where � targetsTx : Troot � Tx. As a shorthand,we write BeginPrivilege()
with no targetargumentandspeakof Ok() with no target. Theserestrictionscouldall be
lifted at thecostof someaddednotationalcomplexity.

5.1 SPS Conversion

For this analysisweassumeasimpleprogramminglanguagewith methodsor functions:

P   function f z a1 ���2���P� an { � E

P   P P

E   p � g z x1 �2���2��� xm {
E   E � E

E   let v � E in E

E   BeginPrivilegeE

E   CheckPrivilegez T {
wherea programis a collection of function definitions; a function body containsfunc-
tion/methodcallsaswell asarithmeticexpressionsand(notshown here)sequencingstate-
ments.The (BeginPrivilegeE) statementassertsprivilegesfor thedynamicextentof the
executionof E, andCheckPrivilegez T { checkswhetherthetargetT is currentlyaccessible.
We uselower-caselettersto rangeoverprogramvariablesandT to standfor targetnames.

We assumethateachmethodf hasanowner(principal)owner z f { . Ownershipis asso-
ciatedwith code,not classes:in anobject-orientedlanguage,if objectp belongsto class
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(1) ¡%¢£¡ fun ¤ function f ¤ a1 ¥-¦-¦-¦-¥ an §I¨ E §6¨
function f ¤ a1 ¥-¦-¦�¦-¥ an ¥ s§H¨ ¤ let s© ¨ says ¤ owner ¤ f § ¥ s§ in ¡&¢£¡ ¤ E ¥ s© §-§

(2) ¡&¢£¡ ¤ p ¦ g ¤ x1 ¥�¦-¦-¦-¥ xm § ¥ s© § ¨ p ¦ g ¤ x1 ¥-¦-¦�¦-¥ xm ¥ s© §
(3) ¡&¢£¡ ¤ E1 ª E2 ¥ s© § ¨ ¡&¢£¡ ¤ E1 ¥ s© § ª ¡%¢£¡ ¤ E2 ¥ s© §
(4) ¡%¢£¡ ¤ BeginPrivilegeE ¥ s© § ¨ ¡&¢£¡ ¤ E ¥ Ok() §
(5) ¡&¢£¡ ¤ CheckPrivilege¤ T § ¥ s© § ¨ check ¤ T ¥ s© §

Fig. 2. “Caller-says”SPSconversion.

(1) ¡%¢£¡ fun ¤ function f ¤ a1 ¥-¦-¦-¦-¥ an §I¨ E §6¨ function f ¤ a1 ¥-¦�¦-¦-¥ an ¥ s§R¨ ¡&¢£¡ ¤ E ¥ s§
(2) ¡&¢£¡ ¤ p ¦ g ¤ x1 ¥�¦-¦-¦-¥ xm § ¥ s§ ¨ p ¦ g ¤ x1 ¥-¦-¦�¦-¥ xm ¥ says ¤ owner ¤ p ¦ g§ ¥ s§-§
(3) ¡&¢£¡ ¤ E1 ª E2 ¥ s§ ¨ ¡&¢£¡ ¤ E1 ¥ s§ ª ¡%¢£¡ ¤ E2 ¥ s§
(4) ¡%¢£¡ ¤ BeginPrivilegeE ¥ s§ ¨ ¡&¢£¡ ¤ E ¥ Ok() §
(5) ¡&¢£¡ ¤ CheckPrivilege¤ T § ¥ s§ ¨ check ¤ T ¥ s§

Fig. 3. “Callee-says”SPSconversion.

C2, which inheritsmethod-bodyf from superclassC1, thenowner z p � f { is C1, notC2. In
principle,this couldgo eitherway, but thedesignerschoseto usetheconcreteimplemen-
tation’s owner becauseit is easierto ascertainat runtime,andit avoids the dangerthata
privilegedmethodmaycall what it thinks is a methodof thesameclass,yet is actuallya
methodin a subclass.This would beanexampleof a confuseddeputyproblemwhich we
wish to avoid (seesection1).

Figure2 showstherulesfor convertingaprogramto security-passingstyle.Theconver-
sion�+«9� fun is appliedto eachfunction;�,«%� isappliedto eachexpression.Rule1 involves
theintroductionof new local variabless ands¬ whosenamesarenot usedelsewhere.The
function f is rewrittento takesasanew formalparameter, thesecuritycontext, whichwill
be therepresentationof a statementin theABLP logic. We thenconstructa new security
context with s¬ � owner z f { says s, and�,«%� -convert thebodyof thefunctionusings¬ for
all outgoingfunctioncalls.

Rule 2 of Figure 2 shows the useof s¬ as the “extra” argumentof an outgoingcall;
rule 3 shows that moststatementsareunaffectedby SPS-conversion. Rule 4 shows that
BeginPrivilege discardsthe securitycontext s¬ andsimply usesOk(); rule 5 shows that
CheckPrivilegeinvokesthedecisionprocedurecheck, describedin section3.5.

To completethe definition of SPSconversion,we assumethat the main function of
the convertedprogramis calledwith a securitycontext allowing no accessto any target
(following Netscape)or full accessto every target(following Sun).

We have two variantsof SPS-conversion;Figure2 showsa “caller-says”convention,in
whichacall from g to f involvesacomputationby g (thecaller)of says z owner z g{�� s{ . Fig-
ure3 showsa“callee-says”convention,in whichacall from g to f involvesacomputation
by g of says z owner z f {�� s{ .

Either of theseconventionsis semanticallyequivalentto stackinspection,but slightly
differentcompile-timeoptimizationsapply, aswe will show. For example,in caller-says,
owner z this� f { canalwaysbecomputedat compiletime; but in callee-saysSPSconversion
of anO-Olanguage,owner z p � g{ requireseitherdynamicmethodlookupor staticanalysis.
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5.2 Rewriting Java Bytecodes

Stackinspectionwasoriginally implementedat Netscape(andthenat SunandMicrosoft)
by addingsupportfor it to the runtimesystem. Theseextensionsrequiredchangingthe
stackframerepresentation,which in turnaffectedthegarbagecollectorandJIT compiler.

With SPSconversion,wecanexpressthestack-inspectionsecurityarchitecturein “vanilla”
Javabytecodes(or source),withoutstack-framemarksor any otherconstraintson theJava
virtual machineimplementation.Every methodhasanextra parameterfor passingthese-
curity context, but this parameterandits representationare just Java. SPSconversionis
alsoeasierto conceive in languagesbeyond Java. If the languagehasfunction calls, it
shouldbeamenableto SPSconversion.

Actually doingtheSPSconversion,in practice,turnsout to betrickier. Our implemen-
tation,with all its warts,is describedin section7.

6. OPTIMIZATION

NetscapeandSun’s implementationof stackinspection— by markingframesat Begin-
Privilege()andscanningframesin CheckPrivilege()— hasvery low costfor thevastma-
jority of methods,which do not performeitheroperation.Thereis a difficult-to-measure
costof theirscheme,in thatit mayinhibit usefuloptimizationssuchasinlining, tail-call op-
timization,andcertaininterproceduraloptimizations.Also, their systemhasa linear-time
costfor CheckPrivilege(),which mustscana potentiallyunboundednumberof framesto
recover thesecuritycontext. After this,with thecurrentJava 2.0semantics,analyzingthe
securitycontext could be potentiallyasbadasO z N2 { in the numberof targetsbecause
Sunallows the target speaks-forgraphto changeover time. If Sunallowed cachingof
thespeaks-forgraph(seesection3.6.1),thena transitiveclosurecouldbecomputedonce,
allowing thefinal securitycheckto belinearin thesizeof thesecuritycontext, which will
typically bequitesmall.

Our semanticscostsO z 1{ per operation(with the samecaveatsaboutcheckingpriv-
ileges), sincea securitycontext hasa bounded-sizerepresentation.Even so, in order
to achieve competitive performancewe must minimize the constant-timeoverheadon
eachmethodcall. We achieve this by a combinationof staticoptimizationsanddynamic
caching.By applyingstaticanalysisto the full programbeforeit beginsrunning,we can
optimizeawaymany of thecomputationsof a new securitystate.

6.1 Static Optimizations

Supposea functionbodyg z������2� s{ containsa call f z��2���!� s¬O{ , wheresands¬ arethesecurity-
context arguments.The methodg mustcomputes¬ � says z owner z g{�� s{ (in a caller-says
convention)or s¬ � says z owner z f {�� s{ (in acallee-saysconvention).Undercertaincircum-
stances,we canlet s¬ � s:

—In caller-says,we know that f mustcomputes¬ ¬ � says z owner z f {�� s¬f{ andthenperform
operationson s¬ ¬ ; f cannotuses¬ in any otherway. If owner z g{
� owner z f { , that is, if
theprivilegesof g area supersetof theprivilegesof f , then

s¬ ¬ = says z owner z f {�� s¬ { � owner z f { says s¬
= says z owner z f {�� says z owner z g{�� s{�{ � owner z f { says owner z g{ says s
= says z owner z f {�� s{ � owner z f { says s

by virtue of the fact that owner z g{$� owner z f { , allowing substitutionsbasedon the
ABLP axioms.As a result,g cancall f with thesecuritycontext s insteadof s¬ , elimi-
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define  f()

override  f()

override  f()

Fig. 4. Classhierarchyanalysis.
Variablep of statictypeC maypoint to anobjectof classC ® D ® E ® or H; theownerof p ¯ f °f± maybetheownerof
B ® E ® or H.

natingthecomputationof thesays functioninsideg.

—In callee-says,weknow thatswasconstructedby thecallerof g ass � says z owner z g{�� t { .
If owner z g{W� owner z f { , then

s¬ = says z owner z f {�� s{ � owner z f { says s
= says z owner z f {�� says z owner z g{�� t {2{ � owner z f { says owner z g{ says t
= says z owner z g{�� t { � owner z g{ says t
= s

againusingtheABLP axioms.As aresult,g cancall f with thesecuritycontext s instead
of s¬ , eliminatingthecomputationof thesays functioninsideg.

In practice,it is verycommonfor onefunctionto call anotherwith thesameowner;in such
cases,no says computationis necessary(sinceowner z f {
� owner z f { ).

6.1.1 Criterion for choosingcaller-saysvs. callee-says.Caller-saysrequirescalcula-
tion of the owner of the currentlyexecutingcode,andcanbe staticallyoptimizedif the
caller is known to speakfor the callee. Callee-saysrequiresfetching the owner of the
callee,andcanbe staticallyoptimizedif the calleespeaksfor the caller. Dependingon
how oftenthesedifferentspeaks-forrelationscanbestaticallydetermined,andhow often
theownerof thecalleecanbedeterminedstatically, oneconventionor theothermayturn
out to performbestin practice.We only implementedthecallee-saysstyle.

6.1.2 Staticidentificationof ownershipin class-basedobject-orientedlanguages. In an
object-orientedprogram,a programvariable ² declaredto be of class ³ may point to an
objectof any subclassof ³ . Therefore,the methodcall ²T� ´Mz�{ may invoke any of several
actualmethodbodies,dependinguponhow ´ is overriddenin thesubclassesof ³ .

A staticanalysisof the programmay be able to narrow the setof possibletypesthat² may take on at the site of the call ²T� ´Mz�{ , and this in turn narrows the set of possible
methodbodies(callees)that this call site may invoke. Suchan analysiscanspeedup a
conventionalobject-orientedprogrambecausedynamicmethodlookupis moreexpensive
thanastaticprocedurecall; if thesetof calleescanbenarrowedto asingleton,thenthecall²T� ´Mz�{ canbeimplementedwithout run-timelookup. Otherkindsof programoptimization
– interproceduraldataflow analysis,or function-callinlining – alsobenefitfrom knowledge
of which method-bodyis called.
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For security-passingstyle,it is notnecessaryto narrow thesetof possiblemethodbodies
to a singleton– it sufficesto prove thatall possiblemethodbodiesfor this call to ´ have a
commonowner. In fact,anevenweaker propertywill suffice: for caller-says,we require
only thateverypossibleownerof ´ have(nonstrictly)fewerprivilegesthantheownerof its
caller, µ ; for callee-says,we requirethatall ownersof ´ have(nonstrictly)moreprivileges
thantheownerof µ .

Therehasbeenmuchwork on staticanalysesof object types. Classhierarchy analy-
sis [Fernandez1995;Deanet al. 1995] simply examinesall the subclassesof ³ to seeif
any of themoverridesmethod ´ . If not, the definition of ´ in class ³ (or, if ³ doesnot
define ´ , thedefinitionof ´ in anancestorclass)mustbethecallee.

Figure4 illustratesasimpleflow-insensitiveclasshierarchyanalysis. Givenavariable²
of statictype ³ , weanalyzeacall ²T� ´Mz�{ asfollows. From ³ , wewalk up theclasshierarchy
treeto find the lowest(improper)ancestorof ³ that implementsor overrideśMz�{ , andput
thatancestorinto thesetP. Thenwe examineall (directandindirect)subclassesof ³ , and
any of thosethatoverride ´Mz�{ arealsoput into P.

Informationgainedfrom dataflow analysiscanprunethesetof objecttypesthat ² may
containat the call site; this in turn prunesthe setof possiblemethodbodiesfor ´ at this
point,which in turn allows moreprecisedataflow analysis.This iterativeprocessis called
interprocedural classanalysisandhasbeenshown practicalby at leasttwo independent
setsof authors[Diwanet al. 1996;DeFouw etal. 1998].

6.1.3 Systemspeaksfor everyone.Someaccess-controlmatricescontaina principal
Systemthat hasaccessto every target. Even without flow analysisor hierarchyanalysis
the compilercanusethe rule System� C to eliminatesays computationswhenSystem
codeis calling othermethods(in thecaller-saysconvention)or othercodeis calling Sys-
temcode(in callee-says).

6.1.4 Leafprocedures. Many functionsdo not usetheir securitycontext in any way. A
leaf procedure is one that makesno other function call andcontainsno CheckPrivilege
operations;its securitycontext argumentis staticallydeadat all times.A generalizedleaf
procedure is onethatneithercallsCheckPrivilegenor any native methods,eitherdirectly
or indirectly. Static analysisof the dynamiccall tree can conservatively identify many
generalizedleafprocedures;theseproceduresdonotrequireany security-context argument
or a says computation.

Thegeneralizedleaf procedureanalysisworksby recursively following invoke byte-
codesfrom every method(to a limited recursiondepth)andis repeateduntil a fixedpoint
is reached.In practice,thousandsof methodscanbe analyzedthis way in lessthanone
CPUsecond.

This optimizationis just a form of interproceduraldeadcodeelimination,andcanbe
doneby a conventionalobject-orientedcompiler(afterSPSconversion)becausesecurity-
passingstylehasexpressedall thesays computationsin theunderlyingprogramminglan-
guage.However, thecompilerneedsto know thatsays hasadeclarative/functionalseman-
tics: callsto says canbedeletedif theresultis dead,eventhoughsays mighthave internal
sideeffectsto lazily computepartof thetransitiongraph.

Unfortunately, theinvoke bytecodeinstructionsarenotsufficient for theleafanalysis.
If agetstatic or putstatic bytecodereferencesaclassthathasnotyetbeenloaded,
thiswill causetheclassto beinitialized, creatinganimplicit call to thetargetclass’s initial-
izationmethod.Likewise,variousruntimeexceptions,suchasindexing beyondanarray’s
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boundaryor dereferencinganull pointer, will throw exceptions.To throw anexception,an
implicit call to theexception’sconstructorwould occur.

Theseimplicit methodinvocationsarenot directly visible from Java bytecode,making
it difficult to preserve the semanticsof the original Java stack inspectionsystem. Our
implementationhastheclassinitializersimplicitly enabletheirprivilegeswhenthey begin
running. While this breakscompatibilitywith Sun’s implementation,it still preservesthe
Java languagesemantics,which makeno guaranteeswhenclassinitializersareinvoked.

Theimplicit callsto createruntimeexceptionsaremuchsimpler. By observation,all of
theexceptionsthatmight implicitly bethrown makeonly onenativemethodcall, to fill in
their stacktrace.

In bothcasesof implicit methodinvocation,our designbreakswith compatibilityfrom
Sun’s implementation,in favor of allowing moremethodsto begeneralizedleaf methods,
andthusfurtherreducingtheoverheadof processingsecuritycontexts.

6.2 Dynamic Optimizations

Therearea finite numberof securitycontexts s, eachcorrespondingto a subsetof the n
principalsin the system. For a simplebrowser-appletsystem,n � 2. Eachcontext can
be representedwith a finite tableof labeledout-edges,so that says z o � s{ is computedby
lookingup o in thetablefor s.

Althoughn is bounded,it maynotalwaysbetiny (e.g., astockmarketwith thousandsof
principals),sowe lazily computethetablesandrepresentonly thosesecuritycontexts that
areactuallyreached.Following anuntraversededgerequires(1) lookingupa“new” subset
in aglobalhashtableto seeif thiscontext hasbeenreachedbefore,(2a)usingthecontext-
pointerfrom thetableor (2b) creatinga new context datastructure,and(3) installing the
edgeinto thecontext thathadlackedtheedge.

From a securitycontext s therebe many consecutive says computationsby the same
principal. In therepresentationof swemaintainadynamicone-wordcachez o � s¬f{ indicat-
ing thatthemostrecentsays calculationonswassays z o � s{ � s¬ . Thisshouldspeedupthe
commoncase.

6.3 Open vs. Closed World Assumptions

Oursystem,aswehavedescribedit, currentlymakesafundamentalassumptionthatwecan
inspectall codebeforeexecutionbegins.This is oftencalleda “closedworld assumption.”
In systemswhereJava’s securityfeaturesareoftenused,suchasJava appletsor servlets,
new codemayarrive at any time. Currently, all of our algorithmshave beendesignedfor
a closedworld. In particular, our classhierarchyanalysisrunsonce,up front, andcode
is thengeneratedbasedon propertiestrue in the closedworld. Deanet al. [Deanet al.
1995]discussespreciselythis issueandproposesa schemefor incrementallyupdatingthe
analysis.

Keepin mind that the performancenumbersin section7 arebasedon a closedworld.
Generallyspeaking,an openworld hasstrictly lessinformationavailablefrom which to
infer that an optimizationis legal. This implies that, in general,an implementationof
security-passingstylebuilt for anopenworld would have strictly worseperformancethan
one built for a closedworld, althoughit may be possiblefor an openworld systemto
closelyapproachtheperformanceof aclosedworld system.For example,in aJavasystem
supportingdynamiccoderecompilation,suchasSun’sHotSpot[Griswold 1998],it would
be possiblefor an SPSincrementalanalysisto determinethat certainclasses,previously
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compiledusingoptimizationsthatarenow invalid,shouldnow berecompiled.If codefrom
a now-invalid classwasinlined in othercompiledclasses,the recompilationcouldprove
quite expensive. The costof recompilationwould likely dwarf the analysistime (which
currentlytakeslessthana CPUsecond).

7. IMPLEMENTATION AND PERFORMANCE

We have implementedSPSconversionasa transformationon a collectionof Java class
files. Our implementationwasbuilt usingthe JOIE library (Java ObjectInstrumentation
Environment)from DukeUniversity[Cohenet al. 1998].This library presentsa relatively
high-level interfaceto parseandedit Java classfiles. We refer to our implementationas
SAFKASI – thesecurityarchitectureformerlyknown asstackinspection.

We have written approximately1700linesof Java codeto do staticanalysis,and2300
linesto do byte-coderewriting (SPSconversion).Our runtimesupport(implementingthe
says andCheckPrivilegefunctions)is 1900lines.Oursystemloads,analyzes,andrewrites
roughly800Javaclassesin 100seconds.Wemadenoeffort to tunetheperformanceof the
rewriter itself; achieving anorderof magnitudeimprovementin rewriting speedshouldnot
be unreasonablydifficult. JOIE, in particular, usesprimitive datastructuresto represent
Java bytecodes.Codeinsertionin JOIEhasO z N2 { cost.

Wehaveimplementedflow-insensitiveclasshierarchyanalysisto eliminatesays compu-
tations,andweremovesays computationsfrom bothsimpleandgeneralizedleafmethods.
Becausewerequirethefull programfor this analysis,we cannotpresentlysupportthedy-
namicloadingfeaturesof Java (seesection6.1). Instead,we run theprogramfrom local
diskwith ourspecializedclasses.

Our systemrunsby modifying theclasslibrariesof theNaturalBridgeBulletTrain Java
compiler [NaturalBridge,LLC 1998]. BulletTrain usesa traditional static compiler to
producenative machineexecutables,in contrastto the dynamicjust-in-timecompilation
usedby otherJava implementations.BulletTrain currentlyrequiresthewholeprogramto
be availableat compile-time.We choseto useBulletTrain becauseits authorsofferedus
invaluableassistancewith their product.Also, becauseBulletTrainhasanaggressivecode
optimizerwhichuseswhole-programanalysis,webelieveperformancenumbersmeasured
todaywith BulletTrainwill representwhatotherJavasystemswill achieve in thefuture.

7.1 Making SPS Work

Security-passingstylehassomeverynicetheoreticalproperties,but actuallyimplementing
it requiresa numberof difficult casesto behandledproperly.

7.1.1 Nativemethods.Java programscancall nativemethods(functionsnot written in
Java) thatmight thencall backto Java methods.We cannotapplySPSconversionwithin
thenativemethods.Instead,whencallingfrom Javato native,westorethesecuritycontext
s into a per-threadglobal variable;whencalling from native backto Java we fetch s as
thesecuritycontext for theJava code. If we assumethatall native methodcallshave the
owner, System, thensincesays z System� s{ � s this is thecorrectbehavior.

Wemustalsosupportup-calls,wherenativemethodschooseto call backinto Javameth-
ods.Thestandardmechanismfor this,JNI (JavaNativeInterface),requiresthenativecode
to specifya method’s completesignature,including thetypesof its argumentsandreturn
value. This meansthe SPS-convertermustgeneratestubswith the original signaturesto
receive a JNI up-call. A stubmethodwill retrieve the per-threadstoredsecuritycontext
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andtheninvoke its SPS-convertedsibling.

7.1.2 Reflection.Ideally, the security-passingtransformationshouldnot be visible in
any way to an application.The Java reflectionAPI allows a programto learnhow many
parameterseachof its methodstakes; sinceSPSconversionintroducesextra arguments,
thisis aproblemthatwouldhaveto befixedby modifyingtheimplementationof reflection;
we havenot yetdonethis.

7.1.3 Bootstrapping. In practice,bootstrappingproved to be the mostdifficult aspect
of implementingsecurity-passingstyle. In the BulletTrain system,the majority of the
bootstrappingcodeis written in Java itself. This makes the systemextremelysensitive
aboutthe order in which classesbegin execution,andmany classeswhich appearto be
normalarehandledspeciallyby thecompiler. To addresstheseconcerns,anSPS-converted
programmustbootstrapin threestages.

Classesinvolvedin thevery beginningof bootstrappingtheruntimewereidentifiedby
handandaddedto a list of classesthatarenot modifiedby theSPSconverter. Instead,any
callsto theseclassesaretreatedthesameascallsto any nativemethod,storingthesecurity
context into aper-threadglobalvariable.

In thesecondphaseof bootstrapping,someSPS-convertedclassesbegin executionbut
theSPSruntimeitself is not yet initialized. Still, SPS-convertedclassesrequireanon-null
instanceof securitycontext be passedto them. To avoid this chicken-and-egg problem,
a “dummy” securitycontext, later subclassedto implementthe real securitycontext, is
created.

Finally, when“real” securitycontexts areavailable,the application’s main routinecan
beinvokedwith a propersecuritycontext andexecutioncontinuesnormally.

7.1.4 Consistencyand inheritance.Becausemany systemclassesmust not be SPS-
converted,an issueariseswhenan SPS-convertedclasssubclassesa non-convertedclass
or viceversa.It is obviously importantto maintaintheconsistency of thetypesystem,and
SPS-convertingonly asubsetof theclassescancauseconfusion.

To solve theproblem,we adopteda rule that, if a classis SPS-converted,thenall sub-
classesof it mustalsobeSPS-converted.Likewise,if aninterfaceis SPS-converted,then
all classesthatimplementthatinterfacemustalsobeSPS-converted.

This rule implies that, if a classcannotbe SPS-converted,its superclassmay not be
converted,either. Therefore,severalcoreclasses,includejava.lang.Object , execute
unchanged.If a methodin anSPS-convertedclasswishesto call a methodin a non-SPS-
convertedclass,it treatsthecall in thesameway native methodsarehandled:thesecurity
context is saved and the methodis invoked without the securitycontext argument. In
practice,the numberof timesthe securitycontext is saved canbe quite significant. See
section7.2.2for details.

Several issuesmuststill beresolvedto make this work. Onespecificproblemwasthat
java.lang.Thread , whichmustnotbeSPS-converted(it’susedveryearlyin thesys-
tem bootstrappingprocess),implementsthe java.lang.Runnable interface,which
wewantto SPS-convert,asit’susedthroughoutthesystemafterbootstrapping.This issue
doesnot occuranywhereelse,so it wassolved by addinga new methodspecificallyto
java.lang.Thread duringSPSconversion.

AnotherproblemariseswhenanSPS-convertedsubclassinheritsa methodfrom a non-
SPS-convertedsuperclasswithout overriding it. Normally, thecalleein suchcasesis the



22 y D. S. Wallach, A. W. Appel and E. W. Felten

No
Security

(baseline)

Stack
Inspection

Security-
Passing
Style

No says (leaf) 1-4 cycles
says ° o® s±(¶ s (staticopt.) 1-4
says ° o® s± (cachehit)

0 0
33

says ° o® s± (cachemiss) 69
BeginPrivilege 24cycles 2200cycles 57

Table1. Measuredcostof SPSprimitives.
The says function is shown as it would be implementedin a leaf method(no security-context argument),in a
non-leafwith identicalcaller andcalleeowners,and(without staticoptimization)with andwithout a hit in the
one-word cache.
BeginPrivilege includesthecostof invoking aninterfacemethod,aspartof thelatestJava 2.0semantics.
Cyclecountsweremeasuredby timing microbenchmarks,thendividing by thecomputer’s clock cycle.

superclass’s method.However, underSPSconversion,the non-SPS-convertedsuperclass
doesnothaveamethodwith theappropriateSPS-convertedsignatureandneitherdoesthe
subclass.Weaddressthisconcernby generatingastubmethodin thesubclassto explicitly
delegateto thesuperclass,whennecessary.

7.1.5 Portability. As mentionedabove, Java systemsare relatively fragile during the
bootstrappingprocess.This requiresanumberof classesto behandledspecially. Running
SPS-convertedcodein adifferentJavaenvironmentwouldrequireassessingwhichclasses
needto behandledspecially. Also, sufficient accessto thesystembootstrappingprocess
is requiredsuchthat theSPSsystemcanbeloadedasearlyaspossible.Asidefrom these
issues,theSPSruntimeshouldbestraightforwardto addto any Java system.

7.1.6 Productionvs.prototypeimplementations.Our prototypeimplementationmakes
anumberof simplifying assumptionsthatwouldnotbeacceptablein aproductionsystem.
We make no attemptto supportJava’s reflectionAPI. We likewise make no attemptto
protectthe securitycontexts being passedthrougha methodfrom the methoditself. A
carefully-craftedmethodwould beableto manipulatethesecuritycontext that is inserted
within it in our prototype.

SupportingreflectionagainstSPSconvertedcodewould be straightforward. It would
simply requireteachingthe reflectioncalls to ignore any of the addedSPSmethodsor
membersandto passalongthesecuritycontext. ProtectingtheSPSsystemitself against
attackwouldbetrickier. Ideally, wewould invoketheJavabytecodeverifierfirst, checking
thattheclassis self-consistentandwell-behavedin its originalstate.After verification,we
couldthensafelyperformtheSPSconversion.

7.2 Performance

To accuratelymeasuretheperformanceof theoriginal stackinspectionprimitivesaswell
astheirSPS-convertedequivalents,wecreatedaseriesof microbenchmarksthatrepeatedly
enablea privilege,performanumberof recursivemethodcalls,thenchecktheprivilege.

All benchmarkswere measuredon a PC with 384MB of RAM and a 450MHz Intel
PentiumII runningWindowsNT Workstation4.0anda developmentversionof theNatu-
ralBridgeBulletTrain Java compilersimilar to thereleasedversion1.6.
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Fig. 5. Costof CheckPrivilege() microbenchmark.
Thetimesfor theSPScheckprivilegecallsareapproximately0.5µsec.This microbenchmarkcomparesNatural-
Bridge’s internalstackinspectionsystemwith oursecurity-passingstyleimplementation.Themicrobenchmarkis
animplementationof therecursive solutionto theTowersof Hanoiproblem.Onthebenchmarkmachine,0.5µsec
is approximately225CPUcycles.

7.2.1 Micro benchmarks.We usedthemeasuredrun timesof our microbenchmarksto
calculatethe cycle countof eachstack-inspectionprimitive in eachof threeimplementa-
tions: thenull implementation(nosecuritypassing,nosecuritychecking);theBulletTrain
implementationof stack inspection;and our security-passingstyle. Eachmicrobench-
markwasexecutedtenmillion times,allowing Java’smillisecond-accuratetimerto resolve
single-cycle differencesin executiontime. Table1 shows theresults.Figure5 shows the
variablecostof the CheckPrivilege()primitive whenusingstackinspectioncomparedto
the constant-timecostof CheckPrivilege()with security-passingstyle. The performance
differencevarieslinearlyfrom afactorof 35to afactorof 88,dependingonthestackdepth.

7.2.2 Macro benchmarks.Despitethesuccessof security-passingstyleonmicrobench-
marks,the per-methodoverheadis morecostly whenrunningreal applications.Table2
comparesSPS-convertedcode,with its cheapsecuritychecks,to normalcode,performing
expensivestackinspectionsfor its securitychecks.

Four benchmarkprogramswereusedto testtheperformanceof SPS-convertedcodeto
normalcodeusingtraditionalstackinspection.ThesebenchmarksareSAFKASI, RecRead,
Javac,andJess.

SAFKASI Theprogramwhich implementstheSPSconversion.SAFKASI is benchmarked
convertinga largeJava program(actually, it’s convertingitself). It is readingin 1172
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No
Security

(baseline)

Normal
Stack

Inspection

SPSConversion
(nochecks)

SPSConversion
(with checks)

SAFKASI

Runtime(s) 150.10 261.35 195.14 303.81
Stddev 0.91% 0.85% 0.45% 0.23%
SPSOverhead 30.01% 16.24%
CostPerCheck(ms) 3.95 3.85

RecRead
Runtime(s) 2.42 10.02 2.43 10.08
Stddev 1.35% 1.13% 1.33% 1.11%
SPSOverhead 0.30% 0.57%
CostPerCheck(ms) 0.74 0.75

Javac
Runtime(s) 7.74 8.43 9.40 10.02
Stddev 2.00% 2.66% 2.48% 1.73%
SPSOverhead 21.50% 18.86%
CostPerCheck(ms) 0.77 0.69

Jess
Runtime(s) 3.14 3.18 3.62 3.64
Stddev 2.00% 1.16% 2.60% 2.36%
SPSOverhead 15.31% 14.51%
CostPerCheck(ms) 3.48 1.89

Table2. Runtimeperformanceof benchmarkprograms.
Eachbenchmarkprogramwasrun in five configurations.Thefirst wasinstrumentedto captureprofiling informa-
tion. Theremainingfour represented:thenormalprogramming(runningunmodified),thenormalprogramwith
a non-nullSecurityManager(andthusperforminga stackinspectionoperationon every securitycheck),andthe
SPS-convertedprogramwith andwithoutsecuritychecks.
Thesebenchmarksallow us to measurethe overheadof SPSconversion,bothwithout andwith securitychecks
beingperformed.Additionally, sinceoursystemcountsthenumberof securitychecksmade,wecancomputethe
averagecostpersecuritycheck,bothwith stackinspectionandwith SPS.
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SAFKASI RecRead Javac Jess
Leaf% 10.90% 23.68% 28.55% 37.30%
StaticOpt% 9.89% 76.16% 28.89% 38.00%
DynHit% 79.21% 0.16% 42.56% 24.71%

GetContext% 2.38% 8.46% 5.81% 0.50%
StoreContext% 24.83% 111.62% 15.97% 3.18%

Table3. Runtimestatisticsfor benchmarkprograms.
This tablerepresentstheeffectivenessof staticoptimizationfor SPS-convertedprograms.Leaf%representsthe
numberof methodcalls,at runtime,wherethesystemhadstaticallydeterminedthatthecalleewasa generalized
leaf procedure,and thereforeneededno additionalsecuritycontext argument. StaticOpt%representsthe per-
centageof methodcallswherethesystemcouldstaticallydeterminethecallee’s principalandcould thusavoid
changingthe securitycontext. DynHit% representsthe percentageof methodcallswherethe systemneededto
computea changeto thesecuritycontext but theresulthadbeenpreviously cached.In all thesebenchmarks,the
sumof thesepercentagesis virtually 100%.
Furthermore,we alsomeasuredthe numberof times our systemchoseto save or restorethe securitycontext
(GetContext% andStoreContext%). Normally, this is donebeforeor following a call to a native methodor any
other methodthat cannotbe rewritten. Thesemeasurementsarepresentedas percentagesrelative to the total
numberof methodcalls performedby the benchmarkprogram. So, whenRecReadshows a StoreContext% of
111.62%,this impliesthat,onaverage,eachmethodbodymade1.1callsto storetheSPScontext prior to invoking
anative or otherwiseunrewritablemethod.

.class files,analyzingthem,andwriting out 1172new .class files.
RecRead A simplerecursiveprogramthat,givena directoryasinput, recursively iterates

throughall thesubdirectoriesandreadsthefirst 1024bytesof everyfile. Thisprogram
shouldbe I/O bound,and shouldalso generatea large numberof securitychecks
relativeto theamountof CPUis consumes.RecReadwasalwaysrunwith awarmfile
cache.

Javac Thecompilerfrom Sun’s Java 2.0 distribution. For this benchmark,Javac is com-
piling Jessfrom scratch(all .class filesaredeletedbetweenbenchmarkruns).

Jess TheJavaExpertSystemShell,version5.0[Friedman-Hill1997].For thisbenchmark,
we asked jessto evaluatehard.clp , which is includedasan examplein the Jess
distribution.

Eachbenchmarkconfigurationwasexecutedtentimesandaverageresultsarepresented
here. We show performancenumberswith the averageand standarddeviation of their
runtimes.

Onthesebenchmarks,wefoundthecostof performingasecuritycheckto beroughlythe
same,whetherusingSPS-convertedcodeor traditionalstackinspection(with asmalledge
given SPS-convertedcode). However, the generalperformanceoverheadof introducing
SPS-conversionto programsmakingno securitychecksvariesfrom 15-30%.Thecheaper
securitycheckswith SPSonly reducethis to a rangeof 15-19%.

Interestingly, thecostpersecuritycheck,asmeasuredon thebenchmarks,wasnot con-
stantfor SPS-convertedcode.Thecostspercheckfor SPSandfor stackinspectiontended
to mirror oneother. If onewascheap,theotherwouldbecheap.In fact,thecostof asecu-
rity checkwasordersof magnitudehigherthanthecostof eitherprimitivestackinspection
or theSPScheckalone.This implies thatothermachineryin theSecurityManageris the
performancebottleneckfor securitychecks. The performanceoverheadof the Security-
Manageris particularlyapparentin the RecReadbenchmark,wherethe securitychecks
causedthebenchmarkto runbelow onequarterof its original speed.
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Furthermore,bothoursecurity-passingsystemandtheBulletTrainstackinspectionsys-
tem are prototypeimplementations.Both “cheat” by returningProtectionDomain
structureswhich grantpermissionfor any requestandneitherhasbeenheavily tunedfor
performance.Our benchmarksimply that, while SPSconversioncanslow down a pro-
gramby up to 30%,theothercostsassociatedwith makingsecuritycheckscandominate
thesystem’sperformancefor programsperformingsignificantsecuritychecks.

The culprit for the slowdown when enablingsecuritychecksis the Java 2.0 permis-
sioncheckingsystem[Gong1999]. Java 2.0 hasdefinedanextensiblesystemwhereone
permissioncanimply another, requiringa significantamountof bookkeepingto trackall
theknown permissionsin thesystem.For programs,suchasRecRead,wherethesecosts
dominatesystemperformance,the performancedifferencecausedby SPSconversionis
largely irrelevant. If the permissioncheckingsystemwereheavily tunedor redesigned,
thenthe performancedifferencebetweenSPSandstackinspectionwould be morerele-
vant. In particular, if programslike Jess,whereSPSsecuritycheckshave half thecostof
stackinspection,wereto performmoresecuritychecks,asdonein RecRead,SPScould
conceivably result in a fastersystemthanstackinspection. In the currentsystem,as it
stands,the high runtimeoverheadof SPS-conversionis never paid for by the lower per-
security-checkcosts.

7.2.3 Optimizationeffectiveness.Section6 describesaseriesof staticanddynamicop-
timizationsthatcanbeperformedaspartof theSPS-conversionprocess.Table3 describes
how well theseoptimizationsworkedin practice.Thegeneralizedleaf procedureanalysis
combinedwith staticdeterminationof a methodcallee’sprincipalallowedanywherefrom
20-99.84%of all methodcall SPSconversionsto be optimizedaway. In the worst case,
our dynamicoptimizationsrarely missed. We canconcludethat our optimizationswere
extremelyeffective.

The otherresultthat appearsin our analysisis the prevalenceof the needto storeand
retrieve thesecuritycontext. Whena calleecannotbeSPS-converted(seethediscussion
aboveonbootstrappingandnativemethods),thesecuritycontext mustbesaved.Likewise,
if control flow returnsfrom one of thesemethodsto a normal SPS-convertedmethod,
the securitycontext mustbe restored.Expressedasa percentageof the total numberof
methodcallsperformed,our benchmarksshow a significantnumberof StoreContext calls
(rangingfrom 3-24% in normal circumstancesto over 100% in a degeneratecasethat
performsonly I/O operations)anddramaticallyfewerGetContext calls(rangingfrom 0.5-
8.5%). This implies that the majority of timesin which we storethe context, it is never
retrieved.Oursystemcouldbefurtheroptimizedby identifying,byhand,whichof thenon-
SPS-convertedmethodsnever performup-callsto SPS-convertedclasses.With profiling
enabled,oursystemcountsthenumberof timesasecuritycontext iseithersavedor restored
asa functionof thecaller. This list canbeusedto identify hotspotsfor furtheranalysis.

8. RELATED WORK

Securitymechanismscanbegenerallybrokendown into thoseconcerningaccesscontrols
(accessto specificresourcessuchasfiles andnetwork connections),resourcelimits (CPU
andmemoryuse,network bandwidth,andotherresourceswhereindividual useis cheap
but aggregateuseover time is costly),andinformationflow.

Language-basedmechanismshave beenusedfor securitypurposesbefore,perhapsas
early as the BurroughsB5000 seriescomputers[BurroughsCorporation1969]. Many
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morerecentsystems,includingSmalltalk[Goldberg andRobson1989],Pilot [Redelletal.
1980],Cedar[Swinehartet al. 1986],Lisp Machines[Bromley 1986],andOberon[Wirth
andGutknecht1992]have takenadvantageof language-basedmechanismsto provideac-
cesscontrol services. More recentsystems,suchas MzScheme[Flatt et al. 1999] and
J-Kernel[Hawblitzel etal. 1998;Spoonhoweretal. 1998]usename-spacemanagementor
capability-stylesemanticsfor accesscontrol.

A numberof projectshaveaddressedtheissueof resourcemanagementwithin language
runtimes. Back, Tullmann,Stoller, Hsieh,andLepreau[2000], Back andHsieh[1999],
and van Doorn [2000] discussdevelopingan operatingsystem-like environmentwithin
Java. They discussimplementingvirtual kernel-userboundarywithin theJavaAPI andthe
JVM. Likewise, JRes[Czajkowski andvon Eicken 1998] andBernadat,Lambright,and
Travostino[1998]supportscontrolsonmemoryusage.

Somesystems,suchasPLAN [Hicks et al. 1998],restrictthelanguageto guaranteethat
programswill terminateor otherwisebehavein somefashion.Similar restrictionscanalso
beenforcedwith proof-carryingcode[NeculaandLee1996;NeculaandLee1997].

JFlow [Meyers1999]enforcesinformationflow policiesagainstJavaprograms.
Thesystempresentedhere,SAFKASI, is built usingJava bytecoderewriting. Bytecode

rewriting is a very generaltechniquethathasbeenusedin a numberof systems.J-Kernel,
JRes,Naccio[EvansandTwyman1999],andKimera[Sirer et al. 1999]all useJava byte-
coderewriting aspartof their securityarchitecture.

9. CONCLUSIONS

Stackinspectionhasproven to be a useful techniquefor managingthe securityrequire-
mentsof mobilecodesystemssuchasJavaandhasbeenadoptedby all themajorJavasoft-
warevendors.We presenta formal modelof stackinspectionbasedon a belief logic. We
presentthedesignandimplementationof security-passingstyle,anda proof of its equiva-
lenceto stackinspection.We analyzetheperformanceof our implementation.We discuss
a numberof optimizationsfor security-passingstyle,bothstaticoptimizationsbasedon a
classhierarchyanalysis,anddynamicoptimizationsbasedon cachingof previousresults.

While theperformanceof our prototypeis not asgoodastheoriginal stackinspection
system,wenow haveapowerful andtheoreticallysoundsystemwith equivalentsemantics
to stackinspection,yetwhichmaybemoreeasilyadaptedto otherlanguagesbeyondJava.
Security-passingstyle addressesconcernsthat mobile codesystemsmustrequiread-hoc
changesto languageruntimesor mustrely on traditionaloperatingsystemsmechanisms.
As mobilecodeis increasinglydeployed,whetherin the form of active networks,shared
virtual realities,or programmedstocktrading,theimportanceof asoundsecurityarchitec-
ture,suchasstackinspection,increaseslikewise.
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APPENDIX

A. ACCESS CONTROL LOGIC DETAILS

In order to modelstackinspection,we choseto adopta subsetof the belief logic from
Abadi,Burrows,Lampson,andPlotkin [1993] (hereafter, ABLP logic).

A.1 ABLP Grammar

This sectionpresentsa grammarfor valid ABLP expressions.Notethat,while this gram-
mar is not completelyunambiguous,the axiomsthat operateon ABLP expressionsare
unambiguous.

Therearetwo fundamentaltypesin ABLP: statementsandprincipals.A statementcould
beanatomicstatementsuchas“the sky is blue.” It couldalsobea compoundstatement
suchas “Bob saysthe sky is blue” or “Alice speaksfor Bob,” as indicatedwith the �
symbol. A statementmay alsobe the conjunctionof several independentstatements,as
indicatedwith the � symbol. Or, a statementmay imply anotherstatement,asindicated
with the � symbol.

Statement   AtomicStatement
Statement   Statement� Statement
Statement   Statement� Statement
Statement   Principalsays Statement
Statement   Principal � Principal

A principalcanbeanatomicprincipalsuchas“Alice” or “Bob.” It mayalsobeacompound
principalsuchas“Alice quotingBob,” asindicatedwith the � symbolor a conjunctionof
principals,asindicatedwith the � symbol.

Principal   AtomicPrincipal
Principal   Principal � Principal
Principal   Principal � Principal

To avoid ambiguousstatementsor at leastmake statementsmorelegible, parenthesesare
alsoacceptablein all theobviousplaces.
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Principal   ( Principal)
Statement   ( Statement)

Thus,it’sperfectlyreasonableto makeastatementsuchas

z�z Alice � Bob{ says z Charlie �¸z Alice � Bob{�{�{&�z Charlie�Alice says X {*�z�z Alice says X {$� X {
wherethe first part is a form of delegation(Alice andBob delegatingtheir privilegesto
Charlie),the secondpart is an assertionthat “Charlie quotingAlice” wantsto do X (i.e.,
Charlieis claiming thatAlice wantsto do X), andthe third part is anaccesscontrol rule
statingthatwhenAlice saysshewantsto doX, wewill believeher.

A.2 Axioms

Hereis a list of thesubsetof axiomsin ABLP logic usedin thispaper. Weomit axiomsfor
delegation,roles,andexceptionsbecausethey arenotnecessaryto discussstackinspection.

A.2.1 AxiomsAboutStatements.

If s is aninstanceof a theoremof propositionallogic thens is truein ABLP. (9)

If sands � s¬ thens¬ � (10)

z A says s � A says z s � s¬ {2{�� A says s¬ � (11)

If s thenA says s for everyprincipalA � (12)

A.2.2 AxiomsAboutPrincipals.

z A � B{ says s � z A says s{&��z B says s{ (13)

z A � B{ says s � A says B says s (14)

z A � B{$�3z A says s � B says s{ (15)

z A �Jz B � C{�{ � z�z A � B{�� C{ (16)

z A �Jz B � C{�{ � z A � B{*�tz A � C{ (17)

z A � B{ � z A � A � B{ (18)

z A says z B � A{�{��3z B � A{ (19)

So,giventhethefollowing statement:

z�z Alice � Bob{ says Charlie �¹z Alice � Bob{�{%�z Charlie�Alice says X {*�z�z Alice says X {$� X {
we might try to proveX.

Charlie �¹z Alice � Bob{ by axiom19z Charlie � Alice � Bob{��Alice says X by axiom18z Charlie�Alice says X {&�z Alice�Alice says X {���z Bob�Alice says X { by axiom13
Alice � Alice says X by axiom9
Alice says Alice says X by axiom14
Alice says X by axiom11
X by axiom11
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Now, in general,not all ABLP proofsarethis easy. It is possibleto encodeproblems
in ABLP that are equivalent to the halting problem. However, by carefully choosinga
subsetof ABLP, wecannotonly guaranteethatproofsaredecidable,but wecanalsomake
efficient decisionproceduresfor them.Section3 presentsthesubsetof ABLP thatwe use
to modelJava’sstackinspection.

A.3 Applying ABLP

With an understandingof how ABLP logic works,we canexplain how it canbe usedto
modelactualsystems.A greatamountof detail on this is availablein Lampson,Abadi,
Burrows, andWobber[1992]. ABLP canbeusedto modeltheflow of control througha
singlesystem,from userto keyboardto motherboardto device driver to operatingsystem
to userprocess.It canalsobeusedto modelinformationpassingacrossa network to the
samelevel of detail. The key is quoting. Whenan applicationreceivesa keystroke, it
might wantto verify that thekeystroke, in fact,camefrom theuser. In themodel,suchan
applicationwouldberequiredto validate

z Kernel�DeviceDriver�Keyboard says KeyPressed(‘g’){$� KeyPressed(‘g’)

In orderto do this, it mustbelieve thateachlayertruthfully speaksfor thelayerbelow it:

Kernel � DeviceDriver
DeviceDriver � Keyboardz Keyboard says KeyPressed(x) {$� KeyPressed(x)

Giventheabovebeliefsandtheaxiomsof ABLP logic, anapplicationmaysafelybelieve
in theauthenticityof its keystrokes.

If we wish to adda network window server (suchasX) to this model,we mustprove
thatthewindow serverspeaksfor thekeyboard.Sucha proof would requiremodelingthe
eventdispatchmechanisminsidetheserver. If thewindow server supportedfeatureslike
synthetickey events(whereanapplicationmaysimulatekeystrokeeventsto driveanother
application),this would alsoneedto be taken into accountin the model. As the model’s
complexity grows, our certaintyof keystroke authenticityis dependenton our ability to
makeproofsasabove.

ABLP canbe appliedto all kinds of authenticationproblems. A relatedlogic, BAN
logic [Burrowset al. 1990],hasbeenappliedto theunderlyingcryptographicprotocolsas
well.


