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generally interfered with interprocedural optimization. We present a new semantics for stack
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can efficiently represent the security context for any method activation, and we can build a new
implementation strictly by rewriting the Java bytecodes before they are loaded by the system.
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1. INTRODUCTION

Java [Gosling et al. 1996] and a numberof otherrecentsystemg(including Microsoft's
C# [Wille 2000]) have consideredhe problemof runninguntrustedandtrustedcodeto-
gether To mediateaccesgo potentiallydangerousystemresourcessuchasthefile sys-
temor network, suchsystemaeeda securityarchitecturghatcanflexibly grantdifferent
privilegesto code having differentlevels of trust. Several architectureshave beenpro-
posedWallachetal. 1997]but Jara vendorshave all choserto useafairly new technique
calledstackinspectiofGongandSchemerd 998;Netscap&ommunication€orporation
1997;Microsoft Corporation1997].

Stackinspectionis analgorithmfor preventinguntrusteccodefrom usingsensitve sys-
tem resources.Before a dangerousoperationproceedsa call is madeto the “security
managel which implementsa referencemonitor. The securitymanagemill consideyin
sequencethe principals that “own” eachstackframe. A principalis eitherthe Web site
from whichthecodewasloadedor a signerwho appliedadigital signaturgo thecode.If a
stackframe’sprincipalis foundto beunprivilegedfor theoperationn questionpermission
is deniedandtheoperatiorfails (seefigure 1).

In somecasestrustedcodewill usea dangerousesourcesuchasgeneralccesgo the
file systemandnetwork, andexport a safeservice,suchasthe ability to loada Web URL
usinga file cache. To malke this possible,an additionalmechanismallows trustedcode
to “enableits privileges, servingasan explicit assertiorto take responsibilityfor future
dangerousctions. This assertionis generallyrecordedasa mark uponthe caller’s stack
frame, andis later recognizedby the securitymanager Stackinspectionhasnumerous
softwareengineeringandsecuritybenefitsincluding higherassurancéhat software bugs
will notleadto securityviolations.We discusghe spaceof possiblesecurityarchitectures
andtheir relative benefitsin Wallach,Balfanz,Dean,andFelten[1997].

In a stack-inspectiosystem,eachmethod(or procedure)s ownedby a principal, and
eachprincipalhasa finite setof privileges The primitive operationsn a stack-inspection
systemandtheir explanationare:

BeginPrivilege() Enableprivileges.Implementedy NetscapendMicrosoftby marking
the currentstackframe as privileged. Implementedoy Sunby passingan objectto
DoPrivilged() whichis involvedin anew andprivilegedstackframe.

CheckPrivilege(T) Checkwhetherprivilegesfor a giventarget T are enabled. Check-
Privilegeis implementedy searchingtackframesfrom the currentone. If amarked
frameis found whoseowner possessethe privilegeto useT, CheckPwilegeis suc-
cessfuland the searchterminates. If a frameis found whoseowner is not autho-
rizedto useT, CheckPwilegeraisesan exception. If ary otherframeis found, the
searctcontinueslf thesearclcompletesithoutfinding anunprivilegedstackframe,
the requestecbperationis either allowed (with Microsoft and Sun) or denied(with
Netscape)Theexactalgorithmappearsn figurel.

The exact syntaxvariesacrossthe implementation®f NetscapeMicrosoft, and Sunbut
all behare similarly enoughthatthe differencesareunimportanto this discussion.
Therationalefor stackinspectionis thatif anunprivilegedmethodownedby Alice calls
the deleteFile() method,the CheckPrilege donein deleteFile will fail when
it encounterdAlice’s frame. But supposeAlice calls a system-avned quicksortroutine
andtries to cheatby passingdeleteFile (or an objectcontainingthat method)asthe
“compare”function? We do not want deleteFile to believe it wasauthorizedby the
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CheckPriilege (targe?) {
/I loop, newestto oldeststad frame
foreach stakFrame{
if (local policy forbidsaccesdo target by classexecutingin stadkFrameg
throw ForbiddenExceptian

if (stakkFramehasenabledprivilege for target)
return; // allow access

}

Il if wereadhedhere, wefell off theendof the stad
if (Netscapet.0)

throw ForbiddenExceptian
if (MicrosoftIE 4.0|| SunJara2.0)

return; // allow access

Fig.1. Jaa’sstackwalkingalgorithm.

(extremely privileged) systemprincipal just becauset was called directly by a system-
ownedmethod! In this case,CheckPrvilege will examinethe stackframefor quicksort,
find thatit is neitherunprivilegednor enabled,and continueon to find the unprivileged
Alice frame,which will causea failure of CheckPwilege. This classof attackis some-
timescalledtheconfusedieputyproblem[Hardy 1988],whereanattacler attemptdo take
adwantageof a subroutinghathasmoreprivilegesthanit needs.

Ontheotherhand,if Alice callsaLoadURL methodownedby systemwhich executes
BeginPrivilege andthencalls anothersystemroutine which in turn calls deleteFile
the CheckPwilege call will succeed.

Stackinspectionis a techniqueto help the Java systemsatisfy the principle of least
privilege[SaltzerandSchroedef 975]. With stackinspectionthe Javasystenmayoperate
with lessthanits full privilegesactive atall timesandthusexposureto attackss reduced.
This proved extremely usefulin Netscape3.0 [Roskind1996]. An additionalbenefitof
requiringexplicit callsto enableprivilegeswasthatthesecallscould be quickly identified
with text searchingoolssuchasgrep andthensubjectedo codeauditing. With limited
time to auditalarge codebase this techniqueallows an auditto focusits efforts on code
thatwill effectthesecurityof the system.

Stackinspectionasdescribedabove, hasthreeweaknesses:

(1) It is not clearwhetherthis mechanisnachievesreal security or how to reasomabout
the securitythatit mightachieve.

(2) Theoperationaldefinition of stackinspectionoverconstraingts implementation.An
implementationwould find it difficult to collapsestackframesby inlining or tail-
recursionelimination, sincetheseoptimizationswould changethe statevisible to the
securitysystem.Any interprocedurahnalysiswould have to take into accountthese
specialside effectsto the stackframe,andtheir obsenation by calleesarbitrarily far
upthestack.This problemis essentiallysimilar to the problemof supportingorogram
dehuggingin the presenceof optimizedcode[Hennessyl982; Tolmachand Appel
1990].

(3) Thehigh costof the CheckPwilege operationdiscouragesdts use. For example,the
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standardO library calls CheckPwilege only on openinga file, not on eachaccess
to the resultingfile descriptor We conjecturethat this designdecisionwas made
because€heckPwilegewasexpensve.

We have solvedall threeof theseproblems:

(1) In sections3, we show that stackinspectioncan be explainedusing a simple belief
logic (designedby Abadi, Burrows, Lampsonand Plotkin [Abadi et al. 1993] and
summarizedn section2).

(2) In sections4 and 5, we describea new semanticsof stackinspectionthat we call
“security-passingtyle” [Wallach and Felten 1998], which we prove to be faithful
to the original stackinspectionmodel. By implementingthis semanticglirectly, we
can expressall securityoperationsin plain Java (or ary underlyinglanguagewith
procedurecalls). Not only doesthis avoid interferencewith programanalysesand
optimizations put standardlataflav-basedcompileroptimizationsnow helpoptimize
the securityoperationdor free.

(3) Eachof the operationsn our nev implementationcan be performedin O(1) time.
Still, someof theseoperationsarerelatively expensve. Section6 describes number
of optimizationdasedn staticanalysif theprogram.In mary casesit is possiblgo
identify andremove securityoperationsvithout changinghe semantic®f thesecurity
system.

In building our system,describedin section7, we constrainoursehes to make no
changego the underlyingJava virtual machine[Lindholm and Yellin 1996]. We operate
strictly by rewriting Java classest loadtime, sothe just-in-time compilerneedso know
nothingaboutthe transformatiorwe applyto the code. Ourimplementatiorworkswithin
the context of any standardlVM/JIT, andwe shav measurementsf its performancewvith
acurrentcompiler

2. ACCESS CONTROL LOGIC

In orderto gaina moresophisticatedinderstandingf stackinspectionwe foundit neces-
saryto build a modelof the system.A goodmodelwould hide mary of the detailsof the
systemandallow usto reasomaboutit. In particular we would like the modelto capture
the “security state”of the systemat ary time andlet us expresstransitionsfrom this state
asmathematicabperations.

Thereareno hardandfastrulesof how oneshouldmodela systemformally. Instead,
the mostexpedientpathis to find aformal modelof a similar systemandadaptit to stack
inspection.Thesystenthatwe decidedo borrow from wasoriginally usecdto describeau-
thenticatiorandaccesgontrolin the TaosoperatingsystemLampsonetal. 1992;Wobber
etal. 1994]. In Taos,the operatingsystemmaintainsinformationaboutevery channebe-
tweenprocessesn the samemachineand acrossthe network. Whena procesgeceves
arequestthe processnay askthe systemto identify who hasconnectedo it. Becausea
channeimaypassthroughmultiple pointsof trust(thelocal operatingsystemthe network,
the remoteoperatingsystem etc.),the systemexplicitly putstheseinto the principal, cre-
ating a compoundprincipal. Taosactuallyincludeda theoremprover inside the system
which could, giventhesecompoundorincipalsanda securitypolicy, bothexpressedn the
sameformal logic, generatgoroofsof whethera givenrequesis authorizedo occur The
logic, arelatively simplepropositionalr modallogic with no negationof statementgand
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with certainrestrictionson the form of statements)allows the theoremproverto run fast
enoughto not dramaticallyimpactsystemperformance.We decidedto adoptthis logic,
originally specifiedby Abadi, Burrows, Lampson,andPlotkin [Abadi et al. 1993] (here-
after, ABLP logic), to modelstackinspection.

2.1 ABLP Logic

Stackinspectioncan be modeledusinga subsetof ABLP. This sectionwill describethe
subsefindgive a generallavor for how it canbeused.

The logic is basedon a few simple concepts:principals, conjunctionsof principals,
targets,statementsjuotation,andauthority

—A principal is a personorganizationor ary otherentity thatmay have theright to take
actionsor authorizeactions. In addition, entitiessuchas programsand cryptographic
keys areoftenmodeledasprincipals.

—A target represents resourcethat we wish to protect. Loosely speaking a targetis
somethingo whichwe mightlik e to attachanaccesgontrollist. (Targetsaretradition-
ally known as“objects” in theliterature,but this canbe confusingwhentalking about
anobject-orientedanguage.)

—A statements ary kind of utterancea principal canemit. Somestatementsre made

explicitly by a principal, and someare madeimplicitly asa side-efect of actionsthe
principaltakes. In otherwords,we interpretP says s asmeaningthatwe canactasif
the principal P supportsthe statemenst. Note that sayingsomethingdoesnot male it
true;a spealer could make aninaccuratestatementarelesshor maliciously Thelogic
supportgheinformalnotionthatwe shouldplacefaithin astatemenonly if wetrustthe
spealer andit is thekind of statementhatthe spealer hasthe authorityto make. Thus,
if a spealer makes an inaccuratestatementwe will not believe the statement.Also,
spealers cannotmale statementshat lead to a logical contradiction(e.g.,, A D —A)
becausaegationis notallowedin ABLP.
The mostcommontype of statementve will uselookslike P says Ok(T) whereP is a
principalandT is atarget;this statemenimeanghatP is authorizingaccesdo thetamet
T. By sayinganactionis “OK’ the spealeris sayingthe actionshouldbe allowedin the
currentcontext but is not specificallyorderingthatthe actiontake place.

—Thelogic supportconjunctionof principals Specifically saying(A A B) sayssis the
sameassayingboth A sayssandB sayss.

—~Quotationallows a principal to make a statementaboutwhat anotherprincipal says.
The notationA | B says s, which we pronounce'A quotingB sayss; is equivalentto
Asays (B sayss). As with ary statementywe mustconsidemwhetherA’s utterancemight
beincorrect,andour degreeof faithin swill dependnourbeliefsaboutA andB. When
A quotesB, we have no guaranteghat B ever actuallysaidanything.

—We grantauthorityto aprincipalby allowing thatprincipalto spealfor anotherprincipal
who haspower to do something. The statemenA=-B, pronounced’A speakdor B/’
meanghatif A makesastatementywe canassumeéhatB supportshe samestatementlf
A=-B, thenA hasat leastasmuchauthorityasB. Notethatthe =>-operatorcanbe used
to represengroup membership:if P is a memberof the group G, we cansay P=G,
meaningthatP canexercisetherightsgrantedio G.

Whenproving theoremsthe A=-B meansoccurrence®f A canbereplacedwith AAB.
Thus,whenwe heara statemenfrom A, we canactasif it werespokenjointly by Aand
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B together

3. MAPPING JAVA TO ABLP

Wewill now describeamappingirom thestack theprivilegecalls,andthestackinspection
algorithminto ABLP logic.

3.1 Principals

In Java, codeis digitally signedwith a private key, then shippedto the virtual machine
whereit will run. If Ksigneris the public key of Signer the public-key infrastructurecan
generatea proof® of the statement

Ksigner=> Signet 1)
Signetsdigital signatureonthe codeCodeis interpretecas

Ksignersays (Code= Ksigner)- 2)
Usingequationsl and19 (seeappendixA.2), thisimpliesthat

Code= Signer 3)

When Codeis invoked, it generates stackframe Frame The virtual machineassumes
thattheframespeakdor the codeit is executing:

Frame=- Code 4
Thetransitvity of = (which canbe derivedfrom equationl8) thenimplies
Frame=- Signer (5)

We define® to bethe setof all suchvalid Frame=> Signerstatements.We call ® the
framecredentials

Notealsothatcodecanbe signedby morethanoneprincipal. In this casethe codeand
its stackframesspeakfor all of the signers Likewise,a“signer” canalsobea“codebase”
(e.g., alocal directory aWebsite, etc.) or thecombinationof adigital signatureanda code
base.To simplify thediscussionall of our exampleswill usesinglesignersputthetheory
cansupportmultiple signersor signerswith codebaseswithout difficulty.

3.2 Targets

The resourcesve wish to protectare calledtargets For eachtarget, we createa dummy
principal whosenameis identicalto that of the target. Thesedummy principalsdo not
male ary statementshemseles,but variousprincipalsmay speakfor them.

For eachtarget T, the statemenDk(T) meanghataccesgo T shouldbe allowedin the
presentontext. Theaxiom

(T says OK(T)) D OK(T) (6)

saysthatT canallow accesgo itself.
While targetsmaybe definedin relationto serviceoffereddirectly within Java (e.g. ac-
cesgo anin-memorydatabase}argetsaremostcommonlydefinedin relationto services

2Throughoutthis paperwe assumethat soundcryptographicprotocolsare used,and we ignore the extremely
unlikely possibilitythatanadwersarywill successfullyguessor otherwiseacquirea privatekey.
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offeredby the operatingsystemunderlyingthe Java Virtual Machine(JVM). Fromthe op-
eratingsystems point of view, the JVM is a single processandall systemcalls coming
from the JVM are performedunderthe authority of the JVM’s principal (often the user
running the JVM). The JVM’s responsibility then, is to allow a systemcall only when
thereis justificationfor issuingthatsystemcall underthe JVM’s authority Our modelwill
supportthis intuition by requiringthe JVM to prove in ABLP logic thateachsystemcall
hasbeenauthorizedoy a suitableprincipal.

Evenif aJVM wererunningdirectly onthe hardwarewithoutanoperatingsystem(e.g.,
JaraOS[Saulpaugletal. 1999]),controlflow for systenoperationsvould eventuallyreach
a device-driverthatlikely knows nothingaboutprivilegedvs. unprivilegedoperation. At
somepoint, controlmustnecessariljave crossed “red line” wheresufficientinformation
wasstill availableto performa securitycheck.Securitycheckswould naturallyoccur, and
targetswould naturallybe definedat theseboundaries.

3.3 Setting Policy

We usea standardaccessmatrix [Lampson1971],implementedwith with hashtableso
achievecompacstorageto keeptrackof which principalshave permissiorto accessvhich
targets. If VM is a Java virtual machine we define 4y to be a setof statement®f the
form P=T whereP is aprincipalandT is atarget. If (P =T) € 4y, this meanghatthe
localpolicy in VM allows P to accesd. We call 4,y theaccessredentialsfor thevirtual
machineVM.

3.4 Stacks

Whena Javaprogramis executing we treateachstackframeasaprincipal. At any pointin
time, astackframeF hasasetof statementthatit believes.We referto this asthe security
contet of F andwrite it S¢. We now describewvherethe securitycontext comesfrom.

3.4.1 Startinga Program. Whena programstarts,we needto setthe securitycontext
of theinitial stackframe,Sg,. In the Netscapenodel,Sr, = {}. In the SunandMicrosoft
models,Sr, = {OK(T) | T € Targets}. Thesecorrespondo Netscapesinitial unprivileged
stateandSunandMicrosoft’sinitial privilegedstate.

3.4.2 EnablingPrivileges. If astackframeF callsBeginPrivilege(T) for sometargetT,
it is really sayingit authorizesaccesdgo thetarget. We canrepresenthis simply by adding
OK(T) to Sk.

3.4.3 Calling a Procedue. Whena stackframeF makesa procedurecall, this creates
anew stackframeG. As aside-efect of the creationof G, F tells G the statementén F's
securitycontext. Thus,whenF tells G a statemen§, the statemenf says Sis addedto
Sc.

3.5 Checking Privileges

Beforemakinga systemcall or otherwiseinvoking a dangerousperationthe Java virtual
machinecalls CheckPwilege() to make surethat the requestedperationis authorized.
CheckPwilege(T) returnstrue if the statemenOk(T) canbe derived from @ (the frame
credentials),2ym (the accesscontrol matrix), and Sg (the securitycontet of the frame
thatcalledCheckPwilege()).

We defineVM(F) to be the virtual machinein which a givenframeF is running. Next,
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we candefine

Er = ((D U /q\/M(F) U SF) (7)

We call E: theervironmentof theframeF.

The goal of CheckPrilege(T) is to determine for the frameF invoking it, whether
Er D OKT). While suchquestionsare generallyundecidablen ABLP logic, we now
presenian efficient decisionprocedurehat givesthe correctanswerfor our subsetf the
logic. CheckPwilege()implementghatdecisionprocedure.

The decisionprocedurecheck usedby CheckPrilege() takes,asargumentsan ervi-
ronmentZ: andatargetT. check(T, £r) examinesthe statementin £ anddividesthem
into threeclasses.

—Classl statementtiave theform Ok(U), whereU is atarget.
—Class2 statementtave theform P = Q, whereP andQ areatomicprincipals.
—Class3 statementtiave theform

Fi| 2| - | Fcsays Ok(U),
whereF; is anatomicprincipalfor all i, k > 1, andU is atarget.

The decisionprocedurenext examinesall Classl statementslf any of themis equalto
OK(T), thedecisionprocedurderminatesandreturnstrue.

Next, the decisionprocedureusesall of the Class2 statements$o constructa directed
graphwhichwe will call thespeaks-fographof £¢. This graphhasanedge(A, B) if and
only if thereis a Class2 statemenf\ = B.

Next, the decisionprocedureexaminesthe Class3 statementone at a time. When
examiningthe statement; | | --- | F says Ok(U), the decisionprocedureerminates
andreturnstrueif both

—for alli € [1,K], thereis a pathfrom F; to T in the speaks-fograph,and
—U=T.

If thedecisionprocedureexaminesall of the Class3 statementsvithout successit termi-
natesandreturnsfalse

THEOREM 1. Termination. Thecheck decisionprocedue alwaysterminates.

Proof: Theresultfollows directly from thefactthat Zr hasfinite cardinality;therearea
finite numberof principalsthatthe systemknows about,a finite numberof stackframes
thatmustbe consideredanda securitypolicy of finite length. This impliesthateachloop
in thealgorithmhasa boundechumberof iterations;andclearlythe amountof work done
in eachiterationis bounded. O

In fact, the decisionprocedureruns quite efficiently. We can separatelyanalyzethe
runtimecompleity andspacecompleity of eachphaseaspresentedibove. If thereare
N rulesin the accesscontrol matrix 4y ) anda stackdepthof D (i.e., ® hasat most
D elements)the costof computingthe transitve closureof the graphwill be, at worst,
O((N + D)?) andconsumed((N + D)?) space Then,if therearek statementin S (each
of which can have at mostD principalsin its quoting chain), the cost of checkingall
statementsvill be O(kD). The total costof the decisionprocedures thusO((N + D)? +
kD).
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In practice thetransitive closureof theaccessontrolpolicy canbe pre-computedsub-
jectto the caveatsin section3.6.1)andthe O(kD) complexity of the securitycontext can
be loweredaswell. In sectiond.1, we describeoptimizationsthatallow the decisionpro-
cedureto executein constantime.

THEOREM 2. Soundness. If the check decisionprocedue returnstrue wheninvoked
in stadk frameF, thenthere existsa proofin ABLPlogic that £z D Ok(T).

LEmMMA 1. If thereisapathfromA to B in thespeaks-fographof Zg, thenZe O (A = B).
Proof: By assumptionthereis a path
(A, v, Vo, ..., V, B)
in the speaks-fographof Z¢. In orderfor this pathto exist, we know thatthe statements
A= vy,
vi = Viqq foralli € [1,k—1],
and
Vw=B
areall membersf £¢. Since=> is transitve, thisimpliesthat
£ DA=B.

Proof of Theorem 2: Therearetwo casesn which the check decisionprocedurecan
returntrue.

(1) Thedecisionprocedurereturnstrue while it is iteratingover the Class1 statements.
This occurswhenthedecisionprocedurdindsthestatemenOk(T) € E¢. In thiscase,
OK(T) followstrivially from E¢.

(2) Thedecisionproceduraeturnstruewhile it is iteratingoverthe Class2 statementsin
this casewe know thatthe decisionprocedurdounda Class2 statemenbf theform

PL|P2| -+ | A says OK(T),

wherefor all i € [1,K] thereis pathfrom P, to T in the speaks-fographof Z¢. It
follows from Lemmal thatfor all i € [1,K], B = T. It follows that

e D (T|T|--- | T saysOKT)). 8
Applying equationé repeatedlywe candirectly derive £ D OK(T). O

CONJECTURE 1. Completeness. If the check decisionprocedue returnsfalsewhen
invokedin stadk frameF, thenthereis no proofin ABLPlogic of thestatementzg D Ok(T).

Althoughwe believe this conjectureo betrue,we do not presentlyhave acompleteproof.
If theconjectureas false thensomelegitimateaccessnaybe denied.However, asaresult
of theorem2, noacceswill beimproperlygranted.

If the conjectureis true, thenJava stackinspection,our accessontrol decisionproce-
dure,andproving statementi our subsebf ABLP logic areall mutuallyequivalent.

THEOREM 3. Equivalence to Stack Inspection. The check decisionprocedue is
equivalento the Java stad inspectionalgorithmof figure 1.
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Proof: The Java stackinspectionalgorithm (Figure 1) itself doesnot have a formal
definition. However, we cantreatthe evolution of the systeminductively andfocuson the
BeginPrivilege()andCheckPrvilege() primitives.

We wishto prove thatgivena Java stackS andits ABLP-modeledequialentM(S), and
for all tamgetsT, CheckPrilege(T, S) = check(T,M(S)).

Ourinductionis overthenumberof stepgtaken,whereastepis eitheraprocedureall or
aBeginPrivilege() operation.Stepsaredefinedasoperationson ervironments.For clarity,
we ignoreproceduregeturnoperationspur proof caneasilybe extendedto accommodate
them.

We alsoassumeéNetscapesemanticsA simpleadjustmento the basecasecanbe used
to prove equivalencebetweerthe decisionprocedureandthe Sun/Microsoftsemantics.

Base case: In the basecase,no stepshave beentaken. In this case the stackinspec-
tion systemhasa single stackframe with no privilege annotation;in the ABLP model,
the stackframe’s securitycontext is empty In this basecase,CheckPwilege(T,S) and
check(T,M(S)) will bothreturnfalse.

Inductive step: We assumethat N stepshave beentaken (N > 0) andwe arein a
situationwherebothCheckPrilege(T, S) andcheck (T, M(S)) wouldyield thesameresult.
Now therearetwo casesBeginPrivilege(T) step: In thestackinspectiorsystemthisadds
anenabled-privilge(T) annotatioron thecurrentstackframe.In the ABLP model,it adds
OK(T) to the currentsecuritycontext (a partof M(S)).

If this BeginPrivilege() call is followed by a call to CheckPwilege(T), the Java stack
inspectionalgorithmwill succeedbecausehe enabled-privilge(T) flag is immediately
discovered. Likewise, a call to check(T,M(S)) will succeedecauseOk(T) is foundin
M(S), OK(T) is whatcheck is trying to prove.

If this BeginPrivilege() call is followedby a call to CheckPwilegeU) with U # T, the
new stackannotatioror statemenwill beirrelevantto theresultof eitherCheckPrvilege()
or check, sowe fall backon theinductive hypothesigo shown that both systemggive the
sameresult.

Procedure call step: Let P betheprincipal of the procedurehatis called. In the stack
inspectionsystemthis addsto the stackanunannotatedtackframebelongingto P. In the
ABLP systemit prepends P says’ to thefront of every statemenin the currentsecurity
context.

WhenCheckPwilege(T) is called,two thingsoccur First,thecallis treatedasanormal
procedurecall, with thecaller’s principalbeingprependedo the statement the security
contet. Then,therearetwo sub-cases.

—Pisnot trusted for T. In thestackinspectioncase CheckPwilege(T) will fail because
the currentframeis not trustedto accessT. In the ABLP case,the check will dery
accesdecausevery statemenstartswith “P says’ andP doesnot speakfor T.

—Pistrusted for T. In the stackinspectioncase the stacksearchwill ignorethe current
frameandproceedto the next frameon the stack. In the ABLP case sinceP=T, the
“P says’ onthefront of every statemenhasno effect. Thusbothsystemgive the same
answerthey would have given beforethe last step. By the inductive hypothesishoth
systemdhusgive thesameresult. O
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3.6 Extensions to the Model

Thereareanumberof casesn which Jasaimplementationsliffer from themodelwe have
describedTheseareminor differencesvith no effect on the strengthof the model.

3.6.1 Groups. It is naturalto extend the modelby allowing the definition of groups.
In ABLP logic, a groupis representeds a principal, and membershipn the groupis
representelly sayingthemembeispeakdor thegroup.DeployedJava systemaisegroups
in severalwaysto simplify the procesof definingpolicy.

The Microsoft systemdefines‘security zones"thatare groupsof principals. A useror
administratorcandivide the principalsinto groupswith namedik e “local”, “intranet”, and
“internet”, andthendefinepolicieson a pergroupbasis.

Netscapelefines'macrotargets”thataregroupsof targets.A typical macrotargetmight
becalled“typical gameprivileges: Thismacrotargetwould speakfor thoseprivilegesthat
network gamedypically need.

The Sunsystemhasa generahotionof targetsin which onetargetcanimply anotherIn
fact,eachtargetis requiredto defineanimplies() procedurewhich canbeusedto ask
the target whetherit signifiesa supersebf the privilegesassociatedvith anothertarget.
This canbe handledwith a simpleextensionto the model.

Unfortunately Sunhasnot clearly definedwhetherthe implies() relationshipsare
transitve, and if they are, whetherthis information may be usedto optimize security
gueries. One useful optimizationmight be to computethe transitive closureof the im-
plies()  graph,which would thenallow for constant-timejueries.However, if atarget
is allowedto changdts mind aboutwhatothertargetsit implies,thesecuritysystemmight
beforcedto reevaluatetheimplies() relationshipsn every securityquery

3.6.2 Threads. Javais amulti-threadedanguagemeaningherecanbemultiple threads
of control,andhencemultiple stackscanexist concurrently

Whena new threadis createdin Netscapes system,the first frame on the new stack
beginswith all privilegesdisabled. This is modelledasthe new stackbeginning with an
emptysecuritycontext.

In Sunand Microsoft's systemsthe first frame on a new stackinherits the security
context of the previousthreadat thetime the new threadis created.This is doneby doing
afull stackinspectionoperationcapturingthe state,andstoringit in thread-locaktorage.
Later, whenaprivilegeis checled,thenormalstackinspectioralgorithmwill first consider
stackframesof thecurrentthreadthenwill continuethroughthe savedstatefrom theparent
thread. This is modelledasthe new stackbeingpasseda referenceo its parentssecurity
contet in preciselythe samefashionaswhenanormalprocedurecall occurs.

3.6.3 Enablinga Privilege. Themodelof BeginPrivilege()in section3.4.2differssome-
whatfrom the Netscapémplementatiorof stackinspectionwherea stackframeF cannot
successfullycall BeginPriilege(T) unlessthe local accessredentialsncludeF=T. The
restrictionimposedby Netscapés relatedto their userinterfaceandis notnecessarin our
formulation, sincethe statement says Ok(T) is ineffectualunlessF=-T. SunJava 2.0’s
implementations closerto our model.

3.6.4 Disabling a Privilege. Netscapesupportsa primitive to disablea privilege. In
the stackinspectionrmodel,this is implementedy writing anappropriatelag to the stack
framethatrequesta privilegeto bedisabled.In the normalstackinspectiorstep,disabled
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privilegesarechecledexplicitly beforeenabledrivileges.In theeventadisabledorivilege
is discovered the searchmmediatelyterminates.

In our standardmodel, disablinga privilege for a target T could be implementedas
droppingary statement®f theform x=-T from the currentbelief set. However, privilege
disablingdoesnot mix well with groupingextensiongseesection3.6.1). In particular if
agroupof eitherprincipalsor targetswasenabledanda differentgroupwasdisabled the
systemwould eitherneedto performset-subtractionpr would needto retainboth positive
and negative statementsaswell asthe orderin which to evaluatethem. In additionto
becomindogically morecomple, this would inhibit mary of the optimizationsdescribed
in theremaindeof this paper

In practice programmersisethedisableoperatiorin combinatiorwith anenableopera-
tionto bracketadangerousperation.Suncaptureshis notionwith their DoPrivileged()
operationwhich is passedasanargument,anobjectto be invokedwith higherprivilege.
Thisis equivalentto thatobjectinvoking BeginPrivilege() whenit startsexecution.
Theseprivilegesnaturallydisappeawhenthe privilegedmethodreturns.

3.6.5 FrameCredentials. Javaimplementationglo not treatstackframesor their code
asseparatgrincipals.Insteadthey track only the public key thatsignedthe codeandcall
this the frame’s principal. As we sav in section3.1, for ary stackframe,we can prove
the stackframe speaksfor the public key that signedthe code. In practice,neitherthe
stackframenor the codespeakdor ary principal exceptthe public key. Lik ewise,access
control policies arerepresentedlirectly in termsof the public keys, so thereis no need
to separateltrack the principal for which the public key speaks. As a result, the Java
implementationsaythe principal of ary given stackframeis exactly the public key that
signedthatframe’s code. This meanghat Javza implementation;ieednot have aninternal
notionof theframecredentialslescribechere.

4. IMPROVED IMPLEMENTATION

In additionto improving our understandingf stackinspection,our modeland decision
procedureanhelpusfind moreefficientimplementationsf stackinspection We improve
the performancen two ways. First, we showv that the evolution of securitycontexts can
berepresentely adeterministigoushdevn automatonthis opensup avariety of efficient
implementatiortechniques.Second we describesecurity-passingtyle an efficient and
corvenientintegrationof the pushdevn automatorwith the stateof the program.

4.1 Security Contexts and Automata

We cansimplify therepresentationf securitycontexts by makingtwo obsenationsabout
our decisionprocedure.

(1) Interchanginghe positionsof two principalsin arny quotingchaindoesnot affectthe
outcomeof thedecisionprocedure.

(2) If Pisanatomicprincipal,replacingP | P by P in ary statementioesnot affect the
resultof thedecisionprocedure.

Both obsenationsare easily proven, sincethey follow directly from the structureof the
decisionprocedure.

We alsousetheobsenationin section3.6.5thatwe neednotconsidefframecredentials,
but needonly considerthe signerof a given stackframe. This meansthat multiple stack
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framescorrespondingo the samesignaturewill be consideredo have the sameprincipal.

It thenfollows thatwithout affectingthe resultof the decisionprocedureve canrewrite
eachstatemenin thesecuritycontext into acanonicaform in which eachatomicprincipal
appearat mostonce,andthe atomicprincipalsappeain somecanonicalbrder After this
transformationye candiscardarny duplicatestatementfrom the securitycontext.

Sincethe setof atomicprincipalsis finite, the setof targetsis finite, andno principal or
targetmay be mentionedmorethanoncein a canonical-fornstatementthereis therefore
afinite setof possiblecanonical-formstatementslt thenfollows thatonly a finite number
of canonical-formsecuritycontexts may exist.

While the numberof possiblesecuritycontexts cangrow exponentiallyin the numberof
principalsandtargets,it is nonethelesfinite. Therefore we canrepresenthe evolution of
a stackframe’s securitycontexts by a finite automatonywhereeachstatein the automaton
correspondso a securitycontext. Sincestackframesare createdanddestrgyedin LIFO
order, theexecutionof athreadcanberepresentedtly afinite pushdevn automatonwhere
calling a procedurecorresponddo a push operation(and a statetransition), returning
from a procedurecorrespondgo a pop operation,and BeginPrivilege() correspondgo
transitionson thefinite stategraph.

Representinghe systemas an automatorhassereral advantages.It allows us to use
analysistools suchas model checlersto derive propertiesof particularpolicies. It also
admitsa variety of efficient implementatiortechniquessuchaslazy constructionof the
statesetandthe useof advanceddatastructures.

Furthermorethe resultsof a securitycheckcanbe storedalongwith the securitycon-
texts. Soin caseswherethe samesecuritycheckmay be madenumerougimes(suchas
whenone programopensa multitude of files), only the first checkwould requireinvok-
ing the decisionprocedure.Subsequensecuritycheckscould consulta local cacheand
executein constantime.

Oneconcernis that, becausdahe spaceof all possiblesecuritycontets is exponential
in the numberof principalsandtamets,the amountof memoryneededwill be similarly
exponential. This concernis addressetby notingthatvery few of thesesecuritycontets
will ever beused. A lazy implementationpnewhich only allocatesmemoryfor security
contets asthey areneededwould only allocatememoryproportionalto the complexity
of its securityneedsThus,if the executionof a programonly usesa handfulof distinctse-
curity contexts, only thosefew contextswill beallocated.Corverselyif aprogramis truly
exponentialin its securitycomplexity (i.e., the numberof unique securitycontets used
duringthe lifetime of a programis exponential), it would needto run for an exponential
amountof time in orderto causethe full securitycontext spaceto be instantiated.Such
degenerateasesareunlikely to occurin practice.

4.2 Security-Passing Style

The implementatiordiscussedhusfar hasthe disadwantagethat securitystateis tracked
separatelffrom the restof the programs state. This meanghattherearetwo subsystems
(the securitysubsystenmand the code executionsubsystemith separatesemanticsaand
separatémplementation®f pushdevn stackscoexistingin thesameJava Virtual Machine
(JVM). We canimprove this situationby implementingthe securitymechanismén terms
of theexisting JVM mechanisms.

We dothisby addinganextra,implicit algumento every procedureTheextraargument
is apointerinto thefinite-statespaceof the automatonThis eliminatesthe needto have a
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separat@ushdaevn stackfor securitycontexts or maintainstackannotation®ntheexisting

run-timestack. We dub this approactsecurity-passingtyle by analogyto continuation-
passingstyle [Steele1978], a transformatiortechniqueusedby somecompilersthatalso
replacesan explicit pushdavn stackwith implicitly-passedprocedurearguments.An im-

plementatiorof security-passingtyleis presentedn section?.

The mainadwantageof security-passingtyleis thatoncea programhasbeenrewritten
into SPS,t nolongerneedsary specialsecurityfunctionalityfrom the JVM. Therewritten
programconsistof ordinaryJavabytecoddghatcanbeexecutedoy ary JVM, evenonethat
knows nothing aboutstackinspection. This hasmary adwantagesjncluding portability
andefficiengy. The main performancebenefitis thatthe JVM canusestandardcompiler
optimizationssuchasdead-codesliminationand constantpropagatiorto remove unused
securitytrackingcode,or inlining andtail-recursioneliminationto reduceprocedurecall
overhead.

Anotheradvantageof security-passingtyle is thatit lets us expressthe stackinspec-
tion modelwithin the existing semanticof the Java language ratherthanrequiringan
additionaland possiblyincompatibledefinition for the semanticsof the securitymecha-
nisms. Security-passingtyle alsolets us more easilytransplanthe stackinspectionidea
into otherlanguageandsystems.

5. THE SECURITY-PASSING STYLE TRANSFORMATION

This sectiondescribeghe designof the security-passingtyle transformation.Note that
our SPSmodelis simplerthanthanthe stackinspectionmodelemployed by the various
Java vendors.Our modelonly supportsBeginPrivilege(), CheckPwilege(),andfunction
calls. Furthermorejn the simplified model,onemay only enableprivilegesfor a specific
roottarget Troq, WhereVtargetsTy : Troa=Tx. AS ashorthandwe write BeginPrivilege()
with no targetargumentand speakof Ok() with no target. Theserestrictionscould all be
lifted atthe costof someaddednotationalcomplexity.

5.1 SPS Conversion

For this analysiswe assume simpleprogramminganguagevith methodsor functions:
P — functionf(ay,...,an) =E

- PP

= P.9(X; .- Xm)

- E+E

— letv=EInE

— BeginPrvilegeE

E — CheckPwilege(T)

mmmm T

wherea programis a collection of function definitions; a function body containsfunc-
tion/methodcallsaswell asarithmeticexpressionand(notshovn here)sequencingtate-
ments. The (BeginPriilege E) statemenassertprivilegesfor the dynamicextent of the
executionof E, andCheckPrvilege(T) checkswhetherthetargetT is currentlyaccessible.
We uselower-casdettersto rangeover programvariablesandT to standfor targetnames.
We assumehateachmethodf hasanowner (principal) owner (f). Ownershipis asso-
ciatedwith code,not classesin anobject-orientedanguageijf objectp belongsto class
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(1) SPSsun(functionf(ay,...,an) =E) =
function f(ag, ..., an,s) = (lets = says(owner (f),s) in SPS(E, 5))
) SPS(p.9(X1,---,%Xm), S) p.g(Xg,---,Xm,S)
®) SPS(E1+Ep, ) = SPS(Ey,S) +SPS(Ey,S)
@) SP5(BeginPrivilegeE, s) SPS(E,Ok))
(5)  SPS(CheckPnilegg(T), s) check(T,s)

Fig.2. “Callersays”SPScorversion.

(1) SPStn(functionf(ay,...,an) =E) = functionf(ay,...,an,s) = SPS(E, s)
) SPS(p.9(X1,---,%m), S) = p.9(Xg,--.,Xm,says(owner (p.g),s))
®) SPS(E1+Ep, 9) SPS(Ex,s) +SPS(Ez,s)

4) SPS(BeginPriilegeE, s) = SPS(E,Ok))

(5) SPS(CheckPnilege(T), s) check(T,s)

Fig.3. “Callee-says'SPScorversion.

Cy, which inheritsmethod-bodyf from superclas€;, thenowner (p.f) is Cq, notCy. In
principle, this could go eitherway, but the designershoseto usethe concretamplemen-
tation’s owner becauset is easierto ascertaimat runtime,andit avoids the dangerthata
privilegedmethodmay call whatit thinksis a methodof the sameclass,yetis actuallya
methodin a subclassThis would be an exampleof a confuseddeputyproblemwhich we
wish to avoid (seesectionl).

Figure2 shavstherulesfor convertinga programto security-passingtyle. Thecorver
sionS?PSsun is appliedto eachfunction; S2S is appliedto eachexpressionRulelinvolves
theintroductionof new local variabless ands whosenamesarenot usedelsavhere. The
function f is rewrittento take s asa new formal parameterthe securitycontext, which will
betherepresentationf a statemenin the ABLP logic. We thenconstructa new security
context with s’ = owner (f) sayss, andS?S-convertthe body of thefunctionusings' for
all outgoingfunctioncalls.

Rule 2 of Figure 2 shows the useof s asthe “extra” argumentof an outgoingcall;
rule 3 shows that moststatementsre unafectedby SPS-comersion. Rule 4 shaws that
BeginPrivilege discardsthe securitycontext s and simply usesOk(); rule 5 shows that
CheckPwilegeinvokesthedecisionprocedureched, describedn section3.5.

To completethe definition of SPScorversion,we assumehat the main function of
the corvertedprogramis calledwith a securitycontext allowing no accesgo ary tamget
(following Netscapepr full accesgo everytarget(following Sun).

We have two variantsof SPS-cowrersion;Figure2 showvs a “caller-says”cornvention,in
whichacallfrom gto f involvesacomputatiorby g (thecaller)of says(owner (g), s). Fig-
ure3 shavs a“callee-says’corvention,in whichacall from g to f involvesa computation
by g of says(owner (f),s).

Either of thesecorventionsis semanticallyequivalentto stackinspection,but slightly
differentcompile-timeoptimizationsapply, aswe will shav. For example,in callersays,
owner (this.f) canalwaysbe computedat compiletime; but in callee-say$SPScorversion
of anO-Olanguagepwner (p.g) requireseitherdynamicmethodookupor staticanalysis.
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5.2 Rewriting Java Bytecodes

Stackinspectionwasoriginally implementedat Netscapdandthenat SunandMicrosoft)
by addingsupportfor it to the runtime system. Theseextensionsrequiredchangingthe
stackframerepresentationyhichin turn affectedthe garbagecollectorandJIT compiler

With SPScorversionwe canexpresghestack-inspectiosecurityarchitecturén “vanilla
Javabytecodegor source)without stack-framemarksor any otherconstraintonthe Java
virtual machineimplementation Every methodhasan extra parametefor passinghe se-
curity context, but this parameteandits representatiomare just Java. SPScorversionis
also easierto conceve in languagedeyond Java. If the languagehasfunction calls, it
shouldbeamenabldéo SPScorversion.

Actually doingthe SPScorversion,in practice turnsout to betrickier. Ourimplemen-
tation,with all its warts,is describedn section?.

6. OPTIMIZATION

Netscapeand Sun'’s implementatiorof stackinspection— by marking framesat Begin-
Privilege()andscanningramesin CheckPwilege()— hasvery low costfor thevastma-
jority of methodswhich do not performeitheroperation. Thereis a difficult-to-measure
costof theirschemein thatit mayinhibit usefuloptimizationssuchasinlining, tail-call op-
timization,andcertaininterprocedurabptimizations.Also, their systemhasa lineartime
costfor CheckPrvilege(), which mustscana potentiallyunboundedchumberof framesto
recoverthe securitycontext. After this, with the currentJava 2.0 semanticsanalyzingthe
securitycontet could be potentially as bad as O(N?) in the numberof targetsbecause
Sunallows the target speaks-fographto changeover time. If Sunallowed cachingof
the speaks-fograph(seesection3.6.1),thenatransitive closurecould be computecdnce,
allowing thefinal securitycheckto belinearin the sizeof the securitycontext, which will
typically be quite small.

Our semanticscostsO(1) per operation(with the samecaveatsaboutcheckingpriv-
ileges), since a security context has a bounded-sizeepresentation.Even so, in order
to achieve competitve performancewe must minimize the constant-timeoverheadon
eachmethodcall. We achieve this by a combinationof staticoptimizationsanddynamic
caching.By applyingstaticanalysisto the full programbeforeit beginsrunning,we can
optimizeaway mary of the computation®f a new securitystate.

6.1 Static Optimizations

Suppose functionbodyg(...,s) containsacall f(...,s), wheresands arethesecurity-
context arguments.The methodg mustcomputes’ = says(owner (g),s) (in a callersays
corvention)or s = says(owner (f),s) (in acallee-saysonvention).Undercertaincircum-
stancesywecanlets =s

—In callersayswe know that f mustcomputes’ = says(owner (f),s) andthenperform
operationons’; f cannotuses in ary otherway. If owner (g) = owner (f), thatis, if
theprivilegesof g area supersebf the privilegesof f, then

4 says(owner (f),s) owner (f) sayss

says(owner (), says(owner (g),s)) owner (f) saysowner(g) sayss

says(owner (f),s) owner (f) sayss

by virtue of the fact that owner (g) = owner(f), allowing substitutionsbasedon the

ABLP axioms.As aresult,g cancall f with the securitycontext s insteadof s, elimi-
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A define f()

B override f()
P~ ©cC
D H override f()
E override f()

Fig.4. Classhierarchyanalysis.
Variablep of statictypeC maypointto anobjectof classC, D, E, or H; theownerof p.f() maybethe ownerof
B, E,orH.

natingthe computatiorof the says functioninsideg.

—In callee-sayswe know thatswasconstructedby thecallerof g ass= says(owner (g),t).
If owner (g) = owner (f), then

says(owner (f),s) = owner(f) sayss
= says(owner (f),says(owner(g),t)) = owner(f) saysowner(g) sayst
= says(owner(g),t) = owner(g) sayst
= s

againusingthe ABLP axioms.As aresult,g cancall f with thesecuritycontext sinstead
of ¢, eliminatingthe computatiorof the says functioninsideg.

In practice|t is very commonfor onefunctionto call anothewith thesameowner;in such
casesno says computatioris necessarysinceowner (f) = owner (f)).

6.1.1 Criterion for choosingcaller-saysvs. callee-says.Callersaysrequirescalcula-
tion of the owner of the currently executingcode,and canbe statically optimizedif the
calleris known to speakfor the callee. Callee-saygequiresfetchingthe owner of the
callee,and canbe statically optimizedif the calleespeaksfor the caller Dependingon
how oftenthesedifferentspeaks-forelationscanbe staticallydeterminedandhow often
the ownerof the calleecanbe determinedstatically one conventionor the othermayturn
outto performbestin practice.We only implementedhe callee-saystyle.

6.1.2 Staticidentificationof owneshipin class-basedbject-orientedanguages. In an
object-orientedporogram,a programvariablep declaredto be of classC may pointto an
objectof arny subclasof C. Therefore the methodcall p.£() may invoke ary of several
actualmethodbodies,dependingiponhow f is overriddenin the subclassesf C.

A staticanalysisof the programmay be ableto narrav the setof possibletypesthat
p may take on at the site of the call p.£(), andthis in turn narrons the setof possible
methodbodies(callees)that this call site may invoke. Suchan analysiscanspeedup a
corventionalobject-orientegprogrambecaus@lynamicmethodliookupis moreexpensve
thanastaticprocedurecall; if thesetof calleescanbenarravedto asingletonthenthecall
p-f() canbeimplementedvithout run-timelookup. Otherkinds of programoptimization
—interproceduratiataflav analysispr function-callinlining — alsobenefitfrom knowledge
of which method-bodys called.
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For security-passingtyle,it is notnecessaryo narron thesetof possiblemethodbodies
to asingleton-it sufficesto prove thatall possiblemethodbodiesfor this call to £ have a
commonowner. In fact,anevenwealer propertywill sufiice: for callersays,we require
only thatevery possibleownerof £ have (nonstrictly)fewer privilegesthantheownerof its
caller, g; for callee-sayswe requirethatall ownersof £ have (nonstrictly)moreprivileges
thantheownerof g.

Therehasbeenmuchwork on staticanalysef objecttypes. Classhierarchy analy-
sis[Fernandez1995; Deanet al. 1995] simply examinesall the subclassesf C to seeif
ary of themoverridesmethodf. If not, the definition of £ in classC (or, if C doesnot
definef, thedefinitionof £ in anancestoclass)mustbethecallee.

Figure4 illustratesa simpleflow-insensitivelasshierarchy analysis Givenavariablep
of statictypeC, we analyzeacall p.£() asfollows. Fromc, we walk up theclasshierarchy
treeto find the lowest(improper)ancestoof C thatimplementsor overridest (), and put
thatancestointo the setP. Thenwe examineall (directandindirect) subclassesf C, and
ary of thosethatoverridef() arealsoputinto P.

Informationgainedfrom dataflav analysiscanprunethe setof objecttypesthatp may
containat the call site; this in turn prunesthe setof possiblemethodbodiesfor £ at this
point, whichin turn allows moreprecisedataflav analysis.This iterative processs called
interprocedual classanalysisand hasbeenshawn practicalby at leasttwo independent
setsof authorgDiwanetal. 1996;DeFouw etal. 1998].

6.1.3 Systenmspeaksfor everyone.Someaccess-contromatricescontaina principal
Systenthat hasaccesdo every target. Evenwithout flow analysisor hierarchyanalysis
the compilercanusethe rule System=- C to eliminatesays computationsvhen System
codeis calling othermethodg(in the callersayscorvention)or othercodeis calling Sys-
temcode(in callee-says).

6.1.4 Leafprocedues. Many functionsdo not usetheir securitycontext in ary way. A
leaf procedue is onethat makes no otherfunction call and containsno CheckPrvilege
operationsijts securitycontect argumentis staticallydeadat all times. A genealizedleaf
procedue is onethatneithercalls CheckPwilege nor ary native methodsgitherdirectly
or indirectly. Static analysisof the dynamiccall tree can conseratively identify mary
generalizedeaf procedurestheseprocedureslonotrequireary security-contet argument
or a says computation.

The generalizedeaf procedureanalysisworks by recursvely following invoke byte-
codesfrom every method(to a limited recursiondepth)andis repeatedintil a fixed point
is reached.In practice,thousandof methodscanbe analyzedthis way in lessthanone
CPUsecond.

This optimizationis just a form of interproceduratieadcodeelimination,andcanbe
doneby a cornventionalobject-orienteccompiler(after SPScorversion)becauseecurity-
passingstyle hasexpresseall the says computationsn the underlyingprogrammingan-
guage However, thecompilerneedgo know thatsays hasa declaratve/functionalseman-
tics: callsto says canbedeletedf theresultis dead eventhoughsays might have internal
sideeffectsto lazily computepartof thetransitiongraph.

Unfortunatelytheinvoke bytecoddnstructionsarenotsuficientfor theleafanalysis.
If agetstatic or putstatic bytecodeeferences classthathasnotyetbeenloaded,
thiswill causetheclassto beinitialized, creatinganimplicit call to thetargetclasssinitial-
izationmethod.Lik ewise, variousruntimeexceptions suchasindexing beyondanarray’s
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boundaryor dereferencing null pointer, will throw exceptions.To throw anexception,an
implicit call to theexceptions constructomwould occur

Theseimplicit methodinvocationsarenot directly visible from Java bytecode making
it difficult to presere the semanticsf the original Java stackinspectionsystem. Our
implementatiorhasthe classinitializersimplicitly enabletheir privilegeswhenthey begin
running. While this breakscompatibility with Sun'simplementationit still preseresthe
Javalanguagesemanticswhich make no guaranteesvhenclassinitializersareinvoked.

Theimplicit callsto createruntimeexceptionsaremuchsimpler By obsenation,all of
the exceptionsthatmightimplicitly bethrown make only onenative methodcall, to fill in
their stacktrace.

In both casesf implicit methodinvocation,our designbreakswith compatibility from
Sun'simplementationin favor of allowing moremethodgo be generalizedeaf methods,
andthusfurtherreducingthe overheadf processingecuritycontets.

6.2 Dynamic Optimizations

Therearea finite numberof securitycontexts s, eachcorrespondindo a subsetof then
principalsin the system. For a simple browserappletsystem,n = 2. Eachcontet can
be representedvith a finite table of labeledout-edgesso that says(o, s) is computedby
lookingup o in thetablefor s.

Althoughnis boundedit maynotalwaysbetiny (e.g., astockmarketwith thousandef
principals),sowe lazily computethetablesandrepresenbnly thosesecuritycontexts that
areactuallyreachedFollowing anuntraversecedgerequireq1) lookingup a“new” subset
in aglobalhashtableto seeif this context hasbeenreachedefore,(2a)usingthe context-
pointerfrom the tableor (2b) creatinga new context datastructure and(3) installingthe
edgeinto the contet thathadlackedthe edge.

From a securitycontext s therebe mary consecutie says computationsy the same
principal. In therepresentationf s we maintaina dynamicone-word cache(o, s) indicat-
ing thatthemostrecentsays calculationon swassays(o,s) = S. This shouldspeedupthe
commoncase.

6.3 Open vs. Closed World Assumptions

Oursystemaswehavedescribedt, currentlymakesafundamentahssumptiothatwe can
inspectall codebeforeexecutionbegins. Thisis oftencalleda “closedworld assumptiori.
In systemswhereJava’s securityfeaturesare often used,suchas Java appletsor servlets,
new codemay arrive at ary time. Currently all of our algorithmshave beendesignedor
a closedworld. In particular our classhierarchyanalysisrunsonce,up front, and code
is then generatedasedon propertiestrue in the closedworld. Deanet al. [Deanet al.
1995]discussegpreciselythisissueandproposes schemdor incrementallyupdatingthe
analysis.

Keepin mind that the performancenumbersin section7 arebasedon a closedworld.
Generallyspeaking,an openworld hasstrictly lessinformation available from which to
infer that an optimizationis legal. This implies that, in general,an implementationof
security-passingtyle built for anopenworld would have strictly worseperformancehan
one built for a closedworld, althoughit may be possiblefor an openworld systemto
closelyapproachhe performancef aclosedworld system For example,in a Java system
supportingdynamiccoderecompilation suchasSuns HotSpot[Griswold 1998],it would
be possiblefor an SPSincrementalanalysisto determinethat certainclassespreviously
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compiledusingoptimizationghatarenow invalid, shouldnow berecompiled.If codefrom
a now-invalid classwasinlined in othercompiledclassesthe recompilationcould prove
quite expensve. The costof recompilationwould likely dwarf the analysistime (which
currentlytakeslessthana CPUsecond).

7. IMPLEMENTATION AND PERFORMANCE

We have implementedSPScorversionas a transformationon a collection of Java class
files. Our implementationwasbuilt usingthe JOIE library (Java ObjectInstrumentation
Environment)from Duke University[Cohenetal. 1998]. This library presentsa relatively
high-level interfaceto parseand edit Java classfiles. We referto our implementatioras
SAFKASI —thesecurityarchitecturdormerly known asstackinspection.

We have written approximatelyl 700lines of Java codeto do staticanalysis,and2300
linesto do byte-coderewriting (SPSconversion).Our runtimesupport(implementingthe
saysandCheckPrilegefunctions)is 1900lines. Our systemoads,analyzesandrewrites
roughly800Java classesn 100secondsWe madeno effort to tunethe performancef the
rewriter itself; achieving anorderof magnitudeémprovementn rewriting speedshouldnot
be unreasonablgifficult. JOIE, in particular usesprimitive datastructuresto represent
Java bytecodesCodeinsertionin JOIE hasO(N?) cost.

We haveimplementedlow-insensitve classhierarchyanalysigo eliminatesays compu-
tations,andwe remove says computationgrom bothsimpleandgeneralizedeaf methods.
Becausave requirethefull programfor this analysiswe cannotpresentlysupportthe dy-
namicloadingfeaturesof Java (seesection6.1). Instead,we run the programfrom local
disk with our specializedclasses.

Our systemrunsby modifying the classlibrariesof the NaturalBridgeBulletTrain Java
compiler [NaturalBridge,LLC 1998]. BulletTrain usesa traditional static compiler to
producenative machineexecutablesin contrastto the dynamicjust-in-time compilation
usedby otherJava implementationsBulletTrain currentlyrequiresthe whole programto
be availableat compile-time. We choseto useBulletTrain becausats authorsofferedus
invaluableassistancevith their product.Also, becaus@ulletTrain hasanaggressie code
optimizerwhich useswvhole-programanalysiswe believe performanceaumberaneasured
todaywith BulletTrainwill representvhatotherJava systemswill achievein thefuture.

7.1 Making SPS Work

Security-passingtylehassomevery nicetheoreticapropertiesput actuallyimplementing
it requiresa numberof difficult casego be handledproperly

7.1.1 Nativemethods.Java programscancall native methodgfunctionsnot written in
Java) that might thencall backto Java methods.We cannotapply SPScorversionwithin
thenative methodslnsteadwhencallingfrom Javato native, we storethesecuritycontext
s into a perthreadglobal variable;when calling from native backto Java we fetch s as
the securitycontext for the Java code. If we assumehatall native methodcalls have the
owner, Systemthensincesays(Systens) = sthisis the correctbehaior.

We mustalsosupportup-calls,wherenative methodshooseo call backinto Javzameth-
ods. Thestandardnechanisnior this, NI (Java Native Interface) requireghenative code
to specifya methods completesignaturejncluding the typesof its argumentsandreturn
value. This meansthe SPS-comertermustgeneratestubswith the original signaturego
receve a JNI up-call. A stubmethodwill retrieve the perthreadstoredsecuritycontet
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andtheninvokeits SPS-comertedsibling.

7.1.2 Reflection.ldeally, the security-passingransformationshouldnot be visible in
ary way to an application. The Java reflectionAPI allows a programto learnhow mary
parametergachof its methodstakes; since SPScorversionintroducesextra arguments,
thisis aproblemthatwould have to befixedby modifyingtheimplementatiorof reflection;
we have notyet donethis.

7.1.3 Bootstapping. In practice,bootstrappingprovedto be the mostdifficult aspect
of implementingsecurity-passingtyle. In the BulletTrain system,the majority of the
bootstrappingcodeis written in Java itself. This makesthe systemextremely sensitve
aboutthe orderin which classeseagin execution,and mary classesvhich appearto be
normalarehandledspeciallyby thecompiler To addressheseconcernsanSPS-cowmerted
programmustbootstrapn threestages.

Classesnvolvedin the very beginning of bootstrappinghe runtimewereidentified by
handandaddedo alist of classeghatarenot modifiedby the SPScorverter Insteadary
callsto theseclassesretreatedthe sameascallsto any native method storingthe security
contet into a perthreadglobalvariable.

In the secondphaseof bootstrappingsomeSPS-comertedclassesegin executionbut
the SPSruntimeitself is notyetinitialized. Still, SPS-comertedclassesequireanon-null
instanceof securitycontect be passedo them. To avoid this chicken-and-gg problem,
a “dummy” security contet, later subclassedo implementthe real security context, is
created.

Finally, when“real” securitycontets areavailable,the applications mainroutinecan
beinvokedwith a propersecuritycontext andexecutioncontinuesnormally.

7.1.4 Consistencyand inheritance. Becausemary systemclassesmust not be SPS-
corverted,anissueariseswhenan SPS-comertedclasssubclassea non-corvertedclass
orviceversa.lt is obviouslyimportantto maintainthe consisteng of thetypesystemand
SPS-cowmertingonly a subsebf theclassesancauseconfusion.

To solve the problem,we adopteda rule that, if a classis SPS-comerted,thenall sub-
classedf it mustalsobe SPS-comerted. Lik ewise,if aninterfaceis SPS-comerted,then
all classeghatimplementthatinterfacemustalsobe SPS-comerted.

This rule implies that, if a classcannotbe SPS-corerted,its superclassnay not be
corverted either Therefore severalcoreclassesincludejava.lang.Object , execute
unchangedIf a methodin an SPS-couertedclasswishesto call a methodin a non-SPS-
corvertedclass,it treatsthe call in the sameway natve methodsarehandled:the security
contet is saved and the methodis invoked without the security context argument. In
practice,the numberof timesthe securitycontet is saved can be quite significant. See
section7.2.2for details.

Severalissueamuststill beresohedto make this work. Onespecificproblemwasthat
java.lang.Thread , Whichmustnot be SPS-cowrerted(it'susedvery earlyin thesys-
tem bootstrappingorocess)implementsthe java.lang.Runnable interface,which
wewantto SPS-cowert, asit’s usedthroughouthe systemafterbootstrappingThis issue
doesnot occurarywhereelse,so it was solved by addinga nev methodspecificallyto
java.lang.Thread during SPScorversion.

Anotherproblemariseswhenan SPS-corertedsubclassnheritsa methodfrom anon-
SPS-cowertedsuperclassvithout overridingit. Normally, the calleein suchcasess the
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No Stack Security-
Security Inspection Passing
(baseline) Style
No says (leaf) 1-4cycles
says(o, s) = s (staticopt.) 0 0 1-4
says(0,s) (cachehit) 33
says(o, s) (cachemiss) 69
BeginPriilege 24.cycles 2200cycles 57

Tablel. Measuredtostof SPSprimitives.
The says function is shavn asit would be implementedn a leaf method(no security-contet algument),in a
non-leafwith identical caller and calleeowners,and (without static optimization)with andwithout a hit in the
one-word cache.
BeginPriilege includesthe costof invoking aninterfacemethod aspartof thelatestJava 2.0 semantics.
Cycle countsweremeasuredby timing microbenchmarkshendividing by the computers clock cycle.

superclass method. However, underSPScorversion,the non-SPS-covertedsuperclass
doesnot have amethodwith theappropriateSPS-comertedsignatureandneitherdoesthe
subclassWe addresshis concerrby generatinga stubmethodin the subclasgo explicitly
delegateto the superclassiwhennecessary

7.1.5 Portability. As mentionedabove, Java systemsarerelatively fragile during the
bootstrappingrocessThis requiresanumberof classeto behandledspecially Running
SPS-cowertedcodein a differentJava ernvironmentwould requireassessinghich classes
needto be handledspecially Also, sufficient accesdo the systembootstrappingrocess
is requiredsuchthatthe SPSsystemcanbeloadedasearly aspossible.Aside from these
issuesthe SPSruntimeshouldbe straightforvardto addto arny Java system.

7.1.6 Productionvs. prototypeimplementationsOur prototypeimplementatiormakes
anumberof simplifying assumptionthatwould notbeacceptablén a productionsystem.
We make no attemptto supportJava’s reflection API. We likewise make no attemptto
protectthe security contexts being passedhrougha methodfrom the methoditself. A
carefully-craftednethodwould be ableto manipulatethe securitycontext thatis inserted
within it in our prototype.

SupportingreflectionagainstSPScorvertedcodewould be straightforvard. It would
simply requireteachingthe reflectioncalls to ignore ary of the addedSPSmethodsor
membersandto passalongthe securitycontext. Protectingthe SPSsystemitself against
attackwould betrickier. Ideally, we would invoke the Java bytecodeverifierfirst, checking
thattheclassis self-consistenandwell-behaedin its original state.After verification,we
couldthensafelyperformthe SPScorversion.

7.2 Performance

To accuratelymeasurehe performanceof the original stackinspectionprimitivesaswell
astheir SPS-cowertedequivalentswe createda seriesof microbenchmarkthatrepeatedly
enablea privilege, performanumberof recursve methodcalls, thencheckthe privilege.
All benchmarksvere measuredn a PC with 384MB of RAM and a 450MHz Intel
Pentiumll runningWindows NT Workstation4.0 anda developmentversionof the Natu-
ralBridgeBulletTrain Java compilersimilar to thereleasedrersionl.6.



SAFKASI: A Security Mechanism for Language-based Systems . 23

40

35

30

25

20

15

Time (microseconds)

10

Stack inspection. <—
Security-passing style ——

0 2 4 6 8 10 12 14 16 18
Average Stack Depth

Fig.5. Costof CheckPrilege() microbenchmark.
Thetimesfor the SPScheckprivilege callsareapproximately0.5usec. This microbenchmarlkcomparedNatural-
Bridge's internalstackinspectionsystemwith our security-passingtyleimplementationThe microbenchmarks
animplementatiorof therecursve solutionto the Towersof Hanoiproblem.Onthebenchmarknachine0.5usec
is approximately225CPUcycles.

7.2.1 Micro bendimarks. We usedthe measuredun timesof our microbenchmarkso
calculatethe cycle countof eachstack-inspectiomrimitive in eachof threeimplementa-
tions: the null implementatior(no securitypassingno securitychecking)the BulletTrain
implementationof stackinspection;and our security-passingtyle. Eachmicrobench-
markwasexecutedenmillion times,allowing Java’s millisecond-accuratémerto resole
single-g/cle differencedn executiontime. Table1 shavs the results. Figure5 shows the
variablecostof the CheckPwilege() primitive when using stackinspectioncomparedo
the constant-timecostof CheckPrvilege() with security-passingtyle. The performance
differencevarieslinearly from afactorof 35to afactorof 88, dependingnthestackdepth.

7.2.2 Macro benthmarks. Despitethesucces®f security-passingtyleon microbench-
marks,the permethodoverheads more costly whenrunningreal applications. Table 2
comparesSPS-corertedcode,with its cheapsecuritychecksto normalcode,performing
expensve stackinspectiondor its securitychecks.

Four benchmarkprogramswereusedto testthe performancesf SPS-comertedcodeto
normalcodeusingtraditionalstackinspection.TheseébenchmarkareSAFk Asl, RecRead,
Javac,andJess.

SAFKASI Theprogramwhichimplementghe SPScorversion.SAFKASI is benchmarkd
convertinga large Java program(actually it's corvertingitself). It is readingin 1172
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No Normal SPSConversion SPSConversion
Security Stack (nochecks) (with checks)
(baseline) Inspection
SAFKASI
Runtime(s) 150.10 261.35 195.14 303.81
Stdder 0.91% 0.85% 0.45% 0.23%
SPSOverhead 30.01% 16.24%
CostPerCheck(ms) 3.95 3.85
RecRead
Runtime(s) 2.42 10.02 2.43 10.08
Stdder 1.35% 1.13% 1.33% 1.11%
SPSOverhead 0.30% 0.57%
CostPerCheck(ms) 0.74 0.75
Javac
Runtime(s) 7.74 8.43 9.40 10.02
Stdder 2.00% 2.66% 2.48% 1.73%
SPSOverhead 21.50% 18.86%
CostPerCheck(ms) 0.77 0.69
Jess
Runtime(s) 3.14 3.18 3.62 3.64
Stdde 2.00% 1.16% 2.60% 2.36%
SPSOverhead 15.31% 14.51%
CostPerCheck(ms) 3.48 1.89

Table2. Runtimeperformancef benchmarkprograms.
Eachbenchmarlprogramwasrunin five configurationsThefirst wasinstrumentedo captureprofiling informa-
tion. Theremainingfour representedthe normalprogramming(runningunmodified),the normalprogramwith
a non-null SecurityManagetandthusperforminga stackinspectionoperationon every securitycheck),andthe
SPS-cowmertedprogramwith andwithout securitychecks.

Thesebenchmarksllow usto measurehe overheadof SPSconversion,both without andwith securitychecks
beingperformed Additionally, sinceour systemcountsthe numberof securitychecksmade we cancomputethe
averagecostpersecuritycheck,bothwith stackinspectionandwith SPS.
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SAFKASI RecRead Javac Jess
Leaf% 10.90% 23.68% 28.55% 37.30%
StaticOpt% 9.89% 76.16% 28.89% 38.00%
DynHit% 79.21% 0.16% 42.56% 24.71%
GetContg&t% 2.38% 8.46% 5.81% 0.50%
StoeContat% 24.83% 111.62% 15.97% 3.18%

Table3. Runtimestatisticsfor benchmarlkprograms.

This tablerepresentshe effectivenessof staticoptimizationfor SPS-cowmertedprograms.Leaf%representshe
numberof methodcalls, at runtime,wherethe systemhadstaticallydeterminedhatthe calleewasa generalized
leaf procedure,and thereforeneededno additional security context agument. StaticOpt%representshe per
centageof methodcalls wherethe systemcould statically determinethe callees principal and could thusavoid
changingthe securitycontext. DynHit% representshe percentagef methodcalls wherethe systemneededo
computea changeto the securitycontet but the resulthadbeenpreviously cached.In all thesebenchmarksthe
sumof thesepercentagess virtually 100%.

Furthermorewe also measuredhe numberof times our systemchoseto save or restorethe security context
(GetCont&t% and StoeContat%). Normally, this is donebeforeor following a call to a natve methodor ary
other methodthat cannotbe rewritten. Thesemeasurementare presentedas percentageselative to the total
numberof methodcalls performedby the benchmarkprogram. So, when RecReadshavs a StoeContet% of
111.62%thisimpliesthat,on average eachmethodbodymadel.1callsto storethe SPScontext prior to invoking
anatie or otherwiseunrewritable method.

.class files,analyzingthem,andwriting out1172new .class files.

RecRead A simplerecursve programthat, givena directoryasinput, recursvely iterates
throughall thesubdirectorieandreadshefirst 1024bytesof everyfile. Thisprogram
shouldbe 1/0 bound, and should also generatea large numberof security checks
relative to theamountof CPUis consumesRecReadvasalwaysrunwith awarmfile
cache.

Javac Thecompilerfrom Sun's Java 2.0 distribution. For this benchmark,Jasacis com-
piling Jesdrom scratch(all .class files aredeletedbetweerbenchmarkuns).

Jess TheJaraExpertSystentShell,version5.0[Friedman-Hill1997]. For thisbenchmark,
we asled jessto evaluatehard.clp , which is includedasan examplein the Jess
distribution.

Eachbenchmarlconfigurationvasexecutedentimesandaverageresultsarepresented
here. We shav performancenumberswith the averageand standarddeviation of their
runtimes.

Onthesebenchmarksye foundthecostof performingasecuritycheckto beroughlythe
samewhetherusingSPS-corertedcodeor traditionalstackinspection(with asmalledge
given SPS-comertedcode). However, the generalperformanceoverheadof introducing
SPS-cowmersionto programanmakingno securitychecksvariesfrom 15-30%.The cheaper
securitycheckswith SPSonly reducethis to arangeof 15-19%.

Interestinglythe costpersecuritycheck,asmeasurean the benchmarkswasnot con-
stantfor SPS-comertedcode.The costspercheckfor SPSandfor stackinspectiontended
to mirror oneother If onewascheapthe otherwould becheapIn fact,the costof asecu-
rity checkwasordersof magnitudehigherthanthe costof eitherprimitive stackinspection
or the SPScheckalone. This implies that othermachineryin the SecurityManageis the
performancebottleneckfor securitychecks. The performanceoverheadof the Security-
Manageris particularly apparentin the RecReadbenchmarkwherethe securitychecks
causedhebenchmarko run belov onequarterof its original speed.
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Furthermorebothour security-passingystemandthe BulletTrain stackinspectionsys-
tem are prototypeimplementations.Both “cheat” by returning ProtectionDomain
structureswhich grantpermissionfor any requestandneitherhasbeenheaily tunedfor
performance.Our benchmarksmply that, while SPScorversioncanslon down a pro-
gramby up to 30%, the othercostsassociateavith makingsecuritycheckscandominate
the systems performancdor programserformingsignificantsecuritychecks.

The culprit for the slovndown when enablingsecurity checksis the Jasa 2.0 permis-
sion checkingsystem[Gong 1999]. Java 2.0 hasdefinedan extensiblesystemwhereone
permissioncanimply anotheyrequiringa significantamountof bookkeepingto trackall
the known permissionsn the system.For programssuchasRecReadwherethesecosts
dominatesystemperformancethe performancelifferencecausecby SPScorversionis
largely irrelevant. If the permissioncheckingsystemwere heavily tunedor redesigned,
thenthe performancealifferencebetweenSPSand stackinspectionwould be morerele-
vant. In particular if programdike JesswhereSPSsecuritycheckshave half the costof
stackinspectionwereto performmore securitychecks,asdonein RecReadSPScould
concevably resultin a fastersystemthan stackinspection. In the currentsystem,asit
standsthe high runtime overheadof SPS-comersionis never paid for by the lower per
security-checlcosts.

7.2.3 Optimizationeffectiveness Section6 describes seriesof staticanddynamicop-
timizationsthatcanbeperformedaspartof the SPS-comersionprocessTable3 describes
how well theseoptimizationsworkedin practice.The generalizedeaf procedureanalysis
combinedwith staticdeterminatiorof a methodcallees principal allowed anywherefrom
20-99.84%0f all methodcall SPScorversionsto be optimizedaway. In the worstcase,
our dynamicoptimizationsrarely missed. We can concludethat our optimizationswere
extremelyeffective.

The otherresultthat appearsn our analysisis the prevalenceof the needto storeand
retrieve the securitycontext. Whena calleecannotbe SPS-conerted(seethe discussion
above onbootstrappingandnative methods)the securitycontext mustbesaved. Lik ewise,
if control flow returnsfrom one of thesemethodsto a normal SPS-cowmerted method,
the securitycontext mustbe restored. Expressedis a percentagef the total numberof
methodcalls performed our benchmarkshav a significantnumberof StoreContgt calls
(rangingfrom 3-24% in normal circumstancego over 100%in a degeneratecasethat
performsonly I/O operationshnddramaticallyfewer GetContet calls (rangingfrom 0.5-
8.5%). This implies that the majority of timesin which we storethe context, it is never
retrieved. Oursystencouldbefurtheroptimizedby identifying, by hand which of thenon-
SPS-cowmertedmethodsnever performup-callsto SPS-comertedclasses.With profiling
enabledpursystencountshenumberof timesasecuritycontext is eithersavedor restored
asafunctionof thecaller Thislist canbeusedto identify hot spotsfor furtheranalysis.

8. RELATED WORK

Securitymechanismsanbe generallybrokendown into thoseconcerningaccessontrols
(accesso specificresourcesuchasfiles andnetwork connections)resourcdimits (CPU
andmemoryuse,network bandwidth,and otherresourcesvhereindividual useis cheap
but aggreyateuseovertime is costly),andinformationflow.
Language-basemhechanism$iave beenusedfor securitypurposesefore,perhapsas
early as the BurroughsB5000 seriescomputers[BurroughsCorporation1969]. Many
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morerecentsystemsincluding Smalltalk| Goldbeig andRobson1989],Pilot [Redellet al.
1980], Cedar[Swinehartet al. 1986], Lisp MachinegBromley 1986],andOberon[Wirth
andGutknecht1992] have taken advantageof language-baseghechanismso provide ac-
cesscontrol services. More recentsystems suchas MzScheme[Flatt et al. 1999] and
J-Kernel[Hawblitzel etal. 1998;Spoonhaveret al. 1998]usename-spacemanagementr
capability-stylesemanticdor accessontrol.

A numberof projectshave addressetheissueof resourcananagemenwithin language
runtimes. Back, Tullmann, Stoller, Hsieh,and Lepreau[2000], Back and Hsieh[1999],
and van Doorn [2000] discussdeveloping an operatingsystem-lile environmentwithin
Java. They discusimplementingvirtual kernel-useboundarywithin the Java API andthe
JVM. Likewise, JRes[Czajkowski andvon Eicken 1998] and BernadatLambright,and
Travostino[1998] supportscontrolson memoryusage.

SomesystemssuchasPLAN [Hicks etal. 1998], restrictthe languageo guaranteghat
programswill terminateor otherwisebehaein somefashion.Similar restrictionscanalso
be enforcedwith proof-carryingcode[NeculaandLee 1996;NeculaandLee1997].

JFlow [Meyers1999]enforcesnformationflow policiesagainstlava programs.

The systempresentedhere, SAFKASI, is built usingJava bytecoderewriting. Bytecode
rewriting is avery generatechniquethathasbeenusedin a numberof systems.J-Kernel,
JResNaccio[Evansand Twyman1999],andKimera[Sirer etal. 1999]all useJava byte-
coderewriting aspartof their securityarchitecture.

9. CONCLUSIONS

Stackinspectionhasprovento be a usefultechniquefor managingthe securityrequire-
mentsof mobilecodesystemsuchasJazaandhasbeenadopteddy all themajorJava soft-
warevendors.We presenta formal modelof stackinspectionbasedon a belieflogic. We
presenthedesignandimplementatiorof security-passingtyle,anda proof of its equiva-
lenceto stackinspection.We analyzethe performancef ourimplementationWe discuss
a numberof optimizationsfor security-passingtyle, both staticoptimizationsbasedon a
classhierarchyanalysisanddynamicoptimizationsbasedn cachingof previousresults.
While the performanceof our prototypeis not asgoodasthe original stackinspection
systemwe now have a powerful andtheoreticallysoundsystenmwith equivalentsemantics
to stackinspectionyetwhich maybemoreeasilyadaptedo otherlanguage®eyondJava.
Security-passingtyle addressesoncernghat mobile codesystemsanustrequiread-hoc
changego languageuntimesor mustrely on traditionaloperatingsystemsmechanisms.
As mobile codeis increasinglydeployed, whetherin the form of active networks, shared
virtual realities,or programmedstocktrading,theimportanceof a soundsecurityarchitec-
ture,suchasstackinspectionjncreasesik ewise.
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APPENDIX
A. ACCESS CONTROL LOGIC DETAILS

In orderto modelstackinspection,we choseto adopta subsetof the belief logic from
Abadi, Burrows, LampsonandPlotkin [1993] (hereafterABLP logic).

A.1 ABLP Grammar

This sectionpresentsa grammarfor valid ABLP expressionsNote that, while this gram-
mar is not completelyunambiguousthe axiomsthat operateon ABLP expressionsare
unambiguous.

Therearetwo fundamentatypesin ABLP: statementandprincipals.A statementould
be an atomicstatemensuchas*“the sky is blue’ It could alsobe a compoundstatement
suchas“Bob saysthe sky is blue” or “Alice speaksfor Bob," asindicatedwith the =
symbol. A statementnay also be the conjunctionof severalindependenstatementsas
indicatedwith the A symbol. Or, a statementmay imply anotherstatementasindicated
with the > symbol.

Statement —  AtomicStatement

Statement —  Statemeni Statement

Statement — StatemenD Statement

Statement —  Principalsays Statement

Statement —  Principal=- Principal
A principalcanbeanatomicprincipalsuchas“Alice” or “Bob.” It mayalsobeacompound
principal suchas“Alice quotingBob," asindicatedwith the | symbolor a conjunctionof
principals,asindicatedwith the A symbol.

Principal —  AtomicPrincipal

Principal —  Principal| Principal

Principal —  PrincipalA Principal
To avoid ambiguousstatement®r at leastmake statementsnorelegible, parentheseare
alsoacceptablén all theobviousplaces.
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Principal — (Principal)
Statement —  ( Statemenj
Thus,it's perfectlyreasonabléo make a statemensuchas

((AliceA Bob) says (Charlie= (AliceA Boh))) A

(Charlie|Alice says X) A

((Alice says X) D X)
wherethe first partis a form of delegation (Alice and Bob delggatingtheir privilegesto
Charlie),the secondpartis an assertiorthat “Charlie quoting Alice” wantsto do X (i.e.,

Charlieis claiming that Alice wantsto do X), andthe third partis anaccessontrol rule
statingthatwhenAlice saysshewantsto do X, we will believe her

A.2 Axioms

Hereis alist of thesubsebf axiomsin ABLP logic usedin this paper We omit axiomsfor
delegation,roles,andexceptionsdecausehey arenotnecessarto discussstackinspection.

A.2.1 AxiomsAboutStatements.

If sis aninstanceof atheoremof propositionalogic thensis truein ABLP. (9)
If sands D < thens. (10)
(AsayssA Asays(sDS)) D Asayss. (11)
If sthenA says sfor every principal A. (12)
A.2.2 AxiomsAboutPrincipals.
(AN B)sayss= (Asayss) A (Bsayss) (13)
(A| B) sayss=AsaysBsayss (14)
(A=B) D (Asayss=Bsayss) (15)
(Al(BIC)=((AlIB)|C) (16)
(Al (BAC) =(A|B)A(A[C) a7
(A=B)=(A=AAB) (18)
(Asays(B=A)) D (B=A) (19)

So,giventhethefollowing statement:

((AliceA Bob) says Charlie=- (AliceA Bob)) A
(Charlie|Alice says X) A
((Alice says X) D X)

we mighttry to prove X.
Charlie = (AliceA Bob) by axiom19
(Charlien AliceA Bob)|Alice says X by axiom18
(Charlie|Alice says X) A
(Alice|Alicesays X) A (BobAlicesaysX) by axiom13

Alice | Alice says X by axiom9
Alice says Alice says X by axiom14
Alice says X by axiom11

X by axiom1l 0O
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Now, in general,not all ABLP proofsarethis easy It is possibleto encodeproblems
in ABLP that are equialentto the halting problem. However, by carefully choosinga
subsebf ABLP, we cannotonly guarante¢hatproofsaredecidablebut we canalsomake
efficient decisionproceduregor them. Section3 presentghe subsef ABLP thatwe use
to modelJava’s stackinspection.

A.3 Applying ABLP

With anunderstanding@f how ABLP logic works, we canexplain how it canbe usedto

modelactualsystems.A greatamountof detail on this is availablein Lampson,Abadi,
Burrows, andWobber[1992]. ABLP canbe usedto modelthe flow of controlthrougha
singlesystem from userto keyboardto motherboardo device driver to operatingsystem
to userprocess.t canalsobe usedto modelinformationpassingacrossa network to the
samelevel of detail. The key is quoting. When an applicationreceves a keystroke, it

might wantto verify thatthe keystroke, in fact,camefrom the user In the model,suchan
applicationwould berequiredto validate

(KernelDeviceDrivelKeyboad says KeyPressed('g’) D KeyPressed(‘'g’)
In orderto do this, it mustbelieve thateachlayertruthfully speakdor thelayerbelow it:

Kernel=- DeviceDriver
DeviceDriver=- Keyboaid
(Keyboad says KeyPressedX)) D KeyPressedX)

Giventheabove beliefsandthe axiomsof ABLP logic, anapplicationmay safelybelieve
in the authenticityof its keystrokes.

If we wish to adda network window sener (suchasX) to this model,we mustprove
thatthewindow sener speakdor the keyboard.Sucha proof would requiremodelingthe
eventdispatchmechanisninsidethe sener. If thewindow sener supportedeaturedike
synthetickey events(wherean applicationmay simulatekeystroke eventsto drive another
application),this would alsoneedto be taken into accountin the model. As the model's
compleity grows, our certaintyof keystroke authenticityis dependenbn our ability to
male proofsasabove.

ABLP canbe appliedto all kinds of authenticatiorproblems. A relatedlogic, BAN
logic [Burrows etal. 1990],hasbeenappliedto the underlyingcryptographigrotocolsas
well.



