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ABSTRACT WLAN has become a standard feature on laptop computers and is

This paper considers the problem of using wireless LAN locat stgrting. to appear in special-purpose consumer electumices.
sensing for security applications. Recently, Bayesiarhous have With t_h|s widespread _deployment comes a dan_g_er When the net-
been successfully used to determine location from wirelags work is abuse_d. If an '”t.“!der connects o a traditional edinet-
signals, but such methods have the drawback that a model must""f(])rk,anl(lj beglnztranﬁmlttlng pk)‘ackeths, those p?jcketz Cﬁmly'm

first be built from training data. The introduction of modeia can ph_y5|ca y tbraceh tc_)t I? plort w (;ere td ZY entered, e(ljn t eﬁn:)ga
drastically reduce the robustness of the location estisreatel such ~ ¢"'N€ Ean €p ysu:alykocateh anh |sconnecteh.. In theless
errors can be actively induced by malicious users intentidimdp case, however, we only know that the rogue machine Is assugia
their location. This paper provides a technique for indreso- with a given base station. This rarely provides enough mégion

bustness in the face of model error and experimentally atdil to pl?ysichallyl Iopate thﬁ rogue mat;:hine. L\)/.Ioreoverc,jdv.v?rems
this technique by testing against unmodeled hardware, fatioi work technologies such as 802.11b are subject to addit es

of power levels, and the placement of devices outside theetla of attacks that may be exploited. by S.UCh arogue machinee§3], '
workspace. Our results have interesting ramificationsdoation gardles_s of whether the network is using common forms pflm
privacy in wireless networks encryption [25, 7, 17]. Because of this, determining thetmn of

the rogue machine is a priority for administrators.
This problem of finding a rogue machine on a wireless network

CATEGORIES AND SUBJECT DESCRIPTORS . . . Lo
is a special case of the general wireless localization probiThe

C.2.0 [Computer Systems Organizatiof: Computer- field of location-aware mobile computing and the field of niebi
Communications NetworksSecurity and protectign C.2.1 robot localization are both generally concerned with téges to
[Computer Systems Organizatiof: Network Architecture and  help various agents (whether human or machine) locate plosie
Design—Wireless communicatio.3 [Mathematics of Comput- tion on a map. A wide variety of techniques have been desigmed
ing]: Probability and Statistics-Markov processes,Probabilistic  accomplish this, both using custom hardware devices, ssisbraar
algorithms  1.2.9 [Computing Methodologie§: ~Robotics— or infrared sensors, and using the limited signal-strengsure-
Sensorsl.5.1 [Pattern Recognitior]: Models—Statistical ments that can be performed by existing WLAN cards. Such a lo-
cation sensing system has the potential to trump the inhstealth
GENERAL TERMS advantage that intruders on wireless networks currenityyen

However, a rogue machine may desiret to be found. As a
result, the localization must be performed by other agemthé
system, such as customized base stations. The localizevgsado

Algorithms, Design, Experimentation, Security

KEYWORDS not know what WLAN hardware the rogue machine is using, and

802.11, wireless networks, mobile systems, localizatjgmoba- they do not know the power level at which the rogue machine is

bilistic analysis broadcasting. Indeed, the rogue machine could vary itsdoast
power for every transmitted packet. In order to track sucirget,

1 INTRODUCTION a location sensing system must be sufficiently independetiteo

] o differences among mobile device configurations and musbhe a
IEEE 802.11b wireless LAN (WLAN) has been enthusiastically i3 overcome active interference by the intruder.

adopted in business offices, homes, hotels, cafés, andsghees,

; : . e This paper presents a server-side indoor location-sesystgm
both public and private, for wireless local network conigst paper p 9

in which unmodeled variations in hardware and transmigscver
can be handled without significant degradation in localirapre-
cision. Our technique does not require any modificationshéo t
Permission to make digital or hard copies of all or part o twork for hard\_/vare or software on the Chen.t belng traCke.'d' Ou_r anatl
personal or classroom use is granted without fee providatidbpies are sensing system has been tested with a client which variesits-
not made or distributed for profit or commercial advantage taat copies mission power, a possible evasive tactic for a rogue mact@ng
bear this notice and the full citation on the first page. Toyooiherwise, to experiments also demonstrate robustness against modelde®

republish, to post on servers or to redistribute to listguires prior specific to time-dependent variation in the quality of the wirelelsarmel.

permission and/or a fee. . . . . . ) .
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employed for determining a device’s location. We descritgere-
sults from tracking experiments in Section 3. Section 4 @ioista
discussion of our results and future work. In Section 5, vesent
our conclusions.

1.1 Background

The field of location-aware computing [15, 10] deals with fpvin-
cipal tasks: determining and tracking the position of a reode-
vice, and providing useful user functionality based on aliaa-
tion primitive. WLAN location sensing can determine theifios
of any laptop, PDA, or other device with WLAN hardware.

Our system and others like it use the signal strength reading
from WLAN cards as a sensor and implement the Markov localiza
tion algorithm commonly used in various robotics applicas [5,

11, 13, 26]. Following this technique, conditional probipidis-
tributions are built correlating sensor readings to positipace by
sampling these sensor readings at known positions in theitogi
This off-line phase is referred to &mining or learning

the building housing Rice University’s Computer Sciencpate
ment. This training data was used to create a Bayesian riettair
could take subsequent observations of signal strengthygialttda
probability distribution of where the mobile device migl in the
building.

Our previous implementation measured the signal strerafths
APs as observed by the laptop. This decision is arbitrarg; th
location-sensing algorithm we presented can be implerdenmiit
the client as the observer or with the APs as observers. The im
plementation presented in this paper measures signag#trégom
the APs. This server-side architecture has the advantagkoof-
ing us to localize a laptop independent of any specializedvare
or software on the laptop.

Our system consists of a centralized server and a number of
snoopers. Snoopers provide overlapping coverage for tigetta
area, much like APs do in a production network. During tragni
and localization, the server notifies the snoopers of thiyetamedia
access control (MAC) address, the channel number, andstes i

During the on-line phase, measurements are integrated and d"9 Period. The snoopers will then record the signal stieogell

probability distribution is built over position space. A rimum
likelihood estimate is then used to determine position. gusace

of estimates can be integrated over time using various sénsion
techniques. A Hidden Markov Model (HMM) can be used for this
purpose [20, 18]. A general survey on probabilistic methcals
be found in a comprehensive paper by Thrun [26]. Some irtteres
ing developments are discussed in a recent paper which cempa
several techniques experimentally [14]. A brief overvieittese
techniques as they relate to WLAN location sensing can bedou
in our original work [20].

Several early location-aware computing schemes usedadpeci
ized hardware such as ultrasound transmitters or camecheteot
location [27, 23, 19]. Early schemes for wireless locatiensing
also relied on specialized transmitters or base statio®isl[@). A
number of systems have been built using probabilistic tectas
to determine location based on RF signal strength for celhglle-
phone systems [21, 29]. The first system to use signal stréragh
off-the-shelf WLAN cards to detect location was RADAR [2, 1]

Recently, there has been a flurry of activity in applying prob
abilistic localization techniques to WLAN-based locatisans-
ing [9, 20, 30, 24, 31]. At the core of these various methodkés
construction of conditional probability distributiondatng sensor
values to positions. This relation is constructed duringaiing
phase as previously described. All these works reach sicmia-
clusions, that robust one- to two-meter accuracy is achleyshat
probabilistic methods effectively combat noise, and théd dif-
ficult to automate training and parameter tuning. Operdtard-
ware, and transmission power variation is not discussetynoé
these works.

2 METHODOLOGY

In this section, we discuss our methodology for determining
user’s location using signal strength readings from WLANKdsa
We begin by describing our experimental setup. We then discu
our observations of signal propagation properties in andn@n-
vironment. Finally, we discuss our algorithms for deterimina
user’s location.

2.1 System setup

In our prior work on WLAN localization [20], we had a mobileia
top measuring the signal strengths from fixed access pahfs)(
An initial training phase took measurements at positioreceg
approximately every 1.5 meters on the third floor of Duncafi,Ha

packets received that match the server’'s query and tranbkose
results to the server, which can then infer the physicaltionaof
the target using algorithms described in Section 2.3.

In our current prototype, the server communicates with the
snhoopers using our preexisting in-building WLAN. In a fugyaro-
duction environment, the snooper functionality might egnated
directly into WLAN APs.

2.1.1 Hardware

Snoopers. Snoopers are responsible for observing the signal
strength of packets transmitted by the target machine. Hexqperi-
ments, we used five laptops from various manufacturerqjmatiing
Windows XP and using D-Link AirPlus DWL-650+ WLAN PCM-
CIA cards containing the Texas Instruments ACX100 sindlig-c
802.11b WLAN implementation. We wrote a customized device
driver, allowing us to extract the signal strength, sigtmahoise ra-
tio, and signal-to-interference ratio of each receivekpacSo far,
we have only used the signal strength, as in our previous ,work
although the other information might be useful for incragsio-
calization accuracy in future work.
The signal strength reading is taken from the receiver's-aut
matic gain control (AGC) register. The controller updateis 8-
bit register for every individual packet with the signalestgth of
the packet’s physical layer header. This packet heademnisase
constant data rate independent of the transmission dataf#te
packet body. We do not have any concrete understanding of how
the AGC register values map to the actual signal intensities
Where a normal WLAN AP will only receive packets from “as-
sociated” stations, our customized driver allows our seodp lis-
ten to all traffic on any given channel. Upon request, it teraply
switches channel, measures the target station’s sigeagttr, and
switches back to resume normal network operations. We lise th
technique to allow the snoopers to perform tracking and comm
nicate with the central server through the same WLAN card. A
similar technique was developed for RADAR [1].

Target machine. For training and testing, we used a Dell Lati-
tude X200 sub-notebook. The X200 has a built-in antennape su
port an internal Mini PClI WLAN card. A normal PCMCIA slot
is also available. Most of our tests and training used a M@i P
version of the aforementioned D-Link card with the interaat
tenna. We used a custom device driver with this card, allgwis
to vary the card’s transmission power. To ensure that ourltses
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Figure 1: Map of the region of the Duncan Hall where we conducatd our tests. There are 5 wall-mounted access points (AP1-5)
providing overlapping coverage for this area. We placed onsnooper (S1-5) under each AP to measure the signal strengttofn the
target machine. Thex marks on the map are the points where the training took place.

were independent of this particular card, we also used aslymk
WPC11 PCMCIA card, which has an antenna built into the card.
The Linksys card uses the Intersil Prism2 chipset, a coralyleiif-
ferent WLAN implementation. Accordingly, it also uses &eliént

set of software drivers.

Server. The server is a Java program that communicates with the
snoopers to collect signal strength measurements on gaoket
served from the target machine. The server needs sufficient-m
ory and processing power to contain the Bayesian netwonirae-

tice, any modern laptop has more than enough power to traick a s
gle user in real time. In a production environment, the gamight

be tracking large numbers of users simultaneously and woesdl

to run on a dedicated machine.

2.2 In-building RF signal propagation

We conducted our experiments on the third floor of Duncan &tall
Rice University, using four hallways as shown in Figure 1.llHa
ways 1 and 2 are narrow long enclosed hallways with fiberglass
ceiling tiles, carpeted concrete floors, and painted stoestwalls
with occasional concrete structural pillars. Hallways 8 dnare
open to the ceiling of the building some 30 feet overhead.- Fur
thermore, hallway 4 is adjacent to an open-air atrium owdiltg

the building’s lobby. While the accuracy of our techniquesuid
certainly differ in other buildings, we believe our buildinffers a
diversity of materials and architectural styles that pdesi a signif-
icant challenge to accurate localization.

2.2.1 Channel variations

Our previous work directly used the signal strength hisiogpb-
tained at each training point to infer a user’s location,edasn

the observation that the signal strength distributionsewaon-
Gaussian, and thus did not necessarily yield meaningfidragye”
values. By doing this, we essentially assumed that the driaitos
were not changing over time. However, subsequent expetinen
shown in Figure 2, show that the signal strength histograang v
noticeably as a function of the time of day, with significgntiore
noise while more people are in the building. We also obsdrae t
the histogram from the first night had two modes, while the his
togram from the second night had only one mode. From these and
other similar measurements, we have concluded that thegaer
signal strength is the only robust value to use across diitedays
and times of the day.

2.2.2 Transmission power

A key problem for localizing rogue machines is being robust i
the face of different WLAN implementations and variationttire
transmission power of individual packets. Figure 3 shows tie
observed signal strength changes as transmission powariéxly
We observe that the relative ordering of observed signahgths
remains constant. Moreover, our experiments suggestisateed
signal strength is linearly proportional to transmissiowpr. Most
importantly, the differences in received signal strenglhisiot vary
dramatically as the transmission power changes. We wilthese
observations to design a filter to improve our localizatiohust-
ness, as described in Section 2.3.2.

2.3 Algorithms

We tested two different localization algorithms to comp#reir
suitability in localizing a rogue mobile node. The first, tHés-
togrammethod, is the Bayesian inference algorithm developed in
our prior work [20]. The second, thgifferencemethod, is our new
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Figure 2: Observed signal strength histogram variation ovetime from a laptop to a fixed AP.

robust localization algorithm. The Difference method is eigt-
ing heuristic loosely based on Bayesian inference.

2.3.1 Histogram method

This section summarizes our original localization methetlich
we compare against our new technique. Although the algonitie
used is unchanged, it was deployed in a slightly different. wies
discussed in Section 2.1, the signal strength of the laptomiv
measured at fixed base stations, instead of vice-versa.diticad
there are fewer fixed base stations than we had at our disposal
our original work.

The histogram method uses a Bayesian inference scheme to lo-

cate a WLAN user. We model the world as a fingi@sition space
{p1,-- ., Pn} with a finiteobservation spacgos,...,om}. Thesen-
sor model P(oj|pi) is a learned model of the conditional probabil-
ity of seeing observation;j at positionpj. A position vectortis a
probability vector over the various positions (i.&. represents the
probability that positionp; is the current position). Given a prior
estimatert, after observingoj we can estimate our new position
vectorTt by calculating the individual conditional probabilities
for eachi € {1,...,n} using Bayes’ rule,

= T-Priojlp)
ZlTh'Pr(oﬂpa)

We combine thesets into the new estimate of our position,

. We then choose the most likely position as the representa-

tive position from this position vector. Each positippis a tuple
(%i,Yi,z,6;) describing a user’s location and orientation. During
the training phase, for eagh, we collect signal strength measure-
ments from the snoopers. This raw data can be reused to ttdin m
tiple localization systems, each of which will then defireatvn
mapping from observations to positions, i.e., the prolitgtdistri-
butionPr(oj|pi).

We define an observation as a vector of signal strength rgadin
overk snoopers,

0j = (A1, M)
where), is the signal strength measured by snoopeMe then
definePr(oj|pj) as

k
Pr(oj|pi) = [] Pr(Aolpi) -
p=1
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Figure 3: Signal strength readings from four different recevers
of signal from a single transmitter, with the transmitter vary-
ing its transmission power. Higher values on the x-axis reflet
higher transmission power. Higher values on the y-axis reflet
a stronger signal at a receiver.
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Figure 4: Signal Strength Variations in Hallway 1 at 22 posi-
tions for each of two orientations. Missing segments for Sti
dicate that Snooper 1 did not receive any packet from the targt
machine at those positions.
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Figure 5: Cumulative error over the four hallways, using the
same WLAN card for training and for localization.

This method directly uses the signal strength histograniobtl
from training to get eactPr(Ap|pi), so we call it theHistogram
method or brieflyHisto.

As we have shown in Section 2.2.1, the signal strength hiatog
changes over time, and so might not be reliable for locatinat
As our results in Section 3 show, tlsto method is sensitive to
changes in the model, and performs poorly in the face of model
error.

2.3.2 Difference method

A hAd

=

Diff method
—4— Histo method

1 2 3 45 7 8 9 10 11 12 13 14

6 15
Error distance (meters)

Figure 6: Cumulative error over the four hallways, where the
transmission power level is reduced when localization oces.

W(pi) were computed as follows

k-1 k L
W(p) =) Pr(Ap, —ApglPi) -
d=1p=a+1

Once the weights have been calculated for egchve choose the
position with the largest weight as our location estimatee &4l
this algorithm theDifferencemethod or brieflyDiff.

3 RESuULTS
In this section, we examine the accuracy of our localizasigstem

Our Histo method assumes that the trained signal strength his- in @ number of different scenarios. We first evaluate sttéagivard

togram accurately models the signal strengths that wilbber lob-
served. This is not necessarily true when the target clgensing

a WLAN card different from the one with which we trained the
system, or when the target client is intentionally alteritsgtrans-
mission power. In order to accommodate such variations, ave d
veloped another localization algorithm based on our olagienvs

in Section 2.2.2. Since lower transmission power tends us&a
linear decreases in all observed signal strengths, we eaihedif-

localization using the Mini PCI D-Link card with which we tned

the system. We then consider localization of a hypothetingilie
machine that varies its transmission power to avoid detectiVe
also examine localization when using a different WLAN cauaif

the one which we used to train the system. Finally, we discuss
localization of points outside the training region.

3.1 Experimental setup

ferencesbetween the observed signals rather than the raw signalsWe conducted our experiments on the third floor of Duncan Hall

themselves.

We post-process our training data to be the differencegimasi
strength between every pair of snoopers, fitted to the Gausks-
tribution N(u, %) with the averages being the average difference
in signal strengths. The standard deviatowas chosen as 12 to
accommodate sampling errors and the variations of aveiggals
strength over the course of a day, as shown in Figure 2.

During localization, as each snooper receives a packet@nd r
ports the signal strength to the localization server, timeesecom-
putes the difference in signal strength of reports betweeryeair
of snoopers. During each inference window, the server vesei
several packets and can then compute the difference ingeveig:
nal strengtr(mfm) for every pair of snoopergq andpg. The
statistics generated from all packets received duringitiesence
window define an observation.

We found that using a weighting scheme where the conditional
probability of each difference in signal strength was adttethe
probability for that location gave the best accuracy. Weragendel
the world as a finite position spades,...,pn}. The weights

at Rice University, using four hallways as shown on the map in
Figure 1. We placed 5 snoopers (S1 through S5) under the five
APs shown in map. While we could have placed them anywhere,
this allowed us to simulate what our current APs could doéfyth
were augmented to support snooping. It also representatiezihe
reasonable distribution to observe all packets on the fldod. Our
snoopers are between 22 and 50 meters away from each ottter, wi
no line of sight between any two snoopers.

During the training phase, we measured signal strengthssat p
tions every 142 meters (56 inches) from one end of each hallway
to the other end facing in both directions. At each trainioinp
we took a trace at 5 samples per second until the signal skreng
histogram converged, sometimes taking as long as one njeute
point. This trace data was all taken using the default tréssion
power level, and was used to train both élisto andDiff systems,
as described in Section 2.3.

As an example of the training data we obtained, Figure 4 shows
the average signal strength recorded for each training pohrall-
way 1. Although we actually captured the full histogram afrsil
strengths observed from each location, we present the gvefa
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Figure 7: Cumulative error over the four hallways, where the
transmission power level changes for every packet transntigd.

those values to simplify the graph. This graph shows a cteadt
in signal strength variation as we moved from one end of thie ha
way to the other, and it also shows that changing orientafields
different signal measurements.

Each experiment consisted of walking around the loop forbyed
the four hallways of our test area in a counterclockwisedtioa,
down hallways 1, 3, 2, and 4 in that order. At each trainingipoi
and between every two training points, we took a 15-sec@ue: tof
data, which was input into thidisto andDiff localization inference
engines to generate a series of position estimations.

3.2 Basic localization

When we localized using the same WLAN card as we had used in
training, our accuracy was quite high. Over the four hallsyahe
localization error was at most 2 meters 61% of the time fotie
method. TheHistomethod only achieved 2 meter accuracy 47% of
the time. These results are illustrated in Figure 5.

Figures 9 through 12 show cumulative error for the four haylsy
individually. For all hallways except the third, thdisto method
and theDiff method are nearly indistinguishable in terms of accu-
racy. TheHisto method has an error of at most 2 meters for 51%,
70%, and 56% of sampled positions, respectively, for halsh,

2, and 4. TheDiff method has an error of at most two 2 meters
for 54%, 66%, and 51% of positions, respectively, for the sam
hallways.

For hallway 3,Diff turns in one of its best performances, with
an error of at most 2 meters at 64% of sampled positidtisto,
by contrast, turns in its worst accuracy, with fewer than 18%
location estimates being within 2 meters and fewer than 30860
timates even within 15 meters (this on a hallway 17 meterg)loim
our experimental configuratiofiisto frequently reports hallway 3
as hallway 1, whileDiff correctly distinguishes the two hallways.
Indeed, whileDiff consistently performs very well on hallway 3,
Histo consistently performs extremely poorly.

3.3 Varying transmission power level

The robustness ddiff relative toHisto becomes evident when lo-
calizing a transmitter which transmits at a reduced poweelle
Our results show th®iff method achieving nearly the same ac-
curacy (2 meters, 59% of the time) with lower-power transinis
as it achieved with default-power transmission. Histo method

—=— Diff method

—4— Histo method 1
O L L L L L L L L L L L L L
01 2 3 45 7 8 9 10 11 12 13 14 15

6
Error distance (meters)

Figure 8: Cumulative error over the four hallways, where dif-
ferent WLAN cards were used for localization and training.

achieved 2 meter accuracy only 33% of the time. The resuits ar
illustrated in Figure 6.

We ran another test in which we varied the transmission power
randomly for each transmitted packet. We achieved accuwbgy
meters 40% of the time using oxiff method. TheHisto method
achieved 2 meters accuracy only 15% of the time. The reduits s
that while an attacker may have some success varying hentian
sion power, theDiff method vastly improves our ability to detect
her. The results are illustrated in Figure 7. Causing thestras-
sion power of the WLAN card to vary wildly is also stressfultbe
card itself, and we lost one card to burn-out because of this.

3.4 Varying transmitter

We next experimented with localizing our laptop using a Isiygk
WLAN card, having a different antenna and different chigeatn
the D-Link card used in training. We achieved comparableiacc
racy betweerDiff andHisto. With Diff, an error of at most 2 me-
ters was achieved at 49% of the sampled positibtisto achieved
this accuracy for 40% of the sampled positions. These eault
illustrated in Figure 8.

3.5 Untrained poses

Any localization method which relies on training can onlgdé
ize targets to points within the trained area. Neither [l nor
the Histo method will correctly localize a mobile device anywhere
outside of the four hallways. Furthermore, small deviatifnom
the trained positions can confuse a training-based |a#diz sys-
tem. We tested how the two algorithms compared when locglizi
a laptop in untrained positions.

We first ran two traces of untrained positions along the ingin
hallways. The first trace involved localizing a laptop whighs
very close to the wall in a trained hallway; the original miap
data was taken in the centeliff achieves an accuracy of 2 me-
ters at 49% of sampled points (versus 60% in the center). i$his
similar accuracy to other cases which break the model, diiratu
the low-power and varying transmitter tests. By comparististo
performed as well as in the simple localization case, aafgean
accuracy of 2 meters at 46% of sampled points. The results are
illustrated in Figure 13.

We also tried to localize a laptop which was facing perpeuidic
to a trained direction. The results are comparable to thikeear
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Figure 10: Cumulative error for hallway 2, using the same
WLAN card for training and for localization.

Figure 9: Cumulative error for hallway 1, using the same
WLAN card for training and for localization.
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Figure 12: Cumulative error for hallway 4, using the same
WLAN card for training and for localization.

Figure 11: Cumulative error for hallway 3, using the same
WLAN card for training and for localization.

Although there is no hallway on the second floor directly telo
hallway 2, there is a hallway parallel to hallway 2 on the baitle
of the building that is open on one side to the open area that cu

results for localizing close to a wallDiff localized to within 2
meters 50% of the time, andisto localized to within 2 meters
46% of the time. These close results show thiatois more robust
against certain forms of model variation, but tRaff outperforms across the middle of the building. Attempting to localizesitions
Histo, regardless. The results are shown in Figure 14. on that hallway, th®iff method concluded that we were on hallway
Finally, we wanted an idea of how these algorithms performed 3. Although we were physically closer to hallway 2, we hagin
when the target is not even in one of the trained hallways. éfo d ~ Of-sight with hallway 3, so this conclusion is not surprgsinThe
termine this, we took measurements at a number of sampléspoin Histo method, by contrast, consistently concluded that we were on
outside of our training area. We sampled at seven test positin hallway 1. This is understandable, considertigto's tendency to
the third floor, four positions in rooms along the trainedays confuse hallways 1 and 3, as we discussed in Section 3.2.
and three positions in nearby hallways. In all of those s¢gsts, Of course, no training-based method will return locationtsiole
the Diff method estimated the location a nearby position within the Of its training set. However, as these results show, we cem afe-
training area. Thedisto method estimated most of the positions  rive points in the original training set that are meaninigft¢iose”
correctly, but at two positions, one in an adjacent room arelin to the target's actual location. Therefore, in practiceshiould be
a hallway, it guessed the wrong side of the building. sufficient to train exclusively in major hallways and opepas to
We also tested several positions on the second floor of DuncanYi€ld useful localization results, even if the target maetis actu-
Hall. For position below hallways 3 and 4, theff method local- &l in a side office.
ized to the correct respective hallways, although not adweisectly S .
above. Thedistomethod correctly identified hallway 4, but missed 3.6 Variations on Diff
hallway 3. For positions below hallway 1, by comparison, thuds There are a number of ways to calculate weights based oriveelat
the Diff method’s estimates were off by a large distance, while the signal strength. We evaluated a total of three. In the firghotg
Histo method localized to hallway 1 for most of the samples. which is described in Section 2.3.2, the difference in digirangth
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Figure 13: Cumulative error over the four hallways when the
target is very close to a wall along the training hallways.
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Figure 15: Cumulative error for the three Diff methods over the
four hallways, where the target machine and WLAN card are
the same as used in training.

between every pair of base stations is used in the localizatigo-
rithm. A second scheme we tried was to use the differencedeatw
each base station signal strength reading and the minimgmalsi
strength reading in the localization algorithm. The findlesoe we
evaluated was computing the difference in signal strengtivéen
each base station and the base station after it taken indee trat
the base stations appear in the trace.

Figure 15 shows the cumulative error for localization perfed
with the same card as trained. All tBgff variants are very close.
The test of using a different transmitter from training todbza-
tion shows similar results. Figure 16 shows the cumulativeror
localization performed with the transmitter varying itsyas level.
In this test, while all of theDiff variants have very similar accu-
racy, the originaDiff method edges out the others. The low-power
localization test shows similar results.

4 DISCUSSION

This section discusses a number of issues and implicatfonse
less location systems, both as we have designed and in §enera
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Figure 14: Cumulative error over the four hallways when the
target is facing at 90° to the direction of the hallway (an un-
trained direction).
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Figure 16: Cumulative error for the three Diff methods over the
four hallways, where the transmission power level change®f
every packet transmitted.

4.1 Accuracy versus robustness

We have presented two methods for wireless localizatiisto and
Diff. The former uses a rigorous and fairly well-understood rhode
for inferring location from sensor data. WhEistoworks, it works
well. Histois also fairly robust when the pose of the target node
varies from what was trained.

However,Histo is very sensitive to other aspects of the training
model. In particular, sincélisto depends on the accuracy of the
signal strength histograms, when an attacker varies thedbest
power on each packetlisto gets lost.Diff, on the other hand, can
gracefully handle such variation, and performs reasonadelyin
other cases.

Of course, the accuracy of both algorithms could be imprdwed
better distribution of the snooper nodes, by placing momoper
nodes in the building, and by tuning parameters inside the al
gorithms. Regardless, when the localization system canemak
stronger model assumptions, such as assuming that allessrel
nodes are using the same WLAN implementation and broadcgsti
at full power, it will generally be able to achieve higher giston.
However, if those assumptions prove to be false, the robastof



the localization will necessarily suffer relative to whaiutd have
been achieved with a model making fewer such assumptions.
In cases where it really matters, there is no reason thersyste
could not perform both localization algorithms. Nodes tvant
to know their location, and thus presumably follow the rulesn
get an accurate answer. Administrators trying to track dtuwen
physical location of a malicious node, on the other handusarthe
more robust tracker, which will certainly help narrow theysical
search space.

4.2 Comparison to prior work

In our prior work [20], we consistently saw better accuralest
observed here. Several factors worked against us this tHinst,
in the tests described here, only five snoopers were avajlabd
generally no more than four had visibility of the target at given
position. In the previous work, up to nine APs were used fer lo
calization at any position. The additional APs could be used
disambiguate certain points in the training area, helpingdrease
measurement accuracy.

Furthermore, in this work, we performed no sensor fusion. In
our prior work, the output of our Bayesian inference engirasw
post-processed by a filter that fused multiple location despver

a more general space of possible preprocessing filtersrd-stiud-
ies might spend more effort on applying a preprocessing fitte
the sample data before feeding it to an inference enginewige,
our work does not consider any postprocess filtering or senso
sion of localization inferences. Finally, difference igrsal strength
could be integrated into a Bayesian inference algorithmvfogless
localization. These and many other techniques may be alsigto
nificantly improve the accuracy and robustness of locatinat

Our work suggests that it may be very difficult to physically
hide a wireless network node that is actively broadcastakets.
However, we did not consideroalitions of hostile nodes, work-
ing in concert to attack a network. Such coalitions might ble a
to confuse the localization system by presenting the dlugif an
attacker being simultaneously in multiple locations, isatarly if
some of the hostile nodes are actively moving. A more rolmesti
izer might try to solve clustering problems to determinerthmber
and locations of hostile nodes.

Likewise, while nodes which wish to communicate normally on
a network generally need to maintain a constant MAC address,
an attacker has no such constraints. In order for our |catidiz
system to operate effectively, it must be able to distingdevil”
packets from normal packets [4]. This is generally the donadi

time based on some simple assumptions. These assumptions inNetwork Intrusion Detection Systems such as Bro [22]. Bodd

cluded observing, based on a simple probabilistic modeliofdn
movement [5], that the object being tracked is unlikely tokena
large, discontinuous jumps across the building. We founatigshch
techniques significantly improved localization accuraay they
would certainly apply here.

4.3 Privacy concerns

We have presented a methodology for localizing nodes within
building without their cooperationlf a node transmits a packet in-
side a building that has wireless snoopers and a trainetizatian
engine, that node can be localized. While the original natitin
for this work is allowing administrators to locate nodestthe-
tively misbehave and remove them, it can also allow for lggssex
able uses. For example, an employer could track the loctbn
its employees, or a shopping mall could track the locatidrigso
shoppers.

Furthermore, the owner of the building need not be the opera-
tor of the snoopers. Rogues could install their own snoofeegs,
placing laptops above the ceiling tiles) and localize nodikin
the building without the knowledge or consent of the buidgn
owners or occupants. This creates a clearly undesirahlatisin,
defeating any attempts at restricting the disclosure ofypraably
sensitive location information (e.g., Canny [8]). Our wankplies
that anyone who can deploy snoopers and train their lo¢aiza
system will be able to localize nodes in the area, even ifdimogles
take steps to obfuscate their transmission power.

The only exception to this may be nodes that are physicadly di
tant from the wireless network to which they are connectada/
tacker who iswvar driving outside the building may well be able to
interact with the in-building wireless network; such akirs might
also use parabolic antennas, further increasing theirigdlysep-
aration [6, 12]. Attackers with such unusual high-powereants
may well generate localization data sufficiently unlike aormal
training data as to be virtually unlocalizable.

4.4 Future work

There is still progress to be made in improving wireless lloca
ization. By computing the differences between sampledadign
strengths, we are able to filter out variations that can oasua
result of varying transmission power, but this is just orstance of

a suitable packet classifier for wireless network misbedravould
require knowing something about how an attacker may or may no
choose to misbehave. In practice, it might be preferabletfer
classifier to err on the side of false positives once an attagkder
way, assuming suitable clustering algorithms can postgs® the
localization data. If an attacker’s probable location candduced
to a small enough number of possibilities, that may be aetdpt
to the administrator seeking to stop the attacker.

A further concern is attackers operating at a significartadise,
using parabolic or otherwise non-standard antennas. Asmest-
ing question is whether the in-building snooper networklddae
trained to identify, at a minimum, the compass directionrfrine
building to the attacker. Such information could greatiguee the
effort necessary to find the attacker.

5 CONCLUSION

Traditional localization methods tend to have simple medéhow
nodes will behave. Malicious nodes can easily violate these
sumptions by modulating their transmission power for eaatket.
We present a mechanism for locating mobile devices in anando
environment, even when the nodes might be malicious. Ot tec
nigues sacrifice some amount of accuracy in the ideal caseaif |
izing cooperative nodes, but maintain robustness wherd fedi

a variety of model errors, including malicious nodes, nodéh
different hardware than we trained against, and, to somengxt
nodes located outside of the training area. We concludentinet
less nodes can be localized whether or not they wish to t&neai
interesting privacy issues in the use of wireless networks.
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