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Abstract— Ethernet’s high performance, low cost, and ubiquity To support the flooding of packets for new destinations
have made it the dominant networking technology for many and address learning, existing Ethernet standards relyi@n t
application domains. Unfortunately, its distributed forwarding dynamic computation of a cycle-free active forwarding tepo

topology computation protocol — the Rapid Spanning Tree Pre - ing t t L Thi tive f di
tocol (RSTP) — is known to suffer from a classic count-to-infaity Ogy using a spanning tree protocol. IS aclive forwarding

problem. However, the cause and implications of this problm are  topology is a logical overlay on the underlying physical
neither documented nor understood. This paper has three mai  topology. Cycles in the underlying physical topology pdwi

contributions. First, we identify the exact conditions under which redundancy in the event of a link or switch failure. However,
the count-to-infinity problem manifests itself, and we chaacterize it is essential that the active forwarding topology be cycle

its effect on forwarding topology convergence. Second, weake . . .
discovered that a forwarding loop can form during count to free. Because Ethernet packets do not include a time-¢o-liv

infinity, and we provide a detailed explanation. Third, we propose field, they may persist indefinitely in a network cycle, cagsi
a simple and effective solution called RSTP with Epochs. Thi congestion. Moreover, unicast packets may be misforwaifded

solution guarantees that the forwarding topology convergein at g cycle exists. Specifically, address learning may not fanct
most one round-trip time across the network and eliminatesie ¢ rectly because a switch may receive packets from a source
possibility of a count-to-infinity induced forwarding loop. g . IR . .
o _ on multiple switch ports, making it impossible to build the
Index Terms— Ethernet, Reliability, and Spanning Tree Protocols. forwarding table correctly. Finally, when a link or switch
failure disrupts the active forwarding topology, the netko
. INTRODUCTION suffers from a period of packet loss. This packet loss lasts

Ethernet is the dominant networking technology in guntil the active forwarding topology is recomputed to bypas

wide range of environments, including home and office ndf?€ failed component. o
works, data center networks, and campus networks. By tar! Ne dependability of Ethernet therefore heavily reliestun t

the most important reasons for Ethernet's dominance are §&ility of the spanning tree protocol to quickly recompute a
high performance-to-cost ratio and its ubiquity. Virtyadill CYcle-free active forwarding topology upon a partial netwo
computer systems today have an Ethernet interface built fAllure- Today, the Rapid Spanning Tree Protod®&TH [9]
Ethernet is also easy to deploy, requiring little or no manul§ the dominant spanning tree protocol. Unfortunately, RST
configuration. may exhibit the count-to-infinity problem. During a count

Even though Ethernet has all of these compelliing benefitg, infinity, the spanning tree topology is continuously lagin
mission-critical applications also require high netwoelpend- reconfigured and ports in the network can oscillate between

ability. The dependability of Ethernet in the face of pdrtid®rwarding and blocking data packets. Thus, many data pack-
network failure is the focus of this study. ets may be dropped. Moreover, we have discovered that a

In existing Ethernet standards, packet flooding is used fgmnPorary forwarding loop can form that may last until the

deliver a packet to a new destination address whose topaibgicOUNt to infinity ends. _ L _
location in the network is unknown. An Ethernet switch can | IS Paper presents an in-depth examination of this count-

observe the flooding of a packet to learn the topologicEﬂ"nf'n'ty_pmblem in RSTP .ano.l prowde; a 5|mplg yet effec-
location of an address. Specifically, a switch observes tine pt|ve solution to it. The contributions of this study include

at which a packet from a particular source addrgsarives. *
This port then becomes the outgoing port for packets deabtine
for S and so flooding is not required to deliver future packets °
to S for a configurable period of time.

Characterize the exact conditions under which the count-
to-infinity problem occurs in RSTRSection IlI)
Identify the specific aspects of the RSTP specification that
allow the count-to-infinity problem to occuiSection IlI)

« Uncover harmful race conditions between the state ma-
This research was sponsored by the NSF under CAREER Award- CNS  chines defined in the RSTP specification. These race

0448546, by the Texas Advanced Research Program under \oad®3604- it ; i ; ; infini
0078-2003, and by Cisco Systems, Inc. Views and conclustamgained conditions in combination V\.”th a Count.to mflmty can
in this document are those of the authors and should not leepieted as lead to a temporary forwarding loofSection V)
representing the official policies, either expressed oflizdpof NSF, the state  « Provide a study of the count-to-infinity problem in RSTP
of Texas, Cisco Systems, Inc., or the U.S. government. under simple network topologies and different protocol

1in this paper, Ethernet always refers to the modern poimqisiat switched . d . h |
network technology as opposed to the legacy, shared-mediieork technol- parameter settings, demonstrating that protocol paramete

ogy. tuning cannot adequately improve RSTP’s convergence



time. (Section V) flow. Generally, ports that are a part of the spanning tree
« Propose and evaluate a simple yet effective solution thate forwarding. However, during changes to the spannirg tre

eliminates the count-to-infinity problem and dramaticallguch ports may become blocking. An alternate port is always

improves the convergence time of the spanning trédocking.

computation upon failure to roughly one round-trip time

across the networkSections VI and VII) B. Bridge Protocol Data Units

The rest of this paper is organized as follows. Section Il Bridges exchange topology information using messages
provides an introduction to RSTP. Section Il describes how,eq Bridge Protocol Data UnitsBPDUS. Each bridge
count to infinity occurs in RSTP. Section IV explains howonsructs its BPDUs based on the latest topology infonati
a count to infinity can lead to a forwarding loop in Ethernenai it has received from its parent bridge. Bridges send
Section V studies the duration of a count to infinity. Sec¥n gppuUs to announce new information. In the absence of any
describes our solution to RSTP’s count-to-infinity problenyq,, information, bridges still send a BPDU eveéfglloTime
the RSTP with Epochs protocol. Section VIl evaluates thiss 5 neartbeat. Heartbeat BPDUs are caiielb messages
protocol. Section VIII discusses related work. Section IX A BpDU includes the ID of the root bridge and the cost of

concludes this paper. the bridge’s path to this root. It also contaiMessageAgand
MaxAgefields. The MessageAge field is initialized to zero by
Il. THE RAPID SPANNING TREE PROTOCOL (RSTP) the root bridge. When a non-root bridge sends a BPDU, it

The Rapid Spanning Tree Protocol (RSTP) was introducedts the MessageAge field to one more than the MessageAge
in the IEEE 802.1w standard and later revised in the IEES the BPDU that it last received from its parent. When the
802.1D (2004) standard. It is the dominant Ethernet spannihlessageAge exceeds the MaxAge, the message is dropped.
tree protocol and the successor to the Spanning Tree Ptotocd=ach bridge uses a token-bucket algorithm to limit the rate
(STP. It was derived from STP but designed to overcomef BPDU transmission per port. The bucket size is given by
STP’s long convergence time that could reach up to 3De bridge’s Transmit Hold Count, abbreviated TxHoldCount
seconds [1]. In STP, each bridge maintains a single spanngecifically, each port has a counter, TxCount, that keey tr
tree path. There are no backup paths. In contrast, in RSDP,the number of transmitted BPDUs. If TxCount reaches
each bridge computes alternate spanning tree paths usingioldCount, no more BPDUs are transmitted by the port
redundant links that are not included in the active forwagdi during the current second. The token-bucket algorithm ases
topology. These alternate paths are used for fast failobemw token rate of one. In other words, the TxCount is decremented
the primary spanning tree path fails. Moreover, to elimgnaby one every second, unless its value is already zero.
the long delay used in STP for ensuring the convergence ofA bridge needs to compare the BPDUs that it receives, based
bridges’ spanning tree topology state, RSTP bridges useomthe information that the BPDUs carry, so that it accepts an
hop-by-hop hand-shake mechanism caltgshcto explicitly uses the best of these BPDUs. According to the IEEE 802.1D

synchronize the state among bridges. (2004) standard, BPDU M1 iketterthan BPDU M2 if:
1) M1 is announcing a root with a lower bridge ID than
A. The Spanning Tree that of M2, or

2) Both BPDUs are announcing the same root but M1 is
f announcing a lower cost to reach the root, or

3) Both BPDUs are announcing the same root and cost but
M1 was last transmitted through a bridge with a lower
ID than the bridge that last transmitted M2, or

Both BPDUs are announcing the same root and cost,
both BPDUs were last transmitted through the same
bridge, but M1 was transmitted from a port with a lower
ID than the port that last transmitted M2, or

5) Both BPDUs are announcing the same root and cost,
both BPDUs were last transmitted through the same
bridge and port on that bridge, but M1 was received on
a port with a lower ID than the port that last received
M2.

RSTP employs a distributed Spanning Tree Algoritt8#4)
that computes a unique spanning tree over the network o
bridges and connecting links. Under this algorithm, each
bridge must have a unique ID. The spanning tree is rooted at
the bridge with the lowest ID. The path through the spanning
tree from any bridge to the root bridge is of minimum cost. )
To enable the network operator to select the root bridge, a
bridge’s default ID can be changed.

A bridge port, which connects a link to a bridge, has two
main attributes, aole and astate The port's role describes
the port's place in the constructed spanning tree. Onlyethre
roles are relevant to this paper. Firstyant port connects a
bridge to its parent in the spanning tree. Secondesignated
port connects a bridge to one or more children in the spanning
tree. Thus, a bridge’s parent is sometimes called its dasigin o o )
bridge. However, for clarity of presentation, we will call &+ Building and Maintaining the Spanning Tree
bridge’s parent in the spanning tree its parent bridge.dlhir The STA uses the information in the BPDUSs to elect the root
analternateport is not a part of the spanning tree. It connectsridge and set the port roles on each bridge. Each port record
a bridge to a redundant link that provides a backup path tiee best information it received. The port that has received
the root. the best information, among all information received by all

A port’s state is eitheforwarding or blocking depending bridge ports, for a path to the root becomes the root portsPor
on whether the port forwards data packets or blocks thdfrat receive worse information than they are sending become



designated ports. A port becomes an alternate port if it ts no
the root port and receives better information than it is s&nd

If a root or alternate port has not received a BPDU in three
times theHelloTime the STA concludes that the path to the
root through this port has failed and discards the inforomati
associated with this port. Physical link failures are ditéc
even faster. If a bridge detects failure at its root portaltsf
back immediately to an alternate port if it has any.

To avoid creating temporary forwarding loops, the blocking
and unblocking of bridge ports during spanning tree recorig. 1. A sim)
figuration must follow a particular order. Specifically, inet
common case, before a designated port connecting a parent
to a child can become forwarding, the child’s designated
ports must first be blocked. To impose this order, wherever

a point-to-point link connecting a parent to a single child 3 4
exists, RSTP relies on a hand-shake operation, caisd L= AL
When a blocked designated port wants to become forwarding, (a) Time t1. (b) Time t2. Bridge 1 failed.
it requests permission from its child first. This is done by > >
sending its child a BPDU with theroposal flag set. In 2.0 1, 80
response, its child typically blocks all its designatedtptinen = =
responds to its parent with a BPDU with thgreemenflag 2,320 1!%0 2,320 1!460
set. This operation cascades down the spanning tree because

the blocked designated ports want to become forwardingiagai (c) Time t3. (d) Time t4.
For example, in Figure 2(a), if the link connecting bridges 2 2

2 and 3 did not initially exist, all the ports in the network -/1 gc\ ‘/1. ?.0\.
would be forwarding as root or designated ports. If a link is 3 2 5 2
added between bridges 2 and 3 and the sync operation is not 2,20 2,40 1,100 2,40
performed, both ports at the two ends of the link can become (@) Time 5. (0 Time t.

forwarding simultaneously and a temporary forwarding loop

is formed. The sync operation allows only one port to becon'?é" 2. An example of count to infinity.

forwarding at a time. This sync operation cascades dowrsvard the root, and bridge 2 does not have to be a direct link. A
until it reaches a port that should be permanently blockegilure anywhere in this path can result in a count to infinity
which in the figure would be the port at bridge 4 connecting Specifically, the problem is bridges cache topology infor-
it to bridge 3. mation from the past at their alternate ports, then use the
information indiscriminately in the future if the root pdases
connectivity to the root bridge. This topology information
may be consistent or inconsistent with the current topalogy
A topology change can result in the reconfiguration of thge call it fresh or stale information respectively. A bridge
spanning tree. Consequently, the port at each bridge thaiiing its cached information indiscriminately may end up
used to forward to any given MAC address may have changeding stale information. Then, the bridge may spread this
thus requiring the invalidation of prior forwarding tabletees. stale information to other bridges via its BPDUs potengiall
The STA implements this by making a bridge send a Topologgsumng in a count to infinity.
Change TC) message whenever it detects a topology changery jllustrate how a count to infinity occurs in RSTP, we first

event. A topology change event arises when a blocked pgfbsent an example. Then, we present a general proof.
becomes a forwarding port. The bridge sends such messages

on a!l _of its ports participating in the aqtlve topology. Adge A, An Example

receiving a TC message forwards this message on all of 'itS ~ o

ports participating in the active topology except for thee on First, we state four rules from the RSTP specification that

that it received the TC message on. Whenever a bridge rescei@ée relevant to our example.

a TC message on one of its ports, it flushes the forwardingl) If a bridge can no longer reach the root bridge via its

table entries at all of its other ports. root port and does not have an alternate port, it declares
itself to be the root(Clause 17.6)

2) A bridge sends out a BPDU immediately after the
topology information it is announcing has changed, e.g.

A count to infinity can occur in RSTP when there is a cycle when it believes the root has changed or its cost to the

in the physical topology and this cycle loses connectitthie root has changedClause 17.8)

root bridge due to a network failure. Figure 1 gives a simple 3) A designated port becomes the root port if it receives a

example of a vulnerable topology. The path between bridge better BPDU than what the bridge has received before.

D. Handling Topology Changes

Ill. COUNT TOINFINITY IN RSTP



That is, this BPDU announces a better path to the root
than via the current root por(Clauses 17.6 and 17.7) Ay
4) When a bridge loses connectivity to the root bridge via H....... BPDUS BPDUS
its root port and it has one or more alternate ports, it o %. .J
adopts the alternate port with the lowest cost path to the
root as its new root por(.CIauses 17.6 and 17_7) (a) A general network scenario. (b) A BPDU Race Condition.
Now consider the example in Figure 2 showing a netwolrkg. 3. Illustrations for conditions necessary for a count to irini
of bridges. A box represents a bridge. The upper number in ] o .
the box is the bridge ID. The lower two numbers represent the The proofis by contradiction. Let us assume that bridygs
root bridge ID as perceived by the current bridge and the cd8t/V+ all have one or more alternate ports ioimmediately
to this root. Link costs are all arbitrarily set to 20. Figg) after the partition. Consider bridg¥,. Since N, has at least
shows the stable active topology at time t1. Figure 2(b) shofn€ alternate port, it must be directly connected to another
the network at time t2 when the link between bridge 1 arffidge in the partition, sayV,, which has an alternate path
2 dies. Bridge 2 declares itself to be the root since it has # 1@ that does not includeVy. Without loss of generality,
alternate port (rule (1)). Bridge 2 announces to bridgesdan @ssume the BPDU sent by, is better than the BPDU sent
that it is the root (rule (2)). At time t3 bridge 3 makes bridyje PY No- Thus, No has an alternate port throug¥ . Similarly
its root as it does not have any alternate port. Howevergeridfo V1, it must have an alternate port fovia another bridge,
4 has an alternate port caching a path to bridge 1. Moreov@®y V2, and Ny's BPDU s better thanV,’s so Ny has an
bridge 4 incorrectly uses this alternate port as its newpoot  &lternate port throughV,. This argument applies till bridge
In other words, it makes bridge 3 its parent on the path to th¥—1. However, since there is a finite number of bridgss,
now unavailable bridge 1 (rule (4)). This is because bridge™ust obtain an alternate port # via one of the bridgesV
has no way of knowing that this cached topology informatiof® Vk—2- However, this is impossible becausg's BPDU is
at the alternate port is stale. At time t4, bridge 4 announc@gtter than the BPDUs from all other bridges. Thus, we have
to bridge 2 that it has a path to bridge 1, spreading the st&eontradiction. u
topology information and initiating a count to infinity (eul Because there exists at least one bridge in the partitian tha
(2)). Bridge 2 makes bridge 4 its parent and updates the cf8ges not contain the previous root that has no alternate port
to bridge 1 to 80 (rule 3). At time t5 bridge 3 sends a BPDBY RSTP (rule (1)), this bridge, when it detects that its root
to bridge 4 saying that bridge 2 is the root. Since bridge 3 Rort is no longer valid, it must declare itself as the new root
bridge 4's parent, bridge 4 accepts this information ansliggt and begin sending BPDUs announcing itself as the root. These
cost to bridge 2 to be 40. At time 6 bridge 2 sends a BPDU BPDUs will be flooded across the partition. The next claim
bridge 3 saying that it has a path to bridge 1. Bridge 3 makgRkows that if the partition contains a cycle, then theretexs
bridge 2 its parent, updating its cost to bridge 1 to be 10Gce condition such that if the BPDU arrives at a bridge with a
The stale topology information about bridge 1 continuesdo glternate port via its root port first, stale topology infation
around the cycle in a count to infinity until either it reaclitss cached at its alternate port about the previous root will be

MaxAge or it gets caught and replaced by the fresh t0p0|0§tyread into the network, creating a count to infinity. Howeve
information. if the fresh BPDU arrives via the bridge’s alternate port, it

will replace the stale information cached at the alternaie p
B. The General Case preventing the count to infinity from occurring.

We now give a general proof that whenever a network Claim 2: If a network is partitioned, and the partition
is partitioned, if the partition that does not contain thetro Without the previous root bridge contains a cycle, a race
bridge has a cycle, there exists a race condition that cg@ndition exists that may lead to count to infinity.
result in the count-to-infinity behavior. The proof proceed  Proof: From Claim 1, in the partition containing the
by first demonstrating that at least one bridge in the partiti cycle, one or more bridges without alternate ports must-even
without the previous root bridge must declare itself the netvally declare themselves as root bridges and send their own
root and start transmitting BPDUs. Its BPDUs will race wittBPDUs to the rest of the bridges in the partition. In addition
stale BPDUs, announcing the previous root, around the cydgfore the partition, the cycle must contain one or moregarsd
This race may lead to a count to infinity. with an alternate port to the root. This is because before the

Claim 1: If a network is partitioned, the partition withoutpartition, assuming no forwarding loop exists, the cyclesmu
the previous root bridge must contain a bridge that has he cutin the active forwarding topology by RSTP. An alteenat
alternate port. port therefore exists at the link where the cycle is cut.

Proof: Consider the general network scenario illustrated Now consider Figure 3(b) where the link between bridges
in Figure 3(a). A dotted line represents a network path thatand j is where an alternate port exists in the cycle. Bridge
may contain unknown intermediate hops. A solid line repré-is connected to the rest of the loop with a root port on its
sents a direct bridge-to-bridge connection. Before thétjmar, left and has a designated port that links it to brigg@®ridge
R is the root bridge in the network. Every briddé, has a j is connected to the loop by its root port on its right and
certain shortest path t8 with a cost ofc,.. Upon the partition, connected to bridgé by an alternate port. After the partition,
bridgesN, to N, form a partition that has no connectivity toBPDUs from one or more bridges declaring themselves to be
R. root will race around the cycle.




If such BPDUs are received by bridgeon its root port municate with each other via shared variables. The tramsiti
before its alternate port, bridgg will find that its alternate between states are controlled by boolean expressionsfteat o
port has better cached topology information. Such informmat involve multiple variables. As stated in the specificatitfhe
suggests a path to a superior root that is no longer reachablgler of execution of state blocks in different state maekiis
Based on this stale information, bridgevill adopt its alternate undefined except as constrained by their transition carditi
port as its new root port. Then bridgewill start sending Thus, many race conditions naturally occur between the RSTP
BPDUs conveying the stale information it has cached ®iate machines and some of them can be harmful.
bridges on its right. This is because bridgebelieves that In the following discussion, we refer to three of the RSTP
the topology information it has cached is better than thetate machines. First, the PORT INFORMATION state ma-
information it received from its neighbor bridge at its righ chine, a per port state machine, is responsible for handling
Afterwards, bridgej would get BPDUs on its new root portthe topology information arriving with new incoming BPDUs.
through bridge from bridges declaring themselves to be rooSecond, the PORT ROLE SELECTION state machine, a per
Bridge j will then know that the topology information at itsbridge state machine, is responsible for checking if theee a
root port is stale and will accept the new topology inforraati changes that need to be made to the port roles based on the new
and also forward such new information to its right. This wilinformation received. Third, the PORT ROLE TRANSITION
result in a situation where fresh BPDUs chase stale BPDIS&te machine, a per port state machine, is responsible for
around the loop resulting in a count-to-infinity situation.  transitioning into the newly selected port role.

On the other hand if bridggreceives the fresh BPDUs from  Claim 3: There exists a race condition between the PORT
other bridges declaring themselves to be root on its altern@FORMATION state machine and the PORT ROLE TRAN-
port first before receiving them on its root port, the stal8ITION state machine when a bridge receives, from its parent
topology information at the alternate port will be discatdeat its root port, a BPDU that: (1) carries worse topology
and no count to infinity would occur. B information than what the root port currently has and (2)sdoe

Count to infinity may even occur without a network partinot cause the bridge to change its root port. This race allows
tion. For example if the loop in the physical topology losethe bridge to respond with a BPDU carrying the agreement flag
its cheapest path to the root and picks another path withwéthout doing a sync operation. The race condition occurs in
higher cost. This new topology information will race arounévo cases:
the loop until it reaches an alternate port caching stalé, b?a) The received BPDWasthe proposal flag set.
better, information. Again this stale information will dethe (b) The received BPDWoes not havéhe proposal flag set.
new information around the loop in a count to infinity. This The complete proof for Claim 3 is in the appendix. The
yvill keep going until the stale topology informati(_)n reash_eproof for case (a) proceeds as follows: When a new BPDU
its MaxAge, or the cost reported by the stale informatiofrives at a bridge’s root port it gets handled by the PORT
increases to exceed that of the new information. This j§EFORMATION state machine. Then, the PORT ROLE SE-
because the cost reported by the stale information incseaggcTION state machine gets executed. If the received BPDU
while it is circling around the loop in a count to infinity. has the proposal flag set and conveys worse topology infor-
mation, like announcing a higher cost to the root, and that
. ) _ information does not change the port roles, a race condition
_ The three key ingredients for the formation of a count 13, s pifferent executions are possible after the PORT
infinity induced forwarding loop are: First, count to infyiit o) £ SE| ECTION state machine completes execution, either
occurs around a physical network cycle. Second, duringttoy, poRT ROLE TRANSITION state machine can execute
to infinity, the fr_esh topology informatiop stalls at a bralg at the root port or the PORT INFORMATION state machine
because the bridge port has reached its TxHoldCount g, evecute at designated ports. If the execution of the PORT
subsequently the stale information is received at the BridgyFORMATION state machine at the designated ports takes
As a result, the fresh information is eliminated from the-nej,ce first as intended, the ports’ states are updated and the
work. BPDUs carrying stale information continue to propagasynC operation is performed. On the other hand, if the PORT
around the network cycle, and the count to infinity lastslunty E TRANSITION state machine executes at the root port
the stale information is aged out. Third, the sync operatiqirpst’ it will use a stale state of the other designated pows t
that would have prevented a forwarding loop is not performegio s the bridge to immediately respond with an agreement

by a bridge because of a race condition and nondeterminisfig ¢ doing the sync operation. This will allow a forwangi
behavior in RSTP, allowing the forwarding loop to be formeqoOp to form. The proof for case (b) is similar.

In the following, we first precisely characterize the race
condition and nondeterministic behavior in RSTP. Then, we _ _
provide a detailed RSTP event trace for an example netwdpk Formation of a Forwarding Loop: An Example

that serves as an existential proof of the formation of a|n this section, using a trace of protocol events, we show

IV. COUNT TOINFINITY INDUCED FORWARDING LOOPS

forwarding loop during count to infinity in RSTP. that the count to infinity in RSTP can lead to the formation of a
N forwarding loop. Table | shows a trace of protocol eventsraft
A. Race Condition the failure of the root bridge, bridge 1, in the network shown

The RSTP specification contains a collection of state mas Figure 2. The first column of the table shows the time of
chines. RSTP state machines execute concurrently and careurrence for each event in increasing order. The secotd an



Time [ BPDU Direction [ BPDU Contents (Root, Cost[, Flags]) Comments
Round 1
tT [ B2— B3 [ 2.0 [
2 | B2— B4 [2.0 |
Round 2
3 B3 — B2 2, 20, Agreement Claim 3(b)
t4 B3 — B4 2, 20
t5 Block 4p2, B4 changes its root port, sync operation.
t6 B4 — B2 1, 60, Proposal
t7 Unblock 4p3, new root port goes forwarding.
t8 B4 — B3 1, 60, Topology Change, Agreement
t9 B4 — B2 1, 60, Topology Change, Proposal
Round 3
t10 B4 — B2 2, 40, Topology Change, Proposal
t11 B4 — B3 2, 40, Topology Change, Agreemen{ Claim 3(b)
t12 Block 2p3, proposal arrives from B4, sync operation at B2.
t13 B2 — B3 1, 80, Proposal
t14 B2 — B4 1, 80, Agreement
t15 Topology Change/Agreement arrives at B3 but with a bettaripy vector than
the port’s priority vector. Invalid agreement, ignoré¢@lauses 17.21.8 & 17.27)
Round 4
t16 B3 — B2 1, 100, Topology Change, Agreement
t17 B3 — B4 1, 100
118 B2 updates its state to be the root bridge, cannot propabateformation
through its designated ports, 2p3 and 2p4, as they haveedabkir TxHoldCount.
t19 Agreement arrives at B4 but with a better priority vectorrthihe port's priority vector.
Invalid agreement, ignoredClauses 17.21.8 & 17.27)
Round 5
120 Agreement arrives at B2 but with a better priority vectorrthihe port's priority vector.
Invalid agreement, ignoredClauses 17.21.8 & 17.27)
t21 BPDU from bridge 3 arrives at bridge 4, but no BPDU is sent tidd® 2
since 4p2 has reached its TxHoldCount.
Round 6
22 [ B4—B2 [ 1, 120, Topology Change, Proposal[ Occurs after a clock tick at B4 decrementing TxCount.
Round 7
23 ] [ [ Reroot at B2, 2p4 is the new root port; sync, 2p3 is alreadgKeld.
Round 8
t24 [ B2— B3 [ 1, 140, Topology Change, Proposal [ Occurs after a clock tick at B2 decrementing TxCount.
25 | B2— B4 | 1, 140, Topology Change, Agreement Also occurs after a clock tick at B2 decrementing TxCount.
Round 9
t26 Unblock 4p2, agreement arrives.
t27 B3 — B2 1, 160, Topology Change, Agreemeit Claim 3(a)
128 B3 — B4 1, 160, Topology Change
Round 10
29 ] [ [ Unblock 2p3, agreement arrives.
TABLE |

AN EXAMPLE SEQUENCE OF EVENTSAFTER FAILURE OF THE ROOT BRIDGE INFIGURE 2, THAT LEADS TO A FORWARDING LOOP

third columns are used if the event is a BPDU transmissiope better than the fresh information it received at 4p2 from
The second column shows the bridges sending and receivbrgdge 2. Thus, bridge 4 decides to use this stale informatio
the BPDU. The third column shows the contents of the BPDnd make its alternate port its new root port. This change of
The fourth column shows additional comments describing thige root port involves a sync operation that temporarilyckéo

event. Rows in the table are grouped into rounds, whefe2 until a proposal/agreement handshake is done with éridg
events in each round are triggered by either messages framas described irClauses 17.29.2 & 17.29.8f the RSTP

the previous round or a clock tick. We use the notatiphto specification. The temporary blocking of 4p2 occurs at t5.
name the port at bridgé connecting it to bridgeg.. We also Then bridge 4 sends a BPDU to bridge 2 at t6 informing
use a fixed-width font to refer to state machine variablesaandt that bridge 4 has a path to a better root bridge, bridge
fixed-width font with all capital letters to refer to statemnm@s. 1, with cost 60 and proposes to be bridge 2's parent. After

Assume that bridge 1 has died right after bridge 2 hddocking 4p2, it is now safe for bridge 4 to unblock its new
sent out a hello message but before its clock has tickedot port so it unblocks 4p3 at t7. Since a new port, 4p3, has
Thus, the TxCount is one for ports 2p3 and 2p4 and zebecome forwarding, this constitutes a topology changeteven
for ports 3p2, 3p4, 4p2, and 4p3. Also assume that bridgasd thus bridge 4 sends a topology change message to bridge
use a TxHoldCount value of 3. Thus, each port can transrBitat t8. Bridge 4 also sends another topology change message
at most 3 BPDUs per clock tick. to bridge 2 at 9.

Round 1: After the death of bridge 1, bridge 2 will declare Round 3:At t10, the information from bridge 3 announcing
itself to be the new root and propagate this information viaridge 2 to be the root arrives at bridge 4. Bridge 4 then gasse
BPDUs at t1 and t2. this information to bridge 2. Since 4p2® oposi ng flag is

Round 2: At t3, bridge 3 will send back an agreement tatill set, the new message is sent along with a proposal flag.
bridge 2 as the information received by bridge 3 is worse th&ow port 4p2 has reached its TxHoldCount limit. 4p2 has
the information it had beforéClaim 3(b)) At t4, bridge 3 sent three messages at t6, t9 and t10. Thus this port can not
will pass the information it received from bridge 2 to bridgsend any more BPDUs during this clock tick. Then bridge 4
4. Since bridge 4 has a cached path at its alternate port to #eads back an agreement to bridge 3 at t11 for the information
retired root, bridge 1, it will believe this stale informati to it received since this information is worse than what it had



(Claim 3(b)) At t12 bridge 2 receives the proposal alongync operation does not change that. Since 2p3 has reashed it
with the new information from bridge 4 and makes 2p4 it¥xHoldCount limit, it cannot send the new information along
new root port in response to the new information. This leadgth the proposal BPDU until the clock ticks.

to bridge 2 performing a sync operation blocking 2p3. Then Round 8: When bridge 2’s clock ticks at t24, it sends the
at t13, bridge 2 passes on the new information to bridgepgoposal along with the new information to bridge 3. Also
proposing to be bridge 3's parent. At t14, bridge 2 respondser bridge 2's clock ticks, it sends the agreement to leridg
to bridge 4's proposal with an agreement, notifying bridge 4 at t25 for the proposal sent at t22.

that it agrees to bridge 4 being its parent. Note that now bothggyund o: Bridge 4 receives the agreement from bridge 2
ports 2p3 and 2p4 have reached thgir TxHoIld00unt limit. 2p3 126 causing it to unblock 4p2. At 27, bridge 3 sends the
has sent a hello message before bridge 1 died, then two mgg@aement to bridge 2 responding to the proposal sent ayt25 b
messages at t1 and t13. 2p4 has sent a hello message aspygile 2. Although the received information is worse tham th
and two more messages at t2 and t14. Thus, both ports canRg§rmation bridge 3 had earlier, it sends the agreemett rig
seno! any more BPDUs during this clock tick. At t15_, bridge ﬁway without doing a sync operati¢€laim 3(a)) Bridge 3
receives the topology change/agreement sent by bridgeB4 atfiso passes the new information to bridge 4 at t28. This makes

However, this received BPDU is sent through a root port Witﬂort 3p4 reach its TxHoldCount limit based upon messages
better information than that stored at 3p4. Thus the messaggt at t4, t17 and t28.

is discarded based ddlauses 17.21.8 & 17.2@f the RSTP Round 10: The agreement sent at 27 reaches bridge 2 at

specification. t29 causing bridge 2 to unblock 2p3. All ports in the network

brigogng :t \ggerilt ?gdﬁees 3wirtehC(2\rgeZ t::erggso;flt 1868 nErr?é/de are now forwarding. Thus a forwarding loop is created.
g ' P 9 X From this point on until the end of the count to infinity,

is beqause the information bridge 3 received is better thfhne BPDUSs will all convey that bridge 1 is the root. None of
what it had before, so thegree flag does not get re-

set by bett eror samei nfo() (Clauses 17.21.1)When them will have the proposal flag set. No bridge will perform

3p2 enters th&UPER OR DESI GNATED state in the PORT &Y SYnc operation. Thus the forwarding loop will persistilun
. . , the count to infinity ends when the stale information conmgyi

INFORMATION state machine when it receives the NeW i bridae 1 is the root is aged out

information(Clause 17.27)Note that the agreement sent at tli 9 9 '

sets thesynced flag of 3p4 to true. Bridge 3 also passes on

the information to bridge 4 at t17. Then at t18 bridge 2 reegiv

the information sent at t10 which makes it believe that it is

the root bridge. However, it can neither pass the infornmatio e may think that count to infinity can last for at most
to bridge 3 nor send back a response to the proposal that caing,y milliseconds as the stale BPDUs are dropped after
along with the new information from_bridge 4. This is_bgcaustﬁey traverse at most MaxAge number of bridges around the
both 2p4 and 2p3 have reached their TxHoldCount limit. AS|go, Unfortunately BPDUs may traverse bridges slowlyslt i
result, the fresh information that conveys that bridge 2180 fficult to predict the duration of a count to infinity as many
be the root is stalled at bridge 2. At t19, bridge 4 receivggciors are involved. However, bounds for this duration can
the agreement sent by bridge 2 at t14. However, this receigd given. Count to infinity can terminate very quickly, if the
BPDU is sent through a root port with be_tter .|nformat|on thapesh topology information catches the stale informatiod a
that stored at 3p4. Thus the message is discarded baset@fiinates the stale information from the network. Othegwi
Clauses 17.21.8 & 17.28f the RSTP specification. if the stale information is allowed to persist till it reache

Round 5: Similarly at t20, bridge 2 receives a stale agreges MaxAge, then a count to infinity would terminate after
ment sent at t16 and thus the stale agreement gets dlscarq%XAge % time to cross a single bridge).

At t21, bridge 4 receives the BPDU sent at t17. But since
4p2 has reached its TxHoldCount limit, BPDU transmission
to bridge 2 is not allowed. ; ; _
Round 6:When bridge 4's clock ticks at t22, bridge 4 passeé' Maximum Duration of Count to Infinity
the information it received from bridge 3 to bridge 2. Bridge A count to infinity must end when the stale information is
4 also includes the proposal flag as it never received a vatliscarded due to reaching the MaxAge. Thus the stale infor-
agreement from bridge 2 and thus theoposi ng flag is still mation can cross at most MaxAge hops. Topology information
set at 4p2. in a BPDU can reside in memory at a bridge for at mosk(3
Round 7: At t23, the stale information from bridge 4HelloTime) unless it gets refreshed by a new incoming BPDU
conveying that bridge 1 is the root arrives at bridge 2 anlauses 17.17.6 & 17.21.23)herefore the theoretical upper
eliminates the only copy of the fresh information stalled dtound for stale information to stay in the network is X3
bridge 2 that conveys bridge 2 is the root. Subsequently, orlelloTime x MaxAge). Since a count to infinity can last as
the stale information conveying bridge 1 is the root remaidgng as there is stale information in the network, then the
in the network until it is aged out. This stale informatiomaximum lifetime of a count to infinity is (3x HelloTime
causes bridge 2 to believe again that bridge 4 is its parentMaxAge). For example, by default HelloTime is 2 seconds
and that port 2p4 is its new root port, this causes bridgeahd MaxAge is 20. With these values, a count to infinity could
to do a sync operation. Port 2p3 is already blocked, and tlast for 120 seconds.

V. HOwW LONG DOESCOUNT TOINFINITY LAST?
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Fig. 4. Convergence time in a network of 16 bridges after failurehef toot. bridges start together at time zero. Instead each bridgts sta

with a random offset from time zero that is a fraction of the
] o HelloTime. Bridges are connected to each other by links with
The duration of a count to infinity can approach the theqpg microseconds of total delay (propagation and transoniss

retical ma>_<imum because of three factors. First,_BI_D_DUs mﬁlélay). Only protocol BPDU packets are simulated. No user
stall at bridges because of the TxHoldCount limiting theifjg¢g packet traffic is simulated.

rate of transmission. Second, BPDU packet loss can slow thq:igure 4 presents the convergence times measured. For
propagation of topology information. Third, when bridges®@  eyery number of links we repeat the experiment 10 times

multiple alternate ports, stale information can persisgler.  anq report the measured convergence times under the count to

When a bridge loses connectivity through its root port to thgginity. We note that adding more redundant links dramdica
retired root bridge, it fails-over to each of its alterna®tp iycreases the convergence time, to reach 50 seconds in one
one at a time. Each fail-over to an alternate port lasts ung} the experiments. This is because adding more redundant
the bridge realizes that the information cached at the new rQinks results in more alternate ports per bridge. Thosersdte

port is stale. For a bridge to recognize that its root port |snts extend the duration of a count to infinity as explained i
not valid, it needs to receive fresh information at its roottp - gection V-B and increase the convergence time.

Then, it will fail-over to an alternate port. The TxHoldCdun
slows the arrival of fresh information because it rate lamit .

BPDU transmission. Thus it takes a long time for a bridge B Effects of Tuning RSTP Parameters on the Convergence
try all its alternate ports. Time
While the bridge uses this stale cached information, it alsoFrom Sections V-A and V-B, we see that RSTP’s conver-

transmits the stale information to its children. When stagence time during a count to infinity is mainly influenced
information is received by a bridge, it is assumed to be fredpy three parameters: HelloTime, MaxAge, and TxHoldCount.
Hence, it is allowed to be cached for {3HelloTime) seconds HelloTime cannot be decreased below one second according
at the receiving bridge. This further perpetuates theitifet to the IEEE 802.1D (2004) specification and decreasing it
of the stale information in the network. would result in bridges transmitting more BPDUs making
ports reach their TxHoldCount more quickly. Decreasing the
MaxAge can reduce the duration of the count to infinity but it
would also reduce the maximum spanning tree height reducing
In the previous section we presented an upper bound for ththernet scalability. Finally, one may think that by iniea
count to infinity. In this section we measure the actual donat the TxHoldCount, the duration a stale BPDU can persist in a
of the count to infinity under several simple network topddsg network should be proportionally reduced. Unfortunattis
using simulations. We simulate a network of 16 bridges that not the case in reality.
is initially configured in a ring topology. Then we randomly To illustrate why tuning the TxHoldCount does not reduce
add redundant links to increase the topological complexitiye the convergence time to satisfaction, we simulate g full
until we reach a fully connected graph. After adding eaatonnected network of 4 bridges and measure the convergence
link we simulate the failure of the root bridge and measuténe after the death of the root bridge. Figure 5(a) shows the
the convergence time. What we mean by convergence tim@nvergence times for ten runs when varying the TxHoldCount
is the time, measured in seconds, after which all the bridgascording to the value range allowed by the RSTP standard.
in the network have agreed on the same correct forwardiRgr every value of the TxHoldCount we repeat the experiment
topology. The network converges after a count to infinity ha00 times and report the measured times. We can see that the
ended. Since the simulator has global knowledge about ttenvergence time exhibits a multi-modal behavior. Evenrwhe
network topology, it can accurately measure the convergenhe TxHoldCount is increased to 10, the worst case conver-
time. gence time is still 8 seconds, not the 10 times improvement
In our experiments throughout the paper we use a simulatore might expect when comparing to a TxHoldCount of 1.
we wrote [3] that is based on the simulator used by Myadrs Clearly, the benefit of increasing TxHoldCount is non-linea
al. [11], but implements the IEEE 802.1D (2004) specificatiorand limited. This is because once the TxCount reaches the
The simulator uses a MaxAge value of 20, HelloTime of ZxHoldCount limit, it gets decremented by one every second
seconds and a TxHoldCount of 3 unless otherwise stateflowing for only one BPDU to be transmitted per second
The simulator has desynchronized bridge clocks that is lhot mrespective of the TxHoldCount value.

B. Slow Count to Infinity Termination

C. Measured Duration of Count to Infinity



Parent Bridge dies Receive BPDU

Take port as your
root port;
Send new BPDU;

Handle like CurrentSeno =

in normal BPDU.segno + 1;
RSTP operation Send my BPDU with
new Seqno;

Announcing
same root ?

Declare yourself as root;
Send your BPDU on your designated
ports including a higher sequence number;

Fresh?
(BPDU.Seqno >=
FirstSeqno)

New Epoch?
(BPDU.Seqno >
CurrentSegno)

am the root &&
(RootID <
BPDU.RootID)?,

Fig. 6. Handling the death of the parent bridge.

New Epoch
FirstSeqno =
CurrentSeno =
BPDU.seqno;

RootPriorityVector =

BPDU.PriorityVector;

Figure 5(b) shows the measured convergence times for a
simpler topology, namely the topology in Figure 2(a). Even
in this simple topology, increasing the TxHoldCount does no
dramatically improve convergence time.

Drop BPDU Yes

BPDU.RootID

Fig. 7. Handling the reception of a BPDU in RSTP with Epochs.
VI. RSTPwITH EPOCHS EXTENDING RSTPTO
ELIMINATE COUNT TO INFINITY same root bridge. The interval is represented by two seguenc
RSTP wih Epochs s an extension to RST, I rees 075 FIsCetio na urenisean Frscene st
introducing sequence numbers in the BPDUs. The root brid & 9 i

adds a sequence number to each BPDU it generates. T e%rrentSeqno is the current or latest sequence number the

the other bridges generate and transmit their own BPD [ldge has heard from the root. Back to the example given

based on the latest root's BPDU and including the root’sstatea oye, epochs allow the new roBtto catch up with the old
roat’s sequence numbers to eventually be able to take oger th
sequence number. The purpose of these sequence numbers s ,
) : ) . network. WhenB’s BPDU reachesA, A may have already
to identify stale BPDUs or stale cached topology informatio . . :
from a retired root sent BPDUs with higher sequence numbers, but siBte

Sequence numbers by themselves are not sufficient. OF;DU sequence number lies within the interval representing

) ) ; . hhe current epochd realizes thatB coexists with it in the
example, consider in a network of bridges where there is tsgme epoch and thus it backs awav. Section VI-A presents
old root bridgeA and a new bridgeB with lower bridge ID P Y- P

than A that has just joined the network. Bridg@ is now RSTP with Epochs. Then Section VI-C further discusses the

eligible to become the root, so when it receives a BPDU froﬁPeratlon of the protocol.
A, it starts sending out its own using a sequence number higher
than the one iM’s BPDU. This is to overrided’s BPDUs and A. Protocol Definition
assert itself as the new root causidgto back-off. However, = The periodic BPDUs sent by the root have increasing se-
by the timeB's BPDU reachesd, A may have sent out one quence numbers (BPDU.Seqno), where the period is typically
or more BPDUs having higher sequence numbers. HeAcea HelloTime. The sequence number is incremented by the
will view B’s BPDUs as stale. Consequently,will not back root bridge at the beginning of each period. Non-root bridge
off, and the network will not converge. generate their BPDUs including the root’s latest sequence
Using epochs solves this problem. An epoch is an intervalimber.
starting when the true root bridge achieves root status add e Each bridge records two values, FirstSeqgno and CurrentSe-
ing when another bridge contending for root status. Anothgno, the first and last sequence numbers, respectivelyjtthat
bridge will contend for root status because it did not heamfr has received from the current root bridge. These two seguenc
the previous root or because it finds its bridge ID to be loweumbers define the current epoch. The purpose of this epoch
than that of the previous root. A bridge may not hear from the to identify stale BPDUs. A BPDU with a sequence number
previous root if the previous root has retired, or the rooymdess than the recorded first sequence number must be a stale
still be reachable but the contending bridge has lost its frat BPDU belonging to an earlier epoch.
the root without having any other alternate ports. A bridgggm  As shown in Figure 6, when a bridge detects disconnection
find it has a lower bridge ID than the root because it has jusbm its parent, it first checks to see if it has any alternaigs
joined the network and its bridge ID is lower than the curreritit does, it adopts one of these alternate ports as its new ro
root’s bridge ID, making it eligible to be the new root. If theport. However, if the bridge does not have any alternatesport
previous root has retired and the contending bridge isk#égi it declares itself as the new root and starts broadcastimg it
to be the root, the new root will use a sequence number higlosyn BPDUs that have a sequence number larger than the last
than the highest sequence number it received from the detisequence number that it received from the old root.
root signaling a new epoch with a new root bridge. If the old Figure 7 explains the handling of the receipt of a BPDU for
root is reachable and is still eligible to be the root, it psmpRSTP with Epochs. Bridges disregard the sequence numbers
up its sequence number to override the contending bridgegien comparing BPDUs declaring the same root. However,
sequence numbers to re-take the network and this signal§ a BPDU arrives declaring a different root than the one
new epoch as well but with the same root bridge as in tlperceived by the bridge, the bridge checks if the BPDU's
previous epoch. Each bridge has a local representation ofsaguence number is larger than the last recorded sequence
epoch with an interval of sequence numbers it heard from theamber for the perceived root. If this is the case, it sigtiads
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beginning of a new epoch. The new epoch has a different raldius, both protocols generate the same topology change
declared by the received BPDU. The first and last sequermeents. In case of a count to infinity in RSTP, some ports
numbers are set to the sequence number reported by &y become forwarding temporarily generating some extra
received BPDU. On the other hand, if the sequence numliepology change events as in Figure 2.
reported by the BPDU is larger than or equal to the first The disadvantage of RSTP with Epochs when compared
recorded sequence number but smaller than or equal to theRSTP is the small overhead that can result from its
largest recorded sequence number of the current root, ttemparative pessimism. To elaborate, let us reconsider the
bridge with the lowest ID, among the ones declared by thepology in Figure 1. Suppose the link between bridge 2 and
BPDU and the current root, is deemed superior; and it is tBBedies. Under both protocols, bridge 3 will emit a new BPDU.
one accepted by the bridge as the current root. The difference is, in RSTP, the propagation of this BPDU will

If a bridge receives a BPDU declaring another bridge withe stopped once it reaches bridge 5 because bridge 5 has an
an inferior bridge ID to its own as the root, the bridge star@lternate port to the root via bridge 6. In effect, by default
sending BPDUs declaring itself as the root. These BPDUs &R&TP assumes that the root bridge is still alive. In contrast
given a sequence number that is larger than that received frm RSTP with Epochs, this BPDU creates a new epoch and
the bridge with the inferior ID. When one of these BPDUshus is better than the cached information at the alternate
reaches the old root bridge with the inferior ID, it will stopport at bridge 5. Consequently the propagation will not be
declaring itself as the root. stopped until it reaches bridge 1. In effect, RSTP with Egoch

Sequence numbers can wrap around. The way to deal withssimistically assumes that the root bridge is inacclessib
that is to consider zero as bigger than the largest sequence
number. A side effect of doing that is when a new bridge VIl. EVALUATING RSTPWITH EPOCHS

joins the network starting off with sequence number zero, it To evaluate RSTP and RSTP with Epochs we used the
may be able to temporarily take over the ne’Fwork, ass.ert'gﬂnulator described in section V-C. We extended it to inelud
itself as the new root, although it has a bridge ID hlgh%e RSTP-with-Epochs implementation

than the legitimate root. When the legitimate root recethes Wi :

s . . ) e first evaluate the convergence times of both protocols.
new bridge’s BPDU, it can then increase its sequence numq?(

d re-take th work. Thi It brief period en, the packet overhead of both protocols is studiedllifina
and re-take the network. This may resuft in a briet period of, study how count to infinity can saturate a bridge's max-
disconnectivity. A solution to this problem is to make a ne

um BPDU transmission rate limit (i.e. the TxHoldCount
bridge joining the network listen for BPDUs for a randorrli » oy imit (i X unt),

period. If it receives a BPDU from a superior root, it shouldhus preventing the timely announcements of other BPDUS.
not send its own BPDU. If no better BPDUs are received the ) ) )
new bridge can then start sending its own BPDU declarir@ Comparing Convergence Times of Both Protocols in the
itself to be the new root. vent of Failure
In this section we compare the convergence times of RSTP
B. Interoperability with Legacy Bridges and RSTP.With Epochs in the event of failur_e in three families
The basic mechanism for RSTP with Epochs to interoperaﬂfe topolog|es.- For gach family of topologies we vary the
with RSTP and STP is similar to that used by RSTP tréumbgr of bridges in t_he network and measure the corre-
sgondmg convergence time. For each data point we repeat the

interoperate with STP. First, RSTP with Epochs should bexperiment 100 times and report the range of values measured

assigned a new protocol version number. A BPDU sent byInthe first experiment we simulate a set of complete graphs,

a bridge carries the version number of the correspondingrying the number of bridges in the network. In each run

protocol used. A BPDU with an unknown version number WIIXve kill the root bridge and measure the time it takes for the

be discarded by the receiving bridge. At start up, a RSTHa_WItnetwork to converge under both protocols. Figure 8(a) shows

Epochs bridge will try sending RSTP-with-Epochs BPDU he convergence times measured. It presents bars repnesent
If the network peer is a legacy bridge, these BPDUs will b 9 -1tP nngs

ignored. Eventually, the RSTP-with-Epochs bridge willeiwe t%e_ range of values measured for each network size. The X
) . axis is shifted downward to show that the convergence times
legacy BPDUs from the legacy peer bridge, at such time it can

recognize the protocol used by the peer and fall back to t{i. RSTP with Epochs is negligible compared to those of
gniz P y P . STP. In fact the highest convergence time observed for RSTP
appropriate legacy protocol. To translate a RSTP-withdbgo

BPDU into a legacy BPDU, the epoch sequence numberv}gth Epochs is only 100 microseconds. This is_, b_ec_:ause RSTP
simply stripped from the BPDU, with Epochs does not _suffer frqm the count-tq-mﬂmty pexil
and its convergence is only limited by the inherent network

) ) delay. On the other hand, RSTP takes a much longer time to
C. Discussion converge. The variance in the convergence times for RSTP

In absence of a count to infinity, both RSTP and RSTP wiik due to the variability in the race conditions when count to
Epochs generate the same topology change events and thfisity occurs.
generate the same number of BPDUs signaling the topologyin the second set of experiments we use simpler “loop”
change events. This is because a topology change evensoctapologies, similar to the topology in Figure 2(a) where we
when a port becomes forwarding and both protocols converngay the total number of bridges in the loop. For example, a
to the same topology, switching the same ports to forwardingetwork with 10 bridges means the loop has 9 bridges and



11

Convergence Time Convergence Time Convergence Time

40 T T T T T 10 T T T T T T 0.002 T T T T T
RSTP —+— RSTP —+—
35 RSTP with Epochs +--%--+ RSTP with Epochs ---x--+ x

30 &r 1
25
20
15
10

RSTP with Epochs
0.0015 |- q

0.001

Time (s)

0.0005 4

0 x x x x x X X -
x x x x x x +

1 1 1 1 1 1 1 1
Time (s)
S o
T T
—
—
—
—
——
—
1 1
Time (s)
T
X
X
X
L

-5 1 1 1 1 1 1 1 -2 1 1 1 1 1 1 1 0
3 4 5 6 7 8 9 10 11 3 4 5 6 7 8 9 10 11 3 4 5 6 7 8 9 10 11
Nodes in the Complete Graph Nodes Nodes in the Ring

(a) Complete graph topologies. (b) “Loop” topologies. (éhdrtopologies.

Fig. 8. Convergence time in a network of 4 to 10 bridges. In figuresaa (b) convergence time is measured after the failure ofdbe bridge. In figure (c) convergence is
measured after failure of a link connected to the root bridggch experiment is run 100 times and the range of conveegémes is shown for the 3 topologies.

the loop is connected to the root bridge that does not lie on

the loop. Like in the previous experiment we Kill the root o e T
bridge and measure the convergence time for both protocols;’ 1 =0
Figure 8(b) shows the convergence times measured. Againg 100
RSTP with Epochs can converge in at most 400 microsecoéds0 8o
in these experiments, but RSTP takes seconds to convenge eve,

Packet Transmission Timeline Packet Transmission Timeline

RSTP with Epochs Histogram

Packets(s)
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40 1

under this _S|mple nEtwork setting. _ o zz T 22 U Lt
In the third set of experiments we use simple “ring” topolo- o 2 4 e 8 10 o 2 a0 e s 100
. . . Time (s) Time (s)
gies where the bridges form a simple cycle. We take down the (a) RSTP. (b) RSTP with Epochs.

link connecting the root bridge bridgR to a neighbor bridge _. _ o _
. .Fig. 9. Histogram of BPDU packet transmissions in a 10 bridge futipreected graph
N. In RSTP, sinceN does not have any alternate ports, pology, each bin is 0.1 second. The root bridge dies at fithe

will declare itself as root and broadcast its BPDU. The BPDU

will flow through its descendants, invalidating the topalogwith Epochs using the three families of topologies as used
information at their root ports, until it reaches a bridgahwi jn section VII-A. We exclude the BPDUs transmitted to or
an alternate port to the root. Since the alternate port cachgm the root bridge as the root bridge dies at time 20. Thus,
better information, the bridge will pick the alternate pastits e want to factor out the fact of having a different number
root port and will send this new information back 2 so it of BPDUs transmitted in the network before and after the
will eventually know thatR is alive and accept it as its root.death of the root bridge. Each histogram presents the packet
This means thatV's BPDU will travel half way around the transmissions in the network in a single experiment run.

ring to reach the bridge with the alternate port, then théd®i | 1o first experiment we simulate a complete graph of

with the alternate port will send a BPDU that will travel back 5 ,odes. We kill the root bridge at time 20. Figures 9(a)
to NV, until N knows thatR is alive. , _ and 9(b) show the histograms of BPDUs transmitted for RSTP
Conversely in RSTP with Epochsy will detect discon- 5,4 RSTP with Epochs respectively during a 100 second time
nection from the root, so it will send a BPDU with a higheg,,, “ror both protocols we observe a spike in the BPDUs
sequence number than the last BPDU it has received from fig,qmitted at startup time. This is because at startup each

root R. This. will signal a new epoch to all bridges in the rin@bridge sends out its BPDU and keeps sending out any new
and they will acceptV's BPDU as it has a higher SEQUENCRatter topology information it receives until the bridges i

number. Eventuallyv’'s BPDU will reachR after traveling all the network agree on the same root and converge to the

the way around the loopiZ, knowing it is the legitimate root, a1 spanning tree. After that the network goes into steady
will in response increase its sequence number and send & RgYe \here bridges only send the periodic hello message
BPDU to assert itself as the rodt's BPDU with the higher oo HelloTime. At time 20, when the root bridge dies, the
sequence number will make its way M aftgr trayehng all two protocols start behaving differently. RSTP suffersniro
the way back around the network. At this point,will accept the count-to-infinity problem and sends out a lot of BPDUs

R as its root. _ _ during a time span that exceeds 30 seconds until the network
The effect of these different behaviors can be observed (g erges. RSTP with Epochs reacts differently to the fiailu

Figure 8(c) where RSTP with Epochs takes roughly twice thg ye o0t There is an initial spike in the BPDUs transnditte
amount of time to converge compared to RSTP. Note that tge 1o new topology information — of the death of the root

convergence times for both protocols are very small in tbts Sind a new bridge asserting itself as the new root — flows

of experiments. In these experiments_ _there is no Variancetﬁ?oughout the network. Then the network converges almost
the results as there are no race conditions and thus thesresylntaneously and BPDU transmission returns to steatly. st

are deterministic. . . o
In the second experiment we simulate a topology similar to
) that in Figure 2(a) with 10 bridges, 9 of them are in the loop.
B. Comparing BPDU Overhead of Both Protocols We kill the root bridge at time 20. Figures 10(a) and 10(b)
In this set of experiments, we present histograms plottispow the histograms of BPDUs transmitted for RSTP and
the total number of BPDU packets transmitted in the netwoRSTP with Epochs respectively during a 100 second time span.
within every tenth of a second for both RSTP and RSTRgain, for both protocols we observe a spike in the BPDUs
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Fig. 10. Histogram of BPDU packet transmissions in a 10 bridge "lotggology, ~ Fig. 12. Time sequence of number of ports that have reached their @daint limit
each bin is 0.1 second. The root bridge dies at time 20. while still having more BPDUs waiting for transmission. $texperiment is for a 10
bridge fully connected graph topology where the root bridges at time 20.
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Fig. 11. Histogram of BPDU packet transmissions in a 10 bridge rinmlogy, each )
bin is 0.1 second. A link connecting the root bridge to a neahdies at time 20. Fig. 13. Time sequence of number of ports that have reached their [@Gdoint limit
while they still have more BPDUs waiting for transmissiomislexperiment is for a 10

transmitted at startup time. After that the network goes inf'd9e oop" topology. The root bridge dies at time 20.

steady state where bridges only send the periodic hello Mgge that is close to 20 seconds in RSTP where the network
sage every HelloTime. At time 20, when the root bridge diefigs many saturated ports. This is due to the count-to-ifinit
the two protocols start behaving differently. S|m|lla( te first problem where BPDUs spin around the loop causing the ports
experiment, RSTP suffers from the count-to-infinity prable {4 quickly reach their TxHoldCount limit. RSTP with Epochs

and sends out a lot of BPDUs until the network convergegoes not suffer from the count-to-infinity problem, thus the
RSTP with Epochs converges almost instantaneously requirhorts do not get saturated after the failure.

much fewer BPDUs to converge. . ~ Similarly, in the second experiment — simulating a topology
In the third experiment we simulate a 10 bridge ringye that in Figure 2(a) with 10 bridges — we observe in Figure
topology. Similarly, we kill the link connecting the rootilge 13 5 spike in the number of saturated ports at startup. We also

to a neighbor at time 20. Figures 11(a) and 11(b) show tQgserve in RSTP a period after the failure of the root bridge
histograms of BPDUs transmitted for RSTP and RSTP Wi{jnere there are several saturated ports. Again this is becau

Epochs respectively during a 100 second time span. In thjginhe count-to-infinity problem.

experiment we observe that RSTP with Epochs uses morgy, the third experiment simulating a ring topology, failufe
BPDUs than RSTP to recover from the failure. This is becaug&, root cuts the loop so there is no count to infinity. Thus, fo

as explained in Section VII-A, in RSTP with Epochs thg protocols virtually no ports get saturated after thikifa
dlsco_nnected bridge sends a BPDU that traverses more hgesan pe seen in Figure 14.
than in the case of RSTP.

In the three sets of experiments we note a short period
of time after convergence where there is higher rate of
BPDUs being transmitted. This is because of the topology This paper is based on Elmeleegy al. [4] and contains
change events that result in an extra BPDU getting transehitSignificant revisions and extensions. While the previoysepa
through each bridge’s root port every HelloTime and thi$s|a5CharaCterized the conditions under which count to |nf|n|ty

throughout the duration of the topology change timer. occurs and observed slow convergence, this paper adds an in-
depth explanation for the long convergence time (Section V)

While the previous paper only observed that a forwarding loo
can be formed during count to infinity, this paper explains
A port is said to be saturated if it has reached its Txthe harmful race condition between the RSTP state machines
HoldCount limit but still has more BPDUs to transmit. WegSection IV-A) and demonstrates that the race conditicowva|
present a time sequence of the number of saturated portaitemporary forwarding loop to be formed (Section IV-B).
the whole network in the three experiment scenarios predent The count to infinity behavior of RSTP was mentioned
in Section VII-B. in [11]. However, prior to our work the cause and implication
In the first experiment simulating a complete graph aff this problem were neither documented nor understood.
10 nodes we observe in Figure 12 a spike in the numb&ome pathological causes for forwarding loops unrelated
of saturated ports at startup due to the spike in transmittex count to infinity have been previously documented by
BPDUs at startup by both protocols. However starting fro@isco [1]. However, we are the first to show that count to
time 20 when the root port dies, we find a long period dhfinity can lead to a forwarding loop.

VIIl. RELATED WORK

C. Effect of Count to Infinity on Port Saturation
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IX. CONCLUSIONS

BPDU transmission held due to reaching TxHoldCount BPDU transmission held due to reaching TxHoldCount
12

' RSTP‘ ' RSTP w\‘(h Epochs‘

The dependability of Ethernet heavily relies on the ability
of RSTP to quickly recompute a cycle-free active forwarding
topology upon a partial network failure. In studying RSTP
under network failures, we find that it can exhibit a count-to
infinity problem. In our experiments, we show that in some

| scenarios the count to infinity can extend the convergence
T e T Cr e ™ ™ time to reach 50 seconds. During the count to infinity, bridge
(a) RSTP. (b) RSTP with Epochs. transmit a lot more BPDUs than during its normal operation.
Fig. 14. Time sequence of number of ports reaching their TxHoldCdiumit while Those extra BPDUs cause bridge ports to reach their transmis
s_till having more BPDU_s waiting f(_Jr transmissioq. This eoipte_nt is_ for a_lO bridge sjon rate |imit, which contributes to extending the CONBETCE
ring topology where a link connecting the root bridge to aghbor dies at time 20. . . . L.
time. In this paper, we characterize the exact conditiorfeun
hich the count-to-infinity problem manifests itself. Then
e show that protocol parameter tuning cannot adequately

which employ link state routing among Rbridges rather thdf]'P"oV€ RSTP's convergence time. A.ISO’ We uncoverrace con-
relying on spanning trees. Rbridges mitigate the effects Emns between the state machines in the RSTP specification

Ports
Ports.

o N & O ©
L S —

To mitigate the limitations associated with using spannin
tree for packet forwarding, Perlman proposed Rbridges, [1

routing loops by encapsulating each packet with an Rbridg, 0S€ race conditions when compounded with the count to
header that includes a time-to-live field. Garetal. proposed n |n|t_y can cause a temporgry forwarding Ioop._ In practl_ce,
replacing the spanning tree with link state routing as w&ll [ _the Ilkellhoo_d of the formation of the forwarding loop is

however they do not provide a mechanism to deal with tempI _plemgntatlon dependent. However, the con_sequencesaof th
rary routing loops. SmartBridge [15] uses complex intealod orwarding Iqop are so severe that. the specn‘lcathn shoelld b
coordination mechanism, namely diffusing computatiorls [zcorrecteq. Finally, we propose a simple yet gffectlve $qut .

to achieve effective global consistency and consequewndida RSTP with Epochs. We show that RSTP with Epochs elimi-

loops. SmartBridges freeze the network and discard all dte gnates the count-to_-lnflmty problem a_md dramatically i ES
during convergence time after a topology change. the convergence time of the spanning tree computation upon

. . . failure to at most one round-trip time across the networks Th

STP and RSTP. implement a variant of Distance _Ve_dmt)( solution can therefore significantly enhance the depetitiabi
routing. RSTP with Epochs extends RSTP to eliminate trgﬁ Ethernet networks
count-to-infinity problem. Other variants of DV routing tha ’
are loop-free have been proposed in the literature. For ex-
ample, Rayet al. proposed distributed path computation with APPENDIX
intermediate variable)(V) [14], which eliminates loops and  While reading the following proofs we expect the reader
prevents count to infinity under distance-vector path caaputo have the IEEE 802.1D (2004) specification at hand. In our
tion algorithms. Garcia-Lunes-Aceves [7], Merkn al. [10], proofs, we use the same notation used in Section IV-B. We also
and Jaffeet al. [8] employ diffusing computations as welluseT andF to refer to values “True” and “False” respectively.
when they make modifications to their routing tables to guar- Proof of Claim 3(a): Suppose bridge 1 in Figure 2 dies,
antee that their modifications are correct. Perléhsl. pro- causing the start of a count to infinity. In addition, suppose
posed Destination-Sequenced Distance-Vec®V) [12], bridge 2 is currently bridge 3’s parent, and bridge 2 propose
where every node in the network periodically advertisestapology information to bridge 3 that is worse than the
monotonically increasing sequence number. The latest $&formation currently at bridge 3 but this does not result in
guence number received from a destination is included in #ischange of the root port of bridge 3. The following sequence
route information in the routing table. A route with a higheof events shows how an agreement can be sent by bridge 3 in
sequence number is always preferred over another routeto tsponse to the proposal without bridge 3 performing a sync
same destination with a lower sequence number. This isa@imibperation.
to RSTP with Epochs except that in RSTP with Epochs there isFirst, the PORT INFORMATION state machinglause
only one sequence number that is modified by the root bridgez.27) is run on 3p2 when the new information with the
If the root bridge retires, the sequence number is inhebied proposal from bridge 2 is received in a BPDU. The in-
the new root bridge. Also RSTP with Epochs only considefsrmation is worse than the port priority vector, but it is
sequence numbers across the boundary of two epochs. WitBilper i or Desi gnat edl nf 0. The relevant outcomes for
the same epoch, sequence numbers are not considered. 3p2 arer esel ect =T, sel ect ed=F and agr ee=F.

Finally, in order to maintain backward compatibility with Second, the PORT ROLE SELECTION state machine
deployed Ethernet standards, Elmeleeg\al. have proposed (Clause 17.28must be run next, and the relevant outcomes
the EtherFuse [5], which is a network device that suppresdes 3p2 are: resel ect =F, sel ect ed=T, agree=F
the harmful effects of count to infinity and forwarding lodps and updt | nf o=F; the relevant outcome for 3p4 is:
existing Ethernet implementations. However, since theeEth updt | nf o=T.
Fuse does not actually solve the underlying problems in theThird, two possible executions can happen depending on
spanning tree protocols, spanning tree convergence dan sthich of the two state machines runs next: (a) run the PORT
take a long time. INFORMATION state machine on 3p4, or (b) run the PORT



ROLE TRANSITION state machinéClause 17.29pn 3p2.
Suppose (b) runs first. Because thgnced flag for 3p4 [2]
is only reset in the PORT INFORMATION state machines
when (a) runs, running (b) first allowéal | Synced &&
l'agree) and(proposed && !agree) to both be true.
Thus, this nondeterminism in the PORT ROLE TRANSI-
TION state machine allows it to enter tHROOT_AGREED [5]
state, instead of the presumedly intended transition ih& t
ROOT_PROPOSED state. The relevant outcome from this tran-L"
sition is thatagr ee=T at 2p3. Thus, an agreement can be
sent to bridge 2 immediatel{Clause 17.21.20)Moreover, 7
set SyncTree() never gets executed, so tlync flag
remains false for 3p4. Now (a) runs and tbPDATE state

is entered. The relevant outcomes for 3p4 argr eed=F,
synced=F and updt | nf o=F.

Fourth, since (sel ected && !'updtlnfo) is true
for 3p4, the PORT ROLE TRANSITION state machine
runs for 3p4. Since (b) was run first and the transitioHo]
to ROOT_AGREED is taken instead of the transition to
ROOT_PROPCSED, set SyncTree() never executes. Con-
sequentlysync remains false for 3p4. This means none of th%ll
transitions in the PORT ROLE TRANSITION state machine
for 3p4 can be taken. The machine does nothing interesting [12]
particular, it does not transition tbESI GNATED_DI SCARD
as presumedly intended because s$lysc flag is false. Note [13]
that thesynced flag at 3p4 gets set to true as soon as bridg?le4]
3 receives a BPDU with the agreement flag from bridgm 4.

Proof of Claim 3(b): We will again provide an existential
proof similar to that given for Claim 3(a). Suppose that bed [15]
1 dies, causing the start of a count to infinity. In addition,
suppose bridge 2 is currently bridge 3's parent, and bridr~
2 transmits worse topology information than what bridge
currently has. Also suppose that this information is traittsch
without a proposal to bridge 3 and this information does n¢
result in a change of the root port. The following sequence
events shows how an agreement can be sent by bridge
the absence of a proposal.

The first two events are identical to the first two steps fro
the proof of Claim 3(a).

Now, two possible executions can happen depending
which of the two state machines runs next: (a) run the POH
INFORMATION state machine on 3p4, or (b) run the POR
ROLE TRANSITION state machine on 3p2. Suppose (fi
runs first. Because theynced flag for 3p4 is only reset
in the PORT INFORMATION state machine when (a) rung
running (b) first allows( al | Synced && ! agree) to be
true. Thus, the PORT ROLE TRANSITION state machin

(4

(8]
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