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Abstract

Interdomainrouting is a massie distributed computingtask that
propagatesopologicalinformationfor globalreachability Today's

interdomainrouting protocol, BGP4,is exceedinglycomple be-

causethe wide variety of goalsthatit mustmeet—includingfast
corvergence failure resilience,scalability policy expressionand
global reachability—areaccomplishedoy mechanismghat have

complicatedinteractionsand unintendedside effects. The com-

plexity of wide-arearouting con guration and protocoldynamics
requiresmechanismgor expressingwide-arearouting thatadhere
to asetof logicalrules.We proposeasetof rules,calledtherouting

logic, which canbe usedto determinewhethera routing protocol
satis esvariousproperties We demonstratéow this logic canaid

in analyzingthe behaior of BGP4 undervariouscon gurations.
We alsospeculateon how the logic canbe usedto analyzeexist-

ing con gurationin real-world networks, synthesizenetwork-wide

router con guration from a high-level policy languageand assist
protocoldesignersn reasoningaboutnew routingprotocols.

Categoriesand Subject Descriptors

C.2.2 [Computer-Communication Networks]: Routing proto-
cols,Protocolveri cation

General Terms
Design,PerformanceReliability

1. Motivation

Interdomainrouting on the Internetis staggeringlycomplex.
Routerson the Internetparticipatein a massve distributed com-
puting taskthat propagatesopologicalinformationfor pathselec-
tion. The compleity of the task resultsfrom the mary distinct
goalsthatmustbe met: fastcorvergenceto correctloop-freepaths
to all destinationsunderstaticand dynamicconditions;resilience
to congestionpaclet loss, andfailures;scalingto large numbers
of networks and end hosts;and, above all, providing global con-
nectvity amongautonomous,nancially competingand mutually
distrustingdomains.
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BGP's complity stemsnot from its deceptvely simple spec-
i cation [35], but ratherfrom its dynamicbehaior during opera-
tion, aswell asthe vastpossibilitiesfor con guration. Prior work
hashighlightedmary aspect®f wide-areaoutingthatresultin the
following comple&, unexpected or undesirablgroperties:

Poor integrity. BGPis vulnerableto masqueradingjenialof
service,and dataintegrity attacks[5] andis alsosubjectto
frequentmiscon guration[29].

Slowcorvemgence Pathinstability commonlyresultsin de-
layedcorvergence27], whichis oftenslowvedfurtherby the
unintendedasideeffectsof otherperformancéweaks suchas
route ap dampenindg30]. BGP's performanceundercon-
gestionor routinginstability is notwell-understood.

Divergence BGP's policy-basechaturecangive riseto con-
gurations thatareguaranteedb diverge [20].

Unpredictability Becauseof the distributed, asynchronous
natureof BGP, preciselypredictingthe effectsof a con gu-
rationchangés extremelychallenging 14].

Poor contmol of information ow. Certainrouting policies
or BGPimplementationsnay exposeinformationthatis not
intendedto be public knowledge,suchaspeeringandtran-
sit relationships. For example, BGP routing messagegx-
poseinformation abouttopology and hierarchicalrelation-
shipsamonglnternetserviceproviders[15].

The complity of routing con guration andprotocoldynamics
mandates mechanisnfor understandingnd manipulatinglnter-
net routing at a higher level of abstraction. We believe that the
time is ripe for a reconsideratiorf the currentapproacho inter-
domainrouting, basedon a moreformal approachto the problem
and building on our experienceas a communitywith BGP4 over
thepastseveralyears.

Previouswork in wide-aregorotocoldesignhasfocusedon spe-
ci ¢ modi cations to BGP that x a particularproblembut often
spur unintendednegative side effects. Furthermore designersof
new wide-arearouting protocolsrequirea mechanisnthatenables
themto reasonaboutthe circumstancesinderwhich the protocol
will behae “correctly” To helpreasoraboutmodi cationsto ex-
isting routing protocolsandto aid in the sounddesignof new ones
in the future, we proposethat routing protocolsbe classi ed in
termsof the following properties gachof which expresseganim-
portantaspecbf wide-arearouting:

Validity. Theexistenceof arouteto adestinatiorimpliesthat
a paclet sentalong the correspondingpath will eventually
reachtheintendeddestination.



Visibility. Theexistenceof a pathto a destinatiorfrom some
origin implies thatthat origin knows abouta corresponding
routeto thedestination.

Safety Given a setof routesand a setof policies, an as-
signmentof routesmustexist suchthatno participantwants
to changeits routein responseo other participants'routes
(Grif n and Wilfong's Stable Paths Problemand General
StablePathsProblem[20, 22]).

Determinism Givenasetof possibleroutesanda setof poli-

cies, the routing protocol shouldalways arrive at the same
predictablesetof routes. This setof routesshouldbeinde-
pendenof theorderin which the possibleroutesarrive.

Information- ow contol. Routingmessageshouldnot ex-
posemoreinformationthanis necessaryo achieve theabove
requirementssubjecto someinformation o w speci cation,
suchasnoninterferenc§l7].!

For eachproperty we formally de ne aminimal setof rulesthat,
if satis ed, imply thatthe propertyis satis ed. We call this set
of rules, togetherwith the logic to reasonaboutthem, the rout-
ing logic. Theroutinglogic helpsprotocoldesignerseasonabout
new routing protocolsandprove statementaboutmodi cationsto
existing ones.Our goalis to improve our understandingf the be-
havior of comple protocolsusing bettertools thanwe currently
have.

This setof rulesis by no meanscomplete;indeed,we do not
considerissuedik e scalabilityor the ability to performtrafc load
balancingvia trafc engineering.However, the logic canbe used
to determineif ary techniquesusedto achieve thesegoalsaffect
the chosermproperties.We stressthat the logic is a setof rulesfor
reasoningaboutpropertiesof routing protocols,as opposedo a
speci cationof requirementslt maybe possible(andevenreason-
able)for aprotocolto violateoneor moreof thesepropertiesunder
certaincircumstancesthe logic simply providesa framevork for
reasoningaboutwhentheseviolationsarise.

As a simple example,obsere that validity requiresthat some
routeadwertisementmply reachabilityto asuperseof thatdestina-
tion. A protocolviolatesthis propertywhena routeadwertisement
existsfor a destinatiorthatis not reachable Oneexampleof such
aviolationis delayedcorvergence;anotheiis the unreachabilityof
asubnetwithin anaggreatedpre x.

We highlight how the routinglogic canbe usedto reasorabout
bothBGPcon guration,aswell asproposednodi cationsto BGP
itself. We shaw thatverifying thatanarbitraryroutere ector con-

guration satis esvalidity is NP-completeandthatseveral simple
protocol modi cations can guaranteeoute validity undercertain
circumstances.We usethe routing logic to analyzeseveral pro-
posedmodi cations to BGP; for example,we shav thatthe Safe
PathVectorProtocol[21] modi cationsto BGPimprove safetybut
canviolateinformation o w policies.

BGP's designandimplementatiormakes reasoningaboutvari-
ous propertiessurprisinglydif cult. We shav that BGP's depen-
denceon otherrouting protocolssuchas IGP andits inability to
checkrouteadwertisement$or consisteng makestheprotocolvery
dif cult toreasorabout.In responseywe proposehatanalternatve
architecturebasedon the routing logic may be ableto circumwent
someof theseproblems.

Previouswork hasfocusedon speci ¢ problemswith BGR, with-
out consideringoroaderimplicationsor fundamentaproblems.In

INoninterferenceequiresthatinformation(e.g.,routingmessageseering
andtransitrelationships)t a particularsecuritylevel doesnot affect how
the routing protocolis obsered by entitiesat a lower securitylevel. We
describethis furtherin Section2.4.

this paper we present logic thatconciselydescribesundamental
problemsin wide-arearouting and providesinsightsfor consider

ing wide-arearouting at a higherlevel of abstraction.We believe

this logic canenablecon guration analysisto catchmistalesand

verify thatcertainpropertiesaresatis ed.

While this paperprimarily focuseson the potentialfor the rout-
ing logic as an analysistool, we also speculateon the potential
usesof the logic for synthesif BGP con guration andnew pro-
tocol designs.We believe thatthe logic canbe useda framevork
for high-level policy speci cationthat preseresthe semanticof
low-level con guration but hasveri able properties.Additionally,
incorporatinginsightsfrom the logic into routing protocoldesign
can speedcorvergence,detectrouting pathologiesmore quickly,
enforceinformation o w control,andfacilitatethe designof wide-
arearouting protocolsthatconformto high-level speci cations.

2. A Routing Logic

The routing logic presentedn this sectionis a setof rulesthat
facilitatesreasoningaboutwhetherandunderwhatcircumstances,
aroutingprotocolsatis esaparticularproperty While we believe
thatthelogic canbeusedto understanathertypesof routing pro-
tocols (e.qg.,for mobility, etc.), we limit our focusto interdomain
routing. We alsoexaminethe propertiesof theroutinglogic in the
contet of BGP.

2.1 Overview and De nitions

After providing a brief overview of theroutinglogic, we present
the terminologyfor the logic andintroducethe conceptof hierar
chicalroutingscopes.

2.1.1 Overviev

Theroutinglogic allows network operatorsandprotocoldesign-
ersto reasonaboutpropertiesof routing protocols. To determine
whethera routing protocolsatis esa particularproperty the rout-
ing logic requiresthe following inputs: (1) a speci cation of how
the protocol behaes and (2) a speci cation of the protocol con-

guration. Protocolcon guration entailsbothpolicy con guration
(i.e., which routesare preferredover others)and generalcon g-
uration, suchaswhich routersexchangerouting informationwith
eachother Theroutinglogic thendeterminesvhetherthe routing
protocolsatis esthe conditionsassociatedvith thatrule.

We alsobelieve thatthe logic will be usefulfor automatedton-
guration analysisandgenerationyve explorethesepossibilitiesin
Sectiond4. However, this type of automatedeasoningequiresei-
ther a thoroughabstractspeci cation of BGP's operationor a set
of sufcient conditionsthatcanbe moreeasilytestedhantherules
themseles. Giventhe complex operationsanddynamicsof BGP,
the mostimmediatebene t of the logic is providing a framevork
for derving andreasoningaboutthesesufcient conditions,aswe
demonstratén Section3. However, aswe discussin Section4,
alternatve protocoldesigngincluding simpli ed versionsof BGP
itself) maylendthemselesto automatedinalysismoreeasily

Ourcurrentversionof theroutinglogic doesnotincorporateary
notionof time. Becausary distributedrouting protocolwill have
invalid routeswhile in atransientstate it would seemthattherules
for validity andvisibility requireatemporaldimension.However,
aswe will discussin Section2.2, the validity rule highlightsthe
propagationof invalid routes(e.qg.,during pathexploration),rather
than simply the existenceof invalid routesin the systemduring
transientstategasmighthappernin OSPFduring ooding anddis-
tributedshortestpathscomputation).Similarly, we apply the visi-
bility ruleto examplesof BGPin the steady-statéwWhile including
timein theroutinglogic couldfacilitatereasoningaboutsomerout-
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Figure 1: Routing domains are organized hierarchically. A
scopei next-hopis a scopel + 1 destination (or destination set).
In this examplefor BGP, scope0 (eBGP)is shawn in solid lines,
and scopel (IGP) is shawvn in dashedlines. The eBGPnext-hop
is the IGP destination.

ing protocolaspectssuchasthe effects of varioustimers, we be-
lieve that,evenwithout a notionof time, theroutinglogic provides
theability to reasoraboutmary fundamentaproperties.

Determiningwhethera routing protocolcon guration satis esa
particularpropertymay sometimesequiresomeamountof global
knowledge. For example,determiningwhethera routing protocol
canpotentiallyviolate the safetypropertymerelyrequiresa coun-
terexample;however, determiningwhetheranactualcon guration
will resultin sucha violation requiressomeknowledgeaboutthe
policiesof otherautonomousystems Similarly, the routinglogic
canbeusedn thedesignphaseo determinevhetheraroutingpro-
tocol canpotentiallyhave invalid routes;however, verifying theva-
lidity of a particularrouteadvertisementequiresknovledgeabout
whetherotherautonomousystemsalongthe adwertisedpathactu-
ally have a correspondingouteto thedestination.

2.1.2 Terminolay

Routingallows a participantin someroutingdomainto discover
arouteto a destination A participantis an entity that adwertises
or recevesroutingmessagesA routingdomainis a groupof one
or more participantsthat behae accordingto one administratve
policy. In BGR, anautonomousystem(AS) canbethoughtof asa
routingdomain A routingdomainmay have multiple participants;
for example,in BGPR, a single AS may have mary BGP-speaking
routersthatall participatein BGPsessionsvith eachotherandwith
routersin otherASes.

The routemay referto a physicalpath(asin MPLS), a pathat
the IP layer (asin BGP), or a pathin an overlay network (asin
RON [2]). In additionto the destinationeachroute containstwo
elds: thenext-hop whichnamesalocation(e.g.,by IP addresor
someothernodeidenti er) to forwardpacletsalongthatroute;and
the next-RD, which is the next routing domainalongthatrouteto
the destination.The route containsotherinformation, suchasthe
sourceanddestinatiorfor which therouteis valid.

A destinatiormightreferto a host(speci edby anIP addresor
pre x), anoverlaynode(speci edby anodeidenti er), or alogical
host(speci edby aDNS name).We usethetermdestination-seto
referto asetof nodeghatsharearoute? An IP pre x isanexample
of sucha set,becauséehe pre x refersto a groupof nodes(speci-
ed by IP addresseghatall usethe sameroute. Whendiscussing
certainaspect®f thelogic, we will alsoreferto paths.A pathis a
sequencef participantfrom oneparticipantto a destination.

2.1.3 Hierarchical RoutingScopes

Our logic organizesrouting domainsinto hierarchicallevels
calledscopesA routingprotocolin scope forwardspacletsalong

2Whereambiguityis notanissuewe will use“destination”whenreferring
to destination-sets.
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Figure 2: The validity rule. A valid route (correspondingto a
“put” statement)implies that the expressionshown by this tree
evaluatesto a true statement. Dashedlines indicate an “or”
condition.

a pathvia the scopei next-hop for that path. The scopei routing
protocolusesascope + 1 pathto reachthescope next-hop.

Figure 1 shavs an example of routing scopes. Let BGP be a
protocolat scoped thathasscope0 routingdomaingASes),scope
0 next-hops(whichis the BGP next-hop),andscope0 destinations
(the ultimatedestination sincethereis no higherscope).A scope
0 routing domainin turn containsa scopel routing protocol (an
IGP, suchas OSPF)with scopel routingdomains(routerswithin
that AS), scopel next-hops(the hop to the next routerin the IP
path)andscopel destinationgthe rst hopinto thescope0 routing
domain,or the BGP next-hop). In this paper we will oftenreferto
BGP asa scope0 routing domainand IGP asa scopel routing
domain®

We highlight two subtlepoints. First,ascopei 1 next-hopis
ascopei destination.Secondscopei propertiesmay dependon
scopei + 1 properties,but not vice versa;for example,scope0
validity requiresscopel validity.*

2.2 Validity and Visibility

BGP experiencesslov convergencewhen routing faults occur
dueto subsequenexploration of invalid paths[27, 39]. Some-
times, policy miscon guration,implementatiorbugs,or evenrou-
tine maintenancegancausealargenumberof invalid routesto leak
into the global Internet[13, 29]. In othercasesmaliciousentities
hijack routesto certaindestinationsn orderto mountdenialof ser
vice attackg[37]. Eachof theseincidentsresultsin invalid routes
leakinginto thegloballnternet. Theroutinglogic shouldde ne the
circumstancesinderwhich BGP may end up advertising invalid
routes.

2.2.1 Validity andVisibility Rules

Ideally, theroutesthata participantiearnsaboutshouldbevalid;
thatis, sendingapacletalongarouteto its destinatiorshouldresult
in thepacleteventuallyreachingheintendeddestinatior(ignoring
pacletloss).In wide-areaouting,thevalidity of arouteimpliesthe
following threeproperties:

30ur routing logic could be usedto evaluatewide arearouting protocols
runningon top of BGP (e.g.,overlay basedprotocols[2]). In this casethe
overlay protocolwould be scoped, BGPwould be scopel, andsoforth.
4This framewvork incorporatedailuresat lower scopes.A failure at scope
j > i violatesvalidity for scopgj , a necessarpreconditionfor validity at
scope.



Readability. The route musttransportpacletsto their in-
tendeddestination.

Policy conformanceTheroutemustconformto routing poli-
cies,suchaspeeringandtransitagreements.

Progress.The next-hop speci ed by aroutemustreducethe
total distancé to the destinatioralongthatpath.

In awide-arearouting protocolthat satis esvalidity, all adwer
tised routesshould satisfy thesethree properties. We say that a
valid path exists at scopei if thereexists a sequencef scopei
participantsto the destinatiorthat satisfy reachability policy con-
formanceandprogressin otherwords,aroutingprotocolsatis es
validity if, for all destinationsthe existenceof arouteto a destina-
tion implies the existenceof a correspondingathto that destina-
tion (8d : 9routey ) 9pathy).

If arouting protocolsatis esvisibility, thenfor all destinations,
the existenceof a valid pathto a destinationmpliesthe existence
of avalid routeto thatdestination(8d : 9path, ) 9routey). Ad-
ditionally, for a routing protocolat scopel to bevalid, the routing
protocolsatscopeg > i mustsatisfyvalidity.

The conditionsfor the validity rule areillustratedin Figure 2.
Eachrouting announcementorrespondso a puts...to..for® state-
ment,which hasa numberof implied conditions. For example,if
A ad\ertisesa particularrouteto B, we saythat A puts route
to dest for B, whereroute is aparticularrouteto a destination
(minimally including the next-hop and next-RD), anddest is a
destination-setThus,a routingdomains routeadwertisementor
respondgo a puts...to..for assertion For this assertiorto betrue,
all of theimplied conditionsmusthold.

The readability condition (expressedwith the can reachkey-
word in Figure?) is satis edif eitherparticipantA hasownership
over the destination(which canbe veri ed by a routing registry
or cryptographicauthenticationsuchas S-BGP[26]), or if some
otherparticipanthasissueda put with theappropriatéAS pathfor
A. A simpleinductive agumentcanshav thatthelatterreachabil-
ity conditionalsoguaranteeshe validity of the AS path,because
theconditionimpliesthattherouteto a destinatiorhasheenadwer
tised (andis thusconsideredvalid”) by all participantsalongthe
pathto thatdestination.

Policy conformanceequiresA to bewilling to carrytrafc tothe
destination-setlest for B (e.g.,if B werepayingA for transit).
In theabsencef bugs,A would notadwertisearouteto B if it were
notwilling to carrytrafc for B.

Progresssaysthat a paclet destinedfor dest forwardedto
route.next-hop mustreducethe distanceto dest alongthe
pathspeci ed by route . For BGPR, distanceto the (scope0) des-
tination is measuredn ASes(i.e., scope0 routing domains). A
paclet forwardedto thenext-hop speci edin theBGP message
shouldeventuallyresultin the paclet beingforwardedto the next
AS speci edin the AS path,asthis is sufcient to reducethe dis-
tanceto the scope0 destinationthussatisfyingprogress.

For a scopei routing protocol to satisfy progress,no scopei
routemustever traverseary scopei participanttwice. Notethata
routing protocolatscopek < i cancreatealoopin ascope path
but still resultin correctrouting (ascanhapperwith tunneling).As
long astheroutingprotocolatall scopess valid, thenprogresswill
be satis ed. We will seein the next section,however, thatinter

5The distancemetric dependon the scopeof the routing protocol. The
distancefrom a scopei routing participantto a scopei destinationis the
sum of the costsof eachhop along the path from that participantto the
scopei destination. For example,scope0 distanceis the numberof AS
hops;scopel distancehowever, is the IGP metric.

6\We denotekeywordsof theroutinglogic in boldface

Figure 3: BGP con gurations that are inconsistentwith the
underlying IGP canresultin persistentforwarding loops[12].
Small numbersindicate IGP metrics.

actionsbetweerrouting scopescanviolate validity in a particular
routingscope.

2.2.2 \Validity andVisibility in BGP

At the baginning of Section2.2, we notedmary casesn which
BGPdoesnotsatisfyvalidity. To shav how thevalidity andvisibil-
ity rulescanbe usedto prove propertiesaboutwide-arearouting,
we illustratethatthe fundamentabperationof BGP with routere-

ection canviolatevalidity. In Section3, we usethelogic to prove
propertiesaboutthis.

Routere ection is a commontechniquefor scalablyachiering
consistenBGP routeswithin anautonomousystem.Therouters
within an autonomoussystemare either route re ectors or route
re ector clients; the routere ector sener re ects routesreceved
from non-clientsto all of its clients,aswell asroutesfrom a client
to all otherclientsandnon-clients.In this fashion,anautonomous
systemcan achieze consisteng without requiring pairwise BGP
sessions Neverthelesspoorly designedoutere ector con gura-
tionscanleadto invalid routesin theform of a persistenforward-
ing loop. Furthermore certainroutere ector con gurationscan
resultin a routernot having a routeto a destinationgvenwhena
valid pathto thatdestinatiorexists.

BGP's couplingwith intradomairnroutingcaneasilyresultin ac-
cidentalprogreswiolations—forexample,if aroutere ector client
is con guredsuchthattheroutere ector is notontheshortespath
to the client's egressfor thatroute[12]; if routere ector clusters
arecon gured suchthatthe IGP metricsfor intra-clustedinks are
higherthanthosefor inter-clustedinks; orin generalvhenmultiple
hierarchieof routere ectorsarecon gured carelesslyf32].

In Figure 3 (adaptedfrom [12]), routersare assignedo route
re ectors that are not on the shortestiGP path to the egressfor
a particulardestination. This situationshaws a persistentouting
loop. A thinksit cangetto the scope0 destination AS 0, via the
scopd) next-hopadertisedby RR 1, but its scopel next-hopalong
its level 1 pathis B, becausehis is the shortestGP pathto RR 1.
B triesto getto the AS 0 via a differentscope0 next-hopthrough
alevel 1 paththroughRR2 via A, andthe procesgepeats.

In this example,routere ection causeBGP to violate validity.
The fundamentaproblemwith routere ectors is that they cause
comple interactionsbetweenthe different scopesof the routing
hierarchy In trying to reacha scopel destination,the scopel
participantsA andB areusinga scope0 destinatiorto make ade-
cisionaboutthe scopel next-hop! We shav how theroutinglogic
canformally expressthis violation of validity in Section3 (Theo-
rem3.1). We alsoshaw thatverifying progresgor anarbitrarycon-
guration of routere ectorsis NP-completgTheorens.2),andwe
prove thatspeci c alternatie routere ector con gurationssatisfy



A putsroute a todest for C

C prefers route A to dest
over route g

B putsroute g todest for C

9X j C putsroute A todest for X

Figure 4. Preferencerule for inferring participant C's pref-
erencedo destinationdest basedon available routesand path
selection.“puts” assertionsin this rule canalternatively be“r e-
places”assertions.

C replacesoute ; to dest with route »

A moves down from
route ; to dest

C prefersroute ; to dest overroute »

Figure5: Selectionrule for inferring realizeddispute cycles.

theprogressule (Theorems3.3,3.4,and3.5).

Routere ectorsimprove scalingwithin anAS, but mayalsovio-
latevisibility. For example,if aroutere ector dropsaBGPsession
with oneof its clients,thenthatclient will losearouteto a partic-
ular destinationeven thougha valid pathexists (e.g.,throughan
IGP pathto anotherclient that hasa differentroutere ector). In
Section3, we shav thatfor ary routere ector con gurationthatis
notafull mesh,visibility canbeviolated;we alsodiscusswhy the
useof afull meshin iBGPis asufcient conditionfor visibility.

2.3 Safetyand Determinism

Previouswork hasnotedthatbecausdGP makesbest-pattde-
cisionsbasedon local policy, certainsetsof policiescanresultin
routingcon gurationswith nostablesolution[16, 20]. Thatis, one
AS maychangets choicefor abestrouteto adestinatiorandread-
vertisethat changeto its neighborswhich will causeneighborgo
changetheir choicesfor bestroutes,which will in turn affect the
original AS's choicefor a bestroute,andso forth. This situation
is calleda policy oscillation,or a disputecycle The potentialfor
disputecyclesimpliesthatBGP doesnot satisfysafety

Carelesgoutercon guration canresultin a router's bestroute
dependingon the order in which routes arrive or other non-
deterministicfactors, such as the age of the routing ad\ertise-
ment[9, 10]. Othershave notedthatthe multi-exit discriminator
(MED) attribute preventsonennodefrom producinga singlelinear
ranking of paths[14, 22]. In thesecasesBGP doesnot satisfy
determinism

2.3.1 PrefeenceandSelectiorRules

The routing logic should conciselyexpresswhethera routing
protocol hasthe potentialto violate safety In the caseof policy-
basedwide-arearouting protocols,safetymeanshat executionof
the protocolwill alwaysconvergeto a solutionto Grif n andWil-
fong's StablePathsProblem(SPP)[20] and GeneralStablePaths
Problem(GSPP)[22]. The absencef a disputecycle guarantees
thattheprotocolwill alwaysconvergeto a uniquesolution[25].

At abasiclevel, routing policiesareexpressedn termsof pref-
erencege.g.,arouterprefersrouteswith pathswith a certainnext-
hopAS, athree-hoppaththrougha certainAS, etc.). Policy cycles
can be detectedeither statically (by analysisof the routing poli-
ciesof eachautonomousystem)or dynamically(by obseration
of routing protocolbehaior).

130 210

10 20
3420 420
30 430

Figure 6: BAD GADGET [20]. Paths next to eachnodeindicate
ranking from mostto leastpreferred.

A routingprotocolthatsatis esthefollowing propertieswill sat-
isfy safety:

Prefeence If a participantchooses particularroute asits
bestroute,theparticipantreadertiseshatroute. (Otherwise,
thenotionof preferencés meaningless.)

No route history cycles. Previous work hasshavn thatthe
non-&istenceof aroutehistorycycleis sufcient to guaran-
teesafety[21].

The routing logic mustalso expresscertainpropertieswith re-
spectto routeselection.If a routing protocolselectsts routesin-
dependentlyof messagerrival order and independentlyof other
existing routes we saythatthe routing protocolsatis esdetermin-
ism Speci cally, a routing protocol that satis es the preference
requirementvill alsosatisfydeterminismgiventhattheadditional
following propertieshold:

Timeimmunity A participants relative rankingof two routes
to a destinationis independendf the orderin which those
routesarrive. Let be a participants path selectionalgo-
rithm,andlet ; and  beroutesthattheparticipantreceves
at time t. Time immunity requiresthat (f {; +10) =

(f t+1; tQ).

Setimmunity A participants relative rankingof two routes
to a destinationis independenbf other routesto that des-
tination. If g is a participants ranking function of routes
given the set of adwertisedroutesR and ; 2 R, then
R()> r()) ro()> Rgrof ) forallR & R

Determinismis animportantnotionbecausét affectscertainas-
pectssuchasthe ability to performroute predictionfor trafc en-
gineering[14]; additionally it affectshow easilya protocolcanbe
dehugged.Determinisncanhelpanobsenerascertairwhichroute
BGPwill selectasthebestroute,withoutknownledgeof the arrival
orderof route announcementslt alsoassureghata participants
choicefor bestpathisimmunefrom ary suboptimabhdwertisements
thatthatparticipantmighthear

We usetwo rulesfrom theroutinglogic to prove propertiesabout
safetyandstability—theprefelencerule andtheselectiorrule. The
prefeencerule capturesoutepreferencef this fashionby exam-
ining pathselectiondynamics.Figure4 shaws the preferenceule;
if two participantshave put routesto adestinatiorfor athird partic-
ipantC, andC selectgheroutefrom A over aspeci c routefrom
B, thiswill eithermanifestitself asare-adwertisemenof route a,
with C's AS prependedsinceC will notreadertisearoutethatis
notits bestroute),or no adwertisemenfrom C todest (if thebest
routeis ltered by exportpolicy). Fromthis put statementywe can
deducehatC prefersroute A overroute g for thatdestination.
This allows usto deduceroutepreferencesimply by observinghe
behaior of the routing protocolwithout requiringa staticanalysis
of eachAS's policies.



The selectionrule follows directly from route history attribute
usedto dynamically obsere policy cycles [21]. If A prefers
route ; overroute ,, andA replacesroute ; with route »,
thenA movesdown from route 1 (andvice versafor movesup
to). A policy cycle is realizedif a participantmovesup to some
routeandlater movesdown to thatsameroute. This rule is sum-
marizedin Figure5.

2.3.2 SafetyandDeterminismn BGP

In this section,we will shav how the preferenceand selection
rulescanconciselyexpressa route history cycle (andthusthe po-
tential for unsafety)[22], givenknowledgeof the routing protocol
messageslVe alsodiscusshow, undercertaincon gurations,BGP
violatestime immunity, and,with theuseof MEDs, canpotentially
violate setimmunity. Whendiscussingsafety we revisit theclassic
disputecycle thatarisesn the BAD GADGET (Figure6) con gura-
tion anddescribethe routing logic canexpressthis asa contradic-
tion. In Section3 (Theorem3.7), we usethelogic, alongwith the
Simple Path Vector Protocol (SPVP)[21], to formally shav that
safetyis not satis ed. In this section we alsoexaminehow MEDs
causeBGPto violatedeterminismbothsetimmunity andtimeim-
munity).

BAD GADGET givesrise to policy oscillationsbecausdhereis
no stableassignmenbf routesfor which someparticipantwould
not wantto selecta differentroute,giventhe routeassignmentso
other participantg20]; this appearsasa route history cycle [21].
In responseGrif n etal. suggesamodi cation to BGP—theSafe
PathVectorProtocol—thatause#\Sesto ignoreroutingadwertise-
mentsthat are causedy policy-inducedoscillation[21]. Adding
a route history attribute to BGP route adwertisementss but one
mechanisfor discovering route history cycles. While the route
history attribute might seemlik e areasonablsolutionundersome
circumstancesit revealsinformation aboutthe route preferences
(andthustherouting policies)of a particularAS. In Section3, we
usetherouting logic to examinehow the route history canviolate
information o w policies.

The routing logic can shav that, undercertaincon gurations,
BGP satis es neithersetimmunity nor time immunity. Because
the routeto somedestinationat a router may dependon the best
route selectedby someother router in the AS, route prediction
mustbe doneglobally andis extremely dif cult to reasonabout,
primarily becaus¢he MED attribute preventsa simpleorderingof
routes[14]. This anomalycanappeamwhenthe arrival of a third
route adwertisementesultsin the AS reversingits preferencebe-
tweenthe two previously existing route advertisements.This can
have the strangeeffect thatthe arrival of this third routecanresult
in thedisplacemenof the currentbestroute,evenif this new route
is not selectedas the bestroute. This is becauseBGP doesnot
satisfysetimmunity.

Considerthe con guration in Figure7. AssumeAS 1 always
knows aboutroutes and to somedestinationin AS 0. If AS
3 adwertisesroute  to that destination,X chooses asits best
route— is ranked higherthan dueto MED, but is preferred
over becauset is learnedvia eBGP If, howvever, AS 3 doesnot
adwertise , thenX will choose asits bestroute, basedon the
lowestrouterID. Thus,the presencef the suboptimalroute  af-
fectswhetherX selects or asits bestroute. We usetherout-
ing logic to shaw this violation of setimmunity formally in Sec-
tion 3 (Theorem3.8). A slight modi cation x esthis problem:
mostimplementation®f BGP have anoptionknown asalways-
compare-med thatcausegshe MED attribute to be comparable
acrossall routes(asopposedo just routesfrom the sameAS). In
Section3 (Theorem3.9), we shaw that BGP with the always-

Figure 7: MEDs causethe ordering betweenpairs of routesto
dependon the presenceor absenceof other routes. Depending
on the presenceof route , router X will prefer either or

. (Small numbersnear router X denotea tiebreaking metric,
suchasrouter ID.)

compare-med optionsatis essetimmunity.

In theinterestof spacewe omit detaileddiscussiorand proofs
relatingto time immunity. However, it canbe shavn that, while
underordinarycircumstanceBGP doesnot satisfytime immunity;
the bgp-deterministic-med option causesBGP to satisfy
this propertyaswell. A routercon gured with this option selects
its bestrouteto a destinatiorfrom the setof all recevved routesfor
that destination ratherthanselectingit by comparingthe current
bestroutewith the mostrecentlyreceved route. With always-
compare-med and bgp-deterministic-med , BGP satis-

es determinism.

2.4 Information-Flow Control

Wide-arearouting requirescooperatiorbetweendistinct, often
competingrouting domainsthat try to keep certain information
private (e.g., peeringandtransitagreementsnd internal network
topology). However, to achieve global reachability theseentities
must exchangerouting information, which can potentially reveal
someof this sensitve information. Knowledgeof AS-level topol-
ogy canlendinsightinto peeringandtransitagreement§l5, 36].
set-metric-internal [8], a CiscolOS commandthat as-
signsMED valuesfor route announcementaccordingto the IGP
distancefrom network ingressto egress,can reveal information
aboutinternalroutinginstability becauséGP changesrere ected
aschangesn BGProutes.Stateles8GPimplementation§28] can
sareroutermemoryby notkeepingtrackof whichrouteshave been
ad\ertisedto which neighborshowever, this optimizationrequires
thattheseroutersissuewithdrawals for pre xeswhoseannounce-
mentswere Itered by exportpolicy. Otherproposednodi cations,
suchasaddingaroutehistoryattributeto BGP[21], canleakinfor-
mationaboutpeeringandtransitrelationships.

2.4.1 Routingasan InformationFlow Model

An information o w modelconsistsof objects,an information
o w policy, processeshat causeinformationto o w, anda par
tial orderingof securitylevels. In the caseof wide-arearouting,
objectsincludeall informationin the system(i.e., peeringagree-
ments,routing adwertisementspolicies,etc.),aswell asthe partic-
ipantsthemseles. Every objectis assigneda securitylevel. The
information o w policy is de ned in termsof a partial ordering,
whichis commonlyexpressedisallattice[11].

An information o w modelfor routing protocolsshould(1) spec-
ify the objectsin the system,aswell asthe processeshat cause
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Figure 8: An exampleinformation o w lattice.

informationto o w betweerntheseobjectsand(2) clearlyandcon-

cisely expresshow information o w shouldbe controlledbetween
theseparties.Theinformationobjectsin wide-areaoutingfall into

threecategories:

Policy. Policy includespeeringandtransitagreementsiter -
ing policiesandotherroutepreferences.

Readability. Reachabilityincorporatesry type of informa-
tion relatedto eventsthataffect reachability suchasinternal
network failures.

Topolayy. Topologyconsistof internalnetwork topology as
well asinter-AS connectvity.

Routingmessagesyhich containinformationsuchaspre xes,
next-hop IP addressesAS paths,MED values,andsessiorresets,
can causethe unexpectedtransferof information acrosssecurity
levels. An administratve domainspeci esaninformation o w pol-
icy by assigningsecuritylevelsto eachof thesepiecesof informa-
tion (e.g., keeppeeringrelationshipsprivate), aswell asto other
participantg(e.g.,assignAS A to the securitylevel corresponding
to “all of my peers”),andspecifyingthe information o w policy
itself (e.g.,“don't let arbitraryparticipantsdiscover informationin-
tendedfor this speci ¢ peer”).

Figure8 shavsasimpli ed information o w lattice,which spec-
i es examplesecuritylevels andhow informationshould o w be-
tweenthem. In a multi-level securitysystem,a processcanonly
reada setof objectsif the securitylevel of that processdlominates
theleastupperboundof thesecuritylevelsof theseobjects.For ex-
ample,asequencef routingmessagewith aleastupperboundse-
curity level of publicmay o w into ary objectattheall customes
level, but not vice versa. Similarly, informationthatis permitted
to ow to all customersan o w into an objectwith the immedi-
ate customeidesignationbut notinto anobjectwith animmediate
peerdesignation.

Theroutinglogic shouldexpresswhethera routing protocolsat-
is es the noninterfeenceproperty Noninterferencestateghatac-
tions of objectsat higher securitylevels shouldnot be visible to
objectsat lower securitylevels [17]. In certaincases,a routing
protocolmay not be ableto satisfyaninformation o w policy and
still satisfyotherrequirementge.g.,if theroutesthemseleswere
speci ed asprivateandtheinformation o w policy weresatis ed,
validity would obviously nothold). We would lik e to expresswhen
policiescannotbe satis ed.

2.4.2 NoninterfeenceRule

In BGPR, information o w correspondgo the actual route an-
nouncementsind withdravals. For wide-arearouting protocolto
satisfyaninformation o w policy, no routingmessagenustcause
informationat a highersecuritylevel to o w to objectsat a lower
securitylevel; this propertyis callednoninterferenceThe nonin-
terferencerule (Figure 9) speci es the conditionsunderwhich a
participants routeannouncemersatis esnoninterference.

First, the securitylevel of a routing messagenustbe no higher

thanthe securitylevel of the participanthatreceizesthatmessage.

L(route o) L(B)

A puts route o to
dest forB

L froute n,Rg g L(B)

Figure 9: The noninterferencerule saysthat a route advertise-
ment from A to B should not allow B to learn of information
at a higher level than B .

aWithdraw d°
O =@z
Peer Peer
\ d

Figure 10: StatelessBGP implementationscanresultin infor-
mation o w policy violations.

Second the leastupperboundof the securitylevels (denotedby

L in Figure9) of the route messagandall of the otherroutes
learnedby that participant(R g ) mustbe no higherthanthe secu-
rity level of B ; this requiresthatinformationnotbe passedmplic-
itly (throughinferenceor otherwise).For example,if a particular
participantbelongsto securitylevel immediatecustomerno setof
routing messageshould causeinformation belongingto security
level private to o w to the participantat the immediatecustomer
level.

2.4.3 Information-FlowControl in BGP

Considerthe situationin Figure10. Supposehat AS B wishes
to keepits peeringarrangementwith A andC private(i.e.,known
only to itself). In this case,a reasonableouting policy is thatB
shouldtell A andC aboutits routesto its own destinationsaswell
asdestinationsn E, but shouldnottell A aboutroutesheardfrom
C, andvice versa[16]. However, if B sendsa withdraval to A
for somedestinatiorthatit never sentanadwertisemenfor (e.g.,a
destinatiord in F), thenA learnssomethingaboutB 's otherpeers
thatit would not otherwisehave known: speci cally, A learnsthat
B peerswith someAS that eithercontainsthat destinationor has
a custometthatcontainsthatdestination.(Note thatsinceE hears
all routesfrom B, E doesnotlearnary information.)

The noninterferenceule expresseshis violation: if B speci es
thatrouteslearnedvia C areat securitylevel immediatecustomer
(indicatingthat routeslearnedvia C shouldonly be re-adertised
to immediatecustomers)thenB shouldonly beableto put aroute
for A (oranemptyroute,in thecaseof awithdrawal) if thesecurity
level of therelationshipA $ B is atleastashigh asthe security
level for theroutein thatput statementHere,B hasspeci edthat
adwertisementheardfrom C are assignedo the immediatecus-
tomerlevel. SinceA (assignedsecuritylevel immediatepee)) is
not at a securitylevel at leastashigh asimmediatecustomer this
adwertisementiolatesB's information o w policy. In Section3,
we examinethis formally usingthe routinglogic. We notethatin
generalBGPis proneto information o w policy violationsbecause
securitylevels andaccessontrol for routeadwertisementsareim-
plicit in the BGP sessioritself, ratherthanexplicitly speci ed.

3. Applying the Routing Logic

In this section,we demonstratéow protocoldesignersanuse
theroutinglogic to analyzeBGP4andvariousproposednodi ca-
tions. We shav how the logic canbe useful for reasoningabout
the variouspropertiesof wide-arearouting protocols. In addition



to formally proving propertiesaboutpreviously discoreredanoma-
lies and proposedmodi cations, we proposeadditional protocol
modi cations andhighlight several previously unknavn properties
aboutBGP.

3.1 Validity and Visibility

THEOREM 3.1. Theee exists a route re ector con guration for
which the existenceof a valid routeto a destinationdoesnotimply
the existenceof a valid path. Thatis, there existsa routere ector
con guration thatcausesBGPto violate validity.

ProoF. Recallthe statedpreconditionthat, for a scopei routing
protocolto bevalid, therouting protocolsfor all scopeg > i must
alsobevalid. Wewill shav thatthescope0 protocol,BGP, violates
thevalidity propertyby shaving thatscopel validity is violated.
The proof is by countergample. Considerthe route re ector

con gurationshavn in Figure3. In thiscasewewill shawv thatthe
preconditionof valid routing at scopel is not satis ed, andthus,
scope0 routing is not satis ed. Considerthe routefrom routerA
to AS 0; in this case,the scopel destination(scope0 next-hop)
is the rst hopinto AS 1, reachedvia RR1. However, the scope
1 pathfrom A to RR1 includesrouter B, which hasa different
scopel destinatiorof the rst hopinto AS 2. The scopel pathto
its destinationhowever, includesrouterA. Thus,scopel routing
containsaloop, and,assuch,scope0 routingis not valid. ]

An impropercon guration of routere ectors violatesthe stated
preconditionthat,to decidewhethera scope routing protocolsat-
is es validity, theroutingprotocolatscope 1 mustsatisfyvalid-
ity for all destination-setsln this case thereexistsanIGP (scope
1) destination-sefi.e., RR1, RR2) that doesnot satisfy validity.
Therefore,BGP (scope0) validity cannotbe satis ed. It turns
out that for an arbitrary con guration of route re ectors, verify-
ing thatroutingat theintra-AS scope(scopel) satis esvalidity is
NP-complete.

THEOREM 3.2. For an arbitrary con guration of routere ectors
androutere ector clients,verifying progressis NP-complete

PrROOF. If progressat scope0 satis ed, then progressat scope
1 mustalso be satis ed. We will shav that verifying progress
at scopel for an arbitrary route re ector con guration is NP-
completeby reductionfrom the directedHamiltoniancycle prob-
lem. Thatis, assumewe have an algorithm A that can verify
progresgor anarbitrarycon guration of routere ectorsandroute
re ector clients. Then,we canuseA to solve DIRECTED-HAM-
CYCLE.

De ne the directedgraphG = (V;E), whereV is the setof
scopel participants,and a directededgeE exists betweenfrom
vertex v; to vj if andonly if thereexists somescopel destination
for whichv; hasv; asascopel next-hop.

BecauséBGP/IGPcanactuallyincreasehedistanceo thedes-
tination at any hopin the scopel pathwithout having aninvalid
route,verifying progressat scopel involvesshaving thatno scope
1 participantis visited twice alongthe pathfrom the startingpoint
to a destination. That is, to shawv that the path from ary scope
1 participantto the destinationeventually reduceshe distanceto
the destinationmeansthat the algorithm mustvisit the pathsfor
all scopel destinationsstartingfrom every vertex vi 2 G. How-
ever, an algorithmthat did this would be able to decideif G 2
DIRECTED-HAM-CYCLE, since,by the de nition of G, the al-
gorithmtraversesvery paththatexistsin thegraph. ]

A suggestednodi cation to prevent BGP from causingpersis-
tentforwardingloopsin thepresencef routere ectorsistorequire

thatrouterre ectorsbeontheshortestGP pathto theirclients[12].
We shaov that this condition resultsin valid routing, given that
reachabilityor policy constraintsare satis ed. For the following
proofs,we assumehatrouting protocolsbelon scopel satisfyva-
lidity, sincethis analysiss “beyondthe scope”of our work.

DEFINITION RR-IGP-Safe A route re ector con guration is
RR-IGP-Safef the routere ectors within that AS are con gured
such that route re ectors are on the shortestiIGP path to their
clients.

THEOREM 3.3. If the route re ector con guration for an AS
along the path to a destinationis RR-IGP-Safe then BGP satis-
es progress.

ProOOF. Assumethatprogresds not satis ed. Thenit mustbethe
casehateitherscoped progresss notsatis ed,or scopéel progress
is notsatis ed.

Assumethat scopel progresss satis ed, but scope0 progress
is not. Then,it mustbethecasethatthe scope0 routetraverseshe
sameAS twice; however, senderside loop detectionensureghat
thisis notthecase.

Assumethat scopel progresss not satis ed. Thentheremust
exist a pathto somescopel destination(or setof scopel destina-
tions) thatrevisits the samescopel participanttwice; thus,there
mustbe somepathanddestinatiorfor which the distancedoesnot
decreaseBecauseave assumehatIGP is valid, the pathto every
scopel destinatiormustbedistancereducingthus,a scopel path
thatis not valid mustbe a pathto a destination-setontainingat
leasttwo scopel destinationsor somescope0 destination. But
this is a contradiction—ifthe con guration is RR-IGP-Safethen,
for every scopeQ destinationthereis exactly onescopel destina-
tion for every scope0O destination.If this werenot the case then
theremustbe somescopel participantwhich hasaroutere ector
thatis not on its shortestpath. Thus,scopel routing mustsatisfy

progress.
Thus,by contradiction RR-IGP-SafguaranteethatBGP satis-
es progress. |

DEFINITION RR-Re ect-All A routere ector con guration for
an AS is RR-Re ect-Allif all route re ectors for that AS re-
adwertiseall routesto a particulardestination(asopposedo simply
thebestroute),androutere ectorsre-ad\ertiseall routeswith each
other

THEOREM 3.4. If theroutere ectors in an ASare con gured ac-
cordingto RR-Re ect-All, thenBGP satis esprogress.

Proor. Therearetwo cases.Assumethat, for somedestination,
a scope0 participanthearsmultiple routes wherethe bestrouteis
decidedbeforethe IGP tiebreak.In this caseall routerswill come
to selecta singlebestroute.

In theeventthatthisis notthecase gachscopel participantwill
selectits bestroute basedon the shortesiGP pathto the level 1
destination.By de nition of RR-Re ect-Al] for every route, there
is somere ector thatis on thatshortespaththatre-ad\ertisedthat
route. Thus,theproblemreduceso theRR-IGP-Safeon guration,
andBGP satis esprogressn this caseaswell. ]

THEOREM 3.5. If an ASusesfull meshiBGP, thenBGP satis es
progress.

Proor. Full meshiBGP is equivalentRR-Re ect-All becausein
both casesgvery BGP routereventuallylearnsof all routesadver
tisedto ary otherBGP speakingrouter Thus,if an AS usesfull
meshiBGP, thenBGP satis esprogress. ]



Step | Paths RulesandDeductions

b 0:(0)! 1,2,3,4[PremisgP)]
T.(10)T 23
2:(20)! 1.4
3:(3420)! 1
4:(420)! 3
2:(20)6"' 1
2:(210)[20]! 4

2(210)> ,(20)[PreferenceP,0]
2" (210)[Selection,1]
Z4Z0)6l 3

4() > 4(4210)[Prefeencel]
3@E420B 1
3:(30)[3420]! 4

3(30)> 2(310)[PreferenceP,0]
3 #(3420)[Selection,2]
Z430)T 2

0| (10)(20)(3420)(420)

1| (10)(210)(3420)(420)

2| (10)(210)(3420)

3| (10)(210)(30)

4| (10)(210)(30)(430)

4(430)> 4(4210)[Preferencel,3]
T:(T0)r 3
2:(130)[10]! 2
5| 130)(210)(30)(430) 1(130)> 1(10)[PrefelenceR0]
1" (130)[Selection,5]
2:210)6l 4
2:(20)[210]! 1
6 | (130)(20)(30)(430) 2(20)> 1(2130)[PreferenceP5]

2 # (210)[Selection,6]
Dispute Cycle[1,6]

Table1: The disputecyclein BAD GADGET, expressedisingthe
routing logic®

THEOREM 3.6. For anyroutere ector con guration thatis nota
full mesh,the existenceof a pathto a destinationdoesnot imply
the existenceof a routeto a destination. Thatis, visibility canbe
violated.

Proor. Consideran AS wherearoutere ector dropsa BGP ses-
sionto someroutere ector clientA; in thiscasetheroutere ector
will withdraw its routeto d from A. In generaljt is thecasethatA
hasavalid pathto B, aclient of a differentroutere ector thathas
notwithdrawn its routeto destinatiord. Thus,eventhoughavalid
routeexiststhroughB , A hasnorouteto d. ]

Theresultthatvisibility cannotbeguaranteeds theconsequence
of usingroutere ectors for iBGP, ratherthana full mesh. If, al-
ternatively, an AS usesa full meshiBGP con guration, thenthe
existenceof avalid pathto the destinationimplies the existenceof
aroute.We omit this proofin theinterestof space.

3.2 Safetyand Determinism

In this sectionwe prove BGPis not safeusingtheroutinglogic;
this revisits previous work [20]. We alsousethe routing logic to
formally expresshov MED causesBGP to violate determinism,
and how the always-compare-med  option can guaranteeset
immunity. It turnsout thatalways-compare-med  guarantees
time immunity aswell, but we omit this prooffor lack of space.

THEOREM 3.7. BGPis notsafe

ProoF. We shaw thatthereexists somecon gurationin BGPthat
resultsin aroutehistorycycle. Tablel shavs thesequencef path
assignmentgfrom [21]) for this con guration, aswell astherules
usedto deducethe resultingcontradiction. For spaceconsidera-
tions,we expressherulesin shorthandin step6, theroutinglogic
hasproduceda contradiction:that AS 2 movesup to (2 1 0) and
that AS 2 moves down to (2 1 0); this is a route history cycle
exactly the conditionthatsigni es a disputecycle. ]

8The destinatioris implicit in theserulesfor brevity. A : r | B A
putsr forB; A :r 6! B A removesr for B; A #r A moves
down fromr; A #r A movesdown fromr;A " r A movesup to
r; a(ri1)> a(r2) A prefersrioverrs.

Step | Messages | RulesandDeductions
b [D 0:(0)! 2,3
2 T1
3 11
o Lo1o4
1(1 )> 1(1 )[Preference0]
3T 1
1 L()[ ] 4
T 1(1 )> 1(1 )[Prefeence0,1]
Contradiction

Table 2: The preferencerules expressesiow MED causeBGP
to violate the rule of independentranking .

Grif n etal.'s SafePath VectorProtocol[21] would correspond
to step6 beingreplacedwith the pathassignmen{(1 30 (3 0)
(4 3 0)), in which casethe rules of the routing logic would never
reveala contradictior”. Additionally, improperlycon gured route
re ectors canresultin divergence[32]; this classof MED-induced
routinganomaliecanbeexpressedn termsof policy cyclesin the
GeneralStablePathsProblem[22]. In the sameway that Grif n
etal. useddisputecyclesto shav the potentialfor MED-induced
routinganomaliegMIRA) [22], we canrealizethesedisputecycles
with thepreferencandselectiorrulesby assigninga participanto
eachproxy in the GeneralStablePathsProblem.

Therouting logic expresseslisputecyclesandviolationsof set
andtime immunity. In generalconstructingheseproofsdepends
on having accesdo the necessaryoutingmessagesn BGP, haw-
ever, no singleAS seesall of the routingmessageseededo con-
structthis proof. While the route history attribute can solwve this
problem,we examinehow the useof this attribute canviolate in-
formation o w policiesin Section3.3.

THEOREM 3.8. BGP with the multi-exit discriminator (MED) at-
tribute doesnot satisfysetimmunity

ProoOF. The proofis by countergample. Considerthe situation
in Figure 7. If router X only knows routes and to some
destinationthenthe bestrouteis x (; ) = , asdecidedby
the tiebreak(in principle this could be arything after the MED
stepin the decisionprocesssuchas|GP, routerID, etc.). How-
ever, x(; ;) = , sinceeBGP-learnedoutesare always
preferredover iBGP-learnedroutes. Table 2 shawvs the deduc-
tions associatedrom a sequenceof route adwertisements , ,
and , andthe resultingnonlinearityin X 's preferences.Thatis
f g(l ) > f g(l ) 6) fi :g(l ) > fi :9(1 )-
Thus,BGP doesnot satisfysetimmunity. ]
As shawn, the routing logic will causethe preferencaulesto
reachcontradictoryassertionsvhenimmunity is violated.

THEOREM 3.9. BGP with always-compare-med  satis esset

immunity

ProoF. Theproofis by contradiction Assumethereexist two sets
of route adwertisementsR 6 R° andtwo routes and , such
that R () > wr()6) ro( )> ro( ).

ThesetR doesnot affect the rankingfunctionitself; thatis, the
partialordering go( ) > gro( )isstill valid. Thus,in orderfor
therule r( ) > r( ) tobededucedtheremustbesome in
R° R suchthat go( ) > go( )and go( ) > gro( ),
i.e., the partial ordering must not not satisfy transitvity. Be-
causeall otherdecisioncriteria for the scope0 selectionprocess
aretransitive except MED, this implies thatthe MED part of the
BGP decisionprocesanustnot be transitve. However, always-

9We omit theformal proofthatthis proposabkuppressesutehistorycycles
becausét is describedxtensvely in previouswork [21].



compare-med malkesthis stepof the decisionprocesdransitive;
thus,we have acontradiction. ]

3.3 Information Flow Control

In this sectionwe usetheroutinglogic to formally describenow
certainaspectof BGP (and proposedmodi cations to BGP) can
resultin unintendednformationleakage.

THEOREM 3.10. A stateles8GPimplementatiorcanviolatestan-
dard® information ow policy.

PrRooOF. The proof is by countergample. Considerthe example
in Figure 10 andthe information o w latticein Figure8. Assume
thatAS B assignsecuritylevelimmediatepeerto ASA andASC,
immediatecustometo AS E , andall customesto its BGPsessions
with A andC. Upona withdrawval from somedestinationd in AS
F, which hasAS C asits only upstreanprovider, a stateles8GP
implementationat AS B will readwertisethe withdrawal for d to
all neighbors,including its peerA. But the securitylevel of the
BGP sessiorwith C is all customes, which is not at leastaslow
asthesecuritylevel immediatepeer Thus,information o w policy
is violated. ]

THEOREM 3.11. TheBGProutehistoryattributeviolatesstandad
information ow policy.

PrRoOOF. Therearemary examplesof policy violation; we describe
one. Considerstep4 of Table1. The selectionrule stateshat AS
3 movesdown to (34 2 0) from (3 0). Any participantthatknows
that (3 0) hasnot beendeletedknows that 3(30)< 3(3420).
Thus,theroutehistoryattribute, which attacheshis informationto
theroutead\ertisementyvould violate a standarcpolicy of keeping
local preferencevaluesprivate. ]

Therearemary otherexamplesvhereBGP violatesinformation
o w policies. For example,usingset-metric-internal ex-
posesinterior instability and IGP path changesvia BGP updates
with changedMED announcements.

4. Potential Applications

The previous sectionshaved that the routing logic canbe use-
ful for reasoningaboutroutingprotocoldesignandcon gurationin
thedesignphaseln this sectionwe explore potentialpracticalap-
plicationsfor theroutinglogic. We believe thatthelogic will prove
usefulto network operatorshy enablingstaticanalysisof existing
network con gurationandproviding aframework for the designof
high-level policy speci cation. Additionally, by designingrouting
protocolsthat adheremore closelyto the routing logic, designers
of new routing protocolsand routing protocol modi cations can
reasonmore easily aboutvariousproperties. We highlight a few
practicalusesof theroutinglogic with someillustrative examples;
our ongoingwork exploresthesepossibilitiesin further detailand
in morecomplicatedscenarios.

4.1 Con guration Analysis

We envisiontheroutinglogic beingappliedto atool thatveri es
propertiesof legag/ router con gurationswithin an autonomous
system.We arecurrentlydevelopingsuchatool. As a simpleex-
ample,we shav how the routing logic canbe usedto verify that
a router con guration satis es a speci ed information ow pol-
icy. Bestcommonpracticestatesthat peersshouldreceve routes
learnedfrom customersut not from otherpeers[16]. Figure11l

10 Mostexportpoliciesshouldadwertiseroutesheardrom peergo customers
only andkeeplocal preferencevaluesprivate.

Peerl Peer2 Peer3
~ #*

Public

Peern

Figure11: An information o w lattice that speci esthat routes
learned from one peer should not be readwertised to another
peer.

speci esthe correspondingnformation o w lattice. The current
versionof our analysistool veri es that the con guration for all
routersin anAS conformto this policy.

To verify thata particularcon guration conformsto this policy,
theanalysigool rst assignsasecuritylevel to eachBGPsessiorat
eachrouterin the AS. Then,for eachprincipalin the information
ow lattice (i.e., for eachpeer),the tool performsthe following
steps: (1) determineexport policies for all BGP sessiondo that
principal, (2) for eachBGP sessiondeterminewhetherthe routes
learnedat thatsessiorwill beexportedto the peerin questionand
(3) verify thatevery routeexportedto this peersatis esthe nonin-
terferenceule.

4.2 Con guration Synthesis

Today network operatorscon gure routerswith low-level con-
guration languagestheselanguagesinnecessarilgxposecom-

plexity andarethussubjectto frequentmiscon guration[29]. Op-
eratorsshould be able to con gure networks using a high-level
speci cation that abstractgletails. Sucha tool could synthesize
low-level con guration by translatinga high-level policy speci -
cation. Operatorcould bene t from assurancethatthe low-level
con gurationis atranslationof the correspondindpigh-level spec-
i cation that(1) preseressemanticand(2) satis esvariousprop-
erties,suchasthosewhich canbeveri ed usingtheroutinglogic.
The routing logic can provide a useful framework for designing
policy languagdranslatiorthatsatis esthelatterdesigngoal.

For example,con gurationof peeringexportpolicy couldbeim-
proved usingan automatedranslationof high-level speci cation.
Presently theseinformation o w policies are con gured usinga
separatesetof access-list statementsndimport and export
policiesfor eachpeer Import policy typically “tags” eachroute
with a communitythat indicatesthat the route was learnedvia a
peeringsessionandexport policy usesthe appropriateaccesdist
to ensurethat no routewith suchatagis adwertisedvia aneBGP
sessionwith a differentpeer Con guration synthesisthat auto-
matically generatedheseaccesdists andimport and export poli-
ciescould not only reducethe possibility of accidentaimiscon g-
uration, but alsothe likelihood of accidentakouteleakagedueto
non-atomicupdatego routercon guration[31]. Many otherpos-
sibilities exist for con guration synthesisincludingroutere ector
con guration,outboundrafc engineeringetc.

4.3 Protocol Design

Wide-arearouting protocolsshouldimplementa setof protocol
abstractionshat, whenrelatedto the routinglogic, canbe usedto
determinaf arouting protocols behaior conformsto a particular
property BGP commonlyviolatesmary wide-arearouting prop-
ertiesbecausdts operationis not governedby a setof rulesthat
guarante¢hateachoperatiorsatis estheseproperties.n contrast,
aprotocolthatimplementsabstractionshatadheremorecloselyto
thelogic is muchmoreamenabldo provably satisfyingproperties.
In this section,we brie y presentxamplesof theseabstractions.
We areplanningto designandimplementsucha protocol.

In wide-arearouting, eachAS informs other ASesof theroutes
for whichit is willing to carrytrafc (routedissemination When
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Figure 12: Wide-arearouting consistsof route dissemination
and retrieval. BGP's messagepassing architecture couples
thesetwo operations, but they can be separatedinto distinct
operationson a logical data repository.

aroutingdomainsenddrafc to aparticulardestinationjt chooses
the egresson which to sendthis trafc. This requiresup-to-date,
valid information aboutwhich of its neighborsare willing to for-
wardtrafc to thatdestinationrouteretrieval).

In BGP, thesetwo operationsare coupled. As the bestrouteto
a destinationchangesan AS propagateshesechangeslirectly to
its neighborswho arealwayslisteningfor changesAlternatively,
thesetwo operationsouldbedecouplednto aroutedissemination
operation(i.e., PuT) anda routeretrieval operation(i.e., GET), as
shavn in Figure 12. In practice,the GET operationmay be im-
plementedn a triggeredfashion,whereupdatego a route object
via a PuT arepropagatedutomatically Routedisseminatiormust
alsoimplementDEL ETE, whichresultsin theinvalidationof a pre-
viously adwertisedroute; and REPLACE, an atomictwo-command
DEeLETE/PUT sequencéor arouteto the samedestination.

We canmaptheseabstractionslirectly to assertionsn the rout-
ing logic to determinewvhether andunderwhat conditions,a rout-
ing protocolwill satisfya certainproperty For example,the PuT
operationcorrespondslirectly to the put statementn the routing
logic. If arouting protocoloperationcanbe speci ed in termsof
the PuUT abstraction,we can say that a put assertionwas made
wheneer the protocolexecuteghatoperation.Similarly, DELETE
correspondgo an assertionthat a previous put assertionis no
longervalid, andREPL ACE correspondto thereplacestatemenin
theroutinglogic. Otherassertionge.g.,prefers movesup/down,
etc.) arededucedisingusingthe preferenceandselectionrulesin
conjunctionwith put and replacestatements.We can apply the
routing logic to determinewhetheror not that operation(or some
sequencef operationsyiolatesvalidity by ascertainingvhether
theassociatedeachability policy conformanceandprogressules
areconsistentvith anassertioror setof assertions.

Although we have focusedon applying the logic to BGP, we
believe thata routing protocoldesignedwith theseabstractionsn
mind will facilitateassurancesegardingwhethera protocolsatis-

es asetof properties.For example,animproved routing protocol
could enforceinvariants,suchas requiring that the put assertion
correspondingo a PuT betruebeforepermittingthatoperationor
ensuringthatthe GET for anobjectat a particularsecuritylevel is
only permittedfrom participantsat thatlevel or higher Exploring
alternateroutingarchitectureshatmakesthesetypesof assurances

feasibleis partof our ongoingwork.

5. RelatedWork

Thereare several areasof researchhatrelateto our work. Our
work wasinspiredby theuseof BAN logic for authenticatiomproto-
col analysiswhich lays the formal groundveork for proving prop-
ertiesaboutauthenticatiorprotocols[6], and the Taosoperating
system,which appliesBAN logic to a real-world systemto ana-
lyze variouspropertieg40]. We ervision our logic developingas
an analogousramework thatcanbe usedto analyzeexisting pro-
tocols and develop newv ones. We incorporateprevious work on
theinformation o w latticemodel[11] andwereinspiredby its ap-
plicationto programmindanguage$33], which inspiredtheideas
thatinformation o w canbe appliedto high level policy speci ca-
tionsfor BGP. Severalalgorithmshave beenproposedo useBGP
to garnerinformationaboutsub-AStopology[3], aswell asinter-
AS relationshipsandthe AS hierarchy[15, 36], which provideda
motivation for information o w control. Work in re wall con gu-
ration hasproposed high-level speci cationlanguagehat usesa
high-level abstractiorbasedn formallogic [4].

Our work builds heavily on the mary speci c BGP anomalies
noted by previous work in routing instability [38], delayedcon-
vergence[24, 27], routere ector con guration[12, 32], route ap
dampening30], accidentamiscon guration[29], andthedif cul-
tiesin route predictionfor trafc engineering14]. The work of
Grif n etal. onthe StablePathsProblemandGeneralStablePaths
Problemis anintegral partof our routinglogic rulesfor safety[21,
22,23,25].

Additionally, previous work hasproposedextensionsor alter
nativesto contemporarywide-arearouting protocolsthatimprove
certainproperties,suchasscalability [7], the ability to withstand
certaintypesof failures[34], anddefenseagainstmaliciousor in-
correctroute adwertisementg26]. Architecturesinvolving route
senersout-of-bandfrom BGP itself have beenproposedas solu-
tionsfor policy oscillationandroutehijacking[1, 18, 19].

6. Conclusion

In this paperwe have presented routinglogic: asetof rulesfor
proving propertiesaboutcertainaspectf routing protocols. The
routing logic hasenabledus to understandand formally describe
how certainfundamentapropertiesof BGP canresultin inadwer-
tentviolations of variousproperties. The logic providesa frame-
work to evaluatefuture proposednodi cationsto BGPandcanbe
extendedto incorporateother requirementssuchastrafc engi-
neering.

The routing logic opensup mary avenuesfor future work in
wide-arearouting protocols.We planto performa morethorough
analysisof the circumstancesinderwhich BGP violatesvarious
properties particularly information o w control, which hasbeen
understudiedo date.We areexploring haw theroutinglogic canbe
appliedto helpoperatorsvaluateexisting routing protocolcon g-
urationsandmotivatethedesignof ahigh-level policy speci cation
languagepoth of which will facilitate reasoningaboutBGP con-
guration. Finally, we believe thatit is possibleto designa routing
protocol that provides all necessaryunctionality but is easierto
reasoraboutandprovably behaesaccordingo certainproperties.
To explore this possibility we intendto designand implementa
wide-arearouting protocolwhoseoperationadheresnore closely
to the assertionandrulesof theroutinglogic.
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