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Chapter 1

Abstract

This semester thesis shows how a virtual network interfacebe used to transparently
build heterogeneous wireless multihop networks with vagyWMAC level protocols. The
implementation of such an interface for Linux 2.6 and theyesa cooperation with AODV
and OLSR are shown. Moreover, performance measuremenpsesented indicating the
overhead introduced by the virtual interface with respethtoughput and handover time.
The thesis further contains an introduction into Linux kemmodule programming.
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Chapter 2

Introduction

This semester thesis has been motivated by a previous wadrkasparent heterogeneous
mobile ad hoc networks [8]. In this work it has been shown hativtaal network interface
providing a MAC layer similar to 802.11 and a broadcast etiecan be used to trans-
parently build wireless multihop networks with varying MA&vel protocols. While [8] is
based on a modified Linux Ethernet Bridge on kernel 2.4, tlikwstarted from scratch on
kernel 2.6.

This thesis presents how a virtual network interface priogic flexible handover in-
frastructure, ent-to-end communication abstraction abhtbadcast emulation layer is im-
plemented as a kernel module for Linux 2.6. A chapter on Likepael module program-
ming introduces the reader to the key concepts encountere iimplementation of the
virtual network interface. A userspace library and a toat@afigure the virtual interface
are provided. A guide on how to use the virtual interface tiogiewith the routing protocols
AODV and OLSR is given. Various experiments and their rasaiie discussed to show the
efficiency of this approach.

2.1 Transparent heterogeneous mobile ad hoc networks

Mobile ad hoc networks already exist in many forms of whiahitiost popular incarnations
are personal area networks (PAN) and wireless sensor riedwBor many applications it
is desirable to transparently build a heterogeneous makileoc network consisting of
different MANETS.

Figure 2.1: Heterogeneous Mobile Ad Hoc Network
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4 Chapter 2. Introduction

In figure 2.1 it is visible how nodes participating in diffateMANETS join those to-
gether to form a single transparent mobile ad hoc network.

The different usage scenarios impose their very specifigiregpents on devices and
protocols. Bluetooth PAN and WSN require the devices to legnefficient whereas a
802.11 wireless network in an office needs a high throughphu. protocol stacks for the
different network types are optimized to their use and tlo¢éqmols therefore differ strongly.
Most research on MANET assumes these networks to have a comtAG@ schema. The
virtual interface approach combines devices with diffefdAC level protocols into one
interface. Incoming packets on the physical devices aszdapted and further processed
by the virtual interface. The virtual interface sends ouriggackets over the appropriate
physical interface (cf. [8], 5.1.5 or 5.1.6). Figure 2.2\wkkdow a Bluetooth BNEP con-
nection is embedded into the virtual interface. A packespasip the Bluetooth stack and
is intercepted by the virtual interface just before enggthre IP layer.

Figure 2.2: Virtual Interface
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Chapter 3

Related Work

3.1 Transparent heterogeneous mobile ad hoc networks

In this work[8] a modified Linux Ethernet Bridge on kernel 2v4s used to demonstrate
how wirelss multihop networks can be built using a virtuénface providing a MAX layer
similar to 802.11 and broadcast emulafidine ideas of that work were used to implement
the virtual interface for Linux 2.6.

3.2 Linux kernel networking components

3.2.1 Linux Ethernet Bridge

The Linux Ethernet Bridge allows to put several real integfinto a virtual bridging de-
vice. Itis not only an in-kernel equivalent to a real ethe¢brédge but together with Net-
filter a very sophisticated tool for packet filtering.

3.2.2 Netfilter

Netfilter and its userspace administration tool iptablegtae packet filter firewalling toolkit
for Linux. The Linux kernel contains many so-called Netfiltargets to build powerful
packet filter rulesets. Netfilter can intercept packets atynstates of their processing and
perform arbitraty operations on them.

The Netfilter target ip_queue passes packets from kerneddspace and back which
opens up many new applications.

3.3 Routing protocols for MANET

The routing in mobile ad hoc networks necessitates speetlklgorithms and protocols
that can cope with the dynamic nature of appearing and viagisteighbours. Two major
protocols have been used in this work to test the virtuatHate in a realistic environment.

1The Bluetooth Network Encapsulation Protocol BNEP prosidepoint to point connection. A broadcast is
to be understood as sending a packet over all existing BNB. i
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3.3.1 AODV

The Ad Hoc On demand Distance Vector routing protocol is atiea routing algorithm
for MANET, meaning that routes between nodes are only bsi#ten as and maintained as
long as needed by a source node. AODV works with both unicabhaulticast networks,
whereas in the latter it builds trees of multicast group mersland nodes that connect the
multicast members. An implementation of AODV for Linux ssts named AODV-UU
is provided by the Uppsala University[1]. It consists of arled module and a userspace
daemon. Although still experimental, aodvd performs wekiLinux MANET.

AODV-UU uses Netfilter to capture the packets. It implememt&cility similar to
ip_qgueue to pass the packets to userspace. The userspagendaen processes the pack-
ets and modifies the kernel routing table.

3.3.2 OLSR

The Optimized Link State Routing protocol is a proactivé|eadriven routing algorithm
for MANET. An implementation of the OLSR protocol is providlby[6]. Olsrd runs as a
standalone server process and is platform independerg.sitgposed to work on Linux,
FreeBSD, NetBSD, OS X and even on Windows. Olsrd does notrikepe a kernel mod-
ule. All operations are performed in userspace. Expli¢@raction with the kernel is only
necessary to manipulate the routing table.



Chapter 4

An introduction to Linux 2.6
kernel programming

This chapter tries to introduce the experienced systengg@namer with a profound knowl-
edge in C to a few of the basic concepts of Linux kernel prognarg. The reader is as-
sumed to be familiar with using the GNU toolchain, namgtg andmake further should
he know how to build a customized kernel.

It is of course not possible go give an elaborate introdudiiokernel programming in
such a thesis. This introduction is supposed to teach thderdhe very basics of Linux
kernel programming. It shows the major aspects relatecetoriblementation of the virtual
network interface, namely to get a module built and have distered with the central
facilities of the Linux kernel.

A more in-depth look at Linux kernel programming is given & ¢r [4].

Any structure or function which is referenced in the follogican be looked up at the
"Cross-Referencing Linux"[5] project. They provide a sfaengine and a hyperlinked
view of the Linux source code.

4.1 The Linux kernel

The Linux kernel is a so-called monolithic kernel, i.e. gheoating system services such
as memory and process management, hardware drivers, kétg@nd concurrency are
implemented as a whole and run in supervisor mode sharirgptne address space. Linux
provides the ability to load so-called modules at run-tifileese become part of the kernel
as if they were linked-in.

Most device drivers are implemented as modules, althouglymithem can be linked
into the kernel at compile-time. The decision whether t& Endriver into the kernel or
to have it as a module is based on the actual needs. The modgris vo have all drivers
which are not needed at an early phase of the boot processd@adnodules when needed.

4.2 The Hello World Module

Following the tradition of most programming related texte first example will print
"Hello, world". This example uses the logging facility oktkernel. The output is visible
either on the console, in tltgmesgoutput or in the syslog, i.e. usually this/isar/log/mes-
sages

Listing 4.1 shows the implementation of this simple mod&een in this simplistic ex-
ample a peculiarity of the Linux kernel shows up: the heaagesof preprocessor macros.
The first is found after the includeSIODULE_LICENSHleclares the license under which
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a module is distributed. As the Linux kernel itself is distried only under GPL [2] which

does not allow linking proprietary objects to GPL-objedtss quite unavoidable to choose
GPL as the module’s license. Otherwise many kernel feaanehidden from the module,
which is very restricting.

The next macro is encountered in line KERN_ALERTIts friendsKkERN_DEBUG
KERN_INFOand others define the class of a log message which is to begriatthe
kernel log ring-buffer. These macros expand to strings Wwhiefix the actual message.

The last two lines of this example tell the kernel how to load anload this module,
again these are macros.

Listing 4.2 shows the corresponding makefile and listingh@® the module is loaded
into the kernel. Looking at the output of tlenesgorogram should reveal the two strings.

Listing 4.1: A minimal kernel module

#include <linux/init.h>
#include <linux/module.h>
MODULE_LICENSE ("GPL");

static int hello_init(void)

{
printk (KERN_ALERT "Hello, world\n");
return O;
}
static int hello_exit(void)
{
printk (KERN_ALERT "Goodbye, world\n");
}

module_init(hello_init);
module_exit(hello_exit);

Listing 4.2: The Makefile
ifneq (($KERNELRELEASE) ,)

obj—m := hello.o
else
KERNELDIR ?= /lib/modules/$éhell uname—r)/build
PAD := $(shell pwd)
default:
$(MMAKE) —C $(KERNELDIR) M=$(PWD) modules
endif
Listing 4.3: Building and loading the module
make

insmod hello . ko
rmmod hello
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4.3 The build system

The previous section showed how an external module can ltte Bhis build process al-
ready involves the kernel build system. If a module is to Is¢ritiuted as part of the kernel,
its interaction goes further. The kernel build system ndy aomprehends compiling and
linking but also the configuration. The user usually configuthe kernel options through
make configr its derivativesnake menuconfigr make xconfigThese tools allow the user
to select which modules should make part of the kernel andthewwill be linked to it -
statically or as a module. A number of other parameters cauljosted during this process.
To make a module appear in these tools, it obviously needsrtoume its presence.

4.3.1 Becoming part of the kernel

To let the module appear in the network section of the keroefiguration, its source has
to be moved tanet/hello/in the kernel source tree. The filet/Kconfighas to contain a
line source "net/hello/Kconfig'in the hello directory, a new filKconfighas to be created
according to listing 4.4. The makefile has to be adapted toet environment as the

Listing 4.4: Config file for the kernel build system

config HELLO
tristate "Hello world module"
——help—
To compile this code as a module,
choose M here: the module
will be called hello.

If unsure, say N.

module has to be compiled if and only if itis enabled in thefiguration. Listing 4.5 shows
how it might look like. Apart from some general conventions ih-kernel makefiles, the
main difference to the simple one in the previous sectiom ikne 15 where the content
of the variableCONFIG_HELLOis evaluated. This variable is set by the configuration
system of the kernel and refers to mnfig HELLOdirective in listing 4.4.
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Listing 4.5: Makefile using the kernel build system
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4.4 The Linux device model

Linux 2.6 introduces a unified device model, a single datacttire containing all the in-
formation on how the system is put together. Advanced featlike hotplugging devices
on USB and PCI or power management demanded for a more soptestdesign than the
one in Linux 2.4.

The kernel programmer’s work became easier because afysess work similarly
while at the same time the registration of a driver and itsas/to the system may have
become more difficult. Certainly, the new device model isamgstep in the development
of the Linux kernel and shows that Linux 2.6 is a modern and designed operating
system. The device model is mainly split into buses, clagedglevices. A small piece of

Figure 4.1: A look into the device model

Buses ) (Devices <« Classes -

it is shown in figure 4.1 which is adapted from [3].

A bus represents the way a device is connected to the systbargas classes group
devices according to their function. Two network devicemrected to the PCI bus and
the USB bus, respectively, appear in the same class as tbeiglpithe same function.

Each object in the device model - e.g. device, driver, busepsesented by kobject
The kobjects tasks include reference counting, SysFS representdimplug event han-
dling. It holds the device module structure together by ihgyiointers to the parentkaet
a list containing its children. It helps distinguishing thiéerent types okobject with a
pointer to akobj_type

The kobjectstructure and its primary helpekobj_typeand ksetare defined inin-
clude/linux/kobject.hAn excerpt of this file is given in listing 4.6.

Listing 4.7 shows how &objectis normally used. It is a member of the struct which
wants to usekobjects facilities. This technique is encountered throughoet klernel in
many places, e.g. the linked list implementation (cf. tigtd.6). At this point it might
be important to know that the basic structdeviceof which any device in the kernel has
an instance normally is not used solely, instead each stdmydefines a container for
this structure. Another interesting point is to see thatstiectureclass_deviceontains a
kobjectand the structurdevicecontains another one. The usefulness of this will be seen
in the section covering SystemFS.

4.4.1 Registering with the device model

Devices in Linux 2.6 normally won't be created out of the blughe need for alevice
structure or even the whole driver arises when a device ectid through hotplug events
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Listing 4.6: kobject structures

Listing 4.7: A kobject consumer
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or probing on the bus. Only special devices like the puresglrhetwork interface have
to be initialized and registered with their respective ssbesms manually. Another excep-
tion are busses which define on the one hamdis typeand on the other handdevice
Busses like the platform bus which do not have a physicalkessprtation (e.g. the USB
has a representation in form of a UHCI controller) have ttatize theirdevicestructures
themselves.

Network devices register with the network system throwegister netdevicevhich
also includes a registration with the classt It is important to distinguish between the
different institutions to which a device might register @ndknow the various structures
needed to do this. Table 4.1 tries to give an overview of thgomentry points to the
device model. It shows the relationship of subsystems agid ¢glructures and registration
functions.

Table 4.1: Registration facilities of the device model

part of the model | structure function

class struct class_device class_device_register
network subsystem struct net_device | register_netdevice
bus V‘T struct device device_register

4.4.2 SystemFS

The user interface to the new device model is a filesystemisiaisually mounted in
/sys It lists all devices, drivers, busses and their relatigxkof them can export attributes
which then are listed as files. Links to other parts of theesysare implemented as direc-
tories, i.e. the pci bus contains directories represertirgactual busses (pci controller)
which again contain links to the connected devices. Devicectbries contain links to
their drivers. Via this filesystem the user or system ugifittan access and modify the pa-
rameters of devices and drivers. The filesystem behaves likedhe old/procfilesystem,
although its structure is quite strictly defined. The user wenipulate it usingchq cat
and similar tools. The librarjibvi and the management towictl make use of the files
in the sysfilesystem. Looking at listing 4.8 one might be able to detieetcorrelation of
the SysFS tree and the data structure showed in figure 4.1. ttétsuges are exported
to SysFS as files, one has to define functionsréad and write operations. The kernel
provides macros and a convenient API to decorakelgectwith custom attributes. A
directory containing several attributes is attached toxastiag kobjectas shown in list-
ing 4.9. The functioradd_myattrss usually called upon initialization of the#dass_device
structure. The functions providing thead andwrite operations on the SysFS files should
return the number of bytes read or written. The network desjigvhich are covered later,
contain aclass_devicstructure. Considering the devietéhOthe new attributes would ap-
pear in/sys/class/net/ethO/myattr§heclass_devicalso holds a link to a@evicestructure
which essentially is the the basic representation of anicdeW his structure maintains all
the connections to busses, drivers and some very speciicriations on power manage-
ment, DMA and other things we usually do not want to get in bowith. This example
shows how alass_devicean be extended by attributes. This is what we usually want, a
there lies the information a user/administrator has to déhl The attributes exported by
devicecover mostly the mentioned low-level details which are Uguaad-only.
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Listing 4.8: Look into SysFS
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Listing 4.9: Adding a group of attributes
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4.5 The Network subsystem

The Linux network subsystem breaks with the unix philosophgverything being a file.
Contrary to block and char devices, network devices do neg bha entry point in thédev
directory. There is usually no reason to perfammad or write operations on a network
device. These operations are performed on a socket, of winéety hundreds can be mul-
tiplexed to a network interface. A network interface hasrovile means for transmitting
and receiving packets. The network subsystem is complétdpendent of protocols -
either hardware or software - albeit providing major suppar ethernet devices and the
TCP/IP protocol suite. Implementing a device similar to #reenet device is very tempt-
ing, so that even thplip device, which is a network device that links two computess vi
their parallel ports, resembles an ethernet device in maysw

45.1 Initialization

A network device is created using the functialtoc_netdewand registered with the net-
work subsystem usingegister_netdev The usage of these functions is demonstrated in
listing 4.11. The functiormydev_createarries out all steps necessary to create a new
network device. The structure typeydev_privatés the place where device specific data
is stored. The functioalloc_netdewallocates the space for this private data, too. It is in
fact appended to the structunet_device The pointerpriv links to the start of the private
data. Listing 4.11 also shows how tbkiass_devicstructure discussed earlier is used in a
specific subsystem.

Listing 4.10: Initialization of a network device

struct mydev_private{
/[« private fields x/

15

void mydev_setupétruct net devicexdev)
{ [+ custom initialization codex/
}

struct net _devicexmydev_create ()

{

mydev = alloc_netdevgizeof(struct mydev_private),
"mydewsed"”, mydev_setup);

if (mydev)
if (register_detdev (mydev))
{
[« error handling x/
free_netdev (mydev);
}
}
else
{
/% error handling x*/
}

}
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Listing 4.11: Main network device infrastructure

struct net_devicexalloc_netdev (

int sizeof priv ,

const char xname,

void (xsetup)(struct net _device x));
void free_netdevgtruct net_devicexdev);
int register_netdevgtruct net_devicexdev);
void unregister_netdevgtruct net_devicexdev);

struct net_device

{
void xpriv;

struct class _device class_dev;

45.2 Default interface

The network subsystem requires a device to implement a sfatilt functions. During
initialization, the driver has to store the pointers to thglementing functions into the
appropriate fields of thaet_devicestructure (cf. listing 4.10). Not all of these functions
have to be implemented specifically, as the kernel includesesdefault implementations
which are enabled througtetdev_allocA list of the most common candidates for custom
implementation is given in listing 4.12.

Listing 4.12: Network device interface service routines

int (xopen)(struct net_devicexdev);
int (xstop)(struct net_devicexdev);
int (xhard_start_xmit) 6truct sk_buff xskb,
struct net_devicexdev);
int (xset_mac_addresspftruct net_devicexdev,
void xaddr);
int (xdo_ioctl)(struct net_devicexdev,
struct ifreq xifr, int cmd);
int (xset_config)(struct net_device=xdev,
struct ifmap xmap);
int (xchange_mtu)étruct net_devicexdev, int new_mtu);
void (xtx_timeout) (struct net devicexdev);

e Open
This function is called as soon dsonfigactivates the device. Any resources should
be initialized at this point, i.e. in a physical device thisludes IRQ, DMA, et.

e stop
This is the opposite topen

e hard_start_xmit
The actual workhorse of a network device which transmitketsc Will be covered
in-depth in the next section.
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e set_ mac_address
If a device is able to set its mac address, e.g. in a registiieathip on the adapter,
then this function would perform this low-level work. Thefdelt implementation
just sets the corresponding fielét _device->dev_addr

e do_ioctl
Only if the interface is desired to perform specifict! operations this field must
be non-null. The implementation of custdottl operations is not covered in this
thesié

e change_mtu
If the MTU for this interface changes, this function is célle

e tx_timeout
If a packet transmission fails to be completed within reasda time, this function
is supposed to handle the problem and to resume transmission

4.5.3 Packet transport

Packet transport can be split in two parts: sending andviecgiSending is always initiated
by the network stack. The network interface gets the date 8ebt via théaard_start_xmit
function mentioned in the previous section. Reception iglig due to an interrupt caused
by a packet coming over the wire and reaching the controlig¢he network adapter. Be-
cause of the impossibility to deal with these device-spetiiics, the device-independent
structuresk_buffwhich is central to packet transport will be explained.

The protocol-independency of tis& buffstructure in listing 4.14 is clearly visible in
the excessive usage of unions. This structure perfectlyhf@packet-oriented nature of
most modern network protocols. It integrates the head&rfdathree protocol-layers, the
actual payload and a lot of administrative information. Tdteer mostly relate to the packet
filter (Netfilter) and caching. Thek_buffsystem includes several functions to manipulate
this non-trivial structure. Listing 4.13 shows the sigmataf these functions.

Listing 4.13: sk_buff manipulation

struct sk_buff xskb_clone truct sk_buff xskb,
int priority);

struct sk_buff xalloc_skb (unsigned int size,
int priority);

void skb_trim (struct sk_buff xskb,
unsigned int len)

unsigned char xskb_pull (struct sk_buff xskb,
unsigned int len);

unsigned char xskb_push &truct sk_buff xskb,
unsigned int len);

unsigned char xskb_put (struct sk_buff xskb,
unsigned int len);

e skb_clone
Duplicates arsk_buffstructure in its entirety

Iwith the introduction oBysfsthe ioctl mechanism has become obsolete in most cases. The authaterens
ioctl harmful as every nevoctl operation is like a new system call. The kernel API therefdranges rapidly
and becomes complex. Furth@rctl operations are assigned global numbers which have to bdioated to not
overlap between different devices.
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e alloc_skb
Allocates arsk_buffstructure. This is mainly used in the receiving part of a roekw
driver.

e skb_pull
Removes data from the start of the buffer. This functionsrret a pointer to the next
data in the buffer. Subsequent calls to skb_push will ovigewtine old data.

e skb_push
Adds data to the start of the buffer. A pointer to the new stareturned.

e skb_put
Adds data to the end of the buffer. A pointer to the start ofetkea data is returnen.
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Listing 4.14: Excerpt of the sk_buff structure



Chapter 5

Implementation of the virtual
Interface

The virtual network interface for transparent heterogeisenobile ad hoc networks con-
sists of three parts.

e A kernel module providing the actual network interface
e A library providing programmatic access to the configuraggons

e A userspace utility to manage virtual interfaces

5.1 The kernel module

The original work [8] adapted the bridge code, whereas tlaskvetarted from scratch,
albeit taking a lot of inspiration out of the bridge code.
The requirements for the module were as follows.

e Provide the functionality of the original virtual interfacnamely

— Attach network devices

— Maintain a neighbor database

— Choose outgoing link according to priority
— Provide some fuzziness, i.maxdiff

— Provide a broadcast emulation

e Configuration via SysFS

No use of custonpctls

Implementation should be as simple as possible

Minimize overhead

5.1.1 User interface

The network interface exposes its functionality to the meknsubsystem via well-defined
interfaces. The configuration specific to the virtual irded is only available through
SysFS. The following shows which operations the user is @terform using the files in
SysFS.
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e Driver
/sys/bus/platform/driver/vi/

— Show version
version

— Create a virtual interface
add

— Remove a virtual interface
remove

e Device
/sys/class/net/vi<x>/vil

— Attach physical network interface
add

— Detach physical network interface
remove

— Manipulatemaxdiff value
maxdiff

e Port
[/sys/class/net/vi<x>/vi/ports/eth<y>/viport/
/sys/class/net/eth<y>/viport/

— Manipulatepriority
priority

The files may be manipulated usingtandecha

5.1.2 Registering with the device model

The driver registers with the platform bus as there is nolvaalit belongs to. The driver’s
registration is necessary because there needs to be afagetéo the driver in order to
instantiate a virtual interface.

5.1.3 The hook in the networking stack

Listing 5.1: Patch #2 to net/core/dev.c

if (handle_vi(&skb, &pt_prev, &ret, orig_dev))
goto out;

Listing 5.2: Patch to inclue/linux/netdevice.h

[+ vi stuff x/
struct net_vi_portxvi_port;

The locations to insert the patches in listings 5.3, 5.1 a6e2found by looking for the
strings "handle_bridge" and "br_port" @ev.cand netdevice.hrespectively. The code is
inserted just below the bridge code which looks very similar
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Listing 5.3: Patch #1 to net/core/dev.c

The hook is placed in the general packet reception routirgeraftwork device. Before
passing thesk_buffto the upper layers it is checked if it has to be passed to aalirt
interface or to the bridge.

A drawback of this approach is the necessity to patch andmpie the kernel. Differ-
ent, less invasive approaches will be discussed in chapter 8
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5.1.4 The neighbor database

The neighbor database is a hashtable with the hash functlonlated on the mac address.
A doubly linked list for each hash value contains the entti@sesponding to neighbors.
The structure of a neighbor entry can be seen in listing 5.4.

Listing 5.4: Structure net_vi_ndb_entry
struct net_vi_ndb_entry

{
struct hlist _node hlist;
atomic_t use_count;
struct mac_addr addr ;
struct net_vi_port xdst;
struct rcu_head rcu;
unsigned long ts;
unsigned is_local:1;

Jic

Figure 5.1: The neighbor database (simplified)

hiist - hiist

mac mac

port port

The fields of this structure are used as follows.

e hlist
The linked list

e use_count
An atomic reference counter

e addr
The address of the neighbor. Local devices are neighbars, to

e dst
The port through which a neighbor is reached

e CU
Structure for the RCU-mechanism. This is used for addingrantbving entries.

e ts
A timestamp. The difference of such timestamps are compaitdthe maxdiff
value

e is_local
As mentioned, local devices are neighbors, too. This fieltbmintiates between
them and real neighbors.
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Insertion The function to insert and update entries into the neighbtatzhse is the same.
First, the hashtable is searched for a matching entry. liofoeaind, it is updated, otherwise
a new entry is created. The update sets the timestamp to ithel kienejiffies.

Outgoing link selection Outgoing links are selected according to the algorithmsitirg
5.5.

Listing 5.5: Link selection
list = table[hash(mac)]
outgoing = NULL
foreach (entry in list)

{
if (entry.mac == mac)
{
if (outgoing == NULL) outgoing = entry;
elseif(entry.port. priority < outgoing.port.priority)
{
if (outgoing.ts— entry.ts < maxdiff) outgoing = entry;
}
else
{
if (entry.ts — outgoing.ts > maxdiff) outgoing = entry;
}
}
}

The implementation of this section is foundvin ndb.c

5.1.5 Processing incoming packets

Incoming packets reach the virtual interface through thekhin dev.c
First, the sender’s entry in the neighbor database is ugdatereated, then the packet
is passed up if:

e the virtual interface is in promiscuous mode

e the packet was sent to the broadcast address

e the destination address is the local address

¢ the destination address belongs to one of the ports

The implementation of this section is foundvn input.c

5.1.6 Processing outgoing packets

Outgoing packets reach the virtual interface throughhtiiel_start xmithook of the net-
work device default interface. A packet is sent accordiniipé&following policy:

e Broadcast packet
transmit over all attached interfaces

e Normal packet

— Neighbor known
transmit over the corresponding outgoing link
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— Neighbor unknown
transmit over all attached interfaces

The implementation of this section is foundvin device.c

5.2 The libvi library

This library provides the interface givenin listing 5.6.€Tlibrary usesibsysfq9] to access
the virtual files in the SysFS to configure the virtual integfa Before actually using the
functions provided byibvi it has to be initialized by callingi_init.

Listing 5.6: Virtual interface configuration library
int vi_init(void);
int vi_addvi(const char xname);
int vi_delvi(const char xname);
int vi_addif(const char xvi,
const char xifname);
int vi_delif(const char xvi,
const char xifname);
int vi_set portpriority const char xifname,
unsigned long prio);
int vi_set _maxdiff(const char xvi,
unsigned long maxdiff);
int vi_get portpriotity (const char xifname,
unsigned long *xprio);
int vi_get maxdiff(const char xifname,
unsigned long sxmaxdiff);

5.3 The victl command

Thevictl command is a command-line utility which uddsvi to manage virtual interfaces.
If victl is run without parameters it displays a help message whiplais how to use it.
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Experiments and Results

The performance of the virtual interface was measured doupto throughput and handover-
time. The neighbor database look-up and the detour the fsal&ee to take naturally im-
pair throughput. Handover-time in case of a vanishing Isikrportant as packets can get
lost. There are three types of handover which have to be deresd. Figure 6.1 visualizes
them.

All readings were taken on Dell Latitude with integrated EE&02.11b adapters. Blue-
tooth connections were provided by various USB donglesux pandwas used to setup a
BNEPconnection.

6.1 Throughput

Throughput was measured usingtig7] which is a small program available for many
platforms. Itis client-server based and able to measute DTGP and UDP throughput. See
the results presented in table 6.1 and (RAWmeasurements were taken without virtual
interface. The varying packet sizes are important to detexrihe per-packet overhead.
The values are averaged over 10 readings and show the throtiggtween two nodes in
Mbps and the standard deviatien

Compared to the virtual interface of original paper the nétwal interface has a sig-
nificantly larger overhead. Measurements with the Linuxetlet Bridge on kernel 2.6.
showed that it has the same problems. Throughput includbrigge is about 30% lower
than raw throughput. The virtual interface can still be canegl with the bridge because
the neighbour database (vi) and the forwarding databagg@rare quite similar and both
use the same locking mechanisms.

Figure 6.2 shows the relation of the throughput on Linux 2xd kinux 2.6. Interest-
ingly also the raw throughput on 2.6 is much lower than on Z4he same hardware.

Figure 6.1: Horizontal, Diagonal, and Vertical handover
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Figure 6.2: Wireless LAN throughput on Linux 2.4 and Linux 2.6

Performance comparison of 2.4 and 2.6 versions

WL/TCP/RAW

WL/TCPNVI

WL/UDP/RAW

WL/UDPNVI

Table 6.1: WLAN throughput in Mbps

Packet

TCP

g

UbP

g

RAW

1k
2k
4k
8k
16k
32k

3.4477
3.4555
3.4500
3.4641
3.4477
3.4211

0.0221
0.0250
0.0234
0.0066
0.0377
0.1119

3.5164
3.4688
3.8906
3.8711
3.8883
3.9992

0.0025
0.0000
0.0588
0.0124
0.0074
0.0607

VI

1k
2k
4k
8k
16k
32k

3.1797
3.1742
3.1711
3.1578
2.7477
3.1617

0.1053
0.1022
0.1006
0.0978
0.8312
0.0938

3.2891
3.5586
3.6234
3.7383
3.8086
3.8422

0.1148
0.3257
0.3131
0.2988
0.2374
0.1498

Table 6.2: Bluetooth throughput in Mbps

Packet

TCP

g

UbDP

g

RAW

1k
2k
4k
8k
16k
32k

0.5484
0.5156
0.5158
0.5501
0.5470
0.5625

0.0911
0.0772
0.0822
0.0789
0.0768
0.0746

0.5709
0.6841
0.6415
0.6949
0.7015
0.7090

0.0625
0.0815
0.1035
0.0963
0.1264
0.1357

Vi

1k
2k
4k
8k
16k
32k

0.5306
0.5805
0.5818
0.5471
0.5837
0.5445

0.0732
0.0837
0.0784
0.0611
0.0867
0.0603

0.6340
0.6466
0.6243
0.6573
0.6715
0.7361

0.0684
0.0516
0.0923
0.0896
0.1359
0.1479

[ Linux 2.4
[ Linux 2.6
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Table 6.3: Handover time in seconds

Type From | To | Routing | Interface| Time o
Horizontal | WL WL | AODV | Raw 2 0
VI 2 0

OLSR | Raw 1.02| 0.06

VI 1.04| 0.08

BT BT | AODV | VI 3.5 9

OLSR | VI 8| 3.01

Diagonal | WL BT | AODV | VI/10 1.65| 0.67
VI/1000 | 2.05| 0.55

OLSR | VI/10 1.15| 0.71

VI1/1000 7 | 0.62

Vertical WL BT | AODV | VI/10 0 0
VI1/1000 0.7] 0.35

OLSR | VI/10 0 0

VI/1000 | 1.05| 0.55

6.2 Handover

e Horizontal handover
The MAC level protocol remains the same, but the route chainge

e \ertical handover
The neighbour remains the same, but the MAC level protocahgks.

e Diagonal handover
The MAC level protocol and the route change simultaneously.

The handover times were measured ugigg. The number of missing packets were
counted and multiplied by the ping frequency. The resuktspaesented in table 6.3. Han-
dover times are averages over 10 readings with standardtaevi. Entries of the form
"VI/X" must be understood as "Virtual Interface with a mdkdalue of x". The large stan-
dard deviations in the horizontal Bluetooth handover aresed by the Bluetooth inquiry
mechanism.

The handover times from Bluetooth to WLAN, either diagonavertical, are similar
to the times from WLAN to Bluetooth.

The handover times of the original and the new virtual irteefdo not differ as much
as the throughput, i.e. they are essentially equal.
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Chapter 7

Users’ guide

7.1 Installation

Linux kernel

e Install the Linux 2.6.12 sources

Configure the kernel to your needs

Build and install the kernel

e Reboot and verify

Apply the patchvimodule.patch

e Rebuild and install the kernel

Routing protocols
e Get the source distribution of AODV-UU [1]
e Install according to the AODV-UU installation manual
e Get the source distribution of OLSRD [6]

e Install according to the OLSRD installation manual

Libsysfs
¢ Install the development package of libsysfs for your disttion
or get and install the source distribution from [9]

Virtual interface

o Ifthe file configuredoes not exist in the root of the vi distribution, issue thiéofeing
commands

— aclocal
— autoheader
— autoconf

e run./configure
e runmake

e runmake install
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7.2 Usage

Thevictl is self-explanatory. The following is an example on how tstéll a virtual inter-
face.

Load the modulei.ko

Add a virtual interface usingictl addvi viO

Start the interface bifconfig viO up

Add an existing network interface to the virtual interfagevictl addif viO eth1

Set the priority byvictl setportprio viO eth1 10

Add another existing interface tyctl addif vioO bnep0

Set a MAC address for the virtual interfaceifgonfig vi0 hw ether $SMAC

Set an IP address hfconfig vi0 $IP
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Conclusions and Future Work

Using a virtual interface for transparent heterogeneousilmad hoc networks has once
again proven to be a good approach. Using eitbeSRor AODV reasonable handover
times can be achieved, although Bluetooth connection setypdrastically impair perfor-
mance. The throughput rate are little below the raw rate.

Placing a hook intalev.chas shown to be very invasive and not at all flexible. It is
indeed not too easy to find a way to get the raw ethernet fraritesaweasonable overhead.
The most promising solution might be a custom Netfilter tar§ach a target can be loaded
and unloaded from kernel at any time. A well-understood iggcture in the kernel and a
userspace utility make Netfilter a powerful tool. The Nedfilarget for the virtual interface
and other known Netfilter targets could be combined in angried way

Another approach might be to use tipe queueNetfilter target which allows the im-
plementation of packet filters in userspace. Due to the sacgsontext switches, this
solution should not be considered a real alternative.
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