





Vgg (Volts)

25

15

0.5

TSMC 0.25u process
Noise RMS=0.8V
0.5 0.6 0.7 0.8 0.9

p







Vd

Vin VOUt
0 1 with probability p

0 with probability (1-p)
1 0 with probability p

1 with probability (1-p)

(b)



VOLIt

A

Vd

Vg

=Vin

Probability density

Digital 0 < < = Digital 1

(b)



1.1 1.1 1.1 1.1
—e—AMI 0.5u -m- TSMC 0.25u ——1BM 0.09u —< |BM 0.065u
11 1 1 1
0.9 0.9 0.9 0.9
0.8 0.8 8 8
0.71 0.71 0.7 % 0.7
0.6 0.6 0.6 0.6
0.5 0.5 0.5 0.5
0 6 0 6 0 6 0 6

2 4
vdd (Volts)

2 4
vdd (Volts)

2 4
vdd (Volts)

2 4
vdd (Volts)




1.05

0.95

N —
NN

0.9
0.857
0.87
0.757
0.77

—— AMI 0.5u
—#-TSMC 0.25u
—&— |IBM 0.09u
= |BM 0.065u

0.65

0.2

T

0.4 o‘.e 0.8
Noise RMS (Volts)

1.2



Energy (fJ)

10000
—&— AMI 0.5um
—B—-TSMC 0.25um
10007— =-A—IBM 90nm
i —¢ IBM 65nm
A
& O
~ 9 100
> Q
O E
— C
e g A
0 % 10
1 ‘/(
0.1 : : : :

0 0.2 0.4 0.6 0.8
AMI 0.5um TSMC 0.25um IBM 90nm IBM 65nm
700 200 17
—A—p=0.96 —A— p=0.95 —A—p=0.8 —&—p=0.7
600 Ll —¥—p=0.9 X 180 11« p=0.9 —¥—p=0.7 5 1| —¥—p=065
—5—p=0.83 160 1| —=—p=08 —5—p=0.62 —&-p=0.6
13
500 |
140 1
1.5 r -
400 4 120
100 1 91
300 1 80 | 14
200 - 60 1
5 4
40 4 0.5 1
100 |
20 |
0 T T 0 T T 1 T T 0 T T
0 0.5 1 1.5 0 0.5 1 15 0 1 2 0 1 2
Noise RMS (V) Noise RMS (V) Noise RMS (V) Noise RMS (V)




1.1 1.1 1.1 1.1
1 Ll 1 L —*BM 0.09u-analy. 1 /=*—1BM 0.065u-analy.
T * —+—IBM 0.09u-sim. ——IBM 0.065u-sim.
0.9 0.91 g 0.9 0.9
0.8 0.8 0.8 .8
0.7%—0— AMI 0.5u- 0.71 ——TSMC 0.71 0.7
analy. 0.25u-analy|
0.6 —— AMI 0.5u- 0.6 ——TSMC 0.6+ 0.6+
sim. 0.25u-sim.
05 T 05j T T T 057 T T 5 T
2 4 6 2 4 6 2 4 0 2 4 6
vdd (V) vdd (V) vdd (V) vdd (V)




1.1 11 1.1 1.1
4+ 14— 1 w*\ 1 \
0.9 0.9 0.9 \ 0.9
0.8 0.8 0.8 0.8 \‘
07 0.7 1 +TS'\{IC 0250-1 o7 \* 0.7 \
—e— AMI 0.5u-analy. analy.
0.6 . 06 {-| ——TSMC 0.25u-| o6 { —*IBMO.0%u-analy. . I—+—gM 0.065u-analyl
—+—AMI 0.5u-sim. sim ; .
: —+1BM 0.09u-sim. —+—IBM 0.065u-sim.
0.5 . T T T 0.5 T T T 0.5 T T T 0.5 - : 7 ;
0 02 04 06 08 1 0 02 04 06 08 1 0 0.2 04 06 038 1 0 0.2 04 06 08 1

Noise RMS (V)

Noise RMS (V)

Noise RMS (V)

Noise RMS (V)




Energy (fJ)

1400

1200

1000

160 20 4
—+—AMI 0.5 - sim 140 ——TSMC 0.25u - sim 18 —+—IBM 90n - sim a5 —+— IBM 65n - sim
T1 —*—AMI 0.5u - analy. x ——TSMC 0.25u - analy. 16 | L =¢=IBM 90n - analy. “ | |——1BM 65n - analy.
120 i 3
P 7 14
100 1 _J‘[ 25 +
[ 80 % 10 %/‘ 2 7‘ V.d
I 60 *[ 8 JZF}_ 15 VZ
10 j N M 1 Wﬁ
A rd ¢ .
M 20 . 5 vﬁ/v 05 w.
; ! ! 0 M o 0 : -
06 07 08 09 1 06 07 08 0.9 06 065 07 075 08 055 0.65 0.75 085
p p p p




Energy (fJ)

Energy (fJ)

1000

simulation-rms=0.8 1000 simulation-rms=0.8
800 1 — analythal-rmsz_().S 800 1 —>analytical-rms=0.8 B
—e— simulation-rms=0.4 simulation-rms=0.4
600 —=— analytical-rms=0.4 n 600 | —=—analytical-rms=0.4
400 400 +
¥
200 200 4 =
0 : : : : 0 w T T
0.8 0.85 0.9 0.95 1 0.8 0.85 0.9 0.95 1
p
(a) (b)
AMI 0.5um TSMC 0.25um IBM 90nm IBM 65nm
[ —=—p=0.96 200 | —®—p=0.95 —8—p=0.8 — 2.6 —®—p=0.7
700 - —e— p=0.9 180 || ~* P09 o ——p=07 L o gfg-g5
—e—p=0.83 —0—p=0.38 : nglg-zanal —+— p=0.7-analy
600 || —— p=0.96-analy|x 160 4 —— p=0.95-analy - P:0-7 Iy 2.1 1 ¢ p=0.65-analy
—%— p=0.9-analy —5¢— p=0.9-analy e p;o'e';_‘;sgl ———p=0.6-analy
500 || —— p=0.83-analy 140 1) __ p=0.8-analy 16 p=0. Y
120 1.6 +
—a 7
11 |
300 1 80 { / 1.1 o
i /? Wﬂ
/ 40 / ){ &7 0.6
“l d i
0 ‘ : 0 : ‘ 1 ‘ ‘ 0.1 ‘ ‘
0 05 1 15 0 0.5 1 15 0 1 2 3 0 1 2 3

Noise RMS (V)

Noise RMS (V)

Noise RMS (V)

Noise RMS (V)






0.9

0.8

0.7

0.6

0.5

Noise RMS

(@)

—— AMI 0.5u
—A— TSMC 0.25u
—%—1BM 0.09u
—e—|BM 0.065u

NSR

2.5




3 —&— Nominal vdd

25 —— Noise RMS
— \ —aA— Available (thermal)
% 2 noise RMS
. . >
Resistor p=0.85 15
10GY NSR =0.48 g’ :
S

[N

!

//

m

Available thermal 07
noise RMS
V=12 mV at 1MHz, 0.6 : : : 0+
mean =0V o 04 08 12 1990 1995 2000 2005 2010 2015

NSR Year

(@ (b)




Available thermal
noise RMS

V=12 mV

Subthreshold
Amplifier

Energy cost:
Joules

PCMOS inverter

—

Output noise RMS
V=0.576V




Energy of Amplifier (fJ)

800

700

600

500

400

300

200

100

—A— p=0.65
A\ —e—p=0.7
’\ ~m- p=0.85
INNY
e
0.3 O.‘25 O‘.2 0.‘15 O‘.l 0.05

Feature size (um)




Energy (fJ)

400

—&— With amplifier
—- With noise oracle
300+ —
200
Amplification
Cost:
2401
100
0 !
0.7 0.75 0.8 0.85 0.9 0.95 1 1.05






PSOC Architecture

CO-processor

Memory Cirl.
and Addr Dec.
Memory

=
>

sng weisAs

Host
Processor  K—)




Deterministic
Algorithm

Deterministic part
of Probabilistic
Algorithm

Software Based
Pseudo-Random
Number Generation

Host Host
Processor Processor
(SA-1100) (SA-1100)

@)

(b)

Deterministic part
of Probabilistic
Algorithm

l

Host
Processor
(SA-1100)

Probabilistic part
of Probabilistic
Algorithm

J

Memory
mapped 10

CMOS-based
Co-Processor

of Probabilistic
Algorithm

J

Deterministic part

Host
Processor
(SA-1100)

(©

Probabilistic part
of Probabilistic
Algorithm

!

Memory
mapped 10

PCMOS-based
Co-Processor

(d)



Deterministic part
of Probabilistic
Algorithm

J

SA-1100

Probabilistic part
of Probabilistic
Algorithm

.

Co-Processor
(PCMOS or CMOS)

(@)

of Probabilistic
Algorithm

J

Deterministic part

Custom ASIC

Probabilistic part
of Probabilistic
Algorithm

ll

Co-Processor
(PCMOS or CMOS)

(b)







Test PCMOS CMOSs
Frequency PASS (0.98) FAIL (0.84)
Block-frequency PASS (1.00) PASS (0.98)
Cumulative sum PASS (0.98) FAIL (0.86)
Runs PASS (0.98) PASS (0.96)
FFT PASS (1.00) PASS (1.00)
Approximate entropy PASS (0.98) FAIL (0.92)
Long-run PASS (1.00) PASS (1.00)
Rank PASS (1.00) FAIL (0.00)
Non-overlapping template | PASS (0.9375) PASS (0.9375)
Overlapping template FAIL (0.8889) FAIL (0.00)
Lempel-Ziv FAIL (0.8125) FAIL (0.0625)
Linear complexity PASS (1.00) PASS (1.00)
Universal Statistical FAIL (0.725) FAIL (0.8889)
Serial PASS (1.00) PASS (1.00)

(result > 0.93) A&
(result < 0.93) A&

PASS
FAIL
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