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Incentives and Fair Sharing in
Peer-to-Peer Systems

Tsuen-Wan “Johnny” Ngan

Abstract

Cooperative peer-to-peer applications are designed t@ gha resources of each partic-
ipating computer for the common good of everyone. Howeveersido not necessarily
have an incentive to donate resources to the system if threysathe system’s resources
for free.

This thesis presents mechanisms to enforce fair sharinighd@gfig resources in peer-
to-peer systems. Storage fairness is enforced by requuaags to publish their storage
records and allowing auditing to those records. Bandwidiméss is enforced by having
nodes locally track the amount of data transferred andiligigach node’s interactions to a
small number of nodes that are proven trustworthy. Thusde naust provide good service
to receive good service. For storage systems to be efficiedes should provide overca-
pacity. Based on an economic analysis of utility functiome,show how the overcapacity

parameter should be set and why clustering of the systemdWmriefit users.
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Chapter 1

Introduction

A large number of peer-to-peer (p2p) systems have beenapmetlrecently, providing a
general-purpose network substrate [MMO02, R, RD01a, SMK 01, ZKJ01] suitable
for sharing files [DKK"01, DR01], among other applications. In practice, paréidylwith
widespread p2p systems such as Napster, Gnutella, or Kagaad.g., Oram [Ora01]),
many users may choose to consume the resources of othermuer®2p systems without
providing any of their own resources for the use of others8H Users have no natural
incentiveto provide services to their peers if it is not somehow rezpiof them.

This thesis considers methods to design such requiremeeatsiginto the p2p system.
While we could take a traditional quota enforcement apgrpaequiring some kind of
trusted authority to give a user “permission” to store filasgven to make requests on the
p2p system, such notions are hard to create in a system afitiglceed peers. Why should
some peers be placed in a position of authority over otherafl hodes were to publish
their resource usage records, directly, where other nogeauwaliting those records as a
part of the normal functioning of the system, or if each node apply fairness measures
locally, we might be able to create a system where nodes haueahincentives to publish
their records accurately and share their resources féikbally, we would like to design a

system where nodes, acting selfishly, behave collectioatyaximize the common welfare.

1.1 Motivation

In cooperative p2p applications, users are assumed to gt@reesources in exchange for
the right to consume resources of others. The theory behitithi remote resources have

higher value than local resources (fault tolerance, eRajticipation benefits all parties if



the trade is fair. Ideally, these applications are extrgmsehlable, since the demand and
supply of resources should both grow with the number of pigdints. However, in real In-
ternet applications, it is observed that many people coesesources but do not contribute
their resources for others to use. These users are refesrécba riders” or “freeloaders”
and the situation “the tragedy of the commons” [Har68]. Inwag of Gnutella, Adar and
Huberman [AHOO] found that 70% of users free ride, and halthef total requests are
served by 1% of the users. Free riding is a real threat thatdhhge dealt with for p2p
applications to maximize the benefit of all participants.

The most widely deployed p2p application to date is file sttariDepending on the
use model, the limiting resources could be different. Foamhival system, storage space
may be the limiting resource. For popular file sharing systetine limiting resource is
more likely the upload bandwidth. Different mechanismsraired to enforce the fair
sharing of different resources. However, without a trustsatral authority to enforce these
mechanisms, we have to rely on the nodes themselves for tbeeement. Thus, it is also
necessary to understand the economic behaviors of indiMicher to guarantee that rational

users have the incentive to abide the rules and enforce thekansms.

1.2 Contributions

We investigate the fairness problem on p2p file sharing systé he major contributions
of this thesis include the following:
¢ Defines the threat models of resources abuse in p2p systems.

e Presents a novel decentralized auditing mechanism wittol@vhead to guarantee

storage space fairness.

e Shows that a simple accounting scheme works well to enceufaig bandwidth

sharing.

e Shows that p2p systems can be analyzed with traditionalagnimngame-theoretic

analysis techniques.



¢ Provides a foundation for modeling resources and prefesenc

e Analyzes individual preferences and utility functions ahdws how the systems can

be designed and administrated to improve global utility.

1.3 Organization

This thesis contains works that appeared in two earlierigatidbns [NWDO03, FNWO03],
as well as some previously unpublished material. The redeaiof this chapter provides
necessary background of the p2p substiraigtry, the p2p storage systeRAST and some
inherit security concerns of all p2p systems. Chapter 2dises mechanisms to ensure fair
sharing of storage in p2p systems. Chapter 3 considershaiirgy in p2p systems where
bandwidth is the constraining resource. Chapter 4 analgaesconomic model of agent
behavior in fair storage sharing. Related work is discusgdte end of each chapter. In

Chapter 5, we conclude with some ideas for future research.

1.4 Background

The designs in this thesis are intended to work well for a widleety of different peer-
to-peer systems, although for concreteness we will des@ily system in terms of Pas-
try [RDO1a] and PAST [RDO1b].

Pastry is a structured p2p overlay network designed to be selfrozgay, highly scal-
able, and fault tolerant. In such overlays, every node aedyasbject is assigned a unique
identifier randomly chosen from a large id space, referreastanodeldandkey, respec-
tively. Given a message and a key, Pastry can route the nmeessdlge live node whose
nodeld is numerically closest to the key in less than ddghops, whereN is the number
of nodes in the system.

PAST is a storage system built on top of a structured overlay ancbeaviewed as a
distributed hash table (DHT). Each stored item in PAST i®gia 160 bit key (hereafter

referred to as théandlg, and replicas of an object are stored at khese nodes whose



nodelds are the numerically closest to the object’s haridésé nodes are calledeplica
se). PAST maintains the invariant that the object is replidaia k nodes, wherd is the
replication factor regardless of node addition or failure. If a node in theiogpet is out of
space, the object will be diverted to a node close in nhodeddesput not in the replica set,
and stored there temporarily. The handle is built from atwgpaphically secure hash (e.qg.,
SHA-1) applied to the data being stored. As such, the haraflestifficient information for
the holder of the handle to verify that the actual file has m&rbmodified in transit.

1.5 Threat models

Before talking about our designs, it is important to first ersfland the threats such designs

must address. We consider three adversarial models:

No collusion Nodes, acting on their own, wish to gain an unfair advantage the system,

but they have no peers with which to collude.

Minority collusion A subset of the p2p system, which may be controlled by one dti-mu
ple agents, is willing to form a conspiracy to lie about thiesource usage. However,
it is assumed that most nodes in the p2p system are unirgdresjoining the con-

spiracy.

Minority bribery Like minority collusion, a subset of the nodes will form a spiracy to
lie about their usage, however, the adversary may choos#ispgdes to join the
conspiracy, perhaps offering them a bribe in the form of ulyfancreased resource

usage.

1.6 Secure routing and centralized authority

In studying routing security for p2p systems, Castro et @DEH02] focused only on
minority collusions. Bribery would allow very small consgties of nodes to defeat the

secure routing primitives. In this thesis, we assume theectmess of the underlying p2p



system. In particular, we assume that each user gets oneideul&ier that cannot be
forged, and that messages sent into the p2p system will tbagicorrect destination.
Pastry, like other structured p2p overlays, assumes tltslde are assigned randomly
and uniformly from the 160-bit space of possible identifiegtackers who can choose
nodelds can compromise the integrity of Pastry or any ottrectured p2p overlay. Even
when they cannot choose nodelds, they may still be able toni@ybil” attacks if they
can obtain a large number of legitimate nodelds easily [RduCSuch attacks can be
prevented only by limiting the attacker’s ability to joinettsystem multiple times. Cas-
tro et al. [CDG 02] consider several approaches to accomplish this, aithobie only
robust approach they identify requires a trusted centridaaity (CA) to issue entrance
permits. Aside from issuing such permits, the CA is otheewisinvolved in the operation
of the p2p system, limiting the damage that can be causee i€#is offline. The CA is
assumed to serve the common good and all members of the p@psyaist fully trust the
CA. As such, the CA can potentially be extended for other ajp@ns requiring a globally
trusted authority, but the CA's responsibilities must beited to preserve the scalability

and reliability of the p2p system.



Chapter 2

Storage-Constraining Systems

We first consider p2p storage systems, e.g., remote arcsygd¢ms. In these systems,
nodes store their data remotely on other nodes but rarelgvettheir data. A simple fair
policy is to require each node providing the same amountasage space it is using from
the system. We consider different architectures for adhietair storage sharing. This

chapter is based on an earlier paper [NWDO3].

2.1 Introduction

We describe three possible designs for storage accoungstgss. These designs are
targeted at p2p applications where storage space (i.e.dfsi& space) is the limited com-
modity in the system. An example of a system like this is a renbackup services, where
only the writer of a given data block might want to read it (aegg the data is encrypted
to preserve the writer's confidentiality). The data may goead until the writer suffers
some kind of catastrophic equipment failure.

We note that the ability to consume resources, such as rediskestorage, is a form
of commodity, where remote resources have more value to a tiah its local storage.
When nodes exchange their local storage for others’ rentotage, the trade benefits both
parties, giving an incentive for them to cooperate. As sticlre is no need for cash or
other forms of real-world money to exchange hands; the eograan be expressed strictly

in terms of single-good barter schemes in storage.



2.2 Assumptions

For all designs, we assume the existence of a public keysinéreture, allowing any node to
digitally sign a file such that any other node can verify, y&t computationally infeasible
for others to forge; such an infrastructure can be providetié CA. Because our CAs sole
purpose is to assign nodelds, it is not involved in regulgrgp&nsactions. This reduces the
cost to implement the CA, as it needs not provide highly atéd, scalable, or redundant
service.

In our designs, it is also imperative to ensure that nodesettelly storing the files

they claim to store. This is guaranteed by the followahgllengemechanism.

2.2.1 Challenge mechanism

For each file a node is storing, it periodically picks a nods #tores a replica of the same
file as a target, and notifies all other replicas holders ofiiteehat it is challenging that
target. Then it randomly selects a few blocks of the file angna@om key, and queries the
target for a keyed hash of those blocks. The target can arsweactly only if it has the
file. The target may ask another replica holder for a copy effille, but any such request
during a challenge would cause the challenger to be notdied thus be able to restart the
challenge for another file. A potential problem is that cgihg nodes storing replicas of
the same file could just store one copy instead of two, howtnemwould be unlikely to
occur. The nodes responsible for replicating a given filaygieally constrained; in PAST,
for example, they are the set of adjacent nodes with nodétdest to the object handle.
With random nodeld assignment, few colluders would be &djato each other in nodeld

space.



2.3 Basic designs
2.3.1 Smart cards

The original PAST paper [DR01] suggested the use of smadisdarenforce storage quo-
tas. The smart card produces signed endorsements of a mege&sts to consume remote
storage, while charging that space to an internal countdren\étorage is reclaimed, the
remote node returns a signed message that the smart careignbefore crediting its
internal counter.

Smart cards avoid the bandwidth overheads of the decergtdadiesigns discussed later.
However, smart cards must be issued by a trusted orgamzatna periodically reissued
to invalidate compromised cards. Users must also havelbdeiitaterfaces to connect the
smart cards to their computers. The higher costs of sustaguch an organization make

it appears unsuitable for grass-roots p2p systems.

2.3.2 Quota managers

If each smart card was replaced by a collection of nodes ip2pesystem, the same design
would still be applicable. We can define thenager sefor a node to be a set of nodes
adjacent to that node in the nodeld space (i.e., a subsedtaide’s leaf set), making them
easy for other parties to discover and verify. Each managest nemember the amount of
storage consumed by the nodes it manages and must endoespiakts from the managed
nodes to store new files. To be robust against minority coliys remote node would insist
that a majority of the manager nodes agree that a given regussthorized, requiring the
manager set to perform, perhaps a Byzantine agreementcptdt@L99] or possibly a
k-of-n secret splitting digital signature.

The drawback of this design is that request approval hasatively high latency and
the number of malicious nodes in any manager set must beHassone third of the set
size. Furthermore, managers suffer no direct penalty ¥ grant requests that would be

correctly denied, and thus could be vulnerable to bribechs.



2.4 Auditing

While the smart card and quota manager designs are focusatfanting quotas, an alter-
native approach is to require nodes to maintain their owardscand publish them, such
that other nodes can audit those records. Of course, nogdesbanherent reason to pub-
lish their records accurately. This section describes hewcan create natural economic

disincentives to nodes lying in their records.

2.4.1 Usage files

Every node maintainsasage filedigitally signed, which is available for any other node to

read. The usage file has three sections:

¢ theadvertised capacitthis node is providing to the system;

e alocal list of (nodeld, handle) pairs, containing the identifiers areésiof all files

that the node is storing locally on behalf of other nodes; and

e aremote listof handles of all the files published by this node (stored ety with

their sizes.

Together, the local and remote lists describe all the et debits to a node’s account.
Note that the nodelds for the peers storing the files are no¢dtn the remote list, since
this information can be found using mechanisms in the stosygtem (e.g., PAST). We
say a node is “under quota,” and thus allowed to write new filesthe system, when its
advertised capacity minus the sum of the files in its remstaerultiplied with the number
of replications, is positive. Since the entries in localiote lists have to be matched, all
usage files have to be balanced. By increasing the advedeatity, a node can store
more files on the system, but it also has to make an equal ansbgptce available. By
adding matched pairs in the local list of one node and the tetisi of another, the credit
is transferred from the latter node to the former.
When a nodé\ wishes to store a fileé; on another nod8, first B must fetchA’s usage

file to verify thatA is under quota. Then, two records are crea#edddsF; to its remote
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Local: (C,Fs), (A, Fa)

B %
Local: (A, F1) Local: (B,F,)
Remote:F Remote:F;

Figure 2.1 : A p2p system with local/remote lists.

list andB adds(A, Fy) to its local list. This is illustrated in Figure 2.1. Of coarg\ might

fabricate the contents of its usage file to conviBde improperly accept its files.

2.4.2 Attacks and audits

We must provide incentives fak to tell the truth. To game the systefmight normally
attempt to eitheinflate its advertised capacity ateflatethe sum of its remote list. IA
were to increase its advertised capacity beyond the amdutisk it actually has, this
might allow A to consume more space than it is actually providing when ¥iséem is
significantly under capacity. We believe that this is notphabable case, since providing
additional space creates additional bandwidth overheatbimg files and challenges. The
utility function of the users, as we will show in Section 4a2s0 suggest that providing
more space to the system than is required of them decreasiesutitity. Moreover, if
the system is underutilized, nodes consuming unfair spao®@ti a serious issue. When
the utilization becomes high will attract storage requests that it cannot hondmight
compensate by creating fraudulent entries in its localtlistlaim the storage is being used.
To prevent fraudulent entries in either list, we define antglprocedure thaB, or any
other node, may perform ok

If B detects thaF; is missing fromA’s remote list, therB can feel free to delete the
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file.* After all, Ais no longer “paying” for it. Because an audit could be ganie&lknew
the identity of its auditor, anonymous communication isuiegd, and can be accomplished
using a technique similar to Crowds [RR98]. So long as evederthat has a relationship
with A is auditing it at randomly chosen intervafscannot distinguish whether it is being
audited byB or any other node with files in its remote list. We refer to thiscess as a
normal audit

Normal auditing, alone, does not provide a disincentivenftaiion of the local list.
For every entry inA’s local list, there should exist an entry for that file in amat node’s
remote list. An auditor could fetch the usage file frénand then connect to every node
mentioned inA’s local list to test for matching entries. This would det@cionsistencies in
A’s usage file, buA\ could collude with other nodes to push its debts off its owokso To
fully audit A, the auditor would need to audit the nodes reachable fsnhocal list, and
recursively audit the nodes reachable from those local. ligventually, the audit would
discover acheating anchowhere the books did not balance (see Fig. 2.2). Implementing
such a recursive audit would be prohibitively expensivetdad, we require all nodes in the
p2p overlay to perfornandom auditing With a lower frequency than their normal audits,
each node should choose a node at random from the p2p ov&éHayauditor fetches the
usage file, and verifies it against the nodes mentioned irfiteatlocal list. Assuming all
nodes perform these random audits on a regular scheduly, revée will be audited, on a
regular basis, with high probability.

To see how frequently each node would be audited, considgstars withN nodes,
wherec < N nodes are conspiring. Assume theonspiring nodes build a cheating chain,
where there is only one cheating anchor. The probability e cheating anchor is not
random audited by any non-conspiring node in one pericﬁ%ﬁ%)'\'*c, which approaches
to 1/e~ 0.368 for largeN. In other words, the cheating anchor would be discovered in

three periods with probability over 95%.

*In practice,B should giveA a grace period a& might be facing a transient failure and actually need the

backup.
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Capacity: 1
Capacity: 0 Local: (C,Fs)
Remote:F;
A

B °C
Capacity: 1 Capacity: 1
Local: (A,F1) Local: (B,R)
Remote:R Remote:F;

Figure 2.2 : A cheating chain, where noélés the cheating anchor with unbalanced usage
file.

Recall that usage files are digitally signed by their nodecelam cheating anchor has
been discovered, its usage file is effectivelgigned confessioaf its misbehavior! This
confession can be presented as evidence toward ejectinip¢iader from the p2p system.
Unlike reputation systems, the proof is non-repudiablgaréless of the credibility of the
auditor. With the cheating anchor ejected, other cheatéis depended on the cheating
anchor will now be exposed and subject to ejection, themeselM his would not affect
non-conspiring nodes, however, as they can simply deletentiolved files and make the
space available for other storage requests.

We note that this design is robust even against briberykatdecause the collusion will
still be discovered and the cheaters ejected. We also natesitice everybody, including
auditors, benefits when cheaters are discovered and efeatedhe p2p system, nodes do

have an incentive to perform these random audits [FG02].

2.4.3 Extensions

Selling overcapacity. As described above, a node cannot consume more resourges fro
the system than it provides itself. However, it is easy togima nodes who want to con-
sume more resources than they provide, and, likewise, nedegrovide more resources

than they wish to consume. Naturally, this overcapacityictbe sold, perhaps through an
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online bidding system [CGMO02a], for real-world money. Téeésades could be directly
indicated in the local and remote lists. For exampl&®) gells 1GB toE, D can write E,
1GB trade) in its remote list, ariel writes O, 1GB trade) in its local list. All the auditing

mechanisms continue to function.

Reducing communication. Anotherissue is that fetching usage logs repeatedly cedld r
sult in serious communication overhead, particularly fodes with slow net connections.
To address this, we implemented three optimizations. ,Fasiter than sending the usage
logs through the overlay route used to reach it, they can bedsectly over the Internet:
one hop from the target node to the anonymizing relay, anchopeo the auditing node.
Second, since an entry in a remote list would be audited byaales replicating the logs,
those replicas can alternately audit that node to shareoteo€auditing. Third, we can re-
duce communication by only transmitting diffs of usage |@isce the logs change slowly.
We must be careful that the anonymity of auditors is not cammysed. For instance, a
node could use version numbers to act as cookies to trackoasidiTo address this, the

auditor needs to, with some probability, request the cotaplsage logs.

2.4.4 Cheating patterns

While cheating chains can be easily discovered and ejectea the system, a possible
attack is for the cheating node to push back its debt to anatiae which, when audited,
will push back its debt to another node, eventually formirngele instead of a chain. This
might be attempted either with or without increasing theemtised capacity. We consider
both cases.

Without increasing the advertised capacity, a cheatingeroaeh only balance its usage
file by removing some entries from its remote list. By forcimgdes to maintain logs of
changes made to their usage files (as described in Sectid®),24d marking each update
with the (logical) timestamps of all involved parties [La&},/we can force the cheating

anchor to give a total order on all its changes. If a node ddmremove an entry from its
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remote list after it has exceeded its quota, its log would beyaed confession that it has
cheated. Otherwise, it has to withdraw a file from the systefare storing new files. This
eliminates any benefit the node might get, for itself, byipgrating in a cheating chain.

By increasing its advertised capacity without bound, a nodght be able to gain ad-
ditional storage credit in the system, hoping to take acagmbf the system operating far
below its actual capacity. While a freeloading agent mightporarily benefit from abus-
ing other nodes’ excess capacity, these freeloaders willismvered and ejected as the
system’s free space decreases and they eventually carmppmirsthe local storage demand
of them. Thus, when legitimate nodes need space, freeloadiébe naturally pushed out
of the way.

If the system is operating at or near its capacity, then apgrteof increased capacity
on one node will immediately attract more files to be storethabnode. A node might try
to simultaneously increase its published capacity andsitef locally stored files, claiming

to be full; the nodes responsible for replicating these abjwill notice the discrepancy.

2.5 Experiments

In this section, we present some simulation results of tinenconication costs of the quota
managers and the auditing system. For our simulations, stgrasall nodes are following
the rules and no nodes are cheating. Storage spaces are drmsetruncated normal
distribution, while file sizes are chosen from Pareto distibn’ with shape parameter
a = 1.3. The storage space of each node is chosen from 2 to 200GBawiaverage of
50GB. We varied the average file size across experimentsadm @ay of simulated time,
1% of the files are reclaimed and republished. Two challeagemade to random replicas

per file a node is storing per day.

TEmpirical measurement showed that WWW file size distribuischeavy-tailed, similar in spirit to Pareto
distribution [CB96]. The bandwidth consumed for auditisglependent on the number, rather than the size,

of files being stored. We also performed simulations usiagfile system traces and obtained similar results.
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For quota managers, we implemented Castro et al.'s BFT ithgofCL99]. BFT is a
state machine replication algorithm that tolerates Byimarfaults provided fewer thary B
of the replicas are faulty, and provides safety and livemessynchronous environments
like the Internet. We configured each manager set to haveddasn allowing BFT to
tolerate up to three faulty nodes in the manager set. Witfelamanager sets, we could
tolerate more faults, at a cost of more communication. Faliteug, normal audits are
performed on average four times daily on each entry in a sogghote list and random
audits are done once per day. We simulated both with and utiteching usage files, and
included all the other optimizations described in Sectigh2

Our simulations include per-node overhead for Pastryestyiting lookups as well as
choosing one node, at random, to create one level of intbrecin audit requests. The
latter provides weak anonymity sufficient for our purposte that we only measure
the communication overhead due to storage accounting.riicplar, we exclude the cost
of p2p overlay maintenance and storing/fetching of fileacsiit is not relevant to our
comparison. Unless otherwise specified, all simulatioesdane with 10,000 nodes, 180

files stored per nodes, and an average node lifetime of 14 days

2.5.1 Results

Figure 2.3 shows the average upstream bandwidth requiredgge, as a function of the
number of nodes (the average required downstream bandisidtantical). The per-node
bandwidth requirement is almost constant, thus all systarake well with the size of the
overlay network.

Figure 2.4 shows the bandwidth requirement as a functioneohtimber of files stored
per node. The overheads grow linearly with the number of,flbes for auditing without
caching, it grows nearly twice as fast as the other two dssitfra p2p storage system is
used for large files, such as might be expected for backugmgstthis overhead would
be inconsequential. Nodes can be incentivized to store desmamber of larger files by

defining a minimum file size. In the event that bandwidth doenrially become a con-
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Figure 2.3 : Overhead with different number of nodes.

cern, storage might no longer be a bottleneck. Such situgtice discussed in Chapter 3.

Figure 2.5 shows the overhead versus average node lifefiine.overhead for quota
managers grows rapidly when the node lifetime gets shoniestly from the costin joining
and leaving manager sets and from approving file insertimnsddes newly joined the sys-
tem. While most Internet-based file-sharing systems hdaéwely short node lifetimes,
we would expect that a p2p storage system would use maidtaifiee machines rather
than home computers, and thus have longer node lifetimeasg Lifetimes will be neces-
sary, in any case, to avoid having normal use of the systemrdted by the bandwidth
costs of maintenance and replication [BR03].

Our simulations have also shown that quota managers are affexcted by the file
turnover rate, due to the higher cost for voting. Also, thee ©if manager sets determines
the vulnerability of the quota manager design. To tolerabeenmalicious nodes, we need
to increase the size of manager sets, which would result igheehcost.

In summary, auditing with caching has a very low overheatkdr in the number of

files stored and scaling well as the number of nodes in thesygrows. Relative to the
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bandwidth required for storing and retrieving files, theiind overhead is of the order of
tens of bps, only a small fraction of a typical p2p node’s baidth that would participate
on an archival system. Auditing provides a practical anddbadth-efficient mechanism to
ensure fair sharing in storage-constrained systems, girmyresistance to malicious nodes

and scalability to large p2p systems.

2.6 Related work
Storage sharing

Tangler [WMO01] is designed to provide censorship-resigpaiblication over a small num-
ber of servers (i.e., less than 30), exchanging data fretyusith one another. To maintain
fairness, Tangler requires servers to obtain “certificdtesn other servers which can be
redeemed to publish files for a limited time. A new server aaly obtain these certificates
by providing storage for the use of other servers and is mowvall to publish anything for

its first month online. As such, new servers must have dematest good service to the
p2p system before being allowed to consume any system esrvic

Palimpsest [RHO3], Tangler, and earlier systems like Glauéand FreeNet all provide
ephemerastorage. The p2p system makes no guarantees that a file vaMdilable indef-
initely. While popular files can be widely replicated, unpta files will disappear for lack
of interest and would then need to be reinserted. This cststiith our own work, where
inserted files can live forever.

Samsara [CNO3] enforces fairness by charging peers ste@aee in the form of a
claim, which can be replaced by real data when needed. Thsféraof claims doubles
the space and bandwidth required to store data. Claims clombarded to form chains or
cycles to improve space efficiency. Since cycles can onlyphbedd by chance, chains can
grow toO(N), whereN is the size of the overlay network (they witnessed a chaisisting
of over 3/4 of the nodes in their experiment). In this case, a singlaraicould cause a

majority of nodes to lose data, casting doubts on the sdajati the system.



19

Cooper and Garcia-Molina considered p2p trading for a smatiber of storage sites
and proposed algorithms on peer selection so as to incréaisal geliability [CGMO02b].
Subsequently they described how auction and bidding cooltt,vand examined policies

for deciding when to call an auction and how much to bid [CGE]02

Economics

Fehr and Gachter’s study considered an economic game weléshsess was feasible but
could easily be detected [FG02]. When their human test stgoyeere given the opportu-
nity to spend their money to punish selfish peers, they dideslting in a system with
less selfish behaviors. This result helps justify that usglide willing to pay the costs
of random audits. See also Chapter 4 where we model the ecombehavior of agents

participating in p2p storage systems.

2.7 Summary

This chapter has considered three architectures for dolidair storage sharing of re-
sources in p2p systems. Experimental results indicateatinditing has small overheads
and is scalable to large numbers of files and nodes. In peadiaditing provides incen-

tives, allowing us to benefit from its increased resistanamtlusion and bribery attacks.
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Chapter 3

Bandwidth-Constraining Systems

In this chapter, we consider the problem of p2p systems winargy users wish to down-
load objects, and bandwidth, particularly for the nodewigliag the objects, is the limit-
ing resource. If users can consume the system’s resourtiesutvproviding any of their
own, they absolutely will. For example, Adar and Hubermamfibthat 70% of Gnutella
nodes were sharing no objects, and nearly 50% of responsesseesed by 1% of the
hosts [AHOO]. While Chapter 2 discussed how we can providentives tcstoredata, we
also need to provide incentivesderveit, thereby avoiding freeloading situations.

This chapter contains joint work with Animesh Nandi and ASirigh.

3.1 Overview

We assume there are two types of nodesod nodesetch objects and follow the system’s
design to serve thenkreeloadersalso fetch objects, but never serve any. Nodes do not
know in advance the type of each other. The goal of our desigo worsen the service
received by freeloaders without effecting that of good rsode

Fundamentally, there are two simple constants that a nadeneasure between itself
and every node with which it hasralationship the number of objects (or bytes or some
other globally-specified block size) sent and the numbebg#dais received. The difference
of these two numbers says something aboutiteor creditthat a node has with its peer.
Likewise, the total number of objects that a node has reddnem a peer measures the
confidenceghat a node has in its peer. As such, two nodes that have baenglobjects
for a long time might have low debt and high confidence in edlobroNote that confidence

Is not symmetric. In particular, when a freeloader explaitpood node, the confidence of
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the good node in the freeloader would be low, whereas thegeweould be high.

A low-overhead accounting mechanism would have every naglatain a table of all
nodes with which it has exchanged data. For each entry, amadigains the debt/credit
and the confidence values it has in its peers. No distribuiddiag of these pairwise debt
lists is necessary, as every node is maintaining this indtion locally for its own benefit.
Likewise, there exists no opportunity for a freeloader todduce fraudulent data into other
nodes’ tables. If a node is asked to transmit an object toevecwho is already deeply in

debt, the node may refuse to service that request.

3.2 Design details

We choose to update the debt and confidence values only whedeafetches an object
from another node. In other words, we count data traffic bttanotrol traffic (e.g., request
forwarding). While refusing data traffic can be a sensibiegho do when the sender has
no incentive, refusing control traffic could partition ohetwise reduce the reliability of
the p2p overlay. If a node refuses to forward any controfitraits peer may conclude
that the node is unresponsive, and simply remove it from & qverlay. A full study
of incentives in p2p control traffic is beyond the scope of thiesis, although Daswani
et al. [DGMO02] examined mechanisms to limit the effectivenef using flooding queries

for denial-of-service attacks.

3.2.1 Pairwise trade

The debt and confidence values can be used by good nodesrimitiste freeloaders from
other good nodes, allowing them to refuse service to frelgsa An obvious policy would
be setting alebt threshold Requests would be honored unless the debt would go beyond
the debt threshold. This debt threshold might be increagedrdically as a function of the
confidence value, giving more slack to peers that have pagdwell over time.

In general, a node has no incentive to serve an object to awilevhich it has no

prior relationship. Imagine a mature node (having livedha system for a long time)
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that has served many objects to other nodes, and thus maag naltibe indebted té and
would honor requests frorA. However, ifA wants to read an object from a nodewho
does not happen to owkanything, how carf leverage the credit it already has to obtain

the object? We solve this problem transitive trading

3.2.2 Transitive trade

Transitive trade allows a node to take advantage of its eazrezlit to obtain objects from
nodes which might otherwise refuse to serve it. It works nidying adebt-based path
from itself to a node that has the desired object. In a debéthpath, each node in the path
has credit with the next node it has a relationship with, anokelow the debt threshold of

the next node. Locating such debt-based path can be dodetiybased routing

Debt-based routing (DBR). P2p substrates like Pastry supplmtality-based routing
based on an arbitrary locality metric, typically relatedhe network delay measured be-
tween any two nodes, to achieve low latency paths. DBR usksidgtead of delay to
choose the next routing hop. Such a route will not necegdagibptimal in terms of mini-
mizing the network latency from source to destination, bufili increase the likelihood of
finding a debt-based path to realize a transitive trade. €beblased routing table, which is
used to support DBR, consists of all the nodes with whichadkeallnode has a relationship.
If the debt-based routing table does not contain an entrafgiven prefix, our DBR
lookup will instead choose the most appropriate node froenrémaining nodelds in the
table. This has the potential to result in routes longer B&ogN). Our simulations
indicate that longer routes are rarely used. Furthermaoissing entries in the routing table
will cause some DBR lookups to fail to identify a path from smuto destination. The
system will retry the DBR lookups by taking a different firsuuting hop to a node with
which the local node has a relationship. Our simulationgatd a small number of retries
are sufficient to satisfy most requests. Section 3.3.2 dsgsithese simulation results in

more detail.
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Figure 3.1 : Using a debt-based path to leverage indiredsdelperform direct data trans-
mission.

In theory, once we have identified one of these debt-baséd pae could conceivably
rearrange all the debts such that the destination node n@s samething not to its prede-
cessor in the route, but instead to the source of the routs. i flustrated in Figure 3.1.
A series of debts, wherB owesA, C owesB, and so forth untiZ owes its predecessor
could be replaced with a direct debt frafrto A. Every node in the chain has an incentive
to perform this debt swap, since a debt to a neighbor couldbigven without actually

transmitting any bulk object data over the network.

Transitive trade protocol. To make debt swapping work, we need a protocol that is
robust against any node in the trading chain cheating, atiamto cancel a debt that it
owes without giving up the debt owed to it by the next node mtiiading chain. Rather
than trying to perform some kind of complex cryptographimeaitment protocol, we take
an incremental approach. We assume thdtas an object tha® wishes to download.
This object is large enough to be decomposed into a large eunflsmaller fixed-size
blocks, perhaps on the order of 50-100 kbytésroutes a message through the trading
chain toZ requesting a specific blockZ transmits the block directly over the underlying
network toA. A then transmits subsequent block requests along the sadiegirehain.
Intermediate nodes can incrementally adjust their debtaedit tables when they forward
these requests.

If any party in the trade refuses to pass along the contréildrahen the data traffic

will stop as well; the party dropping the request will get abghone “free” block. A



24

might choose to keep several requests outstanding, peidgish non-overlapping blocks
concurrently from multiple replicas, with the risk of incimg more loss if some nodes in
the p2p overlay drop their control traffic. K pays a bounty to the intermediate nodes,
perhaps spaced out over the duration of its download #gnie incentive to collect the

bounties will outweigh the incentive to cheat the protocol.

Debt-based path length. Itis preferable to have short debt-based paths, as theya@me m
efficient in terms of both time and bandwidth. Moreover, speths would be less vul-
nerable to malicious nodes disrupting the transitive tradeerefore, it will be worthwhile
to make numerous probes through the debt-based routingstablidentify such paths.
Greater searching effort will result in more efficient trade the expense of additional

control traffic.

3.2.3 Node bootstrapping

When a new node joins the system, it has no debts and no crddiitiess other nodes
in the system offer some form of altruism, nobody will be midj to honor requests from
this new node to read an object. To address this, we see tvgibpmapproaches: limited
altruism or probationary period with limited privilegesuQdesign borrows concepts from
both approaches.

Systems like BitTorrent [Coh03] altruistically allocatéraited amount of every node’s
bandwidth to answer requests, regardless of the debt a nagbdawe accumulated. While
this altruism helps bootstrap a system, it also createsrtynpties for freeloading that we
wish to avoid. By having a dynamically adjusted thresho&k(Section 3.2.4), we hope to
have the benefits of BitTorrent’s altruism without its oppoity for freeloading.

Systems like Tangler [WMO1] force new nodes into a probatgrmode where they
service the requests of other nodes, but have no opportimityake their own requests
for system services. Tangler requires all data in the systebe republished every two

weeks and was never meant to scale to support millions ofsaddi@vever, we can achieve
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a similar probationary effect for very little cost by levgnag the replication that already
occurs in p2p storage systems like PAST. When a new nodetjuénsystem, it isequired

to replicate a set of objects where it is a member of that dbjeeplica set. The pre-
existing members of the replica set have an incentive toaael their home objects to the
new node, providing the load-balancing and availabilityaguntees normally associated
with p2p systems. Object replication becomes the new naassue to acquire credit
toward several nodes which might be requesting those abjéictan then leverage these
credits to get objects that it needs. The recent study on K#&zaes showed that the
popularity of objects is often short lived and the most papuwbjects tend to be recently
born ones [GDS03]. Thus, object replications would give a chance to newesdd store
newly born and probably more popular objects, thereby actate some credits for it to

start requesting objects.

3.2.4 Self-adjusting debt threshold

Limited altruism allows new nodes to bootstrap while ensgithat freeloaders only get
a limited number of objects. However, it raises the concérwitether the performance
of good nodes will also be effected. Debt thresholds mayltr@sa good node’s request
being denied by another good node due to a temporary asymimetre request distribu-
tion. Setting a high debt threshold would alleviate thishbem, yet it could potentially be
exploited by freeloaders.

More formally, we must set the debt threshold to minimizeghabability that a good
node is denied of service by another good node. The disimibof requests between two
good nodes, if random, should resemble the distributioneaidls versus tails in random
coin flips [Han91].

Imagine a fair coin is tossedhZzimes. LetD be the absolute difference between the

number of heads and tails obtained. The probability distiim of D is given by

C k=0

(3
P(D2k){ o
2(H)M e, k=12,... .
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The expectation value is

(RLLLS 1
which can be closely approximated by/a/m. Essentially, this means that the expected
“debt” between any two nodes (the difference between thebewwf requests in two direc-
tions) should be proportional to the square root of the retgliests between them. For large
n, the debt can be closely approximated by a normal distobutrith standard deviation
proportional to,/n.

Each coin toss can be considered to be an object requestdreaweir of good nodes,
with the coin determining which side made the request. Quee,tthe expected value of
the debt would still grow proportionally to the square robtree number of requests. This
implies that no matter how high we set the debt threshold, éxpected that any constant
debt threshold between good nodes would be exceeded ower tim

Instead, we set the debt threshold proportional to the squaot of the confidence
value, compensating for these expected debts. Good nodestitabbtain objects from
each other even if they have incurred small debts, buildipg umutual trust over time,
yet freeloaders will not benefit much from the limited alsmi. By adjusting the constant
factor, we can limit the probability of any one pair of nodeseeding the debt threshold

to arbitrarily small.

3.2.5 Relationship throttling

Unfortunately, as the number of nodes in the p2p system grthesamount of available
altruism might still be sufficient for freeloaders to exploiLimited altruism, alone, is
insufficient to prevent freeloaders. We also need some mesihao limit the rate at which
a freeloader can exploit the available altruism in the sydtg continuously forming new
relationships.

Mature nodes with excess credit can easily find debt-bagibd pmany other node. As
such, they have no incentive to accumulate more credit byistitcally sending objects

to nodes with which the sender has no debt. The incentivemmanh different for new
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nodes. Unlike mature nodes, new nogentto acquire credit to redeem later; they have
an incentive to allow other nodes to fetch objects from them.

More generally, we can define tlggiality of servicg QoS) that a node experiences to
be equal to the inverse of the running average of the numbestoés necessary for its
object fetch requests to succeed (more retries impliesrl@es). When a node’s QoS is
high, it will have no interest in accepting a request from dewith which it does not have
pre-existing relationship. When a node’s QoS is low, it vgdntaccept new connections.

Using such a QoS metric, good nodes will start out acceptiihgoanections. Once
their QoS becomes satisfactory, they can subsequentlyag@iw connections. Freeloaders
will only be able to get service from good nodes during thefonindow while they are

new but have not yet reached a desirable QoS level.

3.3 Experiments

In this section, we present some simulation results of ondiédth-constraining design.
Nodes may go offline, but they maintain their debt-basedimguable when they return
again. Objects are replicated using PAST'’s replicatioatsyy. When an object request
is rejected, nodes will retry for a fixed number of times, etiete using a different route.
Each node also has a fixed, 1024-object soft cache to stoeetebj has previously re-
quested. This cache can be used by the node to serve anytreépees for those objects.
Each node also maintains the debt-based routing tableaioomg nodes with which the
node has dealt with in the past. The debt-based routinggake persistent across node
departures, i.e., a node remembers its table when it reiinimthe system, and other nodes
remember a node even if it has left the system for a while.

In this section, we try to answer the following questions:
e How effective is debt-based routing with transitive tragftn
e How does the self-adjusting debt threshold compare witiicsdabt threshold?

e How effective are debt thresholds against freeloaders?
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e How effective is relationship throttling?

3.3.1 Workload model

P2p file sharing systems represent the class of systems amwhndwidth is the constrain-
ing resource. We use the model described by Gummadi et alS[®B) to generate work-
loads. This model, derived from Kazaa traces, capturesdtob-fat-most-once behavior
and the importance of new objects and new clients in typi2plfe sharing applications.
Based on this model, we choose the following parameters:beurof nodes online
C =800, number of object® = 40,000, request rate per nodg = 50, object arrival rate
Ao =12, and node arrival rates = 5 (the units are nodes or objects per unit of simulated
time). Each object is initially replicated to three nodese #ésume that there is a fixed
pool of 1,000 distinct nodes, out of which 800 are online at ame. Nodes that go
online/offline are chosen randomly. Each simulation cagrsidbout 200 units of simulated

time.

3.3.2 Debt based routing with transitive trading

We first evaluate the effectiveness of debt-based routiagsitive trading, and retries. For
a system consisting of only good nodes, we fix the debt thitddleo3 and 5 requests,
and measure the fraction of requests denied. Figure 3.2sstimwesults of five different
policies. As expected, debt-based routing, increasing tthebsholds, and allowing failed
requests to be retried all increase the odds of a requestaitily succeeding. Combining
all three techniques gives the greatest benefit.

Debt-based routing appears to offer a clear benefit, bueasad debt thresholds and
allowing request retries have costs associated with themgdr debt thresholds give more
opportunity for freeloaders to take advantage of the syst&ve discuss techniques to
limit this in Section 3.3.3. Request retries generate amtht messaging traffic in the p2p
system. Figure 3.3 shows how increasing numbers of retees diminishing returns on

the odds of successfully retrieving an object. Although S%he requests are not served
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even after 10 retries, nearly 90% are satisfied within thegges.

From the results, it appears that transitive trading doésattuce request denial rate at
all. However, by increasing the number of attempts and neg¢athe hop selection in DBR,
we observed that DBR is able to reduce the denial rate from tb58%6 (for 10 retries and
DT = 3). From Figure 3.3, we also observe that DBR converggsridinding debt-based
paths as after 4 attempts, more than 90% of requests aresstudce

Although relaxing the hop selection in DBR can cause in@éamth lengths, we ob-
serve that the average path length was only 2.1. The patthldigiribution was as follows:
21.6% of paths were of length 1, 54.5% of length 2 and 22.2%majth 3. The maximum
observed debt-based path length was 11. Note that if we hedl nermal Pastry rout-
ing instead of DBR, for Pastry withl = 800 nodes, the expected path length would be
approximately 2.26.

3.3.3 Static and dynamic debt thresholds

Section 3.2.4 showed, analytically, that debt threshahdsikl grow with the square root
of the confidence that nodes have in their peers rather thiag beed constants. To verify
this, we experimentally compared constant debt threshaflds 3, and 5 requests with a
dynamic mechanism. Figure 3.4 shows the request denial i@t¢hese schemes. A low
debt threshold clearly causes a high request denial rate.d¥hamic threshold scheme
causes an initially higher failure rate than the larger fittedsholds, as would be expected,
yet as the simulation progresses, the failure rate of theualyn scheme seems to grow
slower than the static schemes. Note that it is not a reatomhioice to set the debt

threshold to an arbitrarily high constant, as it could bel@xed by freeloaders.

3.3.4 Freeloaders

Next, we will introduce freeloaders into our simulatione€loaders make requests based
on our model, similar to good nodes, but they always refusetee objects. We initially

ran our simulations for 40 time units with only good nodesb&quently, we introduced
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Figure 3.4 : Comparing the self-adjusting debt thresholdmaaism with static debt thresh-
olds. DTx represents setting a fixed thresholdof

freeloaders to the system. We assume that freeloadersvfthi® protocol to forward con-
trol traffic. Unlike good nodes, however, freeloaders aneagk online throughout the entire
simulation period to make requests. Recall that DBR tablegarsistent across node de-
partures, hence a freeloader cannot escape bad serviceibgipaly departing from the
system or exploit the limited altruism of good node whenetiey rejoin the system after
being offline for a while.

Figure 3.5 compares the request denial rate for good node=eioaders over time. We
observe that the failure rate starts very low for all nodesweler, after about 20 units of
simulated time, the freeloaders begin to experience isargdailure rates. After only 60
units of simulated time, freeloaders will find the majoritytioeir requests rejected by the
p2p system. At the same time, good nodes experience a amtgrdow failure rate.

In addition to denial rates, we also measureddfiert spent which is defined as the
average number of requests sent to successfully retriewbjact. Figure 3.6 compares
the effort spent of good nodes and freeloaders. We obseategtiod nodes experience

a stable effort spent of approximately 2 (i.e., on averagedgnodes succeed after one
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retry). The effort spent for freeloaders rises expondstialthe simulation time. Note that
as the request denial rate approaches 1, the effort spentmpproaches infinity, since
the number of objects retrieved approaches 0. These poatsaitted in Figure 3.6.

Our results show that freeloading requires a rapidly ingirepeffort to achieve dimin-
ishing returns, while still maintaining a high quality ofrgiee for good nodes. While
we assume uniform request rate in the simulation, it is awibat if freeloaders increase
their request rate, their request denial rates and theirtesfhent would increase even faster.
Debt-based routing and dynamic debt thresholds can be effitetive in limiting the ben-
efits of freeloading. Freeloaders still get some benefit vihen join the system. However,
freeloaders still get some benefit when they join the systé could tune the system to
guarantee that all nodes receive degraded service qudigynthey join the p2p system,
with the quality improving only after the new node has proitsrworth. To accomplish

this, we will use relationship throttling to further limhé effectiveness of freeloading.

3.3.5 Relationship throttling

Relationship throttling, described in Section 3.2.5, tgthe number of relationship a node
maintains. To evaluate its effectiveness, we again run iowulations, adding freeloading
nodes after 40 time units. By this time, the existing goodasodill have developed mature
relationships with one another and will generally refuge@ise to new nodes.

Figure 3.7 compares the request denial rate for good nodeBesioaders on systems
with and without relationship throttling. When the freedeas join the system without
relationship throttling, their requests experience saamfhilure rates to good nodes for
the first 20 units they are present. However, with relatignshrottling, the freeloaders
immediately experience a higher request denial rate thsigisificantly worse than the
non-throttled case. (Around time 60 or so, they cross edoérobut the denial rates are
sufficiently high that their differences are insignificar@onversely, relationship throttling
has very little effect on good nodes. The request denialgatees for good nodes, with

and without relationship throttling, are indistinguiskeab
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35

In another experiment, we added good nodes, rather thaloddiag nodes, on time
40. Within a few time units, their request denial rates dempfo within half a percent of
the mature good nodes. This experiment showed that, meyglgihorming the replication
required by PAST, new good nodes can rapidly be acceptedhatp2p system.

Finally, we measured the effort spent for good nodes andofaders, both with and
without relationship throttling. Figure 3.8 shows frealees experience increased effort
spent from the moment they join the system, with exponegtalth in effort spent over
the time of the simulation. Thus, relationship throttliegjuires freeloaders to spend more
effort, and is effective even under a Sybil attack. The ¢ffequired of good nodes, on
the other hand, is barely affected. Relationship thrajtliloes increase the initial effort

required by good nodes, but it is not significantly highenttize steady state effort.

3.4 Related work
Bandwidth sharing

BitTorrent [Coh03] facilitates large numbers of nodesmilrtg to acquire exactly the same
file. Every BitTorrent node will have acquired some subseheffile and will trade blocks
with other nodes until it has the whole file and can leave tlstesy. In order to bootstrap
new nodes into the system, nodes reseri# df their bandwidth for altruistic service.
Nodes that fairly trade their bandwidth will experience ghar quality of service.

GNunet [Gro03] uses the idea of locally-maintained debit/itreslations in similar
fashion to our own work. It also has a similar idea for takidgantage of debt relationships
across nodes, comparable to our debt-based routing. Asatigeynore concerned with
anonymity than network efficiency, they do not support traitisng objects directly across
the network. All traffic goes through the overlay, forcingermediate nodes to carry the
bulk traffic of the object transfer while giving them no padiar incentive to do this, save
for maintaining their own anonymity.

NICE [LSBO03] uses a reputation system where nodes build wiitk one another, and
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use flooding to search for trust chains to learn the reputatiother nodes. Apart from the
efficiency issues with flooding, one trusted node can deedrrarily many new nodes to

be trusted, potentially resulting in the collapse of thaeys

Reputation and payments

Resource allocation and accountability problems are fonahdal to p2p systems. Dingle-
dine et al. [DFMO01] surveyed schemes for reputation systeam&l micro-
payments.

In reputation systems, if obtaining a new identity is freeclheap, while positive rep-
utation would still be valuable, negative reputation cob&lshed easily. Friedman and
Resnick [FRO1] study the case of cheap pseudonym, and argususpicion of strangers
is costly.

Distributed reputation systems have been proposed unéentitext of, among others,
MIX-Net [DFHMO1], Gnutella [CDdV*02], and mobile ad-hoc networks [BL02]. Our
approach is different from these systems because trussésiigaurely on locally observable
(and thus more trustworthy) information.

Golle et al. [GLBMLO1] considered centralized p2p systenthwicro-payment. They
proposed several payment mechanisms and analyzed howyarger strategies reach
equilibrium within a game theoretic model.

The Eternity Service [And96] includes an explicit notiorebéctronic cash, with which
users can purchase storage space. Once published, a filet dendeleted, even if re-
quested by the publisher. Salem et al. [SBHJ03] proposedceospayment architecture
for multi-hop cellular networks.

KARMA [VCSO03] keeps track of the resource usage of each gipdte in the system
by abank-seformed by other nodes, similar to our quota managers apprddowever,
since nodelds are obtained by generating private keys tackat can control its bank-set

simply by generating sufficient nodelds offline.
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3.5 Summary

We have presented three mechanisms: dynamic debt threshaldsitive trade with debt-
based routing, and relationship throttling. These medmsitogether make bandwidth-
limited p2p file sharing systems robust against freeloadditsile good nodes will experi-
ence only modest increases in effort relative to p2p systeite®ut fairness enforcement
mechanisms, freeloading nodes will experience exporntareasing effort and rapidly
falling success rates, despite their additional work. hakgether, these mechanisms pro-
vide strong incentives for nodes to follow the rules rathemt trying to freeload on the

system.
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Chapter 4

Economics Behavior

P2p systems introduce a new area of interplay between cemgcience and economics.
Designers of such systems must firmly understand the inemfpreferences, and decision
space of participating agents in order to decide the paliarel make the system function
as well as possible. This chapter considers the preferericessrs in a p2p storage system
on how storage might be allocated and reserved among notiesmbdel would provide
insight on how users would participate in the system andermoportantly, how the system
should be designed to suit the users’ preferences.

This chapter is based on joint work with Andrew C. Fuqua [FNB)VO

4.1 Introduction

P2p networks provide a new platform for distributed appiass, allowing users to share
their computational, storage, and networking resourcstveir peers to the benefit of ev-
ery participant. Most p2p system designs focus on tradatispstems problems including
scalability, load-balancing, fault-tolerance, and saHomHowever, many systems tend to
assume that all users in the system are running “officialivearfe, whereas users have a
clear self-interest in modifying their software if it allewhem to consume the network’s
resources without contributing any of their own. P2p systenust be designed to take
user incentives and rationalities into consideration E3ap01, SP03]. Given rational
user behavior, we can then study the overall economic behaf/such systems. How will
these systems evolve over time? How should the parametéie ef/stem, such as the de-
gree of object replication, be chosen when different usave ldifferent ideas about these

parameters’ optimal values?



39

Hi [L|S|[N=kS|R=2kS |

H;: total hard drive space of the agent

Li: agent’s private local space

S: local copies of files the agent stores in the network

Ni: reciprocal space the agent uses for locally storing reiffilete
ki: agent’s replication factor

R: additional local space the agent is required to contribute
A: overhead rate

Figure 4.1 : Hard drive space usage of an agent.

While such parameters could be declared by a central atghthre total utility of the
system could possibly be increased if individual utilitytagen into account. We address
this problem by considering a game theoretic model of p2@ag®networks. We consider
the preferences, utility functions, and constraints ofdgents in the model. This allows
us to analyze the economic behavior of the agents and syggleses for system adminis-
trators. Such a model is most relevant to p2p systems, sudistaibuted backup systems
(e.g., Pastiche [CNO2]), where storage, not network badthyis the limiting resource.

Similar to traditional file systems, p2p storage perforneatiegrades when the system
is operating near its full capacity. Specifically, the prolbity of successfully inserting a
file on the system decreases. However, unlike traditiorekfistems, users cannot simply
purchase larger disks for their local computer to incregisees capacity; they must some-
how convince remote computers to allocate more space farteegtorage. We accomplish
this by requiring all nodes to reserve a portion of theiragerspace to lower the global uti-
lization rate. Chapter 2 considers architectures to meggibal. Building on those results,
we consider the properties of the economic system that dpwehen “cheating” has been

rendered technically infeasible.
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4.2 Model

We begin modeling an agent of a nodby partitioning its hard drive space as shown in
Figure 4.1 to implement a “fairness” policy. Each agent magase its owrreplication
factor k, while theoverhead rate is a system-wide constant. Our agent wishes to sfore
units of data in the network. In reciprocity, the agent muakenavailabld\; = k;§ units of
space for the use of remote nodes plus an additional ove(beaglercapacityR = Ak;S.

Thus, includingd.; units of private, unshared data, the total disk space usage i

Hi=L+S+N+R
=Li+(1+k(A+1))S (4.1)

The constand defines an important aspect of how the system will behavehétigalues
of A increase the efficiency of finding a node with free space torbstorage requests, at

the cost of lower effective capacity in the p2p storage nekwo

4.2.1 Agent preferences

Initially, we assume that all agents consideio be an exogenous variable. The agent then
needs only to decide how much of its personal data shoulddbévad on the network (and,
thus, how much space it must make available for remote stprddpus, an agent primarily
cares about;, S (see Figure 4.1) ang;(A): the probability of successfully storing a file.
While an agent’s preferences might vary with changes inrotakies A is the only value
that must be agreed by all agents. Therefore, we will focutherimportance oA. We
start by modeling the utility function of nodeo beU;(L;, S, pi(A)). We expect; to be

a three good Cobb-Douglas utility function because thetydihaximizing values of the
arguments should all be non-zeré-or instance, an extremely large amount of completely

unreliable remote space (i.g,(A) = 0) would be useless for backups. In general, zeros

*For background reading in economics, consult the utiligotly or consumer behavior section of a mi-

croeconomics textbook such as Varian [Var92, Ch. 7].
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for any argument to the utility function represent degetgecases (e.g., when an agent is
providing no space for remote storage) that are uninteiggti practice.
From equation (4.1)L; = H; — ¢S whereci = 1+ kj(A +1). We can now write the

utility function as

Ui(Li,S,pi(A) = LI (p(r))” where a+B+y=1
= (P (H-cs)"S) (4.2)
log((Hi—cS)°S) = alog(Hi—cS)+BlogS (4.3)

Since(pi (1))" is a constant with respect to the other arguments, maxigesguation (4.2)

or (4.3) will also maximizeJ;. The first order conditions for maximizing equation (4.3)

imply that
E _ag
S H-c¢S
By rearranging the terms, we have
B _ (a+B)c
S Hi 7
and thus
BH; aHi
=— and Li = . 4.4
3 ci(a+p) ' a+p (4.4)

We can now express an agent’s preferences through an indiilég functionv;(A ), which

gives the highest utility available to an agent for a gisery substituting (4.4) into (4.2),

Vi(A) = (pi (/\>)y(offiﬁ)a<¢7fl3ri[5)ﬁ<1+ki(1A +1))B'

All terms withoutA are constant and can thus be collectively representen by
(p(2)

(1+k (A +1)P

Before further analyzing the properties @fwe will model the successfulness function

Pi(A).

we obtain

Vi(A) =

(4.5)
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4.2.2 Successfulness function

Recall thatR = Ak;§ and the spac®&; provides a buffer which helps maintain free space
that is approximately uniformly distributed throughoueé thetwork. It is clear that for a
constant§, a larger buffer (or equivalently a larg&j lowers the failure rate when storing
objects in a p2p storage network, assuming that file ingersi@onsidered as failed after
a fixed number of retries. Section 4.4 shows experimenthHy the distributions of the

successfulness function can be approximated by
pi(a)=1-e"

for some fixed parameter wheret depends negatively on the average size of the files
stored. As the amount of free space in the system decreasgsy; files will become more
difficult to store than smaller files. Conversely,afgcreases, the probability of success
will increase, but with diminishing returns. Other varie®will affect the general success-
fulness, including the replication factéy and how many times a failed storage request
might be retried before the system aborts the request. Aserglerule, successfulness can

always be increased at a cost of additional storage andfememication overhead.

4.2.3 Properties of the indirect utility function

Now that we have a model fqu(A), we can examine the properties\pf)) as in equa-
tion (4.5). We show that preferences with respect &re single-peaked. In other words,
Vi(A) = (1—e)’/(1+ k(A 4+ 1))P has a single maximum.

In Figure 4.2 we plot;(A) against with different parameters. It provides only visual
evidence of the single-peakedness;oh ). A formal proof is shown in Appendix A.

Figure 4.2 was plotted using varied parameter values, unhfist reasonable values,
the peaks of; occur fora € [0.3,1.5]. Wheny was given an extraordinarily high value,
the peak ofvi(A) shifted well to the right. Since is the weight in the utility function
for the probability of successfully storing a file, it follevthat the utility-maximizing\

for nodes desiring to store remote files easily would be latigen theA for nodes that
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Figure 4.2 : The single-peakedness/gh ) with different values ofk;,t,a,B,y).

primarily value having more space available for local sjeraWe also observe that the
indirect utility function is always strictly concave up toet peak, which means that there is

decreasing marginal utility of.

4.3 Implications

In this section, we use our model to reason about rationa\bets for both agents and

administrators of p2p storage systems.

4.3.1 Agent participation

Assuming that several storage networks exist, each witkiplygiffering As values, agents
will join the storage network whose parameters best suititfent's own preferences. It
is unlikely that an agent will find as which exactly equals its own desirabié, but with

several storage systems to choose from, agents can evahdtationally choose to par-

ticipate in the system closest to their preferences. (Tieeradtive, of course, is to refuse to
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participate.)

As such, agents with similar preferences fawill tend to band together. By clustering
in this fashion, agents contribute their resources to fosystem with the desired level of
successfulness and, in effect, create a public good. Fongeaan agent with a preference
for low overhead (and successfulness) would not join a higdnload network because the
agent would rather allocate its disk space for its privaterather than to the extra reserve
space mandated by the higheer In other words, disutility is created by joining a non-
optimal network. If the disutility is large enough the ageiit refuse to participate at all,

thus creating a market for another storage system that lseiits the needs of that agent.

4.3.2 Administration

P2p systems are fundamentally designed to limit or enthestyove the role of centralized
administration. Regardless, the presence of such admaitiest can help provide a ren-
dezvous point for new agents to determine which of many iegsttorage networks best
suit the agent’s preferences.

We also argue that a central administrator can conduct gsiweagent preferences,
allowing for one or more networks to be defined to best matele#pressed preferences of
individual agents. If only a single system is to be estaklisleconomic voting principles
suggest that the median of the agents’ revealed preferemrc@bles should be chosen by
the administrator, as this implies that no majority wantstwease or decrease the chosen
value [Var92, Section 23.6]. Agents will truthfully revetieir preferences if they know
the administrator employs this policy [Var95]. If the admsinator finds that establishing
clusters would benefit participants, it can partition théngagents roughly according to
their preferences and choose the median of the revealegreneks of the agents in each
partition. Truthful revelation increases the likelihoddht the administrator will define a
storage system closer to that agent’s optimal preferendasreas lying means the agent
might find itself assigned to a storage system that actuadiyeases its disutility.

Of course, once agents join a system and begin exchangiagadit one another, a
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Figure 4.3 : Probability of successful object insertionthwdifferent file sizes and varying
A values. The curves are of the form-Je~'*, fitting the data points by varying The
percentage indicates the size of the file to be inserted asctidn of the average storage
capacity one agent contributes.

mechanism such as the auditing described in Chapter 2 bacoewessary to guarantee
that no agent is freeloading. The central administratosam need to be involved in this
auditing process, except perhaps acting as a “court” tolmdisode might bring evidence

of another node’s freeloading behavior.

4.4 Successfulness vs. overhead

In section 4.2, we modeled storage successfulpggas, as a function of the overhead rate
A. This section presents simulation results to determinexet shape of;(2).

We constructed a PAST system with 10,000 nodes, each cotitigistorage space cho-
sen from a truncated normal distribution from 2 to 200GBhweih average of 50GB. First,
each node stores as many file as their quota permits. Thentavetto store additional
files into the overlay network and record the probability ofeventual storage success.

The result, as well as the best fit curves of the formet !, are shown in Figure 4.3. As
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expected, the figure shows thata ) increases with smaller file sizes and higheilt also

shows that 1- e '* is a close approximation gdi(A) measured by our simulations.

45 Related work

The field of Mechanism Design (MD) has existed formally foirtshyears. The goal is
to design the rules of interaction between agents so that gb#ish, or self-interested,
behavior produces some outcome deemed desirable by thgndesClassically, MD has
been applied to auction theory, among other economic systeviore recently, as the
view of computers as agents has become more prevalent, M@lbaseen applied in
computational settings [Var95].

Nisan and Ronen [NR99] applied MD to solve some problemsitiight arise from
agents manipulating algorithms to serve their own inte@wstributed Algorithmic Mech-
anism Design [FS02] applies MD specifically in a distribusetting and has as goals both
computational tractability and incentive compatibility.has been used to solve network
problems related to multicast transmissions [FPS01],iefftaouting [FPSS02], and most
recently p2p systems [SPO3].

We described a voting process where agents reach agreemeatameters for their
shared system. The game-theoretic aspect of voting is areaesearch area for both
economics and artificial intelligence. Voting and decisimaking of distributed agents is
discussed in Sandholm [San99].

Golle et al. [GLBMLO1] modeled centralized p2p systems vgitall incremental pay-
ments between agents. They proposed several payment nsrokasnd analyzed how

various user strategies reach equilibrium within a gamertttee model.

4.6 Summary

This chapter presents an economic model of the resourcgsrefeitences of agents in p2p

storage networks. By analyzing the model, specifically tidirect utility function, we
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observe that an agent has a single-peaked preference fstottagie overhead rate This
implies that agents with similarly optimalvalues will have an incentive to cluster together
and to reveal their preferences to a centralized admitastveho can orchestrate this clus-
tering. We expect this clustering will also work for othessym parameters, including the

degree of object replication.
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Chapter 5

Future Work

This thesis has described a number of fair sharing mechanisp2p file sharing systems.
Similar mechanisms are also needed for other applicati@re application we plan to
look at is p2p multicast. While it is in some sense similarite bandwidth-constraining
problem in file sharing systems, counting debts probablyldvaot work well on a static
multicast overlay topology. A more application-specificainanism may be required.

A more fundamental incentives problem is the p2p substthtgaselves. P2p systems
are made possible by relying on peers forwarding messageadh other. However, due to
malice or self-interest, it is entirely possible that soreens may choose to not follow the
messaging passing protocol completely. In particulay thay refuse to forward messages
that they cannot benefit from. Secure routing [COBR] circumvents this problem by
detecting failures and employing redundancy. It would b&irdble, however, if the p2p
substrates can be designed in such a way that forwardingagesss made incentives-

compatible.

Conclusions. We have presented architectures for ensuring that node2prsystems
have economic incentives to share their storage and batfuvdadources with their peers
in order to satisfy their own needs. Our storage incentiadstion, requiring nodes to
perform random audits on each other’s published resourageuksts, has extremely low
bandwidth overhead and scales nicely to large systems. @ndwidth incentives solu-
tion only requires nodes to track their individual pair-e/debts and uses routing, based
on dynamically varying debts, with a retry mechanism, torgotee a high likelihood of

success in finding a node willing to transmit a desired fileilevkimultaneously limiting
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the ability of freeloaders to benefit from the altruism of domdes. In combination, these
mechanisms can allow p2p systems of arbitrary scale to erikat all nodes in the sys-
tem contribute resources for the benefit of all. By analyzheyeconomics model of the
resources and preferences of individuals, we show how amea&it and choosing global

parameters to adjust the system and improve the overatyutil
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Appendix A

Single-peakedness proof

In this appendix we prove the following theorem on the sifggakedness of(A).

Theorem. For positive constants kt, 8, andy, the function

(1—e Yy
(1+k(A+1))F

Vi(A) =
is single-peaked w.r.A for A > 0.

Proof. We prove by showing that for > 0, the sign of the first derivative @f(A) changes
exactly once, and it is from positive to negative. For notadl convenience, let=k; + 1.

Then

(1 ety
W) = aoP
du(n) (kA +2)Py(1 e )-et (1 e )p(ka + 2P~k
dr (kix+2)%8

_ Qe[ pe Bk

= (kA 2P {u—etw‘(mm}

e Bk
‘V'(“[u—ew‘mwz)}

yt Bki
=v) [(eﬂ 1) (kA +z>]
Vi()\)

= @iy A2 - Bk(E 1)

Let ®(A) = yt(kiA +2) — Bki(é* —1). Sincevi(A), (6* — 1), and(kiA +2) are all positive,

we only need to show tha®(A) changes its sign exactly once, and the sign changes from

positive to negative. First we note tha{0) = ytz > 0. The derivative ofp(A) is

@'(A) =kit(y—Be?) .
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Solving @’(A) = 0 for A, we obtainA = %In(ﬁy). It is easy to verify that’(A) > O for
A < ¢In(§), and@’'(A) < 0forA > ¢In(¥). Thus,® () is positive ath = 0, increasing
until A = %In(ﬁy) (if y> B), and then decreasing. In other word$J ) is single-peaked for

A >0. U



