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Symposium
25 Years of Model Checking

Model checking technology arguably ranges among the foremost applications of logic to
computer science and computer engineering. In the twenty-five years since its invention,
model checking has achieved multiple breakthroughs, bridging the gap between theoretical
computer science, hardware and software engineering. Today, model checking is
extensively used in the hardware industry, and has become feasible for verifying many types
of software as well. Model checking has been introduced into computer science curricula at
universities worldwide, and virtually has become a universal tool for the analysis of systems.
As the number of research groups and conferences in model checking is steadily increasing,
the 25MC symposium focuses on the state of the art and the future challenges in model
checking, seen through the eyes of the researchers which have shaped the field during the
last decades.

The symposium consists of invited lectures delivered by leading researchers in the field of
model checking. The invited speakers are encouraged to reflect the state of the art in their
respective field of expertise, and to focus on the most important and exciting future research
directions.

We are pleased to announce that the ACM is sponsoring a lunch and panel for all 26MC
participants. The panel is on Verification in the Next 25 Years and will be comprised of the
winners of the 1998 and 2006 ACM Kanellakis awards, Randy Bryant, Ed Clarke, Allen
Emerson, Ken McMillan, as well as Gerard Holzmann, Robert Kurshan, Moshe Vardi and
Pierre Wolper. The panel is sponsored by ACM Distinguished Lectureship Program - a
program that encourages technical education and dissemination of technical information.
We are grateful to many people who helped making the symposium a success, in particular
to Tom Ball for the support of CAV and FLOC, Mohammad Khaleghi for web design, ACM
DLP for sponsoring the lunch and panel, and Limor Fix for organizing the panel.

Orna Grumberg
Hetmut Veith

7 ﬁ Association for Computing Machinery
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16.30-17.00 Moshe Y. Vardi
From Church and Prior to PSL
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Model Checking: From Tools to Theory

~ Rajeev Alur
University of Pennsylvania

Model checking is often cited as a success story for transitioning and engineering
ideas rooted in logics and automata to practice. In this talk, we will discuss how
the efforts aimed at improving the scope and effectiveness of model checking tools
have revived the study of logics and automata leading to unexpected theoretical
advances whose impact is not limited to model checking.

In particular, we will explain how our efforts to add context-free specifications to
software model checking led us to the model of nesied words as a representation
of data with both a linear ordering and a hierarchically nested matching of items.
Such dual structure occurs in diverse corners of computer science ranging from
executions of structured programs where there is a natural well-nested matching
of entries to and exits from functions and procedures, to XML documents with
the well-nested structure given by start-tags matched with end-tags. Finite-state
acceptors for nested words define the class of regular languages of nested words
that has all the appealing theoretical properties that the class of classical regular
word languages enjoys. We will review the emerging theory of nested words and
its potential applications.

Biographical Information

Rajeev Alur is Zisman Family Profcssor and Graduate Group Chair in the Department of
Computer and Information Science at University of Pennsylvania. He obtained his bach

elor’s degree in computer science from Indian Institute of Technology at Kanpur in 1987,
and PhD in computer science from Stanford University in 1991. Before joining Penn in
1997, he was with Computing Science Research Center in Bell Laboratories. His areas of
research include formal modeling and analysis of reactive systems, hybrid systems, model
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checking, software verification. logics and automata, and design automation for embedded
software. His awards include President of India’s Gold Medal for academic excellence
(1987}, US National Science Foundation's CAREER (1997) and ITR (2001) awards. Al-
fred P. Sloan Faculty Fellowship (1999), and designation as a highly cited scientist by the
[nstitute for Sciemific Information (2005). Prol. Alur has (co)chaired scientific meetings
such as CAV (Intl Conf on Computer-Aided Verification), EMSOFT (ACM Symp on Em-
bedded Software), HSCC (Intl Conf on Hybrid Systems: Computation and Control), and
LICS (IEEE Symp on Logic in Computer Science). He currently serves as the chair of
ACM SIGBED (Special Interest Group on Embedded Systems).

25 Years of Model Checking



A View from the Engine Room:
Computational Support for Symbolic Model Checking

Randy Bryant
Carnegie Metlon University

Symbolic mode! checking arose from the marriage of a Boolean-level represen-
tation of the model-checking task with a computational engine that supported the
required set of operations. Ordered Binary Decision Diagrams (OBDDs) were the
first approach with the necessary combination of efficiency and expressive power.
More recently, Boolean satisfiability (SAT) checkers based on the Davis-Putnam
Logeman-Loveland (DPLL) algorithm have greatly extended the reach of bounded
model checkers.

OBDDs and DPLL-based checkers have very complementary strengths. OBDDs
readily handle quantified Boolean formulas (QBF), whereas attempts to extend
DPLL to QBF have had limited success. Some SAT problems that are completely
intractable for DPLL are quite trivial with OBDDs. On the other hand, OBDDs
cannot cope with problems that involve large numbers of variables, whereas SAT
checkers are relatively insensitive to the number of variables. Despite many at-
tempts, it has proved difficult to combine the bottorn-up approach of OBDDs with
the top-down approach of DPLL. A successful hybrid of these two would have
profound impact on symbolic model checking.

Biographical Information

Randal E. Bryant is Dean of the Carncgic Mellon University School of Computer Sci-
ence. He has been on the faculty at Carnegie Mellon for 21 ycears, starling as an Assistant
Prolessor and progressing (o his current rank of University Professor.

Dr. Bryant's rescarch focuses on methods for formally verifying digital hardwarc, and
more recently some forms of software. His 1986 paper on symbolic Boolean manipula-
tion using Ordered Binary Decision Diagrams (BDDs) has the highest citation count of
any publication in the Citeseer database ol computer science literature. In addition, he

25 Years of Model Checking
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has developed several technigues to verily circuits by symbolic simulation. with levels of
abstraction ranging from transistors to very high-level representations.

Dr. Bryant is a fellow of the IEEE and the ACM, as well as 1 member of the Nutional
Academy of Engincering. His awards include the 1997 ACM Kanellzkis Theory and Prac-
tice Award (shared with Edmund M. Clarke. Ken MceMillan, and Allen Emerson) for con-
Iributing to the development ol symbolic model checking. as well asthe 1989 IEEE W.R.G.
Baker Prize for the best paper appearing in any IEEE publication during the preceding year.

Dr. Bryant recetved his B.S. in Applied Mathematics from the University of Michigan in
1973, und his Phl) from MIT in 1981, He was on the faculty at Caltech (rom 1981 to 1984,

25 Years of Modei Checking



The Birth of Model Checking

Edmund M. Clarke
Carnegie Mellon University

Model Checking did not originate in a historical vacuum. There was an important
problem — concurrent system COrrectness - that needed to be solved. There was
also considerable research on modeling concurrent systems using various types
of state machines and on computing the reachable state spaces of the state ma-
chines. Computers also became much more powerful. Perhaps most importantly,
researchers including Pnueli, Lamport, and Owicki realized that temporal logic,
which dates back to the 1950s if not earlier, was the ideal specification language
for concurrent systems.

in my talk, T will trace the development of the ideas that led up to Model Checking
starting in the mid 1970s. 1 will also discuss the crucial early years, extending
into the early 1990s, when so many of the ideas we associate with model checking
and take for granted (counterexamples, for instance) were introduced. Below is a
detailed outline of my talk.

The Original Problem: Verifying Concurrent Systems
e My heresy: Concurrent Systems are often easier to verify than sequential
code!

Early work on Automatic Verification of Concurrent Systems
» Research by the Petri net community
e Protocol verification by Bochmann, Holtzmann, and others

Fixpoint Theorems and The Mu Calculus

Dataflow Analysis

+ Killdall
¢ Ullman and his students
e Cousol

My PhD Thesis and My Early Research on Concurrent Systems
e Program invariants as fixed points
e The characterization problem for Hoare Logics
e Abstract interpretation for concurrent programs

25 Years of Model Checking



Temporal Logic and How It Originated

Temporal Logic and Program Verification
e Burstall 74, Kroeger 77, and Pnueli 77

Pnueli’s Seminal 1977 Paper
e Did he invent model checking?

Branching Time Logics
e Emerson and Clarke 1980
e Ben-An, Manna, and Pnueli 1981

Model Checking - The way Alten Emerson and I defined it in 1981

Model Checking Is Seriously Proposed For Veritication of Concurrent Systems
e Clarke and Emerson 81
e Quielle and Sitakis 82
e Similarities and differences

Clarke, Emerson, and Sistla (83 / 86) and The EMC Model Checker
e Linear algorithm
e Fairness constraints

Hardware Veriticatton using Model Checking
e Mishras thesis
» Dills thesis

The MCB Model Checker and Counterexamples

The Complexity of LTL Model Checking
o Sistla and Clarke 82 (PSPACE completeness)
e Lichtenstein and Pnueli 1985 (linear in size of model)
¢ Emerson and Lei 1985 (CTL* Model Checking)

The MCB Model Checker and Counterexamples
Automata Theoretic Model Checking

Links to Process Algebra
e Bisimulation and stuttering bisimulation
e Characterizing Kripke Structures in temporal logic

Symbolic Model Checking and the partial order reduction
Methods for Dealing with Very Complex Systems
Landmark Events In Model Checking Since The Early 1990s

Conclusion and Chalienges for the Future

25 Years of Model Checking 10



Biographical Information

Edmund M. Clarke received a B.A. degree in mathematics from the University of Vir-
ginia, Charlotiesville, VA. in 1967, an M.A. degree in mathematics from Duke University,
Durham NC. in 1968. and a Ph.D. degree in Computer Science from Cornell University,
Ithaca NY. in 1976. Afier recciving his Ph.D.. he taught in the Pepartment of Computer
Science. Duke University.for two years. In 1978 he moved o Harvard University, Cam-
bridge. MA where he was an Assistant Professor of Computer Science in the Division of
Applicd Sciences. He left Harvard in 1982 10 join the faculty in the Computer Science
Department at Carnegie-Mellon University, Pittsburgh, PA. He was appointed Full Profes-
sor in 1989. In 1995 he became the first recipient of the FORE Systems Professorship, an
endowed chair in the School of Computer Science.

Dr. Clarke'’s interests include software and hardware verification and automatic theorem
proving. In his Ph.D. thesis he proved that certain programming language control struc-
tures did not have good Hoare style proof systems. tn 1981 he and his Ph.DD. student Allen
Emerson first proposed the use of Model Checking as a verification 1echnique for finite
state concurrent systems. His research group pioneered the use ol Model Checking for
hardware verification. His group also developed symbolic Model Checking using BDDs.
This important technique was the subject of Kenneth McMillan’s Ph.D. thesis. which re-
ceived an ACM Doctoral Dissertation Award. In addition. his research group devéloped
the first paraliel resolution theorem prover {Parthenon) and the first theorem prover 10 be
based on asymbolic computation system {Analytica).

Pr.Clarke has served on the editorial boards of Distributed Computing, Logic and Com-
putation, and IEEE Transactions in Software Engincering. He is the former editor-in-chiefl
of Formal Methods in Systems Design. He is on the organizing commitiee of Logic in
Computer Science (LICS) and on the steering commitiee ofComputer-Aided Verification
{CAV). He received a Technical Excellence Award from the Semiconductor Research Cor-
poration in 1995 and an Allen Newel] Award for Excellence in Research from the Carnegic
Melton Computer Science Department in 1999. He was a co-winner along with Randy
Bryant, Allen Emerson, and Kenneth McMillan of the ACM Kaneltakis Award in 1999 for
the development of Symbolic Model Checking. In 2004 he received the IEEE Harry H.
Goode Memorial Award for significant and pioneering contributions to formal verification
of hardware and software systems, and for the profound impact these contributions have
had on the clectronics industry. He was clected to the National Academy of Engineering in
2005 for contributions to the formal verification of hardware and software correctness. Dr.
Clarke is a Eellow of the Association for Computing Machinery and the IEEE Computer
Society, and a member of Sigma Xi and Phi Beta Kappa.
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A Retrospective on Murphi

David Dill
Stanford University

Murphi is an explicit-state model checker for safety properties. It has been widely
used in academia and industry, especially for multiprocessor cache coherence pro-
tocols. The success of Murphi in its “ecological niche” is due to several research
innovations as well as some good engineering decisions. This talk will review the
history of the development of the tool, some of the interesting ideas in it, problems
to which it has been applied, and the ad hoc and somewhat random path that lead
to a working tool.

Biographical Information

David L. Dill is a Professor of Compuler Science and, by courtesy, Electrical Engineering
at Stanford University. He has been on the faculty at Stanford since 1987. He has an S.B. in
Electrical Engineering and Computer Science from Massachusetts Instituie of Technology
(1979}, and an M.S and Ph.D. from Carncgic-Mellon University (1982 and 1987).

Prof. Dill has research interests in a variety of arcus, including computational systems bi-
ology and the theory and application of formal verification technigues to system designs,
including hardware, protocols, and soltware. He has also done rescarch in asynchronous
circuit verification and synthesis, and in verification methods {or hard real-time systems.
He was the Chair of the Computer-Aided Verification Conference held at Stanflord Univer-
sity in 1994, From July 1995 to September 1996, he was Chiel Scientist at 0-In Design
Automation. He is an IEEE Fellow and an ACM Fellow.
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The Beginnings of Model Checking:
A Personal Perspective

E. Allen Emerson
University of Texas

Mode! checking realizes in small part the Dream of Leibniz to permit calculation
of the truth value of formalized assertions, Model checking provides an automated
method for verifying concurrent systems that hinges on efficient graph-theoretic
reachability analysis. At the time of its introduction in the early 1980’s, the prevail-
ing paradigm for verification was a manual one of proof-theoretic reasoning using
formal axioms and inference rules oriented towards sequential programs. The need
to encompass concurrent programs, and the desire to avoid the difficulties with
manual, deductive proofs motivated the development of model checking.

Key mathematical ingredients underlying model checking include:

Temporal logic, a flexible and expressive formalism to describe ongoing be-
havior of concurrent programs; temporal logic is arguably the most impor-
tant factor in the success of model checking.

structures to represent the behavior of finite state synchronization skeletons
for concurrent systems.

the Mu-calculus, a very general and highly expressive temporal logic that de-
fines correctness in terms of fixpoints, permitting the systematic description
of efficient graph search algorithms.

the Tarski-Knaster Theorem for evaluating fixpoint expressions.

Automata on infinite objects for specification of properties, modeling of con-
current systems, and verification of correctness.

Abstractions to simplify and compress the representations of programs.

Despile being hampered by state explosion, over the past 25 years model checking
has had a substantive impact on program verification efforts. Formal Verification

25 Years of Model Checking
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has progressed from discussions of how to manually prove programs correct to the
routine, automated, model-theoretic verification of many programs.

We will discuss the theoretical and pragmatic themes underlying this transforma-
tion, and then go on to make some forecasts as to what might be needed in the
future.

Biographical Information

E. Allen Emerson carned his BS in mathematics at the University of Texas and his PhD
in applied mathematics at Harvard, where he worked with Ed Clacke. In 1981 Clarke and
Emerson introduced model cheeking. Emerson has continued 10 make contributions 1o
arcas in lormal methoeds including verification, temporal logic, and automata. He serves
on the editorial boards of leading formal methods journals. He is co-winner of the ACM
Kanellakis Theory and Practice Award. He is now an Endowed Professor of Computer
Sciences at The University of Texas.

25 Years of Model Checking
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Accelerating the Industrial Deployment of
Model-Checking for SW Verification:
Lessons from 10 Years of Model-Checking Deployment of
HW Verification in Intel

Limor Fix
Intel Research Pittsburgh

1 Introduction

Today hardware formal verification tools are offered as products by many EDA
companies. However, 15 years ago no company has offered these tools and only
few large hardware companies have developed hardware verification CAD tools in
house. In Intel, the development of the formal verification system has started in
1990 as an experimental research project and in 1995 deployment have started in
two leading design projects in Santa Clara and Portland. Today, most Intel design
projects use formal property verification tools, some more intensively than others.
The challenge of deploying the new validation technology and methodology was
very big. The technology was not mature enough and offered only limited capacity
and moreover there is a lot of risk in changing the way the design is conducted
and therefore changing it was very hard. In this extended abstract, we describe the
evolution of Intel formal property verification tools and the learnings that have been
gathered over the years. Some technologies and some methodologies were more
successful than others. In particular, linear temporal logic, modular verification,
automated abstraction, embedded assertions, and bounded model checking have
been key enablers to the success of hardware formal verification. The paper ends
with discussion about formal verification of software and how we may accelerate
its industrial deployment.

2 Hardware Verification in Intel Since 1995

Intel engineers have been using formal verification tools to verify properties of
hardware designs. The first generation of Intel formal property verification system,

25 Years of Model Checking
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called Prover, included an enhanced version of SMV, and a specification language,
cailed FSL. that was an hardware linear temporal language inspired by LTL. The
compiler for FSL translated the linear logic into automata using tableau-like al-
gorithms. Two lead CPU design teams used Prover for a period of four years.
Both teams reported successful usage of the new verification technology and in
particular high quality bugs have been found. Very important leanings were gen-
erated by the two design teams about how, where, when and by whom hardware
formal verification tools should be used and moreover the remaining technology
challenges were identified. Automated abstraction and Modular verification us-
Ing assume-guarantee paradigm were used to overcome the limited capacity of the
tools. Properties were developed to capture the intended behavior of the inputs and
the outputs of each module. Only selected areas of the CPU were formally verified.
These were areas of high risk in which new complex functionality was added. The
decision on when to use the formal tools was not easy. On the one hand, using
the tools very early in the design cycle, even before the entire design was coded
and thus before the RTL simulation had started, was very successful. Bugs were re

vealed early and did not even reach the early simulation models. On the other hand,
since the RTL was unstable at that time the RTL changes required recoding of the
properties and assumptions again and again. The team ended up using the tools
relatively late and have indicated that support for early verification would be very
beneficial. We have encouraged both the validation and the RTL-design groups to
use Prover. In terms of number of users, we had better success with the validation
groups. However, the few designers that have used the tools indicated bigger suc-
cess in finding more bugs with less efforts. It became clear that developing good
specification was very difficult. In particular, it was hard for designers to develop
high level properties that do not mimic the details of the implementation, it was
hard to train the designers to use a linear temporal language, it was impossible to
know if enough properties were developed to express the entire desired behavior of
the design, and it was hard to maintain the properties since the design was chang-
ing and as a results the properties had to be changed accordingly. Other challenges
were also identified, one obvious challenge was the limited capacity of the model
checker. As a result, an assume-guarantee approach was developed, the design was
divided into smaller components and assumptions were placed on the inputs of the
verified components. However. the introduction of assumptions created a set of
additional challenges: it was hard to know which assumptions were needed, it was
hard to identify circular reasoning, and it was hard to make sure all assumptions
were verified. The most important learning from the first usage of formal verifica-
tion tools was the need to either identify which traditional validation activities can
be replaced by the formal verification effort. Or, alternatively, the need to integrate
smoothly the formal verification activity into the rest of the design and validation

25 Years of Model Checking
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efforts and to minimize any additional manual effort by either the designers or the
validators. In the following years, Intel formal verification system has developed
very fast, moving from a single BDD-based model checking engine to multiple
engines. A SAT-based model checker, a symbolic simulation engine and a paral-
lel solver were added. Formal specification coverage tools were added to be able
to measure the completeness of the set of properties that have been developed. A
database of properties and assumptions was developed to help detect circular rea-
soning and track the status of all properties. With high effort, a new generation of
the specification language, called ForSpec, was developed. This language has two
versions, a standalone version in which the properties are developed in a separate
file detached from the RTL design and an embedded version in which properties
are developed as embedded assertions inside the RTL model, that is, as part of the
Verilog code. In 2003, Intel has donated ForSpec to Accelera, part of the effort
to make ForSpec an IEEE standard for formal verification language. The resulting
IEEE standard, has adopted major pans of ForSpec standalone version. The 1IEEE
standard for SystemVerilog has adopted major parts of ForSpec embedded version
for the System Verilog assertions. In the last two years we have extended the use
of formal verification technology to other parts of the design. A very successful
system has been developed for the verification of microcode.

3 Industrial deployment of model checking for SW verifi-
cation

A large body of very successful research already exists in the area of software for-
mal verification. The goal of wide spread deployment of these techniques has not
been achieved. As our experience in hardware verification taught us the following
questions need to be answered: how, where, when and by whom. Below I present
my beliefs that are based only on my hardware experience and of cause the future
may prove me wrong. As for How, embedded assertions have been proven very
successful in hardware verification. For assertions to be successful, they need to
be dense enough. A very successful method to increase the number of assertions is
to generate some of them automatically and to develop a library of parameterized
assertions that express common requirements for software correctness. Once as-
sertions are embedded in the program they need to be utilized for several proposes,
for example, for compiler optimization and for debugging using gdb-like debug-
gers. Database of assertions need 1o be generated automatically from the program
code for managing the status of the assertions. As for Where, today parallel pro-
gramming becomes a necessity due to the power wall in silicon technology. Most

25 Years of Model Checking
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state-of-the-art computing devices have multiple processing units and the move
to chip multiprocessors is happening very fast. New programming paradigms are
being developed to combat the difficulties of parallel programming. The new de-
veloped languages should include embedded assertions as integral part of the lan-
guage. Additional area in which formal verification of software should be applied
to is security. The problem of viruses, spyware, and worms is growing fast and has
very high costs. Extra efforts to reduce vulnerability of software are likely to be
invested (o prevent these costs. As for When, as with hardware, assertions develop
ment should become an integral part of writing software and assertions should be
embedded in the code while the code is generated and they should be as dense as
possible. As for By whom, in large software companies, just as in hardware com-
panies, large validation groups are focused on raising the quality of the code by
intensive testing. I believe most assertions need to be developed by the program
mers themselves and should be always turned on. The validation teams may add
more assertions later and most importantly they need to work with the assertion
database to complete the verification of all assertions.

Biographical Information

Limor is the Associate Dircctor of Intel Rescarch Pitisburgh. Limor is an Intel Principal
Engincer and she has a PhD in Computer Science from the Technion, Israel. Afier gradu
ation, Limor conducted post-doc research in Cornell University and then she joined Intel
in Isracl. For 10 years Limor has led o major change in Intel's validation methodology.
She developed innovative formal verification tools and methodology that have been widely
adopted by intel’s design teams. Limor has published more than 30 papers, she was invited
to more than 15 technical program committees of leading international conferences. In the
fust three years Limor was on the Executive Committee of DAC - the Design Automation
Conlerence,
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From Graph Models to Game Models

Thomas A. Henzinger
EPFL Lausanne & UC Berkeley

A model that preserves the individuality of multiple actors in a transition system
is a game model. The resulting game is played on the state space of the system.
The players represent different processes of the system, or the environment. Ina
given state, the choices made by the players determine the successor state. Some
of the players may compete, others collaborate, with the objective of satisfying a
temporal specification. A graph model (or Kripke structure) is the special case of
a game model where there is only a single player (who resolves nondeterminismy).
Game solving, therefore, is the generalization of model checking to two or more
players.

Game models are necessary to ask and answer certain important questions about
systems. In particular, the problem of synthesizing a reactive system that satisfies
a temporal specification is a problem of constructing a winning strategy. Other
applications include compatibility checking for components, receptiveness and re-
finement checking for models, and test-case generation. Moreover, game models
offer the flexibility to limit the knowledge of a player when making a choice, to
allow a player probabilistic choices, and to combine the choices of different play-
ers in synchronous or asynchronous fashion. The precise formalization of a game
will determine the difficulty of solving it. We survey classical and recent results
on games with omega-regular winning conditions, as well as their applications in
system design and verification.

Biographical Information

Thomas A. Henzinger is professor of Computer and Communication Sciences at EPFL
in Lausanne, Switzeriand, and adjunct professor of Ktectrical Engineering and Computer
Sciences at the University of California, Berkeley. He holds a Dipl.-Ing. degree in Com-
puter Science from Kepler University in Linz, Austria, an M.S. degrec in Computer and
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Information Scienees from the University of Delaware. and a Ph.D. degree in Computer
Scienee {rom Stanford University (1991). He was assistant professor of Computer Science
at Cornell University. professor of Electrical Engineering and Computer Scicnees at the
University of California, Berkeley. and director at the Max-Planck Iastitute for Computer
Science in Saarbriicken, Germany. His research focuses on modern systems theory, espe-
cially models, algorithms, and tools for the design and veritication of software, hardware,
and embedded systems. His HyTech tool was the first model checker for mixed discrete-
continuous sysiems. He is a member of Academia Europaca, a member of the German
Academy of Sciences (Leopolding), and a fellow of the IEEE,
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New Challenges in Model Checking

Gerard J. Holzmann, Rajeev Joshi, Alex Groce
Jet Propulsion Laboratory, California Institute of Technology

Abstract

In the last twenty-five years, the notion of performing software verifi-
cation with logic model checking techniques has evolved from intellectual
curiosity 1o accepted technology with significant potential for broad practi-
cal application. In this symposium contribution we look back at the main
steps in this evolution and illustrate how the challenges have changed over
the years, as we sharpened our theories and ools. In the full paper we will
then discuss a typical challenge in software verification that we face today -
and that perhaps we can look back on in another 25 years as having inspired
the next logical step towards a broader integration of model checking into the
sofiware development process. In this summary, we set the scene.
Keywords. Logic model checking, software vertfication, softwarc reliability,
software structure, grand challenge projecs, flash file sysiem challenge.

Looking back on the last twenty-five years of development in logic model check-
ing, we can recognize some patterns in what we collectively considered to be the
main obstacles to a broader applications of this technique to software (instead of
hardware) verification problems. As some of the obstacles were overcome, new
challenges were identified and targeted. The following brief list illustrates these
developments based primarily on the evolution of what ultimately became the SPIN
model checker.

1. Specification Formalisms: Our initial challenge, in a period that we can in-
dicate very approximately as 1975-1985, was to find usable formalisms for
constructing medels with provable properties. The focus in this period was
on the identification of specification formalisms that could facilitate or en-
able formal analysis. Many different types of formalisms were tried, but ul
timately automata-based models were found to provide the most solid foun
dation for tool-based analysis. The earliest predecessor of SPIN, the pan tool
from 1980, for instance, was based on a process algebra. This tool was suc-
ceeded in 1983 by a tool called trace, and in that transition the tool’s foun-
dation changed to automata, leading the way in 1989 for SPIN to conform to
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the automata-theoretic foundation for logic model checking from |5]. Some
early work on automata based checking techniques includes the work on the
Approver tool of Jan Hajek in 1978 [0]. Alas the algorithms used in this tool
were never published and it therefore had little influence.

2. Efficient Algorithms: The next challenge, between roughly 1985 and 1995,
was in developing good data structures and especially efficient algorithms
to improve the range and efficiency of model checking systems. This devel-
opment produced BDD-based and symbolic verification methods, as well as
the partial order reduction methods that are at the core of logic model check-
ing systems today. Partial order reduction was integrated into SPIN in the
early nineties, based on work by Doron Peled.

3. Model Extraction from Code: The third chailenge, between 1995 and 2005,
was to find ways to apply model checking techniques not to models of code,
but more directly to implementation level code, using software abstraction
and model extraction techniques. This work led to an extension of the SPIN
model checker with support for embedded software in abstract models [2].
This change enabled the application of SPIN to the verification of imple-
mentation level software for call processing in a commercial voice and data
switch, which may well have been the first application of formal software
verification at a full industrial scale [1). Similarly, this challenge led to the
successes at Microsoft in the formal verification of device driver code [4].
and the work at Stanford on the CMC model checker [3].

4. Today’s Challenge: This brings us to the fourth, and current, challenge for
work that may well turn out to define the primary emphasis for our work
in togic model checking for the period 2005 to 2015. This fourth challenge
is to find effective ways to structure software such that formal verification
techniques, and especially logic model checking techniques, become simpler
to use and more effective in identifying potential violations of correctness
properties in executable code,

Our full symposium contribution will be focused on a description of this new chal-
lenge with an example of an application to mission critical software development
for spacecraft.
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25 Years of Computer-Aided Verification

Bob Kurshan
Cadence Berkeley

t will trace the evolution of the title subject from the laboratory to the market-
place. following a variety of technologies over the daunting hurdles of “technology
transfer”,

Biographical Information

¢ Ph.d. mathematics 1968
e research in algebra and approximation theory 1968-1982
¢ started working on aulomata-theoretic verification in 1982

¢ book: Computer-Aided Verification of Coordinating Processes Princeton Univ. Press
(1994)

¢ designed and built the COSPAN verification system (1983- ) together with Zvi
Har’El, Ronald H. Hardin, and a number of others, based upon the theory described
in the book.

COSPAN has been in use (and continuous development) since 1986, having been applied
directly 1o a number of commercial projects inside AT&T, Lucent, NCR and Intel, as well
as having been licensed 1o numerous universities for educational use. In 1998 COSPAN
was released commercially by Lucent under the trademark FormalCheck and ticensed for
resale to Cadence Design Systems, Inc. In that same year, FormalCheck won the Innova-
tion of the Year Award, from EDN. More recently, SAT-based algorithms from Cadence
Berkeley Labs have been integrated into COSPAN, which is now marketed by Cadence as
IFV.
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The Evolution of Symbolic Model Checking

Ken McMillan
Cadence Berkeley

This talk will trace the evolution of symbolic model checking over nearly two
decades. We will note several general trends. In the early years the emphasis
was on increasingly sophisticated representations and image computation meth-
ods. This includes various generalizations, such as regular model! checking. and
a proliferation of methods for Boolean quantifier elimination. More recently, the
trend has been toward approximate fixed point computations, which in effect allow
us 10 prove weaker properties of larger systems. This has resulted in a synthesis of
symbolic model checking and abstract interpretation. Still, given all this progress
it is surprising to find BDD-based symbolic model checking at the heart of many
modern systems.
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Cadence Berkeley Labs. In the mid 90's, he worked on aliernative Boolean representa-
tions, decision problems for partial order logics, and deciding correctness conditions for
concurrency.  He became interested in compositional methods, developing SMV into a
compositional proof system, supporting a style of proof by “functional decomposition”
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based on model checking. This system was made available on the Internet. and has since
been downloaded more than 14000 times.

Later. in the carly 2000's, he began work on SAT-based methods in model checking. in-
troducing the proof-based abstraction method, and interpolant-based model checking. He
extended the interpolant methods to first-order logic, allowing various applications o pred-
wale abstraction, and is currently working on interpolation-based software model checking.
Ken holds a BS in electrical engineering [rom the University of Mlinois at Urbana (1984},
an MS in elecirical engineering from Stanford (1986) and a Ph.D. in computer science
from Carnegic Mellon (1992). Before his Ph.D. studies, he worked as a chip designer and
a bromedical engineer. He lives in Berkeley. California.
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The Merits of Temporal Testers:
Transducers Compose while Acceptors Do Not

Amir Pnueli
New York University & Weizmann Institute of Science

A central component in model checking temporal properties of finite-state systems
is the translation of an LTL formula into a finite-state w automaton. According to
the standard translation, automaton A, corresponds to LTL formula ¢ if the set of
sequences accepted by Ay, is precisely the set of sequences that satisfy . This
implies that the correspondence between A and w is required only at the initial
position of each sequence. That is, an infinite state sequence a : sy, 81,... 1§
accepled by automaton A, iff (o,0) f= .

In this talk we consider a stronger notion of translation in which, for a formula @,
we construct an automaton T, called a temporal tester for ¢, which has a Boolean
output variable x such that .r = 1 at position j > 0 of a sequence o iff (0, ) F .
A tester for an LTL formula ¢ can be viewed as a (possibly non-deterministic)
transducer that keeps observing a state sequence o and, at every position 7 > 0,
outputs a boolean value which equals 1 iff (o, j) = . While acceptors, such as
the Biichi automaton A, do not compose, transducers do. In Fig. 1, we show how
transducers for the formulas ¢, v, and plfq can be composed into a transducer for
the formula @lf 4.

— Tly)

Y

Tlpiq)

¢

T[]

Figure 1: Composition of transducers to form Tlpt).
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There are several important advantages to the use of temporal testers as the basis
for the construction of automata for temporal formulas:

¢ The construction is maodular and compositional. Therefore, it is sufficient o
specify testers for the basic temporal formulas: X p (next p), plq. Y p (pre-
viously 1), and pSq, where p and ¢ are assertions (state formulas). Testers
for more complex formulas can be derived by composition and variable con-
nections as in Fig. 1.

¢ The testers for the basic formulas are naturally symbolic. Thus, a general
tester, which is a synchronous parallel composition (automata product) of
symbolic modules can also be easily represented symbolically.

¢ Asshown in the presentation, the basic processes of model checking and run-
time monitoring can be performed directly on the symbolic representation of
the testers. There is no need for determinization or reduction to explicit state
representation.

[n spite of these advantages, the complexity of constructing a transducer (temporal
tester) for an arbitrary LTL formula is not worse than that of the lower-functionality
acceptor. In its symbolic representation, the size of a tester is linear in the size of
the formula. This implies that the worst-case state complexity is exponential.

Due to the property of modularity, we can outline a model-checking algorithm for
LTL formulas which is compositional in the structure of the formula. This type
of compositionality has been long considered to be a unique feature of CTL, but
impossible for LTL. Based on this approach to LTL model checking, we will present
a compositional method for model-checking arbitrary CTL* formulas [KP05].

We will show how the notion of temporal testers is easily and naturally extended
to deal with many of the new operators introduced in the new hardware property
specification language PSL [ZP06]. It can also be adapted to deal with versions of
LTL which are evaluated over finite sequences as well as infinite sequences, as is
often required in applications of testing and run-time verification.
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as systems whose formal specification. analysis, and verification require a distinctive ap-
proach: and the development of a rich and detailed methodology. based on temporal logic.

for the formal treatment of reactive system: extending this methodology into the realm of

real-time systems: and more recently, introducing into formal analysis the models of hybrid
systems with appropriate cxtension of the temporai-logic based methodology.

Beside his more theoretical work. concerning a complete axiom system and proof the-
oty lor program verification by temporal logic, he also contributed to algorithmic re-
scarch in this arca. He developed a deductive sysiem for lincar-time temporal logic and
maodet-checking algorithms for the verification of temporal propertics of finite-state sys-

tems. Together with David Harel, Pnueli worked on the semantics and implementation of

Statecharts, a visual language for the specification. modeling. and prototyping of reactive
systems. This language has been applied to avionics, transport, and electronic hardware
systems. His current research interests involve synthesis of reactive modules. automatic
verification of multi-process systems. and specification methods that combine transition
systems with emporal logic.

Together with Zohar Manna, he is the author of a 3-volumes textbook on Temporal Logic
and its application to Reactive Systems of which the first two volumes arc:

I. Z.Manna & A. Pnucli: "The Temporal Logic of Reactive and Concurrent Systems:
Specification™, Springer-Verlag, 1991,

2. Z.Manna & A. Pnueli: "Temporal Verification of Reactive Systems: Safety™, Springer-

Verlag, 1995.
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systems in the color press and graphic printing areas. During this period, Pnueli designed
and supervised several real time mini-computer systems. including message switching,
Computer-Aided Teaching, on-line instrument testing. military real time sysiems, operat-
ing systems and compilers.

In 1984, Mini-Systems was acquired by Scitex. and Prof. Pnucli moved on to found.
together with two of his previous pariners and Prof. David Harel, also from the Weiz-
mann Institute, the company AdCad. In the years 1984-1989, Prol. Pnucli supervised and
designed (together with David Harel) the first version of the Statemate system. This im-
plementation effort required continuous research to clarify the semantics of synchronous
languages, among which, Statecharts occupy a prominent position.

The company AdCad later evolved into i-Logix, a firm constructing Computer Aided Soft-
ware Engineering tools for the specification and design of real time reactive embedded
systems, and which is the current producer of the various versions of the Siatemate Sys-
lems and its later derivatives.
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From Church and Prior to PSL

Moshe Y. Vardi
Rice University

One of the surprising developments in the area of program verification is how
ideas introduced originally by Prior in the 1950s ended up yieiding by 2004 an
industrial-standard property-specification language called PSL. This development
was enabled by the equally unlikely transformation of mathematical machinery, in-
roduced by Biichi in the early 1960 for second-order number theory, into effective
algorithms for mode! checking tools. This talk will attemnpt to depict the tangled
skein of this development.
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