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The contr ibution of this PhD thesis is primarily the fact that it showed a po-
tential method of approaching a very di�cult problem: veri�cation of Systems-
on-a-Chip. The concept itself { beingable to simply run a program on a SystemC
model and prove things about it { is amazing.

The work presents the various modules that make up a complete tool called
LusSy . This is particularly valuable since it provides an overall design on how
the problem can be approached. The end result however, is greater than the
sum of the modules.

Unfortunately, the actual implementation of the particular modules is not
available and from the description given it seems the written code is very frag-
ile. It is generally not a good idea to depend on particular versions of other
libraries. Also, avoiding hacking code in existing libraries is preferred. Hav-
ing at least someof these modules available (and usable) for the public would
greatly contribute to the work of other people that do research in the samearea.

In addition to this, it could be the case that some things that were left
unmodeled and simply considered random inputs may increase the space of
possible runs by a large factor. I am not an expert in the �eld, but I believe
more work could be done in this direction.

The introduction of HPIOMis a theoretical contribution, although it is not
fundamentally di�eren t from already existing work.

It is a bit disappointing that after all the work nothing could be proved
about the examplesthat were looked at. However, this is a good �rst iteration.

Grade: A-
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TechniquesandToolsfor the Veri�cation of
Systems-on-a-Chipat the TransactionLevel

{ summary {

Matthieu Moy

This work presents a setof tools in a framework (LusSy ) that canbeusedfor
automatic veri�cation of Systems-on-a-Chipat the transaction level. The goal
is to be able to take the SystemCspeci�cation of a system and verify whether
it satis�es certain properties.

The thesis is organized according to the modules that make up the tool.
In the intro duction, the author presents what transaction level models (TLM)
are and argues why this abstraction level is useful in system modeling. The
components of the tool LusSy are then presented:

� Pinap a (P inapa is not a parser). This tool is usedfor extracting relevant
information from a SystemCmodel. This information is obtained from
two sources: parsing the SystemCcode with a modi�ed version of gcc
and extracting the elaboration datastructure produced by SystemCwith
a modi�ed version of the SystemClibrary .

� HPIOM (H eterogeneousParallel I nput/ Output M achines) This is ac-
tually an automaton { a datastructure into which the data extracted by
Pinap a is converted. This automaton can be then connectedto various
veri�cation tools (Lustre tools, SMV were tried).

� BISE This tool is usedto convert the output of Pinap a to HPIOM .

� BIR TH (B ack-end I ndependent R eduction and T ransformationsof H PIOM )
This tool is usedto perform optimiz ations on HPIOM .

LusSy is a complete tool that can perform veri�cation of SystemCmod-
els. Sometests have beenperformed using the BASIC protocol and the EASY
platform.
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1 Summary

SystemCisaC++librarywhichprovidesakernelandsuitableabstractionsfor simulatinghardware
designs. The bene�ts of SystemCare its relatively low learningcurve, its cost (free), and the
ability of C++ compilersto generatefastcodefor simulation. Softwaresimulation,however, is
insuf�cient, in many cases,to �nd bugs and can only be run oncethe entire circuit hasbeen
developed. Formal veri�cation providesa way to more thoroughly�nd bugsearlier, hopefully
leadingto morerobustdesignsdevelopedfaster.

Dr. Moy's thesispresentsa methodfor formal veri�c ationon SystemCprograms.While the
thesisprovidesanimplementation,theprimarycontribution of thework is thedevelopmentof the
techniquesfor formalizingtheSystemCkernelandits interactionwith users.

1.1 Formalization

Moy's thesisdevelopsa representationcalledHPIOM (HeterogeneousParallel Input OutputMa-
chines).HPIOM representsof SystemCprogramsasanautomatonwith guardedtransitionsand
signalswhicharetriggeredwhentransitionsaretaken.TheC++codeis representedby acombina-
tion of theguardedtransitionsandautomatastates.TheSystemCkernelismodeledby ascheduler
automatonwhichnon-deterministicallyselectseligibleprocessesto run. Safetyproperties,embed-
dedin thecodeaswell asautomaticallygeneratedby thetranslation,areencodedasreachability
constraintsin HPIOM.

Due to the expressive power of C++ asa generalpurposeprogramminglanguage,HPIOM
mustbeaconservativeapproximationof thecorrespondingSystemC.C++'s lackof formality also
meansthat someconstructs aredif�cult or impossibleto modelef�ciently . Onesuchfeatureis
explicit dynamicmemorymanagementandpointers.While dynamicmemoryallocationpresents
aproblem,it is frowneduponin SystemC dueto theresourceboundedrestrictiononcircuits.Moy
handlesthesefeaturesby modelingtheir resultsassimply randomnumbers(of boundedrangeif
possible),which is necessaryfor theapproximationto beconservative.

A translationinsight presentedby Moy is the useof templatesfor the interactionswith the
kernel. This providesseveralbene�ts to the representation.First, thekerneldoesnot have to be
parsedin orderto translateto HPIOM. Thisreducescompilationtime,but, moreimportantly, such
aprocessallowsnon-determinismto beencodedinto therepresentation.ThismeansthatHPIOM
representsanabstractkernelratherthanoneof severalconcreteimplementationswhich couldex-
hibit certaindeterministicchoiceswhichdonot �nd bugspresentin adesign.

1.2 Implementation

The architectureof the tool follows that of a standardoptimizing compiler. The parsingstepis
handledby PINAPA, which,asMoy aptlypointsout, is morethanaparsersinceSystemCrelieson
codeexecutionto connectthe“hardware” components.PINAPA outputsa programrepresentation
andBISE translatestheresultinto HPIOM. The HPIOM representationis optimizedby BIRTH.
The optimizedrepresentationis usedto generateoneof two back-endformats,Lustreor SMV,
whichcanthenbepassedto anexternalveri�cation tool.
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2 Review

Thethesisprovidesagoodintroductionto SystemCandstrongmotivationfor SystemCveri�cation
tools. It alsoprovidesa goodintroductionto veri�cation techniques,dif�culties with veri�cation
andanoverview of currenttools.

2.1 Implementation

The project containsa signi�cant amountof developmentwork; essentiallythat of developing
an optimizing compiler from scratch. The thesis,however, doesnot provide enoughdiscussion
of alternative designand implementationchoices. While many of the choicesare reasonable,
explorationof alternative approacheswassurprisinglyminimal. Suchdiscussionis importantfor
future work to extendthe tool andexplore alternative choices. This is especiallytrue sincethe
�nal resultsfailed to prove properties. Additional explorationof the HPIOM constructionand
transformationto theback-endlanguagesarestill aninterestingpointof exploration.

One designdecisionwhich may have worked better if built anotherway was PINAPA. By
addinghooksto gcc , a largeandcomplex pieceof codewasaddedasa dependency of the tool
chain. Structuralchangesto gcc or modi�cations in to codegenerationcouldrequirelargescale
changesto thehookingmechanism.Theuseof anopen-sourceC++ parserwith a smallsystemto
instrumentcodeanda smallstubbedSystemCkernelto monitor theelaborationphaseanddump
informationto a �le mayhavebeenmore�e xible andpossiblyevenlesswork.

2.2 Results

The comparisonbetweenthe variousback-endswas interesting;however, it wasnot mentioned
whetheror nottheback-endtranslationscouldbeacauseof this. Thefactthatall of theLustretools
failedat or before8 transmitterssuggeststhatthetransformationto LUSTRE maybeconsiderably
lessef�cient than the transformationto SMV, which, as Moy notes,is a cleaner, more natural
conversion. How do the resultingprogramscomparein sizeor numberof variables?While the
systemsdo representthesamething,suchaclearsuperiorityof oneover therestseemsto suggest
thattheconstructionsof theproblemswerenot identical.

Thecompiledresultswereinterestingbut I felt that theanalysisomitteda signi�cant metric.
How doesthe veri�cation resultsfor the LUSSY generatedcodediffer from hand-writtencode?
Suchametricwouldshow how muchinformationis lostby approximationsaswell ashow BIRTH

comparesto a humanoptimizer. Writing codeby handmight exposepatternsthatbetterexpress
SystemCprogramsatahigherlevel.

2.3 Conclusions

While theresultsof thethesisareclearlynotwhatwasoriginally hopedfor, Moy cannotbefaulted
for that. Veri�cation is a substantialproblem. Overall, the thesisshowed insight into a dif�cult
problemandpresenteda tool for futureresearchin this area.Theonly issuesarisefrom a lack of
documentedexplorationof alternatives,including themotivation for thechoicesthatwere made,
andthemissingcomparisonbetweenLUSSY andhand-codedback-endmodels.
Overall Grade: B
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1 Overvi ew of the T hesis

Dr. Moy's thesisconcentrateson the very di�cult task of statically analyzing
and verifying high-level SystemCprograms. While there has beenwork done
to verify SystemC programs written at a very low level, nobody has yet
written an analyzer for programs written at the TLM or transaction level
modelling level. In order to perform such a veri�ca tion, Moy had several
extremely di�c ult engineeringchallengesto overcome,starting at extracting
the necessaryinformation out of the sourcetext.

Because SystemC is a C++ library, parsing it requiresa full C+ + front
end. Furthermore, important information about the connect ion between
modulesat the TLM level is encoded as a seriesof statements, not encoded
directly in the source code. In order to build an accurate representation of
the modules, Moy would either have to perform a small amount of static
analysis or otherwise �nd a way to extract the module information out of
the program. His solution was to introducePi napa. Pi napa works by pars-
ing class (SystemC module) de�nitio ns and running the elaboration phaseof
the SystemCsimulator. By providing himself an API to iterate through the
modulesat this stage,he is then able to connectmodulesto their elaborated
representat ions, completing the representation of the program.

Because C++ does not have a formal semantics, Moy introducesa for-
malism for the SystemC information obtained from Pi napa called HPIOM.
HPIOMautomata are able to represent addressesand static programs; how-
ever, they are unable to represent dynamic memory allocation or recursive
function calls. The conceptof non-deterministic valuesis also formally rep-
resented (and usedwhen dynamic memory allocation is used). There is no
textual representation for HPIOMautomata and there is no way to execute
the automata, verifying the correctnessof the translation.

The translation from Pi napa to HPIOMis calledby BISE. The actual trans-
lation to HPIOMis straightforward; however, it generates a large number of
automata with a lot of nodes. for its scheduler's state and one for its con-
trol 
o w. At this point , the Moy introducesBi rt h: a set of conservativ e
optimizations to help reducethe size of the resulting HPIOMautomata.

To perform the actual veri�catio n, Moy translates the �nal HPIOMau-
tomata to an exist ing veri�cat ion language such as SMV or Lust re . By
encoding invalid states as bad edges, he is able to reduce the veri�c ation
problem to reachabilit y. Unfortunately, none of the back ends were able to
cope wit h the simplest examples, showing that more work needsto be done.
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2 Evaluat ion of the T hesis

Grading this thesis was guided by two separate aspects: the materials pre-
sented (the �r st section in this document) and the actual presentation of
the materials. Judging the crit eria for the materials presented involves ex-
amining, for example, the software engineering, design decisions, and results
obtained. The presentation includesthe layout of the chapters, relevance of
each section, and clarit y of writing .

For a work such as a PhD, I feel that it is important to useproper gram-
mar andspelling. Although I understand that Dr. Moy is not a nativ eEnglish
speaker, askinga native speaker to copy edit the document would have made
a marked improvement in clarit y and professionalism. Unfortunately, I felt
that the number of typos and grammatical errors seriously detracted from
the reading experience.

The chapterswereorganizedin a logical manner,wit h each giving ample
history and background to understandthe problem at hand. However, some
of the discussioninvolved in the thesis felt like padding. For example, the
sect ion describingthe design patterns usedin Pi napa could havebeengreatly
reducedby simply point ing the reader to a book on designpatterns.

As to substance, I would have liked to seemorediscussionof why someof
the designdecisions were made. Especially given the �nal results, the path
to the �nal destination is a lot more interesting to me than simply what was
done. Similar work will now have to undertake many of the samedecisions
that Dr. Moy from �rst principals. It would bene�t everybody to have the
discussions in the open.

I must alsonote that while the result of the thesiswasa working product,
it doesnot look like the codewill bereusable.For example,Pi napa is entirely
dependent on an old versionof GCC and, while it works, feelslike a big hack.
It is also di�cult to judge the rationale behind its design becausethat was
not given.

Despite all of this, the fact that Dr. Moy produced real results is ex-
tremely impressive. Starting from C++ and ending in an automated veri�er
is an extremely daunting task. There is a proof of conceptthat can be used,
and it appears that there is a clear path forward to making a useful veri�er
as the result of this work. Even if such a path does not pan out, this thesis
hasshown new light on the topic of SystemCveri�catio n.

The �na l grade is a B .
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1 Con tributions Summary

Moy's thesis is a very impressive piece of work that successfullydeals with an
extremely hard problem: Verifying properties of SystemCmodels on the trans-
action level. Veri �cation techniques and tools are very valuable sincedesigners
are strivin g to be able to check the correctnessof their complex designs be-
fore manufacturing them. Transaction Level Models (TLM) are particularly
important becausethey allow for early embedded software development, early
performanceestimates,and can be usedas referencemodels to verify RTL de-
signs. Many of the advantages of TLM comesfrom being at a higher level of
abstraction and thus much simpler to reasonabout.

To be able to deal with the problem, Moy had to face and solve several
di�culties and hewasableto designa tool chain (LUSSY) that dealssuccessfully
with each of theseissues(modulo somesimplifying assumptions in certain cases).
LUSSY is composed of:

� A front end (PINAP A) which reads a SystemC design and executes the
elaboration phase returning an AST and an ELAB data structure con-
taining architecture-related information.

� A semantic extractor (BISE) that takes the output from PINAPA as an
input and generate an intermediate formalism (HPIOM) which is basi-
cally an executable synchronous automata abstr acti ng the semantics of
the design.

� An HPIOM optimizer (BIRTH) that does some transformations and op-
timizations on the extracted HPIOM data structure to make it ready to
be usedby the back-ends.

� A visualization back-end that allows for HPIOM graphical representation
(mainly for debugging purposes).
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� A couple of back-ends that transforms HPIOM to either Lustre or SMV
code that could be passedto the corresponding veri�cation tools.

This thesis can be consideredto have establisheda framework to do veri�-
cation of SystemCTLMs and hasprovided a completeworking implementation
that is adequateto verify someinteresting designs. As such, this work can be
consideredas an important proof-of-conceptshowing the feasibility of the task
while providing a concretemethodology to do it.

2 Criticism

2.1 Presentation

The presentation is clear and well organized. One thing that could have been
further explained is the rational behind selecting a speci�c approach to solve
each of the encountered di�c ulties. Moy tends to explain in details what he
did and the assumptions he used without giving enough justi�cation in each
case.Such re
ections would have obviously beenvery useful for anyoneelsewho
would be interestedin tackling similar problems. Another thing that would have
made the presentation more accessible,would have been using more examples
illustrating all the transformations explained. Ideally, a very simple SystemC
model could have been used as an illustrating example throughout the thesis,
showing the output of each tool for this particular example. A more interesting
examplecould have beenadded with all intermediate outputs as an Appendix.

2.2 Con ten ts

From the contribution point of view, I have only found a few things that were
not fully satisfying. Here is a list of theseissues:

� The weakest part of this thesis is the way tools were implemented. It is
clear that PINAPA's implementati on for example is a hack that involved
modifying a speci�c version of gcc. This basically meansthat as soon as
the usedgccversionbecomesobsolete,PINAPA will have to be rewritten.
In general,the implementation doesnot seamto bebased on solid software
engineeringconcepts.

� Apparently the whole system was designed using one speci�c example
in mind (the simpli�ed EASY platform). As acknowledged by Moy in
the conclusion(in section 9.2.1), many constructs that did not appear in
this example are not supported. Although getting one example to run
through the tool chain is a great achievement, this could have easily been
enhancedby supporting a few more examples(or showing that the current
implementation already supports them). Another thing that would have
been useful in this regard is adding a section summarizing all SystemC
constructs and features that have been left out with a brief discussion
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about which of thesecould easily be supported and which would be more
challenging or would require radically di�eren t techniques.

� Again, asstated by Moy, HPIOM doesnot have a concretesyntax. Having
a syntax for HPIOM is very useful both in terms of making it a standard
formalism usable by more people and in terms of illustrating it in the
thesis using more concreteexamples.

3 Grade

Overall, I think this thesis deservesa grade of A-
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COMP 607:ThesisReview
Grade:B+

1 Summary

The thesis aims to develop tools and techniques for systemon a chip veri-
¯cation at the transactional level. The systemsto be veri¯ed are actually
modeled in SystemC, a high level hardware description languagewhich is
an extensionof C++. The work attempts a completesolution starting from
SystemCprogramsand ending at BDD representations for model checking.
In a way the thesis can be viewed as an attempt at model checking safety
properties of SystemCprograms,and so it has relevanceto both hardware
and software veri¯cation and falls somewherebetweenthe two. The system
is modeledat the transactional level to avoid low level complexity.

Starting from the SystemCsourcecode, a specializedparser (PINAPA)
extracts an abstract representation comprisingboth the architecture and the
syntax related information. The tool BISE usesthe output of PINAPA to
generatea representation of the program using the automata basedinter-
mediate representation HPIOM (HeterogenousParallel Input/Output Ma-
chine). The HPIOM automata are translated into di®erent synchronous
languagesthat are then fed to di®erent model checking backends such as
LUSTRE and SMV. An additional HPIOM optimization tool which is inde-
pendent of the rest of the toolchain is alsodescribed.

This approach is only tested on a seriesof toy examples,as the author
explains that the approach, in its current state, can not handle even small
real world examples.
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2 Review

The major technical contribution of the thesis is the construction of an end
to end solution for the veri¯cation of SystemCprograms. However, the work
under consideration,while technically impressive, can only be consideredas
a proof of conceptat this stage. It is nonethelessan important step towards
the goal of verifying SystemCmodels of real world designs.Thus the tech-
nical merits of the thesis are su±cient for it to stand on its own. However
the work su®ersfrom two serious°aws. The ¯rst is that the designof the
entire toolchain, while modular, is very brittle from a software engineering
perspective. A better engineeredsolution, one that provided high quality
tools for other researchers to use, could have substantially increasedfollow
up research. This would not have beena serious°aw in itself, if the tools
and methods themselves had proven to be e®ective at handling real world
examples.In the absenceof signi¯cant experimental results, the main tech-
nical impact of the work will be in pointing a way for other peopleto follow.
In this way the poor software design hampers the technical impact of the
thesis.

The other °aw is in experimental design. While it is clear that the tools
developedcould not handleevensmall real world examples,a better attempt
at creating toy experiments should have been made. As an example, the
toolchain could have beencomparedwith running the backendsdirectly on
handcoded examples. This would clearly demonstratethe amount of over-
headbeing createdby the toolchain.

In my opinion, this thesisis an important pieceof scienti¯c work, but one
that could have had signi¯cantly more impact| a tale of signi¯cant progress
and missedopportunities.
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On Matthieu Moy's Ph.D. Dissertation

1 Motiv ation

SystemChas recently becomethe de-facto standard languagefor designingand
modeling hardware and software systems,embedded systemsor systems-on-a-
chip. Unfortunately , SystemCis basedon C++, and the latter has no formally
de�ned semantics. This meansthat most of the veri�cation e�orts are targeted
at dynamic veri�cation of SystemC models, and lesson formal veri�cation. To
the best of my knowledge, at the time when Moy wrote his thesis the only
attempts at formal veri�cation of SystemC models were successfullydone with
gate-level models. Moy's thesis promisesa complete toolchain that realizesthe
model-checker's dream of automatically verifying formally a SystemCmodel.

Moy describes a tool named LusSy that is able to extract architecture and
synchronization information from a TLM designwritten in SystemCby exploit-
ing carefully the constructs provided in the library . The tool translates SystemC
into HPIOMs (HeterogeneousParallel Input/Output Machines) thereby giving
formal semantics to SystemC. The HPIOMs are executable1, thus allowing the
user to comparethe execution of the formal model against the execution of the
SystemCmodel.

2 Con tributions

Moy's e�orts are focused in two broad areas: engineering and modifying ex-
isting tools to create a framework in which an internal representation of the
SystemC code can be transformed and optimized, and de�nining and imple-
menting theoretical modelsof communicating processesand their translation to
the languagesof two tools for performing formal veri�cation.

2.1 Soft ware engineering contributions

On the software engineering side Moy's contributions include modifying the
front end of gcc to allow it to extract semantic information from the SystemC
models. This task is split in two components: extracting information about
the objects in the model, and extracting information about the architecture
(connectivity) betweenthe modules.

1via the LUSTRE back-end
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2.2 Represen ting comm unicating pro cesses

Moy intro ducesa formalism called HPIOMs that allows the representation of
communicating processes.The HPIOMs look prett y much like Labeled Kripk e
Structures. In each state (control point in Moy's thesis) we have a valuation of a
set of variables. The labels on the transitions are richer than those in Kro ening
and Sharygina's LKSs. They consist of

� A guard (Booleanexpressionover the variables in the state) and/or a test
for a message

� A list of emitted messages

� A set of parallel assignments

The automata react to their environment by consumingmessages,outputting
messagesand changing their internal state. Non-determinism is modeled via
oracles(the machines are deterministic).

What di�eren tiates this approach from the other related approachesis that
here Moy et al. have chosento give a direct HPIOM semantics to TLM con-
structs. Moy describes generic HPIOM patterns for the SystemC constructs,
which are basedon the library speci�cations, eg. a pattern for a signal, for the
scheduler, etc. Upon parsing the SystemC code they extract additional infor-
mation, eg. for the scheduler they needthe number of processes,for channels:
the number of connectedmodules, etc. There is one HPIOM for each channel,
one for each signal, one for the scheduler and so on.

The translation from SystemCto HPIOMs is basedon well-known techniques
for translating imperative code to automata. Non-recursive function calls are
handled by inlining, but recursive calls are abstracted away. (This leaves a
few open questionsnot answered here, for example, what happens if there is a
spurious counterexample).

2.3 Connecting with back-ends

The last step performed with LusSy is the translation of the internal represen-
tation (HPIOMs) to the languageof two well-known model checkers (SMV and
LUSTRE). The thesis provides a comparisonbetweenthe performanceof the a
set of model checkers.

2.4 Limitations

According to Moy et al., LusSy acceptsa very large subsetof C++. The only
limitation is that the use of templates is limited to a �xed set of parameter
types.
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3 Evaluation

To achievethe goalsthat Dr. Moy announcedin his intro duction many shortcuts
had to be taken in order to �nish the project in a reasonabletime. I think that
the development of LUSSY was done in a non-extensibleand in
exible fashion.
I also think that the results are unimpressive.

Having said that, we should not forget that this is the �rst work of its kind
that hasput anything on the table. Related works havemany caveatsand small-
print or are limited to a particular subsetof SystemCmodels. I think that it is
important to have a �rst milestone in the area of automatic formal veri�cation
of SystemC, even if it doesn't have enoughcapacity to handle reasonable-sized
models.

Grade: A-


