Maverick Prog‘rammers
Prepare to Unleash
Anarchy on the Web

F YOU THINK the Intemet isan untamed -
frontier now, just wait. A new technology -
sweeping through eyberspace promises to- unleash

an entirely new wave of anarchy ento the Web,
making it impessible for anyone to protect
intellectual property online or shut down arogue -
Web service.

The early warning came March 14 from a tiny. .
oomputer program called Griutella. Created by

renegade programmers at a unit of America Online,

Gnutella lets people share computer files—mainly
music—over the Net.
-‘AOL yanked the .
Gnutella Web site
within a day, but it was
B toolate. Gnuteliais
- humming with -
¢ hundreds of people
. swapping Pink Floyd
citts, and no one can
stop them
The technology that
makes Gnutella thrive
is popping up all over-
.. the Net, and it goes way
beyond just music.
-Knownasa
“distributed” or “peer-
. to-peer”.approach, it’s
, o pretty much the .
opposite of theway: the World Wide Web works. On
the Web, people get information from central
repositories, or servers.- Shutting down a server
cripples a Web site, as demonstrated in last month’s
hacker attacks. -

\N A DISTRIBUTED system there is no central
Obram to attack. So there’s aimost no way to
turn it off short of finding and unplugging every

single machine connected to it. Shutting down one of

these nietworks wotld be like trying to stop every
phone conversation on the planet. -

“This will make censorship impossible,” says Ian
Caarke. a young programmer in London with grand
plans for peer-to-peer, technology. For the past 18 -

phiand a handtifl of collaborators h

Anyone wo

e o) FreeNetb 2. eceofsoftware
l‘Im‘orm?d ll ition y FreeNget goulﬂ bé automati-
i Gstored on multiple member :
y search for something— -

quiest would move: computer to the next un-

til it encoyntered and accessed the desired informa- -

tion. The approach would foll tracking efforts and
miake it nearly impossible for someone to remove in-

formation from the iretwork:
- Mr. Clarke thinks those capsil ﬂitlesadduptoa
bold new age foi the Internet. He envisions FreeNet

as a way for politieal dissidents to publish their -
views without fearof being found out. Read his ﬂery
manifesto at hitp://free

'freenet.sourceforge, net. But he
admits there's a. dark side, too. If FreeNef works as
advertised, it cogldeasily be adapted forunsavory

gurposes. such as distributing child pomography

This system is, iit a sensé, above the law,” he says. -

FreeNet may be new; it the concept of
distributed networks has 4 long history, The
Intérnet itself was eonistructed as a distributed.
network. Look deep inside the Net and yow’ll find
tiny packets of digital.information finding their way
from one computer ethe next, largely without any
central control. But then the user-friendly World -
Wide Web came along and created a new layer on.
top of the Net, centered around the servers that host
Web sites, In a sense, FreeNet and Ghutella are a:
return to the Net's roots. : .

THESE FLEDGLING networks are now mutating
at warp speed, driven by the explosion in online
music. A controversial program called Napster was
designed for college students to trade songs in the
popular MP3 file format. But last week Napster buffs
branched out into everything from full-length feature
films to copies of Microsoft Word thanks to Wrapster,
an underground program written to turn the music-
trading community into an all-purpose bazaar.

" Napster, though largely peer-to-peer, relieson a
central server to act as a directory. That means -
someone can pull the plug—say, a court'ruling in
favor of the music companies now suing Napster. -
But Gnutella is practically invulnerable because it's
diffuse. You have to find one other compuiter
rumﬁng the software, then you're automatically

.hooked to all of the other Gnutella machines that

computer knows about. And by installing the
program on your PC, you turn your own machine
into part of the network’s library, too. -

Strangers can tap into your computer at a furious
clip A few nights ago I watched as anonymous

" Gnutella users scanned my laptop for the computer-

game Quake, songs by Fleetwood Mac, and a variety
of X-rated images. (For the record, they found none

of the above.) The program lets you decide which -

portions of your hard drive can be searched and

- Which are off-limits, but it's disconcerting -
" nonetheless, If you want to give it a try,. v1s1t

http://gnutella.nerdherd.net, one of the
number of Web sites offering Gnutella downloads
and information. -

Oomputer-seclmty expert Avi Rubin warns Net
users to be wary. A strange fil program

e-sharing
. might become a hacker’s tool for looting your entire

hard drive. But Mr. Rubin, a researcher at AT&T

" Labs, is working on another distributed network.

Called Publius, after the pseudonym used in the
Federalist Papers, it's designed to defeat censorship.
And Gnutella fans like Bryan Mayland, 26, of -
Tampa, Fla., are already developing new versions

aimed at supporting thousands, not hundreds, of

‘users. “This is unstoppable,” Mr. Mayland says."

E-mail me at tweber @wsj.com.



