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ABSTRACT checksum calculations were identified as a bottleneck earf2].

On a modern computer, processing each TCP packet requibas ab

3100 instructions, but more than half of those instructionslve
p data memory accesses. Techniques like zero-copy I/O arukche
sum offload have reduced processing time by eliminating rexpe
sive memory accesses to packet data [3, 7, 16]. Now, memery ac
cesses to connection data structures are becoming a leattlém
TCP packet processing. As the number of connections ineseas
connection structures start to overwhelm the CPU cachesjrg
main memory accesses that take over two hundred CPU cycles.
For instance, on an Athlon-based system, processing a T€®tpa
takes 10358 cycles when a single connection is used. ZgrpH0
and checksum offload reduce the number to 4295. However, when
1024 connections are used, the time increases again to y8lé$c
showing that main memory accesses to connection datastesct
are expensive.

TCP offload schemes can reduce memory accesses to connection
data structures by offloading connections to the networriate

This paper presents a connection handoff interface betitesop-
erating system and the network interface. Using this iatef the
operating system can offload a subset of TCP connectionsein t
system to the network interface, while the remaining cotiors
are processed on the host CPU. Offloading can reduce computa
tion and memory bandwidth requirements for packet prongssn

the host CPU. However, full TCP offloading may degrade system
performance because finite processing and memory resoonces
the network interface limit the amount of packet processing

the number of connections. Using handoff, the operatingesys
controls the number of offloaded connections in order to/futl-

lize the network interface without overloading it. Handisftrans-
parent to the application, and the operating system maysehtmo
offload connections to the network interface or reclaim thieom

the interface at any time. A prototype system based on théfimdd
FreeBSD operating system shows that handoff reduces thberum
of instructions and cache misses on the host CPU. As a réseilt, .
number of CPU cycles spent processing each packet deciaases card (NIC) and running the network ;tack on the NIC. However,
16-84%. Simulation results show handoff can improve weeser (e typical approach (full TCP offload) in which all packepgess-

throughput (SEPCweb99) by 15%, despite short-lived cotiomes: ing is performed on the NIC has several drawbacks. Becaese th
NIC has limited computation and memory resources, it canaity

rather than improve system performance. Saturating alfiplex

Categories and SUbjeCt Descriptors 10 Gb/s link using TCP packets requires about 8 billion djp@na
D.4.4 [Operating System§: Communications Management —Net- ~ per second, which is likely to exceed the available comjurtat
work Communication capacity of a NIC without resorting to specialized, inflégibard-

ware. Likewise, memory is limited on the NIC which will place
hard limits on the number of connections that the NIC can stpp

General Terms Running TCP on the NIC also complicates the existing softvea+

Experimentation, Performance chitecture of the network stack, since the operating systedithe
NIC now need to cooperatively manage global resources like p
Keywords numbers and IP routes [12].

Connection handoff has previously been suggested as fmssi
alternative to full offload [11]. This paper introduces atuat de-
sign and implementation of a connection handoff interfastevben
the operating system and the NIC that can achieve the bepéfits
1. INTRODUCTION TCP offload while avoiding the drawbacks. Using the handwff i

Main memory accesses have been a long-standing bottleneck i terface, the operating system offloads established caonecto

TCP processing. Data touching operations such as data capy a the NIC, as appropriate. Once a connection is offloaded, the N
processes TCP packets for that connection, and the oppstia
tem switches the protocol for that connection from TCP tcagest
less bypass protocol that simply forwards application estgito

Permission to make digital or hard copies of all or part of tiork for send or receive data to the NIC. The operating system canmeiso

personal or classroom use is granted without fee providatidbpies are claim a connection from the NIC, if necessary. Thus, the ey

not made or distributed for profit or commercial advantage that copies system retains Comp|ete control over the networking Subgyand

bearglr."sh”?t'ce ?nd the full C'tatt'on %r.‘ tth.‘fj f'trSttp'T‘.ge' Tq’mm_erw'se'_]? can control the division of work between the NIC and host CPU.

Lee%is':i dn%ﬁgforog ff:ervers orto redistribute to listguikes prior specific The proposed connection handoff interface also allows ti@thl

EuroSys'06 April 18-21, 2006, Leuven, Belgium. decide to return a connection to the operating system. When t
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ABCDEF ABCDEF ABCDEF ABCDEF ABCDEF ABCDEFTF =
System Call TCP IP Ethernet Driver Total

Connections Zero-copy Checksum offload Dummynet latency ncBeark

A 1 No No Oms TCP Send

B 1 Yes No Oms TCP Send

C 1 Yes Yes Oms TCP Send

D 1024 Yes Yes Oms TCP Send

E 1024 Yes Yes 20ms TCP Send

F 256 Yes+ No Yes Oms SPECweb99

Figure 1: Execution profiles of the network stack under variais configurations.

NIC runs low on resources, it can move connections back to the The execution profiles of the network stack shown in the figuee
operating system to avoid performance losses. The opgrsyis collected using an instrumented FreeBSD 4.7 network stack r
tem can easily opt to reduce the number of connections onliie N ning on a machine with a Gigabit Ethernet NIC and a single AMD
or not to use offload entirely. With handoff, the NIC does neta Athlon XP 2600+ processor that runs at 2.1GHz and has 256KB
to make routing decisions or allocate port numbers becastsb-e of L2 cache. The profiles show the number of processor cycles,
lished connections already have correct routes and ports. instructions, micro-operations, and data memory accgs=eECP

A prototype is built using a modified version of the FreeBSD packet in each layer of the network stack for several cordigums
operating system and a programmable Gigabit Ethernetaltartr denoted by A-F. A—E are generated by a microbenchmark progra
Experimental results show that handoff reduces L2 cacheawis that sends maximum-sized (1460 byte) TCP segments at 108 Mb/
as well as instructions in the host network stack. Consdtyien to another machine evenly across a number of connection®e- Ze
the number of cycles spent in the host network stack for each copy and Checksum offload indicate whether the system gadt la
packet decreases by 16-84%. Moreover, the volume of messageperforms data copy and whether the stack calculates chmsksu
traffic across the local I/O interconnect also decreasds kand- respectively. Also, dummynet [21] is used to control pacisays.
off. Currently, the prototype is limited by the slow prognaable Oms latency means that dummynet is not used. F is generated by
controller. Full-system simulations of a system with aédasion- SPECwebh99 with 256 clients (connections). Each clientsénth
troller show that these reductions improve SPECweb99 welese  static and dynamic requests to the Flash web server [15] @itk m
throughput by 15%, even though the workload comprises many tains a fixed bandwidth of 400 Kb/s. Static HTTP response idata
small files and short-lived connections. The modificatianshe sent through zero-copy 1/0 while other data is copied betvwbe
operating system are confined within the network stack béfav user and kernel memory spaces. For each configuration, fthe le
socket layer. Other operating systems that employ BSD haesed stacked bar shows the number of processor cycles, whilaghe r
work stacks should be able to support the handoff interfatieowt stacked bar shows the number of micro-operations. The gsoce
much difficulty. cycles are further divided into two bars. The lower bar shtives

The rest of the paper is organized as follows. Section 2 deescr number of cycles required to execute the instructions aggthat
performance issues of TCP/IP packet processing on modern pr each instruction takes exactly one cycle to execute, thegugls
cessors. Section 3 describes a connection handoff ineeliae the number of instructions. The upper bar shows the resteof th
tween the operating system and the NIC. Section 4 desciitees t cycles. The micro-operations are also divided into two bditse
experimental setup, and Section 5 presents results. Sestils- lower bar shows the number of data memory accesses, and-the up
cusses related work, and Section 7 draws conclusions. per bar shows the rest of the operations.

As configuration C in Figure 1 shows, by using zero-copy 1/0

2. and checksum offload, the network stack only executes alfii 3
instructions (4600 micro-operations) in order to procepaeket.
Theoretically, this operation rate is not a serious coirgtrior
the host CPU, as 10Gb/s of bidirectional TCP throughputgusin
maximum-sized packets could be achieved with a procesgar ca
ble of about 8 billion operations per second. However, atri6%o
of the micro-operations are data memory accesses. Typicgjer
applications have much less frequent memory accessesx&or e

NETWORK STACK PERFORMANCE

Most layers of the network stack, including the IP, Etheraat
device driver layers, perform simple tasks. The TCP layenase
complex because it maintains connection states in memarprn
vides reliability. Despite its complexity, the number oftructions
required to process a TCP packet can be fairly low [2]. Rathisr
expensive main memory accesses that dominate packet piges
time. Figure 1 illustrates the impact of such main memorgases.



ple, only 33% of the micro-operations are data memory aesess

in the SPEC CPU2000 integer benchmark suite on the same ma-

chine. Thus, memory performance can significantly affeckpa
processing time.

Zero-copy and checksum offload combined eliminate memory
access to packet data (commonly referred to as data touobping
erations) and dramatically decrease packet processirg fiom
10358 cycles to 4295 (see A, B, and C). Zero-copy alone is not
as effective as one might expect because the IP layer stiil co
putes checksums and accesses main memory to fetch paciet dat
This impact of data touching operations is well-known [2]ovi4
ever, the figure also shows that main memory accesses to@onne
tion state, such as TCP control blocks, have similar impatfish
zero-copy and checksum offload, the remaining memory ne¢ese
are mainly to packet headers and connection data structéres
the number of connections increases, the connection datilses
quickly grow larger than the cache size. Consequently,sseseto
such structures suffer from long main memory latenciesclvhre

easily over 200 cycles on modern processors. C and D show that

1024 connections require 54% more cycles to process ea&Btpac
than a single connection, even though the number of ingbnet
and memory references remain almost constant. Furtherriore
shows that as the network latency increases, the packetgsiog
time increases by another 12%. With longer round-trip tinaes
knowledgment packets return from the receiver much latbichv
increases the reuse distance of connection data strucflinesin-
creased reuse distance in turn reduces the likelihoodhibsitwill

be found in the cache.

Finally, F shows that the network stack behavior is essintie
same for both the microbenchmark and web server except éor th
system call layer. The behavior of the system call layerffedint
simply because Flash and the microbenchmark program use-dif
ent system calls to access the network. The TCP layer’s grigfil
very similar to D, indicating that main memory access to @mn
tion data structures can be a performance issue for rearsethat
must handle a large number of connections.

In summary, it is crucial to reduce the frequent, expensiagm
memory accesses incurred by the network stack. These memory
cesses can be divided into accesses to packet data and ttonnec
data structures. Packet data accesses can be eliminatesinigy u
zero-copy /O and checksum offload techniques, enablinge:th
retical processor that could sustain 8 billion operatiomsgecond
to saturate a full-duplex 10 Gb/s link (assuming that thepzaket
processing requirements remain as they are for configar&im
Figure 1). However, as network latency and the number of@onn
tions increase, connection data structures can no longeadied.
Therefore, memory speed, as well as processor performancs,
improve significantly in order to saturate a 10 Gb/s link witig4
connections. Connection data structure accesses canminbe
inated and cannot easily be cached, as a modest number of con
nections can easily require more storage than a cache ceaidgro
The size of a connection in the FreeBSD operating system used
for the experiments is 720B, including a 192B sockst uct
socket ), a 176B protocol-independent control blockt ¢ uct
i npch), a232B TCP control blocksf r uct t cpcb), and 120B
for five timers §t ruct cal | out). Even a 1MB L2 cache that
is entirely filled with connection data structures couldyostiore a
maximum of 1456 connections. In practice, cache conflictistha
need to store other data in the cache will dramatically redhe
number of connection data structures that can be storedve@en
tional latency hiding techniques, such as software prbieds do
not work well [5]. First, the small number of instructions kea it
difficult to initiate prefetches early enough to hide the noeyra-

tency. Moreover, the high fraction of memory accessessteethe
memory subsystem and would increase prefetching laterfughw
in turn requires the processor to issue prefetches eveerearl

3. TCP ACCELERATION

As the processor/memory speed gap continues to grow, the mem
ory latency bottleneck in TCP processing becomes incrgBsin
worse. Offloading the network stack onto the NIC can alleviat
the memory latency problem by allowing connection datacstru
tures to be stored in a fast dedicated memory on the NIC. A&pi
offload approach partitions the network stack into two congmats,
one consisting of the layers above TCP and the other camgisfi
TCP and the layers below it. So, all TCP processing occurfien t
network interface (full TCP offload). However, there areesal/
problems with full offload:

Computation resources. As discussed previously, it can take
upwards of 8 billion operations per second to saturate adfuplex
10 Gb/s link. Itis unreasonable to expect to be able to plawela-
gigahertz processor on a space and power constrained NEZe Th
is no room for the required cooling and insufficient poweiasl/
to peripherals to achieve such computation rates. The oalytw
efficiently achieve such computation rates is likely to betigh
custom hardware rather than a programmable processor. isThis
not only more costly, but also greatly restricts the flexipiof the
system.

Memory capacity limits. Ideally, the memory on the NIC would
be large enough to store connection state for all of the adiores
in the system. However, a memory of that size is likely to st ju
as slow as the host’s main memory, negating the advantadel of
TCP offload, and would likely consume more area than is avail-
able on a network interface. So, the memory on the NIC must be
smaller than the memory on the host, in order to allow fasts&c
but significantly larger than the host processor’'s cachesrder
to store more connections. These capacity constraintpigitie a
hard limit on the number of connections that can be procelbged
the NIC, which is likely to degrade overall system perforicen

Software architecture complexity. Offloading the network
stack onto the network interface greatly complicates tHaveoe
architecture of the network subsystem [12]. Two importastées
are port number assignment and IP routing. Both must be édndl
globally, rather than by a single network interface. Allogieach
network interface to establish its own connections coute pibally
lead to system wide conflicts. Furthermore, IP route chacges
affect multiple network interfaces, so would require caoation
among offloading network interfaces. These and many otlobag|
decisions are more efficiently made by the operating system t
a peripheral. Allowing distributed control greatly congaltes the
system design.

3.1 Connection Handoff

Connection handoff can overcome these problems by allowing
the operating system to have ultimate control over the nitaab-
system. The operating system can choose to handoff a cammect
to the appropriate network interface if and only if the natwin-
terface has enough computation and memory resources atetimp
ments the appropriate protocols correctly. This allowsatara-
tion between the operating system and the network interiatce
abling many of the benefits of full TCP offload while limitinget
drawbacks.

Connection handoff to the NIC is conceptually an easy paces
The operating system first establishes a connection. Tlieh, i
wishes, the operating system transfers the state of theection
from the main memory to the NIC and then suspends TCP pro-
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Figure 2: Extended network stack for connection handoff.

cessing within the operating system for that connection.ceOm
connection is offloaded to the NIC, the operating system maist
lay requests from the application to the NIC and changeseén th
connection state from the NIC to the application.

Using handoff to offload TCP processing has a number of advan-
tages from the viewpoint of software engineering, becahsep-
erating system establishes connections. First, the dpgragstem
can still exercise admission policies. Second, the opeyatys-
tem also retains control over the allocation of port numbe&khsrd,
the operating system continues to make routing decisionseriv
a connection is offloaded, the current route is already knowre
operating system then only needs to take proper action§, asic
informing the NIC of the new route, when the route changes.

3.2 Architecture

Figure 2 shows the network stack modified to support connec-
tion handoff. The left half of the figure represents the tiadal
network stack, while the right half represents the new staed by
offloaded connections. The NIC now includes the socket, TR, P/
Ethernet, and lookup layers in order to process TCP padkeds!-
dition to the traditional functionalities that enable arission and
reception of Ethernet frames. The lookup layer hashes immpm
TCP packets to quickly determine whether they belong to time c
nections on the NIC, which may slightly increase receivekptic
latency.

TCP packets can take two different paths within the modified
stack. The dotted arrows in Figure 2 show the traditionza flatv
for the connections residing in the main memory. TCP pachkets
sent through the layers of the unmodified network stack. Rede
packets, however, must first be checked by the NIC to determin
if they belong to an offloaded connection in the lookup layiér.
they do not, they can be sent directly to the operating systahat
point. Offloaded connections are processed entirely on tle &
shown by the solid arrows in the figure. These connectionshese
bypass layer within the operating system, as shown by thieedas
arrows in the figure, which forwards data and changes in asnne
tion states between the operating system’s socket and @& NI
socket in order to keep them synchronized.

Even though the lookup layer of the NIC is shown in the figure,
the system may choose not to employ it. Without the lookupday
a received TCP packet flows through the Ethernet and IP layers
and connection lookup is performed in the TCP layer. If thekpa
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Figure 3: Important data structures of a connection.

does not belong to an offloaded connection, then it is traresfe
to the main memory, at which point it can either be completely
reprocessed or can skip directly to the TCP layer.

Figure 3 shows major data structures that exist for an offidad
connection on the NIC. A connection residing in the main mem-
ory only requires those structures that belong to the hostating
system. The data structures and their organization arel lmasthe
FreeBSD 4 operating system, but they should be similar intmos
operating systems that implement the sockets API. The &iteked,
and control block structures are all linked through poistaut oth-
erwise are unaware of each other’s internal implementatiotinat
the application can access any protocol through the sanketsoc
API.

An offloaded connection has the socket, socket buffer, aoigpr
col control block structures both in the main memory and th@ N
memory. However, the operating system accesses only sacllet
socket buffers since the NIC processes TCP packets. The othe
structures such as the protocol control block are not deatéed
in case the TCP connection state needs to be restored from the
NIC. The socket now contains two additional fields: a corioact
identifier and a pointer to the data structure representiagiévice
driver for the NIC. These two fields are used to communicatl wi
the NIC. The bypass layer does not introduce any additioat d
structures.

Socket buffers exist in both the main memory and the NIC mem-
ory. The actual user data has to exist only in the main memory.
However, storing the data in the NIC memory can facilitatoze
copy I/0. When the data only exists in the main memory, thel sen
socket buffer in the NIC simply stores a list of pairs of thggibal
address and length of the user data in the main memory. The use
data is fetched to the NIC memory only when transmission ef th
data takes place. The receive socket buffer on the NIC tegmnpor
ily stores newly received data before it is transferred toréteive
buffer in the main memory. Since the actual socket buffea det
sides in the main memory, the NIC only needs to store meta data
such as protocol control blocks and sockets.

The above scheme minimizes the memory requirement on the
NIC. In order to support zero-copy receive, the NIC may huffe
the received user data for a longer period. Normally, theaipey
system informs the NIC of the physical addresses and lerajths
pre-posted user buffers so that the NIC can directly trartsie
data to the user buffer. However, if the NIC runs low of memory
while buffering the user data, it can simply transfer theadatthe



ch_ni c_handof f (connecti on)

Allocate a connection on the NIC and transfer the host connec
tion state to the NIC. At minimum, the device driver needs to
examine the socket and TCP control block and then transéer th
necessary information to the NIC. The device driver gives th
operating system a unique connection identified. All subse-
guent commands for the connection carry the identifier.

ch_nicrestore(cid)

Restore the state of the connection offloaded to the NIC. Upon
receiving this command, the NIC transfers the state to the OS
and de-allocates its connection.

ch_ni c.send(cid, paddr, len, flags)
Enqueue the pair of the physical addrpssidr and lengtH en
onto the socket on the NIC. The address and length specify the

new user data enqueued onto the send socket buffer of the op-

erating systemf | ags can be used to specify the type of data,
such as out-of-band or in-band.

ch_nicrecvd(cid, len)
Remove the firstt en bytes from the receive socket buffer.

chonicctrl (cid, cnd)
Perform control operations on the connectionmd stores infor-
mation about the operation.

chonicforward(cid, paddr, |en)

Forward the IP packet of lengtren bytes located at the physical
addrespaddr to the NIC. Upon receiving this command, the
NIC fetches the packet through DMA and processes the pasket a
if it had been received to the connectiond from the network.

ch_ni c_post (cid, paddr, |en)

The main memory buffer of en bytes located at the physical
addrespaddr is available for receive. This buffer is either allo-
cated by the device driver or pre-posted by the user for zepy-
receive.

Figure 4: Commands provided by the NIC.

receive buffer in the main memory.

Note that the existing event notification mechanisms, ssche
traditionalsel ect system call, are unaffected because they are
implemented in the socket layer. As shown in Figure 3, evards
attached to the sockets and are independent of the layens bet
socket layer.

3.3 Interface

The handoff interface resides between the bypass layertend t
device driver shown in Figure 2 and is used to synchronize the
socket in the host operating system and the corresponditigeso
on the NIC. The interface consists of several types of contman
messages provided by the NIC and by the operating systerm Upo
receiving a command message, the NIC or the operating system
performs the tasks specified within that message. The messag
transferred between the operating system’s main memoryttend
NIC memory through direct memory access (DMA). When sending
a message to the NIC, the device driver creates a message buff
and notifies the NIC of the location (address and length) ef th
message, typically by accessing the NIC’s registers thrqug-
grammed /0. The NIC then fetches the message through DMA
and processes it. When sending a message to the operatiagsys
the NIC creates a message buffer in the NIC memory, trangfers
through DMA to a main memory buffer that is pre-allocated for
messages, and interrupts the host CPU. The operating stiséem

processes the message.

Figure 4 shows the six commands exported by the NIC. The op-
erating system uses these commands in order to offload dimmec
and alert the NIC of new requests from the application. Ther-op
ating system may attempt to initiate a connection handoffiare
it wishes throughch_ni c_handof f. For instance, it might be
appropriate to offload a connection to the NIC when the applic
tion accepts the connection through tecept system call. The
device driver then packages the necessary TCP and socKet buf
states and the route information into a message to the NI€eOn
the handoff succeeds, the operating system switches thetsoc
transport protocol from TCP to bypass and stores the coiomect
identifier and pointer to the device driver in socket. At th@nt,
the IP queue may still have several received packets thahpel
to this connection. When the TCP layer encounters thoseepsck
it notices that the connection has been offloaded and fosntiuel
packets to the NIC througbh_ni c_f or war d. Alternatively, it
may simply drop the packets and let the TCP retransmissiamme
anism force the client to send the packets again, which tlht
be processed by the NI@h_ni c_r est or e is the opposite of
ch_ni c_handof f and moves the offloaded connection from the
NIC to the operating system. The NIC transfers the necessaty
information to the device driver, which then can set appetpr
fields in socket and TCP control block in the main memory and
switch the protocol from bypass back to TCP.

Any changes in the socket or TCP control block states re-
quested by the application are forwarded to the NIC through
ch_ni c_ctrl . For example, when the application closes a socket
through thecl ose system call, the operating system calls a proto-
col specific function in charge of disconnecting the conioacand
de-allocating data structures. The bypass layer notifeeBltls that
the user wishes to close the connection throaghni c_ctrl .
The actual de-allocation of data structures in both main orgm
and NIC memory may occur later when the TCP layer running on
the NIC decides to de-allocate the structures. Socket mpiiwe
also transferred througbh_ni c_ctrl .

When the application sends data using e t e system call,
the operating system checks whether the send socket bufer h
enough space and calls a TCP specific function. That funotiay
choose to enqueue the data into the send socket buffer améfltak
ther actions. For bypass, it passes the physical addressragtt of
the new data along with the connection identifier to the NIDais
ch_ni c_send. The data is then enqueued onto the send buffer of
the operating system, and the NIC enqueues the addressnayth le
pair into its send buffer. The TCP layer on the NIC may thendra
mit packets containing the new data.

When the application reads data from the socket using ¢zl
system call, the operating system removes the data fromethe r
ceive socket buffer and informs the protocol of the removidie
bypass layer tells the NIC to drop the same number of bytes
from its receive socket buffer througth_ni c_r ecvd. Finally,
ch_ni c_post can be used to support zero-copy receive, by in-
forming the NIC of available user buffers.

Figure 5 shows the five commands provided by the operating sys
tem. The NIC uses these commands to inform the operatingrayst
of any changes in the connection state, such as the arrivawof
data or connection teardown. When the NIC receives new data,
increments the byte count of the receive socket buffersfeana the
data to the main memory, and informs the operating systeineof t
data througlch_os_r ecv. The operating system then enqueues
the data onto its receive buffer. As discussed in SectiontBe
NIC may actually store the data until it is requested by ther us
application in order to implement zero-copy receive. ThE Nées
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Figure 6: Example sequence of events and commands exchandegtween the OS and the NIC.

e choosrecv(cid, addr, len, flags)
Enqueue the data located at the add@ddr of lengthl en
bytes onto the receive socket buffer of the operating system
Prior to using this command, the NIC transfers the data to the
main memory through DMAf | ags specify the type of data.

e ch_os_ack(cid, |en)
Drop| en bytes from the head of the send socket buffer of the
operating system.

e chosctrl(cid, cnd)
Change the connection state (such as the socket state spec-
ifies the change.

e ch_os_resource(cid, type, num
Advertise thanumitems of resource typey pe on the NIC are
available for the operating system to use.

e ch_os_restore(cid)
Synchronize the connection state of the operating systenthen
NIC, after which the NIC de-allocates its connection. Reilag

NIC fails without notice, which is usually detected by thevide
driver that checks the hardware status periodically, theraing
system has no choice but to drop the offloaded connectiogs sin
it cannot retrieve the connection states. However, in casheo
other three events, the system can adapt to the events byimgst
the offloaded connections. When the route changes suchhiat t
NIC is no longer the correct interface, the operating systeeds

to either move the offloaded connections back to the main mem-
ory throughch_ni c_r est or e or drop them. The system may
choose to implement either option. Most operating systeams ¢
cope with route changes transparently. So, dropping thaemsn
tions weakens the tolerance to dynamic route changes wigle t
connections are still alive. When the network link failse tNIC
can no longer send or receive packets. In most operatingragst
this event amounts to a route change, so it can take the actien-
tioned above. Finally, the NIC may run out of resources dytire
normal operation. It may drop some of the offloaded connsstio
and ask the operating system to not offload any more conmectio

this command, the operating system and the NIC may exchangeusingch_os_r esour ce. Alternatively, it can force the operating

further messages in order to transfer the connection state.

Figure 5: Commands provided by the operating system.

ch_os_ack to tell the operating system that a number of bytes have
been acknowledged by the receiver. The NIC removes the s&ldre
and length pairs that correspond to the acknowledged bydesifs
send socket buffer. The operating system removes the acigal
data from its send socket buffer.

ch_os_ctrl behaves just likeh_ni c_ctrl butin the other
direction. The NIC alerts the operating system of changesdket
state such as the connection teardown initiated by thetaietine
de-allocation of the offloaded connection througi_os ctrl .
The NIC has a finite amount of memory for storing connections
and other structures such as the address and length pasends
ch_os_r esour ce periodically to inform the operating system of
the types and numbers of currently available resources. ophe
erating system honors the availability of resources athettby
the NIC. So,ch_os_r esour ce serves as a flow control mecha-
nism for the NIC. Finally, the NIC may ask the operating syste

system to restore offloaded connections usihgos_r est or e.

3.4 Example

Figure 6 illustrates the use of the handoff interface. Tlyeieace
shown in the figure roughly follows the lifetime of a TCP coone
tion through which the server accepts a connection fromentli
receives a user request, sends a response, and then clsesnth
nection following the client’s close.

In (1), the operating system offloads the established caizmec
usingch_ni c_handof f. In (2), the NIC receives data (user re-
quest) from the client, transfers the data to the main menaony
enqueues it onto the receive socket buffer in the operatiatgs
usingch_os_r ecv. Suppose that the NIC chooses not to store the
actual data in the NIC memory. Then, the NIC's receive socket
buffer has no data, but the NIC increments the buffer's bgtent
in order to account for the received data that has not beah rea
by the application. In (3), the application reads the dadenfthe
receive socket buffer using ttreead system call. The operating
system tells the NIC the number of bytes read by the apptioati
usingch_ni c_r ecvd. The NIC decrements the byte count of its
receive socket buffer by the same number.

In (4), the application sends data (user response) using the

move the offloaded connection back to the main memory through wr i t e system call. The operating system enqueues the data into

ch_os_restore. For instance, it can be used to move the con-
nections in TIMEWAIT state back to the operating system since
they simply wait for timers to expire and consume preciou€ NI
memory.

ch_ni c_restore andch_os_r est or e are useful when the
system needs to move offloaded connections from the NIC lmack t
the operating system during their lifetime, due to one offtile
lowing four events: NIC hardware failure, network link faié,
route change, and exhaustion of NIC resources. First, when t

the send socket buffer and informs the NIC of the data’s maysi
address and length usirch_ni c_send. If the data consists of
multiple physically non-contiguous buffersh_ni c_send is used
once for each contiguous buffer. The NIC enqueues the pdilysic
address and length pair into its send socket buffer. It caegpu
the number of bytes to be sent, transfers the data from the mai
memory to form complete packets, and transmits them. Uactil a
knowledged by the client, The operating system must not rttoye
data in the main memory to a different location since the Ni&ym



need to retransmit the data. In (5), the data is acknowletiged
the client. The NIC first drops the address and length paine€o
sponding to the acknowledged bytes and uslesos_ack to tell

the operating system to drop the same number of bytes from its
send socket buffer.

In (6), the client closes the connection. In the BSD stacis, th
changes the socket state to note that the socket cannoveecei
any more data. The NIC tells the operating system of the state
change usingh_os_ct r | . In practice, at this point, the NIC may
want to transfer the connection back to the operating systemg
ch_os_rest or e, in order to free up resources for active connec-
tions on the NIC. However, this is not required, and the foilg
steps would occur if the NIC maintains control of the coniect
In (7), the application closes the connection throughdhese
system call. The operating system alerts the NIC of the Ussec
usingch_ni c_ctrl. The NIC changes its socket state accord-
ingly and initiates the connection teardown. In (8), whea ¢bn-
nection is finally de-allocated, the NIC tells the operataygtem
to de-allocate its connection usio@p_os_ct r | . At this point, the
connection ceases to exist.

4. EXPERIMENTAL METHODOLOGY
4.1 Prototype

A prototype was built using a uniprocessor system and a pro-
grammable Gigabit Ethernet NIC (3Com 710024). The system
has a single AMD Athlon XP 2600+ CPU (2.1GHz clock rate and
256KB of L2 cache) and runs a modified FreeBSD 4.7 that support
connection handoff. The NIC is based on the Alteon Tigon con-
troller, which was designed in 1997. The Tigon includes timo-s
plified 88MHz MIPS cores and hardware that interfaces with th
Ethernet wire and the PClI bus. The NIC also has 1IMB SRAM. This
NIC is used for the prototype because it is the only prograbiena
Ethernet NIC for which full documentation on the hardwarehar
tecture, software architecture, and firmware download @&isims
is publicly available. The NIC firmware implements the TGP/
stack and all the features of the handoff interface discusse
Section 3.3 except for zero-copy receive arfdni c_r est or e.
Also, ch_os_r est or e can only restore connections that enter the
TIME_WAIT state, andch_ni c_handof f does not handle con-
nections with non-empty socket buffers.

All modifications to the operating system are isolated witthie
network stack and the device driver. The handoff interfaoef
tions are implemented in the driver, and the bypass layeldec
to the network stack. The TCP layer now tries to handoff conne
tions both when they are established (detected int t@.i nput
function) and when the application accepts establishedexdions
(detected in the cp_usr _accept function). The device driver
keeps track of the available resources on the NIC and magtreje
handoff or other types of requests when resources becomeesca
Once a connection is offloaded to the NIC, the operating syste
switches the connection’s protocol to bypass by modifyirfiglal
in the socket structure that points to the table of functiexported
by the protocol ¢t ruct pr ot osw). Requests from the socket
layer are then forwarded to the bypass layer instead of the TC
layer. As discussed previously, the IP queue may have padkst
tined to connections that have just been offloaded. Cuytehtty
are forwarded to the NIC.

The NIC’s TCP/IP stack is based on the stack implementation o
FreeBSD 4.7. The TCP layer itself has trivial modificatiohatt
enable interactions with the handoff interface. All the dtions
run on one MIPS core. The other core is used for profiling pur-
poses. The instructions require about 160KB of storage. rébe

Configuration
Functional single issue 2GHz x86 CP|
Instantaneous instruction fetch
64KB data cache

Line size: 64B, associativity: 2-way
Hit latency: 3 cycles

Unified cache of size 256KB

Line size: 64B, associativity: 16-way
Hit latency: 17 cycles

Next-line prefetch on a miss
DDR266 SDRAM of size 2GB
Access latency: 240 cycles
Functional 450MHz CPU

1Gb/s Ethernet wire

CPU

L1 cache

L2 cache

DRAM

NIC

Table 1: Simulator configuration.

of the 1MB are used for dynamic memory allocations and E#stern
transmit and receive buffers. The firmware currently alldarsa
maximum of 256 TCP connections.

Currently, the maximum TCP throughput over an offloaded con-
nection is only about 110Mb/s (using 1460B TCP segmentshen t
prototype system. The MIPS core is fully saturated and idtite
tleneck. Even if the firmware is parallelized across the tar@s on
the controller, the maximum throughput would increase tuad
200Mb/s. A simulator that models a controller similar to drg
reveals that it needs to sustain about 450 million instonstiper
second to achieve full-duplex Gigabit bandwidth, where®oT
has a theoretical peak rate of only 176 million instructipas sec-
ond. The actual instruction rate achieved on Tigon is muaketo
than the theoretical peak, as will be shown later.

4.2 Simulation

A full-system simulator, Simics [8], is used to to measure th
impact of a faster NIC with more memory than the one used in the
prototype. Simics is functional but allows external moduie en-
force timing. For the purposes of this paper, it has beemebets
with a memory system simulator that models caches and DRAM
and the NIC simulator mentioned above. The CPU core itself re
mains functional and is configured to execute one x86 instmic
per cycle unless there are memory stalls. The MIPS core dil@e
simulator is set to execute 450 million instructions pesekcat all
times. Also, it models 16MB of local memory, so the firmware is
configured to handle up to 8192 connections. Except thefer-dif
ences in configuration, the simulator executes the same &renw
and the host operating system as those used in the actuatype:t
However, the local I/O interconnect is not modeled. The &aton
configuration is summarized in Table 1. The cache configumati
is similar to that of AMD Athlon XP 2600+. The DRAM simu-
lator is cycle accurate and models both the memory contratid
DRAM [20]. It also models contention for resources, latescand
bandwidth.

5. EXPERIMENTAL RESULTS
5.1 Prototype

Figure 7 shows processor cycles, instructions, and L2 cache
misses in the host network stack with and without handoffe Th
statistics are per TCP packet sent and received by the sy3teen
first six groups show the numbers in each layer of the stackiten
last group shows the total numbers. Each group has elevendar
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Figure 7: Execution profiles of the network stack of the protdype.

connections are offloaded. As the number of connectionsases
bars are collected while a microbenchmark program send8BL46 to 1024, and only 256 are offloaded, the benefits from handoff f
messages across varying number of connections. The lagtarso ther decrease, as expected, to a 16% reduction in processes.c
are generated by SPECweb99 with 64 clients. The legends showOverall, the bypass layer introduces less than 140 insbnsand

the number of connections handled by the operating system an has negligible impact on the memory footprint size, as shioyhe

the NIC. For instance, OS 0//NIC 256 indicates that all 256he- number of L2 cache misses. With handoff, even the devicesdriv
tions are handled by the NIC. When all connections are ofidad  requires fewer instructions and cycles, showing that timelbfi in-
onto the NIC, as shown by OS 0//NIC 1 and OS 0//NIC 256, hand- terface can be implemented efficiently.

off reduces the number of instructions executed in the hasks Using multiple NICs can help increase the total number of of-
and the number of cache misses, thereby reducing the cymes s floaded connections. OS 0//NIC1 256//NIC2 256 shows thelprofi
in the stack. The reductions are more significant with 256-con when 512 connections are offloaded onto two NICs, 256 on each.
nections (84% reduction in cycles) than with the single eation When compared against OS 256//NIC 256, two NICs can further
(76% reduction in cycles) because the connections staatt®acno- reduce cache misses and cycles than one NIC. The use of laultip
ticeable L2 cache misses in the host network stack withaud i NICs has little impact on the number of instructions exedudie
With handoff, the number of L2 cache misses drops down to near cycles spent in the device driver and the bypass layer be¢has
zero since all 256 connections reside on the NIC, and the memo memory footprint size is largely fixed. This shows that thadia
footprint size becomes smaller than the L2 cache. When 562 co off interface works transparently across multiple NICg #rat the
nections are used, half the connections are offloaded oatNi@, system may gain performance by adding additional NICs to the
and handoff now reduces cycles by 36%, not as much as when allsystem. Finally, the profiles for SPECweh99 show similandse

resenting different experiments. The profile data for th& fiine
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Figure 8: Messages exchanged across the local I/O intercoact.
as the microbenchmark. With handoff, instructions and Lé¢hea Handoff TCP IP/Eth. Other Totl
misses both decrease, leading to about 54% drop in the nushber Cycles 794 4033 529 1417 6778
processor cycles spent to process a packet. Instr. 413 1402 169 1130 3144

Without handoff, packet headers as well as payloads must be
transferred across the local 1/O interconnect, such as @eos.

With handoff, only payloads are transferred, thereby redubus
traffic. The device driver and the NIC must also transfer cameh
messages in order to inform each other of new events (for pbeam
there are packets to be sent or received packets). One mayebel
that handoff increases the volume of message traffic sinemit
ploys many types of command messages. However, it can Betual
decrease the volume of message traffic. Figure 8 shows the num
ber of messages per TCP packet transferred across the PCI bu
ch_ni c_post is notimplemented as a message and is not shown.
The device driver maintains a ring of buffer descriptors fiee
buffers using a consumer index and a producer index. A buffer
descriptor contains the physical address and length of ferbuf
The device driver allocates main memory buffers, sets ugléie
scriptors, and simply writes the producer index into a NIGise

ter through programmed 1/0. The NIC then fetches the descrip
tors through DMA. The same mechanism is used with and with-
out handoff, so comparison is unnecessary. Receive anshtitin
descriptors are 32B and 16B, respectively. All of the hahdwfs-
sages are 16B, except foh_ni c_handof f ,ch_ni c_restore,
andch_os_r est or e. These messages need a minimum of 16B,
followed by a variable number of bytes depending on the docke
state. For instanceh_ni c_handof f currently requires at least
96B of data if the send socket buffer is empty at the time oflo#n

If not, it would need to transfer more information about tbeket
buffer.

In Figure 8, the bars labeletiCP send show the number of
messages while the microbenchmark program sends 1460B TC
segments across 256 connections. Without handoff, theT@Bt
creates a buffer for TCP/IP/Ethernet headers, separate fine
packet data. Since they are non-contiguous in physical mgmo
each sent packet needs two transmit descriptors, one fiwethder
buffer and another for the packet data. The headers and tpdatie
of areceived packet are stored contiguously on the NIC asster-
ring it requires only one receive descriptor. There are atrequal
numbers of sent and received packets in this experimentaiexp
ing about 1 transmit descriptor per packet and 0.5 receigerife
tors per packet. With handoff, 256 connections are first afféa

Table 2: Profile of the firmware.

onto the NIC using 25@ h_ni c_handof f messages. Since the
host operating system no longer creates headers, each TM&OB
sage sent just needs oné_ni c_send. The socket layer is un-
aware of the maximum transmission unit. When sending a large
amount of data, the host only needls_ni c_send per 4KB page.

Jn contrast, TCP requires at least one transmit descriptoedch

1460B packet. The NIC coalesces multiple ACKs, which exai
why there are far fewerh_os_ack messages than there are ACK
packets received. The bars labeled SPECweb show the nurber o
messages while SPECweb99 emulates 64 clients. There dre bot
sends and receives, as well as connection establishmeahtean
downs. Handoff still exchanges far fewer messages acredsuih
As mentioned above, handoff command messages are smaller or
have the same size as transmit and receive, so handoff Isateral
duces the volume of message traffic as well as the number of mes
sages. Freimutét al. recently reported similar findings that offload
can reduce traffic on the local I/O interconnect [4]. Reduces-
sage traffic can lead to reduced interrupt rates as well. Meme
interrupt rates can be misleading because interrupt coatefac-
tors arbitrarily affect the interrupt rates. Thus, theyroeanalyzed
in this paper.

Finally, The NIC executes about 3100 instructions to preces
packet. This number is close to the number of instructiores ex
cuted on the host CPU without handoff. Table 2 shows the profil

Pof the firmware. TCP and| P/ Et h. account for the TCP, IP, and

Ethernet layersHandof f is the firmware’s handoff interface that
communicates with the device drivét her includes all the other
tasks performed by the firmware such as transmit or receitztinf
ernet frames.

5.2 Simulation

The prototype shows that handoff can substantially redbee t
number of processor cycles, instructions, and cache misgased
for packet processing on the host CPU. However, the NIC is cur
rently the bottleneck in the system because the outdatesh Tign-
troller lacks the necessary compute power.
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Figure 9: Execution profiles of the network stack of the simuated machine.

Figure 9 shows the profiles of the host network stack running o
the simulated machine with a faster NIC that can sustain 450 m
lion instructions per second. The profiles were taken on ¢nees
while running SPECweb99 benchmark with 1024 connectiohe. T
caches are warmed up during the first 400000 packets, anddhe p
files are collected during the next 200000 packets. Theveftiars
in each group show the profiles when the default SPECweb config
uration is used. By default, there are both dynamic andcstati-
tent requests. Without handoff, the web server achieveMbg?
of HTTP throughput. With handoff, all connections are offlee
to the NIC. As expected, handoff reduces the number of iostru
tions, cache misses, and cycles in the TCP layer. The SPE®®wveb
workload consists of many short lived connections as weCC@s$
processing for generating dynamic content. Dynamic cariten
particular leads to data copies by the system call layerchvibk-

for various TCP workloads. They show that cache misses ¢can si
nificantly affect the network stack performance [9]. Howeteey
ignore the impact of a large number of connections and commu-
nication latencies that servers experience and consdyunhot
investigate their negative impact on performance. Nalatral.
reported that caches have a big impact on packet processieg t
spent in the network stack [13]. They show that larger, higisso-
ciativity caches reduce processing time, and that the pobimro-
cessing time would scale with the processor performanceras |
as the caches provide the data necessary for protocol pinges
However, as the number of connections increases, the cashe s
would have to grow proportionally to store the connections.
Several studies evaluated the impact of moving TCP praugssi
to a dedicated processor [18, 19, 23]. Rangarafal. devel-
oped TCP servers [18]. This design, based on the Split-O&egin

plains a high number of cache misses. The system spends abouproposed by the same authors [1], splits TCP and the resteof th

17% fewer cycles per packet with handoff. Consequently, PITT
throughput improves by about 15% to 222Mb/s. The right tws ba
in each group show the profiles when only static content retque
are used. Since generating static content responsesasamirch
less work than dynamic content responses, the serveraghput
improves, and the server now spends more time executingethe n
work stack. Without handoff, HTTP throughput is 307Mb/s.nda

off now reduces cycles by about 31% and improves throughyput b
27% to 391Mb/s, close to the maximum 410Mb/s achievablegusin
1024 connections at 400Kb/s per connection. This resuitatels
that by using a more capable NIC than the prototype, real mash
should be able to see improved performance with handoff.

6. RELATED WORK

Makineni and lyer analyzed execution profiles of a real maehi

operating system and lets a dedicated processor or a dedigys-
tem execute TCP. They report various performance gains ébr w
workloads. This approach amounts to full offload since TC& an
the rest of processing are partitioned into two componeiss,

it suffers from the same drawbacks outlined in Section 3.e@th
have proposed TCP onloading (as opposed to offload to the, NIC)
in which a general-purpose processor in a multi-processies

is dedicated for TCP processing [19]. They report variougpo
tial performance gains and emphasize that the use of a dedica
processor can eliminate interrupts by simply polling th€NDe-
spite its name, this technique is essentially full offloactmther
processor in the system, rather than the NIC. Westetlial. also
used a multiprocessor system in which one processor is atedic
to executing TCP, like TCP onloading, and show a significamt i
provement in microbenchmark performance [23].



Freimuthet al. recently showed that full offload reduces traffic
on the local interconnect [4]. They used two machines fot-eva

achieve the benefits of offload while avoiding its drawbatksing
this interface, the operating system can handoff estadliston-

uations, one acting as the NIC and the other as the host CPU. Anections to the NIC and also restore them to the operatingmsys

central insight is that with offload, the NIC and the opergtiys-
tem communicate at a higher level than the conventional oritw
interface, which gives opportunities for optimizationdeTresults
in Section 5 show that handoff also reduces local intercointnaf-
fic.

Hoskoteet al. built a prototype programmable network con-
troller that can receive and send TCP packets at 10Gh/s 6hte [
This result is encouraging in that specialized programmabthi-
tectures can process TCP efficiently. However, their paltoo-
plementation is incomplete, and the testbed does not iaclhd
host operating system. There are several commercial Nl&s th
provide the operating system with TCP offload. The hardwgpe t
ically includes one or more specialized programmable Eames
for executing protocols and off-chip memory for storingalat-
cluding connections and packets. These NICs implemenT i
offload, and thus suffer from the limitations outlined in Set 3.

Microsoft recently proposed to implement a driver API for of
fload NICs in the next generation Windows operating systedh [1
This API, a part of the Chimney Offload architecture, is aiint
face between the network stack and the device driver basedren
nection handoff. Functions provided by the network staak e
device driver are very similar to those described in Sec3iofhe
design presented in this paper is developed independantlythe
performance analysis given in this paper is new. The Sunddi-
tems Solaris 10 operating system is expected to implemener d
API for offload in the future as well.

TCP connection handoff techniques have been used in various

systems. Paet al. used a connection handoff mechanism in
their request distribution system for a cluster of web seryg4].

In this system, a client first establishes a TCP connectiotneo
front-end request distributor, and then the distributordsaoff the
connection to an appropriate back-end server. Anothenigah
uses back-end servers to locate the appropriate server ffer a
quest and to initiate connection handoff, rather than tbetfend
switch [17]. Handoff can also be used to provide fault tater
to long-lived connections by replicating connection staaeong
redundant servers [22].

7. CONCLUSION

Main memory access, not computation, is the major bottlenec
in TCP processing. Several techniques, such as zero-c@py I/
and checksum offload, are widely utilized to eliminate asesdo
packet data. However, main memory accesses to connectian da
structures are now becoming a significant performancedoatk

in TCP packet processing. When a large number of connections (5]

saturate the processor caches, accesses to those comrdatiio
structures incur the full main memory latency. OffloadingPTC
processing to the NIC can relieve the memory pressure ondste h
CPU, while the NIC can access connection data structurdsnwit
its fast local memory to quickly process packets. Howewaritéd
computation and memory resources on the NIC, as well as soft-
ware architecture issues involved with running TCP on th€ NI
pose serious challenges. The limited computation and mereser
sources on the NIC would slow the entire system down if the NIC
is required to handle too many connections, while globabuese
management issues like port allocation and IP routing cimae
the implementation of TCP offloading. Thus, the typical LGP
offload in which all TCP processing occurs on the NIC is not a
viable solution.

The connection handoff interface presented in this papes &

as necessary. Thus, the operating system retains fullatanter

the work done on the NIC and can avoid the performance issues
of full TCP offload. Handoff also simplifies the implementeti
because established connections already have correctyolters
and IP routes. A prototype built using a modified FreeBSD op-
erating system is able to reduce the total cycles spent imalse
network stack by 16—-84% per packet by reducing both the numbe
of instructions executed and the number of cache misseshdfur
more, the simulated throughput of SPECweb99 increases %y 15
with handoff. This improvement, despite the prevalencehoirs
packets and short-lived connections, indicates that Hando im-
prove overall system performance. The combination of aopype
implementation and a simulation study validates that wihiéeout-
dated Tigon is unable to support line rate with connectiomdo#
firmware, it would be practical to build a network interfatatt is
able to do so in modern process technologies. Thus, coonecti
handoff can be used to exploit the network interface to acatd
packet processing, without requiring unreasonable resswon the
network interface.
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