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ABSTRACT

Exploiting Address Space Contiguity to Accelerate TLB Misandling

by

Thomas W. Barr

The traditional CPU-bound applications of the past have beplaced by multiple
concurrent data-driven applications that use lots of mgninese applications, including
databases and virtualization, put high stress on the Vimieanory system which can have
up to a 50% performance overhead for some applicationsudlication compounds this
problem, where the overhead can be upwards of 90%. While nasgarch has been done
on reducing the number of TLB misses, they can not be elirathantirely. This thesis
examines three techniques for reducing the cost of TLB nassllng. We test each against
real-world workloads and find that the techniques that ekplourse-grained locality in
virtual address use and contiguity found in page tables shewest performance.

The first technique reduces the overhead of multi-level palgkes, such as those used
in x86-64, with a dedicateMMU cache We show that the most effective MMU caches
aretranslation cacheswhich store partial translations and allow the page watkiware to
skip one or more levels of the page table. In recent yeark, AbID and Intel processors
have implemented MMU caches. However, their implemematiare quite different and
represent distinct points in the design space. This thes@duces three new MMU cache
structures that round out the design space and directly amsphe effectiveness of all five
organizations. This comparison shows that two of the nemttpduced structures, both of

which are translation cache variants, are better thaniegistructures in many situations.



Secondly, this thesis examines the relative effectivenédsdferent page table organi-
zations. Generally speaking, earlier studies concludatatyanizations based on hashing,
such as the inverted page table, outperformed organizatased upon radix trees for sup-
porting large virtual address spaces. However, theseestutid not take into account the
possibility of caching page table entries from the higheele of the radix tree. This work
shows that any of the five MMU cache structures will reducéxrrée page table DRAM
accesses far below an inverted page table.

Finally, we present a novel device, the SpecTLB, that is abéxploit alignment in the
mapping from virtual address to physical address to intatpdranslations without any
memory accesses at all. Operating system support for atitopzge size selection leaves
many small pages aligned within large page “reservatioMhile large pages improve
TLB coverage, they limit the control the operating systers baer memory allocation
and protection. Our device allows the latency penalty oflspages to be avoided while

maintaining fine-grained allocation and protection.
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CHAPTER 1

Introduction

1.1 Introduction

Virtual memory is not a solved problem. While it is conceplyiasimple, mapping multiple
large virtual address spaces to a single physical addrese $@ a massive organizational
challenge. There can be millions of pages resident in memuapy given time. Addition-
ally, virtual address spaces are large and sparsely usezh tBough a particular process
may only use a few gigabytes of memory, this data may be spreada many terabyte
region of the virtual address space. To support this, pdded@an x86-64 use a multi-level
radix tree. This format saves space, but requires multiptesses to the page table to
translate a single address.

On modern systems, thigldress translatiolmecomes the dominant performance over-
head of virtual memory. The limited size of translation laskle buffers (TLBs) means that
misses are inevitable and the page table must be consulteahilate addresses. Recent
work has shown that the impact of address translation orathaystem performance ranges
from 5-14% even for nominally sized applications in a nortualized environment [1].

As the application’s memory footprint increases, it haggaigicantly larger impact on
virtual memory performance, approaching 50% in some c&esr this thesis, we show

that databases can be particularly taxing on addressatarshardware. A common oper-



ation in databases is the join, which can use hash tablesf gigabytes for in-memory

databases. Such joins are common, and the performanceefjtans is representative of
overall database performance [3]. Modern scientific supaputing workloads are work-

ing with fewer dense matrices and more with sparse and gtapttgres [4]. These work-

loads are have less spatial locality in their access padiedrtherefore will see a far higher
TLB miss rate than traditional scientific applications. e future, all of these applications
are likely to use more memory as available physical memameases.

Compounding address translation overhead is virtualimatitested paging, the current
technique for hardware supported memory virtualizatiooreases virtual memory over-
head geometrically. Each address in a guest virtual addpess= must first be translated
into a guest physical address. That guest physical addressthen be translated into a
host physical address. Since guest page tables on x86-+@pimters in guest physical
address form, a so-callegested translatioran take as much as twenty-four memory ac-
cesses. Under nested paging, the overhead of virtual meimmgases to up to 89% for
real world workloads [1].

The primary focus of recent research to reduce this overhastleen to directly reduce
the number of TLB misses by increasing the coverage of the Buice TLBs are on the
critical path of a memory access, their size is technologytéid. Therefore, an increase
in TLB coverage must come from an increase in the coveragadtf particular entry, in
other words, an increase in page size. Large pages have been $0 improve system
performance for some workloads up to 30% as compared to wsitygsmall pages [5].
However, using large pages limits the ability of the op&gsystem to control the alloca-
tion and protection of data. This can lead to wasted physmahory and 1/0 overheads.
Additionally, fine-grained protection is required to entaldO devices in virtualization.

While this work has been successful at reducing the numbetBfrfisses, they can



never eliminate the problem entirely for two reasons. Firginy environments like virtu-
alization require fine grained allocation and protectiaecpuding the use of large pages.
Additionally, while large pages increase TLB coverageytbely delay the problem. As
physical memory sizes increase, the fraction of memorydhatbe covered by the TLB
continues to shrink.

Comparatively less attention has been paid to reducing teeafolLB misses once
they happen. On x86-64, the high overhead of virtual mem®pften traced to the large
number of memory accesses required for a radix tree page tabthe common case, to
translate a small page, it requires four accesses to the mpemerarchy per translation.
However, since there is locality in virtual address use onaagjarity larger than a page,
there is reuse of these higher level page table entries. Jloiethis, Intel and AMD have
both introducedMIMU caches dedicated caches to serve upper levels of the page table.
These devices can reduce the number of memory hierarchgsexeequired to translate
an address from four to nearly one.

AMD’s MMU cache, thepage walk cacheis essentially a very small L1 cache for
page table entries. It holds 24 entries, uses an LRU replkaicescheme and each entry is
tagged by the page table entry’s address in physical menpages Intel'paging structure
cachesare a set of three caches, each responsible for cachingeupeartevel of the table.
This cache is tagged using portions of the virtual addresstated by the page table entry.
This allows the page walk hardware to “skip” cached leveltheftree. The differences in
behavior between these very different designs has not lregiopsly investigated.

Alternatively, other work has proposed replacing the raadbte entirely. Some proces-
sors utilize a page table based on hashing, a decision degpay a significant body of
research [6, 7]. In the ideal case, a hash table can redugauthber of required mem-

ory accesses to one. However, a hash table comes with sagrtifizerhead in terms of



tagging which can reduce the efficiency of page table entchiog. Literature comparing
these designs is relatively old and has not investigateditpact of MMU caching on this
tradeoff.

These systems all try to reduce the number of memory hieyarctesses required per
translation to one. However, this final memory access is tlemost likely to miss in
the data cache, so it can be extremely expensive. Noneshelesvork has been done on
reducing the impact of this final access. There is significgpiortunity for performance
increase if a system can be developed that predicts traordatithout any memory ac-
cesses at all. The use of a reservation based physical matfiocator can make such
predictions possible. Such a system leaves significantrakgnt and contiguity in the map-
ping between virtual pages and physical pages. There isrtlymo system which exploits

the predictability inherent in these underfilled reseniagdi

1.2 Contributions

This thesis begins by examining two current approachesdela@ting address translation:
caching and alternative page table formats. We show thdbitixg inter-page spatial
locality is critical to performance. We performed the firsingrehensive design space
exploration and developed the first descriptive nomenatadii MMU caches. We divide
five different designs into a two dimensional space. We sthavdaches tagged by virtual
address parts (dubbdrhnslation cachesoutperform caches tagged by page table entry
(PTE) physical addrespége table cach@s While their coverage is similar, translation
caches are able to skip levels of the page table, reducinguimder of memory hierarchy
accesses required per walk.

We also analyze the tradeoffs between split and unified sach@s choice is a trade-

off between isolating data of differing importance and ddhity to differing workloads.



Split caches preserve upper level entries at the expensififity and die area. This ham-
pers performance on large-memory applications. We preseaotel replacement policy,
Variable-Insertion Point LRU, that dynamically partiteothe cache for a given workload.
This replacement policy adapts to preserve entries tha high reuse. It allows a unified
MMU cache ofn + 1 entries to perform as well as a split cache holding a total gfn
entries, even under pathological workloads.

Secondly, we compare the current x86-64 radix tree page veithh competing formats.
We examine an inverted page table, a clustered page tablke tadslation storage buffer.
Our work is the first to compare a radix tree page table with dicd¢ed MMU cache
against these alternate formats. We find that the overhetadjging dramatically reduces
the cachability of page table entries. Additionally, in dixatable, translations for pages
adjacent in the virtual address space are adjacent in tretpae. In a hash-based page
table, however, adjacent translations are from randormaalicddresses. This decreases the
spatial access locality to the page table. The alternate fadode formats require up to 4x as
many DRAM accesses than the standard radix table. We conttiatithe most important
factors in page table design are the number of adjacentiatass that can fit in a cache
line and the total number of translations that can fit in trecpssor cache.

Finally, we present a novel device that exploits alignmedt@ntiguity in the physical
address space created by reservation based memory atkc&or device can predict
the physical address of a request that causes a TLB miss hy udkerpolation. This
predicted address can be used for speculative executiole Wa page walk occurs in
parallel, eliminating the latency of the TLB miss for theseses. In our simulations, it is
able to remove a per-benchmark average of 56% of MMU-relBfedM accesses from

the critical path of execution.



1.3 Organization

This thesis is organized as follows. Chapter 2 introduces86e64 page table. It discusses

the evolution of the table and its support for multiple pages Chapter 3 discusses related
work. Chapter 4 discusses and evaluates the different MMUecdesigns. Each cache

design is compared using a variety of different workloadsagiiér 5 evaluates competing

page table formats using traces developed in Chapter 4. Chaméoduces our novel

speculative TLB design. Finally, we Conclude in chapter 7.



CHAPTER 2

x86 Address Translation

Much of the overhead of the x86 address translation systelmedo its multilevel nature.
The 48-bit virtual address space supported on current ¥8précessors is far too large
to be supported by a simple flat page table. Therefore, it adesir-level radix tree to
efficiently store a sparsely utilized large address spaceletis design is space efficient,
it requires four sequential accesses to the page tablegmsidtion, causing a large latency
penalty. This chapter examines the history and use of tlge pable design in detail while

Chapter 4 examines hardware techniques to accelerate it.

2.1 Page Walk Details

All x86 processors since the Intel 80386 have used a radixtreecord the mapping from
virtual to physical addresses. Although the depth of tieis tras increased, to accommodate
larger physical and virtual address spaces, the procedutehslating virtual addresses to
physical addresses using this tree is essentially uncllageirtual address is split into a
page number and a page offset. The page number is furtheingpla sequence of indices.
The first index is used to select an entry from the root of tee,twhich may contain a
pointer to a node at the next lower level of the tree. If theyedbes contain a pointer, the
next index is used to select an entry from this node, which agayn contain a pointer to a

node at the next lower level of the tree. These steps repéathenselected entry is either



63:48 | 47:39 | 38:30 | 29:21 | 20:12 11:0

se L4idx | L3idx | L2idx | L1lidx | page offset

Figure 2.1 : Decomposition of the x86-64 virtual address.

invalid (in essence, a NULL pointer indicating there is ndd/&ranslation for that portion
of the address space) or the entry instead points to a dataysagg its physical address.
In the latter case, the page offset from the virtual addresslded to the physical address
of this data page to obtain the full physical address. In @EmMmemory management unit
(MMU) design, this procedure requires one memory acceskepelrin the tree.

Figure 2.1 shows the precise decomposition of a virtual esldby x86-64 proces-
sors [8]. Standard x86-64 pages are 4KB, so there is a singlst Y#age offset. The
remainder of the 48-bit virtual address is divided into @it indices, which are used to
select entries from the four levels of the page table. Theleuels of the x86-64 page table
are named PML4 (Page Map Level 4), PDP (Page Directory RQiRD (Page Directory)
and PT (Page Table). In this thesis, however, for clarity,wilerefer to these levels as
L4 (PML4), L3 (PDP), L2 (PD) and L1 (PT). Finally, the 48-biirtwal address is sign
extended to 64 bits. As the virtual address space growstiawigli index fields €.g, L5)
may be added, reducing the size of Haedield.

An entry in the page table is 8 bytes in size regardless ofeitsllwithin the tree.
Since a 9-bit index is used to select an entry at every leviiefree, the overall size of a
node is always 4KB, the same as the page size. Hence, nodesnamgoaly called page
table pages. The tree can be sparsely populated with nodes-any level, there are no
valid virtual addresses with a particular 9-bit index, thb-$ree beneath that index is not
instantiated. For example, if there are no valid virtualraddes with L4 inde®x03a, that

entry in the top level of the page table will indicate so, amel 262,657 page table pages



Entries stored by L2data _(_:_g_c_h_e_ ________________________________________ L1
i | Entries stored by MMU cache : (;1' ".829
P 5 ppn:
L2 0c2| ppn: b12
HE L i 0c3| ppn: 614
CR3 i L4 :
: » Oad :
Register: . e ppn_ 378
(ppn:613:)§ 0b8[ ppn: 136 L3 o ppn: 508 :
HE a :NUL :
|| oboTppn: 042 ppn 5 L1
Oba| ppn: NUL 00b| ppn: NUL Oc1 .
H 00c ppn: 125 ppn.484 Data
00d| ppn: 3af Oc2| BRI Page
L2 i 0c3| ppn: 978 :
Obd[ ppn:a00 |+, Large
Obe| ppn: NUL : Data Page;
0bf| ppn: 211 e L1 '
Oc1| ppn: 406
i 0c2| ppn: 327
i 0c3| ppn:e63 |—» Data
: Page

Figure 2.2 : An example page walk for virtual addre®sg, 00c, Oae, 0c2, 016).
Each page table entry stores the physical page number far ¢fte next lower level page
table page (for L4, L3, and L2) or the data page (for L1). Or#l\bits of the 40-bit physical
page number are shown in these figures for simplicity.

(1 L3 page, 512 L2 pages, and 262,144 L1 pages) beneath thairethe radix tree page
table will not exist. This yields significant memory savings large portions of the 256 TB
virtual address space are never allocated for typical egjpdins.

Figure 2.2 illustrates the radix tree page table walk forvhtual addres©Ox0000
5¢83 15cc 2016. For the remainder of the thesis, such 64-bit virtual acsresvill be
denoted asl4 index L3 index L2 index L1 index page offsétfor clarity. In this case, the
virtual address being translated @@, 00c, Oae, 0c2, 016). Furthermore, for
simplicity of the examples, only 3 hexadecimal digits (1&)pwill be used to indicate the
physical page number, which is actually 40 bits in x86-64ps30rs.

As shown in the figure, the translation process for this astdproceeds as follows.
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First, the page walk hardware must locate the top-level paigie page, which stores L4
entries. The physical address of this page is stored in theepsor’'s CR3 register. In order
to translate the address, the L4 index field (9 bits) is et@chfrom the virtual address and
appended to the physical page number (40 bits) from the CR8teegT his yields a 49-bit
physical address that is used to address the appropriate8-# entry (offseDb9 in the
L4 page table page in the figure). The L4 entry may contain tlysipal page number of an
L3 page table page (in this ca@d2). The process is repeated by extracting the L3 index
field from the virtual address and appending it to this phaigi@ge number to address the
appropriate L3 entry. This process repeats until the sedesntry is invalid or specifies the
physical page number of the actual data in memory, as shotie iiigure. Each page table
entry along this path is highlighted in grey in the figure. Hage offset from the virtual
address is then appended to this physical page number tbthedata’s physical address.
Note that since page table pages are always aligned on pagéddrtes, the low order bits
of the physical address of the page table pages are not stdrezlentries of the page table.

Given this structure, the current 48-bit x86-64 virtual eeds$ space requires four mem-
ory references to “walk” the page table from top to bottonrémslate a virtual address (one
for each level of the radix tree page table). As the addressespontinues to grow, more
levels will be added to the page table, further increasiegctist of address translation. A
full 64-bit virtual address space will require six levelsatling to six memory accesses per
translation.

Alternatively, an L2 entry can directly point to a contigwoand aligned 2MB data
page instead of pointing to an L1 page table page. In Fig@ev@tual addresg 0b9,
00d, Obd, 123f5d7) iswithinalarge page. This large-page support greatlyeases
maximum TLB coverage. In addition, it lowers the number ohmoey accesses to locate

one of these pages from four to three. Finally, it greatlyuces the number of total page



table entries required since each entry maps a much largienref memory.

11
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CHAPTER 3

Related Work

Work on reducing the performance penalty of virtual memaayp be divided into tech-
niques that reduce the impact of TLB misses and those thateettheir frequency. Pre-
vious work on reducing the impact of TLB misses have prirngariVestigated alternative
page table formats and caching, as examined in this thegiter8s that reduce TLB miss
frequency have been primarily related to large page use aBdpfefetching. Our work is

generally complementary to these techniques.

3.1 Caching

Some early work on caching page table entries was done bifeiatroduction of AMD

and Intel's MMU caches. This work was targeted at accelegagbftware TLB miss han-
dling. Balaet al. introduced a software cache for page table entries [9]. Tadche is

read by the software page fault handler and manages entrgs/sical memory to avoid
cascading TLB misses that come from reading page tablessntrivirtual memory space.
Wu and Zwanepoel expanded this to a hardware/software d¢sj. They propose a
dedicated cache to handle L2 page table entries. If a titzmslaits in their structure, the
MMU loads the L1 entry directly, as in the caches presentedigthesis. If the translation
misses, a software fault is triggered. We extend this prajgoso a device that caches all

upper levels in Chapter 4.
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McCurdy et al. investigated the TLB performance of a wide variety of high-
performance computing applications over different pagessj2]. They show that this class
of application can have significant overhead from memoryagament. Changing page
sizes can change application performance by up to 50% in roasgs. They also show
that the HPCC and SPEC benchmarks do not necessarily reptieesa applications, and
are poor analogues for choosing page sizes with.

The authors point out the importance of the L2 data cachenmst page table entries.
Applications were profiled with performance counters oruakchardware. This reveals
that applications that use large pages can show improvédrpence even in the face of
decreasedlLB hit rates. This is due to the shallower, and thereforelemagage table
when using large pages.

Bhargaveet al. first described the AMD page walk cache and their extensioistd

support virtualization. This cache is described in deta{Lhapter 4.

3.2 Alternate page table formats

Jacob and Mudge [11] compare five production and proposédragswvith different mem-
ory management systems. They conclude that the x86-32 MMUHehighest perfor-
mance because it works entirely in hardware, without angnwswé handling. The precise
interrupts required by software MMUSs, such as those on MiP&ent an overhead that is
not hidden by caching. We examine these interrupts in theegoof SPARC’s Translation
Storage Buffer in Chapter 5. They also show that MMU related orgraccesses can cause
higher than expected cost due to user program and data beatgdby page table entries.
This effect further emphasizes the importance of efficieoregie of page table entries.

In terms of space, a radix tree-based page table can be &niamdfrepresentation for a

large, sparsely-populated virtual address space. LiedtieucedGuarded Page Tablds
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address this problem [12]. In particular, Guarded PageeEadllow for path compression.
If there is only one valid path through multiple levels of thee, then the entry prior to this
path can be configured such that the page walk will skip theassd.

Talluri and Hill presented alternate forms of inverted péajales called clustered and
subblocked page tables [6, 7]. These designs associateex pbtwo number of adjacent
translations with a single virtual tag. The high bits of awal address are compared against
the tag while the low bits select a particular subblock. Wawate a similar system in
Section 5.1 and compare it to both traditional inverted pafges and cached radix tree
tables. They also present support for a subblock TLB whidsuke same tag stored in
the page table. Each entry in their TLB stores multiple ti@iens with a common virtual
tag. This provides some of the benefits of large pages witlemjutiring operating system
modifications beyond support for the new page table format.

This technique reduces the space overhead of the page tatgduring the number of
tags that are required per translation. However, it alsceases the number of translations
in the page table that can fit in a processor data cache (ogke $ime of the cache), which
we show in Chapter 5. We conclude that such a system is not eeeffas the radix tree

page table.

3.3 Reducing TLB miss frequency

Talluri and Hill ([6]) first proposed a reservation basedteys for using clustered page
tables. Navarrcet al. ([5]) extended this idea into a practical memory allocatar $u-

perpages and implemented it under FreeBSD. Most critidhily,extension developed the
reclamation of underfilled superpage reservations. Whasdhworks are trying to create
full reservations, as a by-product, they also create coityign the page table that is ex-

ploited in this thesis. Additionally, their work extenddxbtsystem to support multiple page
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sizes.

Early work on implementing superpage support in genergbqae operating systems
used a static page size determination. IRIX ([13]), Sol&tid]j and HP-UX ([15]) allocate
superpages at page fault time. An process tells the opgrayistem that a region of its
address space should be allocated using large pages. Tpestinng systems then allocate
and map the entire page at once, unlike the reservation awdqgpion process used by
FreeBSD. Since these systems do not place small pages inraatese they will not
benefit from the techniques described in this work.

Romeret al,, ([16]) propose the creation of superpages by moving exjgtages, pre-
viously scattered throughout physical memory, into cardigs blocks. While this process
may be prohibitively expensive for very large superpagesialy have more success with
the architecture described here that does not require eekdkvation.

Saulsburyet. al. propose a prefetching scheme for TLBs that preload pagesl base
cently accessed pages [17]. Unlike the techniques presentbis thesis, their techniques
require page table modification. More recent work [18, 19 pheoposed architecturally
independent prefectching techniques based on accesmgaited inter-core cooperation.

These techniques all focus on reducing the frequency of Tli&es while our work
focuses on reducing the cost of servicing a TLB miss. Bothgygdechniques are com-

plementary and could easily be combined.
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CHAPTER 4

MMU Caching

4.1 Introduction

This chapter explores the design space of memory-managamér(MMU) caches for
accelerating virtual-to-physical address translatioprimcessor architectures, like x86-64,
that implement paged virtual memory using a radix tree feirtpage table. In particu-
lar, these caches accelerate the page table walk that caiters miss in the Translation
Lookaside Buffer (TLB). In fact, a hit in some of these cachesbdes the processor skip
over one or more levels of the tree and, in the best case,saonésthe tree’s lowest level.

For several generations of x86 processors, from the Int888Qo the Pentium, the
page table had at most two levels. Consequently, wheneveBanis occurred, at most
two memory accesses were needed to complete the translatmmever, as the physical
and virtual address spaces supported by x86 processorgtave in size, the maximum
depth of the tree has increased, first to three levels in théuPe Pro to accommodate a
36-bit physical address within a page table entry, and mecently to four levels in the
AMD Opteron to support a 48-bit virtual address space. It faith each passing decade
since the introduction of the 80386, the depth of the treeghasn by one level.

Recent work has shown the impact of TLB misses on overall sygterformance

ranges from 5-14% for nominally sized applications, evem inon-virtualized environ-
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ment [1]. As the application’s memory footprint increasBEsB misses have a significantly
larger impact on performance, approaching 50% in some ¢ake#lthough the use of
large pages can lessen this impact, with further increaséisel memory footprint their
effectiveness declines. Therefore, both AMD and Intel hayelemented MMU caches
for page table entries from the higher levels of the tree [40,However, their caches
have quite different structure. AMD’s Page Walk Cache stpegge table entries from any
level of the tree, whereas Intel implements distinct cadbesach level of the tree. Also,
AMD’s Page Walk Cache is indexed by the physical address ofdlcbed page table en-
try, whereas Intel’'s Paging-Structure Caches are indexgablyjons of the virtual address
being translated. Thus, in this respect, the Page Walk Casleenbles the processor’s data
cache, whereas the Paging-Structure Caches resemble its TLB.

This chapter’'s primary contribution is that it provides firast comprehensive explo-
ration of the design space occupied by these caches. Initatiicusses five distinct points
in this space, including three new designs. Specificallgrésents the first head-to-head
comparison of the effectiveness of these designs. In getleeaesults of this comparison
show that theéranslation cacheswhich store partial translations and allow the page walk
hardware to skip one or more levels of the page table, aredbe Ibn addition, the new
translation caches that are introduced by this chapteretterlihan the existing caches in
many situations and workloads.

This chapter is organized as follows. Section 4.2 desctibeslesign space, identi-
fying the essential differences between AMD’s Page Walk @abittel's Paging-Structure
caches, and the new structures developed in this chaptio®é.3 qualitatively compares
these structures, and Section 4.5 describes this chaptetisodology for quantitatively
comparing them. Section 4.6 presents quantitative simulagsults of their effectiveness

as compared to one another. Finally, Section 4.8 summahseshapter’s conclusions.
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4.2 Caching page walks

While radix-tree page tables require many accesses to atarslsingle address, the ac-
cesses to the upper level page table entries have signifesapioral locality. Walks for
two consecutive pages in the virtual address space willllysuse the same three upper
level entries, since the indices selecting these entrieedoom high-order bits of the vir-
tual address, which change less frequently.

While the MMU does access the page table through the memargrblgy, it only has
access to the L2 data cache in at least one major commer@&@atlesign [1]. Since the
L2 data cache is relatively slow on modern CPUs, accessiag tpper-level page table
entries on every page walk will incur a penalty of severasteicycles per TLB miss, even
if all entries are present in the L2 data cache.

Therefore, the x86 processor vendors have developed @yikat-latency caches for
the MMU that store upper level page table entries [1, 20]hla section, we describe the
design space and provide a nomenclature for the differggtrig and partitioning schemes
used by these MMU caches.

MMU caches may store elements from the page table taggedebypinysical address
in memory, as a conventional data cache might. We call sucHJMifgichespage table
caches Examples include AMD’$Page Walk Cachand the L2 data cache, although it is
not private to the MMU. Alternatively, MMU caches can be indd by parts of the virtual
address, like a TLB. We call such MMU cacheanslation cachesintel’s Paging-Structure
Cachesare translation caches.

For either of these tagging schemes, elements from diffézeals of the page table can
be mixed in a single cache (mifiedcache), or placed into separate cachesp{a cache).

Finally, each cache entry can store an entry from one leeelgathe page walk, or it can
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store an entire path (@athcache).

4.2.1 Page table caches

The simplest example of a page table cache is the procedsbdata cache. The page
walker generates a physical address based upon the pag@é&ad to be accessed and an
index from the virtual address. This physical address is fetched from the processor’s
memory hierarchy starting with the L2 data cache.

Page table caches use this same indexing scheme. Elemetdgged with their phys-
ical address in the page table. These tags are the size afiysecal page number plus the
size of one page table index. L1 entries are not cached infahg @esigns presented here

(since the TLB itself caches those entries).

Base Location Index || Next Page

125 Oae 508
042 00c 125
613 0b9 042

Figure 4.1 : An example of the contents of a UPTC. Each entrggged with the address

of a page table entry, consisting of the 40-bit physical pagaber of the page table page
and a 9-bit index into it. The entry then provides a 40-bitgbgl page number for the

next lower level page table page. (Only 12 bits of the phygege numbers are shown,
for simplicity.)

Unified Page Table Cache (UPTC)

The simplest design for a dedicated page table cache is ke simgh-speed, read-only
cache for page table entries, tagged by their physical addrememory. Entries from
different levels of the page table are mixed in the same ¢athiedexed by their physical

address. Such a cache is analogous to a private, read-orthatalcache for page table
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Base Location Index | Next Page
. 125 Oae 508
L2 entries
) 042 00c 125
L3 entries
) 613 0b9 042
L4 entries

Figure 4.2 : An example of the contents of a SPTC. Each entgstitbe same tag and data
as in the UPTC.

entries. However, like a TLB, coherence between this cacketlaa page table can be
maintained by software with little overhead. AMD’s Page Mahche has this design [1].

Figure 4.1 shows an example of the Unified Page Table CacheGU&Ter the MMU
walks the page table to translate the virtual addréb9( 00c, Oae, 0c2, 016).If
the MMU subsequently tries to translate the virtual add(és®, 00c, Oae, 0c3,
103), the page walk will begin by looking for the page table ertip@ in the L4 page table
page (located é13 and referenced by the CR3 register). Since this page tablg isntr
present in the UPTC, it does not need to be loaded from the nyemenarchy.

This entry indicates that the L3 page table page has physage number 042. The
same process is then repeated to locate the L2 and L1 pagetades. Once the address of
the L1 page table page is found, the appropriate entry ikbédm memory to determine
the physical page address of the desired data.

Without a page table cache, all four of these accesses totphigeentries would have
required a memory access, each of which may or may not hitarLthdata cache. In
contrast, with the page table cache, the three top entti@s thie private page table cache,

and only one entry (the L1 entry) requires a memory accesshwhay or may not hit in
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the L2 data cache.

Split Page Table Cache (SPTC)

An alternate design for the page table cache separatesdkdadale entries from different
levels into separate caches. Figure 4.2 illustrates a Bage Table Cache (SPTC). In this
design, each individual entry contains the same tag andaddtavould in the unified page
table cache. The primary difference is that each page tats ets a private cache, and

entries from different levels do not compete for commonsslot

4.2.2 Translation caches

As an alternative to tagging cache entries by their physiddress, they can be tagged by
their indices in the virtual address. An L4 entry will be taggoy the 9 bit L4 index, an
L3 entry with the L4 and L3 indices, and an L2 entry with the L8, and L2 indices. We
call this device aranslation cachgbecause it is storing a partial translation of a virtual
address.

With this tagging scheme, data from one entry is not needéabtaip the entry at the
next lower level of the page table. All of the lookups can begrened independently of
each other. In the end, the MMU will select the entry that thescthe longest prefix of the

virtual address because it allows the page walk to skip th& fevels.

Split Translation Cache (STC)

Like an SPTC, the Split Translation Cache (STC) stores entioaes different levels of the
page table in separate caches. However, as shown in Figirthd.STC uses a different
way of tagging the entries. The IntBaging-Structure Cacheg®0] exemplify the STC

organization.
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L4 index | L3 index | L2 index | Next Page
) 0b9 00c Oae 508
L2 entries
) 0b9 00c 125
L3 entries
. 0b9 042
L4 entries

Figure 4.3 : An example of the contents of a STC. Each indexag9-and the data holds
a 40-bit physical page number of the next page table levele#ry in the L2 cache must
match on all three indices, an entry in the L3 must match onamebthe L4 on one.

L4 index | L3 index | L2 index || Next Page

0Ob9 00c Oae 508
0b9 00c XX 125
0b9 XX XX 042

Figure 4.4 : An example of the contents of a UTC. An “xx” meansrid care”.
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The example in Figure 4.3 shows the split translation cadiee the MMU walks the
page table to translate the virtual addrédsq, 00c, Oae, 0c2, 016). Ifthe MMU
subsequently starts to translate the virtual addrés9,( 00c, 0dd, 0c3, 929), it
will attempt to locate the L1, L2 and L3 page table pages iiir tb@rresponding caches
using portions of the virtual address. The location of thepage table page would be
stored in the L4 entry cache and tagged by the L4 ind&39§. Similarly, the location of
the L2 page table page would be stored in the L3 entry cachéagiged by the L4 and L3
indices, 0b9, 00c). Finally, the location of the L1 page table page would beestan
the L2 entry cache and tagged by the L4, L3 and L2 indic@s9( 00c, 0dd).

These searches can be performed in any order, and even llepanethe above exam-
ple, the cache can provide the location of the appropriatariBL2 page table pages, but
not the L1 page table page, @&bO, 00c, 0dd) is not present in the L2 entry cache.
Ultimately, the MMU would use theOp9, 00c) entry from the L3 entry cache because

it allows the page walk to begin further down the tree, at tAghge table page.

Unified Translation Cache (UTC)

Just as the page table caches can be built with either a s@itunified organization, a
Unified Translation Cache (UTC) can also be built. Moreovest jike the UPTC, the
UTC mixes elements from all levels of the page table in theeseathe.

Figure 4.4 shows the UTC after the MMU walks the page tableaosiate the virtual
address@b9, 00c, Oae, 0c2, 016). If the MMU subsequently starts to translate
the virtual addressOp9, 00c, 0dd, 0c3, 929), it will first look in the UTC for
the physical page numbers of the L1, L2 and L3 page table pa&gsvith the previous
example that used the STC, the MMU finds two matching entriéksarTC. Ultimately,

the MMU decides to use the UTC’s second entry, which is an LB/g¢hat has the L4 and
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L3 indices Qb9, 00c) asits tag, because this tag matches the longest prefix wirtbal
address. Thus, the MMU can skip the L4 and L3 page table pagkstart walking from
the L2 page table page.

4.2.3 Translation-Path Cache (TPC)

Note that in the UTC example in Figure 4.4, the tags for thedhgntries representing a
single path down the page table all have the same content.4Taed L3 entries use less of
the virtual address than the L2 entry does, but the fragntbatghey do use are the same.
Consequently, it is possible to store all three physical pagebers from this example in
a single entry. In such @ranslation-Path Cach€rPC), a single entry represents an entire
path, including all of the intermediate entries, for a givealk instead of a single entry

along that walk.

L4 index | L3 index | L2 index || L3 L2 L1
0bh9 00c Oae 042 | 125 | 508

Figure 4.5 : An example of the contents of the TPC after thim@iraddres¢ 0b9, 00c,
Oae, 0c2, 016) iswalked. The TPC holds three 9 bitindices, as the tramsia@ches
do, but all three 40-bit physical page numbers are storedlftinree page table levels.

The example in Figure 4.5 shows the TPC after the MMU walksphge table to
translate the virtual addres8(9, 00c, Oae, 0c2, 016). All data from that walk
is stored in one entry. If the MMU subsequently starts todlate the virtual addres61i§9,
00c, Oae, 0c3, 929),the entry referencing the L1 page table page is discoyastd
as it would have been in the unified translation cache. Spatfj the MMU finds the
entry in the cache with the ta@1p9, 00c, Oae) and reads the physical page humber

508 of the L1 page table page from this entry.
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If the MMU later starts to translate the virtual addre®gq, 00c, 0Ode, Ofe,
829), this address shares a partial paihg, 00c) with the previously inserted entry.
Therefore, the translation-path cache will provide thegptgl address of the appropriate

L2 page table page.

4.2.4 Design space summary

In summary, the caches described in this section fit into ¢gtlewing two-dimensional

design space (annotated with the section number in whidh @asign is described):

Unified Split Path

Page Table Cache 4.2.1 4.2.1| N/A
Translation Cache 4.2.2 4.2.2| 4.2.3

The unified page table cache (UPTC) is the design that appearedern AMD x86-
64 processors. The split translation cache (STC) is the déisag appears in modern Intel
x86-64 processors. The remaining three designs have bgeduned in this chapter.

Note that there is no useful page table counterpart to tmslaton-path cache. This
is a direct result of the indexing scheme. While a “path” of ibgl addresses could be
stored as an MMU cache index, it would have to be searchedeséglly because the
MMU cannot create a path of physical page numbers direabiy fthe virtual address. It
must look up each physical page in turn. Therefore, storamgaiete paths would yield no

benefit over the other page table cache designs.

4.3 Design comparison

All of the designs presented in the previous section are tbéecelerate page walks by

caching information from the upper levels of the page tablewever, these designs have
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differences in their indexing, partitioning, coveraged aomplexity. This section discusses

the effects of these differences.

4.3.1 Indexing

The indexing scheme determines how the cache is searchelde @alices can be derived
from the physical addresses of components of the page talitey can be derived from
the virtual address and correspond to the levels of the (zdue.t

Page table caches use the physical addresses of the pagertalds as indices. In fact,
they operate identically to any physically indexed cacheJPa C is essentially another
data cache in the memory hierarchy dedicated to the page tihe MMU will generate
a physical address for the page table entry at each stage patie walk, and that address
will be used as an index into the appropriate page table cAthéde this leads to a simple
design, it requires the cache lookups to occur in a top-dosiero The result of the L4
entry search is required before the L3 entry search can pegoause the L4 entry gives the
physical page number of the L3 page table page, which is needgenerate the physical
address of the L3 page table entry. Similarly, the L2 seardependent on the result of the
L3 search. In the case where the cache holds all three efitde& 3, and L2), the cache
must be accessed three times to generate the physical addtee L1 page table entry.

In contrast, translation caches use components of theaViatdress as indices. For
example, the TLB is an L1 translation cache that uses thealigage number as its index.
In general, for translation caches, the MMU uses a prefix@WVihtual page number as the
index. This allows the translation caches to be searchedyiroeder (L4 first, L2 first, or
in parallel). Thus, on a TLB miss, the L2 translation cache icamediately be searched.
Upon a hit which yields the L2 translation, the address ofilthgage table entry can be

computed immediately. If no L2 translation is availables I8, then L4, translation caches
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can be searched. Upon a hit, the page walk would begin at titip the tree.

4.3.2 Partitioning

MMU caches can either be unified or partitioned, or they carestomplete path informa-
tion. The partitioning of the cache determines how the estdf the cache are allocated
to different levels of the page table. This effectively detmes how well the entries from
different levels are isolated from each other.

The impact of the partitioning scheme largely depends onthdnethe application
densely or sparsely utilizes its virtual address space. appfications that densely use
their virtual memory, a few L4 and L3 entries are heavilyinéitl and there is significant
reuse of the L2 entries. In contrast, for applications tpatsely use their virtual memory,
there will be little reuse for L2 entries, but a larger numbfl4 and L3 entries will exhibit
reuse. The patrtitioning strategy and replacement politgrdene how these entries will
compete for slots, which can have a significant impact on ffeeteveness of the MMU
cache.

For applications that densely use their virtual memoryrdaheill be many more L2
entries than upper level entries in use. However, for a palgle tache design, these up-
per level entries are critical for translation performanidéexn random replacement scheme
is used in conjunction with a unified cache, these importatriess can be frequently re-
placed, resulting in memory accesses to entries at or neaofhof the table. However,
if entries from different levels are kept in separate cacheandom replacement policy is
less detrimental.

For applications that sparsely use many gigabytes of Virhemory, L2 entries will
have very little reuse, and effective caching of L3 entrgesritical. In a split entry cache,

a static allocation of entries to each level must be maddidfallocation is optimized for
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small applications, it will have many more L2 entries thardr®ries, harming performance
in this situation. Moreover, if an application makes heasg of large pages and limited use
of small pages, the dedicated L2 entries will be of little oruse. In contrast, in a unified

cache, the allocation happens dynamically, but recentdgssed L2 entries that will not be

reused might evict L3 entries that might otherwise be reugelvel-aware replacement

policy can help to avoid this.

The Greedy Dual algorithm is a popular content-aware rephent scheme [21]. This
algorithm will replace recently used entries early if theg aasier to reload into the cache.
This scheme can be adapted for MMU caches by preferentigtilacing lower-level en-
tries with upper-level entries, thus reducing conflict begw entries of high and low reuse.
While Greedy Dual is not an algorithm that can easily be imgetad in hardware, it is
possible to implement a similar algorithm with minimal miocation to an LRU cache.

In our modified LRU algorithm, entries from lower levels oétphage table are inserted
into the LRU queue at a recency position behind the mostatgecased position. If these
lower level entries are reused, they are promoted to the raoshtly used position. How-
ever, if they are not reused, the portion of the cache in wioaler level entries compete
with upper level entries is small. These positions can balfikar simplicity, or they can
change to adapt to different workloads. We proposaidable insertion-point LRU re-
placement policyvhereby entries from lower levels of the cache are inserteda recency
position below the most recently used position that is priioal to the current number
of upper level entries stored. For example, if there are twcehtries and six L3 entries
currently in the cache, a new L2 entry is inserted in the nindst recently used position
in the cache.

The path translation cache avoids these partitioning prob] as each slot holds an

entry from all levels. This prevents the competition fortslahile not requiring a static
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allocation of slots to levels. However, since this cache tnalgd many paths with the same
upper level entries, its effective capacity for holding epfevel entries is less than three

equally sized split entry caches.

4.3.3 Coverage

Characterizing the coverage of an MMU cache is not straigivdiad. In particular, the

exact meaning of coverage for an MMU cache must first be censtti For example,

suppose an address translation hits on an L3 entry in a phigedatranslation cache but
does not hit on an L2 entry. In this case, the translation waglarated by the MMU

cache, but nonetheless required a memory access to fetplagieetable’s L2 entry. Thus,
it is arguable whether or not the MMU cache provided cover&igeetake the strict position
that coverage means that no memory accesses were requiietdiid 4, L3, or L2 page

table entries.

In general, with the same number of entries, translatiohesare able to cover a larger
portion of the address space than page table caches. Tioaiedbat a translation cache
can make more efficient use of its entries than a page tablec&or a page table cache to
provide coverage it must simultaneously hold an L4, L3, akdehtry, whereas a translation
cache can provide coverage with only an L2 entry. In otherdaothe translation cache
may be able store additional L2 entries in place of the L4 aBe@mhtries that are required
to provide coverage in the page table cache.

It can be shown that regardless of access pattern, a TP@gtopaths can provide
any entry stored in a entry unified cache. Additionally, a split page table cachg g n
entries can provide any entry stored inrapath TPC. These proofs are given in Appendix
A.

When the application is simply too large for the MMU cache tovie full coverage,
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Unified Split Path
C 1 [—1
Page Table| T p—3 {p-3,..,p—3} N/A
D| p—12 {p—12,...p—12}
C 1 -1 1
Translation| T [ ({—1)-n {n,..,((—=1)-n} | (I—=1)-n
D| p—12 A{p—12,...,p—12} || 3(p — 12)

Table 4.1 : The number of caches (C), the number of tag bitsrgy €1), and the number
of data bits per entry (D) for each design.

the unified caches with our proposed VI-LRU replacementpesi the split caches, and the
TPC are able to accelerate translations for more of the addpace than the unified caches
with conventional replacement policies. This is due to t that upper level entries are
maintained longer in these caches. Since these effectsginy dependent on workload,

the relative hit rates of the cache designs are studied iexpetally in Section 4.6.

4.4 Implementation

In this section, we examine the relative costs of implenmgnthe caches discussed in
Section 4.2. While the design of caches in general is a watlist! field, each design has
differing requirements. We begin by comparing these reguénts on a high level, then
we conclude by examining some specific circuit details vaiguMMU caches.

All of the organizations examined are effectively fully asmtive caches, which can be
implemented by a CAM array to match the tags and a RAM array te she data entries.
However, the different cache organizations have diffetagtand data widths, and will
potentially require differing numbers of entries to aclieimilar hit rates. These factors
will lead to different implementation complexities for thdferent organizations.

Table 4.1 shows the number of caches, tag bits per entry, atadbits per entry that
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Unified Split Path

C 1 3
Page Table] T 49 {49,49,49} || N/A
D| 40  {40,40,40}
C 1 3 1
Translation| T 27 {9,18,27} || 27
D 40 {40,40,40} | 120

Table 4.2 : MMU cache parameters for x86-64 processors. We lised the architectural
definition of physical address width, 52 bits [8]. Actual ilmmentations may use fewer
bits.

are needed for each organization. These characteristigmaameterized by the number of
levels of address translatioh,the number of bits in a physical addregsand the number
of offset bits in a page table index for a particular level,In x86-64 processors,= 4,
p =52, andn = 9, which leads to the values shown in Table 4.2.

It should be noted that for current architectural paranseteanslation caches require
significantly smaller tags. This will make a translation lbasmaller and more power
efficient than an equivalent page table cache, as the CAM @&#ely to dominate the

power and area required by the structure.

4.4.1 CAM Bypass

Fully-associative caches are not a new invention. Howekier,TPC and UTC add some
additional complexity to the design because portions ofvitteal address must be selec-
tively ignored during a search. In this section we presemtesoonjectural modifications to
a standard fully-associative cache to support this consttd/e use the cache model from
the CACTI tool from HP Labs [22] as our baseline in Figure 4.6.

This design uses dynamic logic to compare the input addrggkseach line in parallel.

A closeup of the individual bit-comparison logic is shownHRigure 4.7. The match line
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Figure 4.6 : An example fully associative cache design fragj.|
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Figure 4.7 : A closeup of the dynamic bit match logic.

is initially precharged high. If the tag bit is a one, the tigide pull-down network is
activated by the upper NMOS transistor. If the tag bit is abzéne left side pull-down
network is activated.

If the address bit (the bit being searched for) is a one, thtideft NMOS transistor
is activated, allowing the match line to drain if the tag biaizero. Similarly, if the address
bit is a zero, the bottom right NMOS transistor is activataipwing the match line to
drain if the tag bit is a one. Otherwise, the address bit nest¢he tag bit and the match
line remains high.

This comparison can be easily bypassed with the introduaifaa third transistor to
the network shown in Figure 4.8. A bypass line masks a bitrofifbeing included in the
search and thus ensures that bit will always match. Wheunss is high, the new NMOS
transistor prevents the pull-down network from draining thatch line. Therefore, it will
remain charged high. This modification will increase aremewshat and will increase
delay because the resistance of the pull down network is&sed.

The TPC can use this facility to mask off lower level indicdsan searching for upper
level page tables. Initially, all bypass lines are low. latlsearch fails, the TPC uses the

L4 and L3 index to search for an L3 entry. Here, all the bitsegponding to the L2 index
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Figure 4.8 : The dynamic bit match logic with bypass line.

are bypassed. Similarly, L2 and L3 indices are masked offrva@arching for L4 entries.
The UTC can use these bits, in conjunction with additiongktiss, to always bypass lower
order bits for lines containing upper level entries. Thiswas the UTC to act somewhat
like a TCAM, in that certain bits are ignored during a searchliké a TCAM, however,

the ignored bits can not be arbitrarily specificied, they nuasrespond to either masking
off the L2 offset or the L2 and L3 offsets. This constraintuees the number of additional

tag bits that would be required for a full TCAM.

4.4.2 VI-LRU shift register implementation

AMD has described their page walk cache as having a “leashtlcused replacement
policy” [1]. While their exact implementation is not des@tbin their paper, one possible
implementation of an LRU cache is to use a shift register. tiid tag bits in the cache
structure (see Figure 4.6) are connected such that one intd¢he next, as shown in
Figure 4.9. Addresses are inserted into one end of the cindirolad addresses propagate
down. This requires each cache entrynobits to be connected to the next entry with
wires.

Our VI-LRU replacement scheme requires data to be insettarbdrary points inside
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data in —> —_— _—

Figure 4.9 : An example implementation of an LRU replacenseheme.

data_in

Figure 4.10 : An example implementation of the VI-LRU re@aent scheme.

the chain. One possible implementation of this is shown gufé 4.10. In this design, the
new value is routed not only to the first entry, but to everyyemt the cache. This doubles
the number of wires required for the chain, one for the olde@and one for the new one.
At the input to each register, a multiplexer selects whiathezentry the new value is to be
inserted into. This multiplexer must be activated by glaleplacement logic.
For ann entry,m bit cache, this modification adds(n — 1) multiplexers,m(n — 1)

wires to route new data throughout the cachesarid — 1) wires to select the multiplexors.
This increases the area of the cache and the delay requitgutitie an entry, but it does

not add any circuitry to the match logic.
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4.5 Methodology

The MMU cache architectures presented in Section 4.2 wexkiaed by running appli-

cation memory traces through a memory system simulator. tfetoe-based approach is
warranted here for two reasons. First and foremost, the ruwfimemory references re-
quired for a page walk is effectively independent of all @exttural parameters except for
the MMU and the L2 cache organization. A cycle-accurate &tran would have pre-

sented a more limited view of the differences for a singlenpai the processor design
space. Second, from a practical standpoint, it would haee bearly impossible to run the
types of large memory footprint applications that benefistrfoom these structures on a

slow cycle-accurate simulator.

4.5.1 Application Memory Traces

The AMD SimNow [23] platform simulator was used to run vasdoenchmarks under
FreeBSD 8.0-Release for x86-64. A custom analyzer pluginra\®iw records each vir-
tual memory access made by the simulated system. This tnakeles all memory loads
and stores made by the tested operating system and processésioes not include in-
struction or page table loads. TLB and MMU invalidations sr@uded in the trace by
monitoring the value of the CR3 register, which must change congext switch. Finally,

the plugin counts the total number of instructions execudtathg the trace.

Virtual memory access traces were captured from variouicapipns, including the
SPEC CPU2006 floating-point suite [24], SPECjbb2005 [25], AS@kep3d [26] and
HPCC RandomAccess [27]. However, not all of the benchmarkeenrSPEC CFP2006
suite could be compiled with the standard tool chain in Frd2B3), so soplex, calculix

and wrf are not included in this study. SPECjbb2005 was run ree warehouse, and
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Sweep3d was run on a 150x150x150 grid.

4.5.2 Memory System Simulation

A custom memory system simulator was built to simulate theoua MMU cache designs.
The simulator includes an MMU that closely resembles thend 122 TLBs in the AMD
Opteron [1]. It consists of a 64-entry, fully-associative TLB with random replacement,
and a 512-entry, 4-way set associative L2 TLB with LRU reptaent. Furthermore, the
simulator is able to model all five cache designs describeseiction 4.2. The simulator
stores tags (virtual addresses), but not data (physicakasés), to eliminate any operating
system dependent behavior from the simulation. This siteplthe design of the simulator
and generalizes the results. Unless otherwise specifiedsittulator divides all memory
into 4KB pages.

A 1MB L2 cache was included in the model, simulated using tlee® IV cache
simulator [28]. Both application data accesses and MMU pabjle taccesses are simulated
using a shared L2 cache model. In general, instruction laeglaot included in this study.
The cache parameters were based on the same AMD Opterorspootieat was the basis
for the TLB parameters. The L1 cache was not simulated, sme@age walk hardware
does not use it on the Opteron.

While our simulation environment did not permit us to dirgatheasure power and
system performance, the reduction in memory accesses @etlgimeasure here should
translate directly into reduced interconnect power corgion and latency. Recall that
previous work has shown the uncached system performanatropunvirtualized TLB
misses to be up to 14% for nominally sized applications [H ap to 50% for large appli-

cations [2].
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4.5.3 Synthetic Application Memory Traces

To study the behavior of an application that uses more \lirnemory than we can prac-
tically trace on our real machines, a trace synthesizer waeldped that simulates the
memory access pattern of an in-memory database, perforaiiagh join. Such joins are
common, and the performance of large joins is representafioverall database perfor-
mance [3].

The simulated join is an inner join on two equally sized tapk and B. The hash join
process starts by creating a hash table containing theesmtrB, using an open addressing
collision resolution scheme. The database then iterateagh A, checking to see if each
entry is present in the hash table. The result is then placed butput table [29].

Since the simulation is designed to scale to arbitrary sthessimulation works proba-
bilistically rather than operating on a real data set. Fastelement is read from the region
of memory holding table A. Then, a random element is read filoenregion of memory
storing the hash table, since the hash function will unifgrdistribute accesses throughout
the table. After the first element is read, a second elemeotmsetimes also read, based on
the probability of a hash collision. The collision prob#lilvas derived from the expected
collision chain length [30]. Finally, an element is writtenthe result table, and the process

repeats itself with the next consecutive element of table A.

4.6 Cache design simulations

This section evaluates the five different MMU cache orgaiona using a wide variety
of applications. The TLB miss penalty, structure sizing] asplacement policies are ex-
plored. The results show that the unified translation cadkte avmodified LRU replace-

ment scheme is the best design for the entire range of apiphsa For the small bench-
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marks, this cache design is able to reduce the number of nyeawoesses required per
TLB miss from 4 without a dedicated cache to 1.13. It also &ldgnamically to large
applications, avoiding the conflicts present in traditiamaified caches without the static

partitioning required in split caches.

4.6.1 TLB miss penalty

The purpose of any MMU cache is to lessen the penalty of a TL&rand the cost of
walking the page table. This penalty can be broken down imonumber of accesses to
the private MMU cache and the number of memory hierarchy sseserequired per TLB
miss. Without a private cache, there will be four memorydnielny accesses per walk, one
per level. These memory accesses can be further broken abavh2 data cache hits and

DRAM accesses, which are far more costly.

Small Memory Applications

Even applications that use a modest amount of memory canfleapeent TLB misses. Ta-
ble 4.3 shows the frequency of TLB misses for each of the SPEHZ20E6 benchmarks, the
SPEC JBB2005 Java server benchmark and the ASCI Sweep3d behci8pacifically,
the table shows the average number of instructions, programory accesses and program
DRAM accesses (L2 data cache misses) that occur between TédemiThe number of in-
structions issued between TLB misses varies from tens ofstnads for compute-intensive
workloads to hundreds, for data-intensive workloads. HREGSjbb2005, less than five
DRAM accesses are made between TLB misses. For data-intemsikloads that may be
memory bottlenecked, the DRAM accesses related to page aadksgnificant.

Table 4.4 compares the behavior of the different MMU cackes.each kind of MMU

cache the table shows how many times the MMU cache, the L2@datae and DRAM
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DRAM accesses/Walk
Workload | Ins/Walk | Mem/Walk | 2MB  1MB 512KB
bwaves| 3637.7 2183.8| 102.6 104.4 106.4

gamess| 37927.8 16905.0 1.1 1.1 1.1
milc 202.3 83.1 3.9 3.9 4.0
zeusmp| 3105.2 562.0| 77.0 77.8 79.0

gromacs| 25399.1 12025.0| 42.2 554 69.5
cactus| 3916.9 2919.4| 28.7 30.2 31.9
leslie3d| 4185.2 1679.8| 67.5 70.5 72.0
namd| 49024.9 18498.7 9.0 123 16.2
deal | 29235.3 10046.7| 12.3 145 16.9

povray | 38328.8 19498.9 1.9 1.9 1.9
Gems| 50817.5 19447.8 1.4 14 1.4
tonto | 30414.8 13711.6) 4.5 7.2 28.8

Ibm 1844.5 908.1| 97.5 101.7 106.7

sphinx3| 1858.2 574.4| 26.3 28.6 30.2
(avg) | 19992.7 8503.2| 340 365 40.4

specjbb 351.0 162.0 2.4 3.4 4.8

Sweep3d| 6098.6 3161.3| 819 83.9 85.4

Table 4.3 : The frequency of TLB misses for each workloadwshas the number of
instructions, memory accesses and DRAM accesses betweemmidd®s. These results
are shown for three different L2 data cache sizes and the Triiguration described in
Section 4.5.
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are accessed per TLB miss under each of the benchmarks. dhlesare using a least-
recently-used replacement policy. In these simulatidresunified and path caches have 24
entries and the split caches have 24 entries. While there are some outliers, most of the
applications exhibit similar behavior.

As a baseline, Table 4.4 also presents results with no MMUesaks expected, with no
cache there are four memory accesses per walk. Intergstthgle are only 0.15 DRAM
accesses per walk for SPEC CFP2006, meaning that there is &i988te for page table
entries in the L2 data cache. This number varies from apicdao application, but it
never drops below 90%. This demonstrates that page tabéssdor these applications
has very high reuse.

Adding any MMU cache drops the average number of memory tuyaaccesses per
walk from 4.00 to no more than 1.13 (0.99+0.14) for SPEC CFB20{bte that DRAM
accesses only decrease approximately 7%, from 0.15 to Ulid means that most of the
avoided memory accesses come out of L2 hits, not DRAM acce$beslecrease in TLB
miss latency from a MMU cache with these applications coma® the decreased access
latency of an MMU cache as compared to the L2 data cache, not@oved hit rate. For
Sweep3d, there is so much locality in virtual address usentteenory accesses per TLB
miss is further reduced to 1.07.

Since these caches do not store L1 page table entries, sl i® very close to the
minimum number of memory accesses per TLB miss of 1.00. Gsethpplications, all the
caches have similar hit rates. In nearly all TLB misses,ledlMMU caches can provide
the physical page number of the L1 page table page withouhfgae do any memory
accesses. From here, the L2 cache still provides most of thgalje table entries at a hit
rate of 88% (only 0.14 of the 1.13 memory accesses are DRAMsaesg These hits come

from the fact that the L2 cache is much larger than the MMU eadind can store eight
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page table entries in a single cache line.

One benchmarkt ont o, has more DRAM accesses when an MMU cache is used.
However, the rounding in Table 4.4 exaggerates this effHue actual increase in DRAM
accesses is only 0.001 per TLB miss. The MMU cache changeacttess pattern to the
L2 data cache, so page table entries may be replaced soanehty would be without an
MMU cache, slightly increasing DRAM accesses.

SPECjbb has low address locality at a page and cache line lgrajicompared to
other small memory applications leading to high TLB and eantiss rates. However,
there is still enough locality in upper level bits of the agkl to allow reasonably high
MMU cache hit rates. On this workload, 2.87 of the three upgpezl page table entries are
still served by the MMU cache, leaving 0.99 and 0.14 accefssdbe L2 data cache and
DRAM respectively. These 0.14 DRAM accesses per TLB miss grafgiant compared
to the 3.4 DRAM accesses between TLB misses that come fronmgorogxecution itself.

Since these caches all provide high hit rates, their prirdéfgrence is in the number
of accesses to the cache required per walk. Since the tti@anséand path cache search for
L2 entries first, they are typically only accessed one timelhd miss. This reduces both
latency and power consumption. The page table caches agesattan average of three
times per walk, since they must walk down the page table elfihe of the virtual address

space is expanded by adding an additional level, this pendlltincrease.

Large Memory Applications

In contrast to the results for small memory applications, diiferent MMU caches have
substantially different hit rates for applications witindam access patterns over gigabytes
of virtual memory, such as an in-memory database hash joHREZC RandomAccess.

For these applications, the reuse of lower level page tatttees is low, and there are many
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upper level page table entries in use. Consequently, caeBingany L3 entries as possible,
each of which covers a 1GB region of virtual memory, is caitidut caching L2 entries is
of little or no benefit. For a unified cache, a TLB miss that bitsan L3 entry but not an
L2 entry will load a new L2 entry into the cache. With LRU regganent, the cache will
have about the same number of L2 and L3 entries. The TPC adgpskeack of an L2 entry
for each L3 entry stored, but it does so in the same assaeiatitry. Therefore, for such
applications, a TPC ai paths is roughly equivalent to a UPTC Df n entries. When the
TPC becomes large, there is the possibility that differeoresl paths will contain the same
L3 entry, reducing hit rate. The split caches do not exhtbg effect, so once the cache is
large enough to hold all L3 entries in use, there is a 100% t Bake.

A database hash join running over a 16GB region (Figure 4l&frjonstrates this scal-
ing. Here, to have a 50% hit rate on the L3 page table, a 22 antfied cache is required,
while only an 11 path TPC, orax 11 entry STC is required.

An application using many terabytes of virtual memory woaitdly have high reuse on
L4 page table entries, causing 2/3 of unified cache entribg twasted, instead of just 1/2
for the 16GB application. This is because for every L4 entoyesi, an L3 and an L2 entry
are also stored, which are effectively wasted. This cause§PC to be equivalent to a

unified cache of three times the size for such workloads.

4.6.2 Sizing considerations

Appropriate sizing of caches is critical for hit rate in maayplications. The ability to
not store levels that are skipped when a translation cadhsed allows such caches to be
smaller for a given hit rate. Additionally, the fixed alloat of entries for each level in the
split cache designs demands that all levels be large to gyoguapt to differing workloads.

The TPC and unified caches dynamically allocate entries dagtavell.
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Figure 4.11 : Hit rate compared for the caches with the da&lpzin simulation using a
16GB hash table. The different split and unified designs leaugvalent coverages.

ASCI Sweep3d operates on a set of different memory regions.nwheefirst is pro-
cessed, it moves to the next, and so on. After processingsedgion, the program wraps
around to the first, and the cycle repeats. If the cache isangélenough to hold all the
regions, entries corresponding to earlier regions arequiebt before they are used again,
and hit rate is very poor (Figure 4.12). Since upper levelhefpage table are skipped in
the translation cache, the UTC can be slightly smaller thanltPTC.

For the small memory applications, there are relatively tgper level page table en-
tries that are in use. As a result, the hit rate of the unifiethea holding. entries only
slightly trails that of the split caches, which hold a tothBox » entries. In this example
(Figure 4.13), a unified page table cache holding 23 entsiegjuivalent to a split cache

holding3 x 19 = 57 entries. Only four entries from the unified cache are stanagpper
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Figure 4.12 : Hit rate for the L2 table for ASCI Sweep3D. Thiplagation is very sensitive
to sizing. Note that size represents per-level size (adalevels hold: entries) for the split

cache included in Figures 4.12-4.14.

levels of the split caches. These entries are combined oxtlr level entries in the TPC,

allowing a 19 path TPC to be equivalent to the 23 entry unifeche.

While these applications use more lower level entries thageufevel entries, having
small upper-level caches in a split cache dramaticallyceduit rate for large applications.
If the split cache is reduced in sizeda 8 entries to match the total size of the unified cache,
the L3 table hit rate in the database benchmark is reduced @6 to 44%. Skewing
the distribution of entries from higher levels to lower lsvevill further impact hit rate.

Therefore, it is imperative that all levels of a split cacleeldrge, resulting in considerable

area overhead.
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Figure 4.13 : Hit rate for the L2 table alone for t@act usADM component of SPEC
CPU2006.

4.6.3 Replacement policy

In the unified caches, entries of high reuse (upper levele=)tare mixed with entries of
lower reuse (lower level entries). This causes the cache telhtively sensitive to the LRU
replacement policy which ensures that frequently accessegonents (L4 and L3 entries)
are not evicted. In the path and translation caches, thgser lgvel entries are skipped, so
they do not need to be protected.

Table 4.6.3 shows the impact of using a random replaceméense on the number
of MMU cache misses (measured by the number of required meauwesses to locate
upper level page table entries). While all structures hawse hit rate using a random
replacement scheme, the unified designs are much moretretiaan LRU replacement

scheme.
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The primary problem with the unified cache designs for thgdapplications is that
entries with high reuse are evicted to make room for entridavoreuse. For example, in
the database join the LRU unified caches hold a relativellieasé. 2 entry for every useful
L3 entry in the cache. If a content-aware replacement schemsed, this problem can
be significantly reduced. If the Greedy Dual algorithm is iempented in the UTC instead
of using LRU, the size required for a 90% L3 entry hit rate ia 16GB database join is
reduced from 52 to 30 entries.

Using our modified LRU replacement scheme (described ini@edt3.2) with fixed
insertion points, this algorithm actually has a higher hatierthan Greedy Dual for the
database benchmark. Only 23 entries are required for 90%ateit However, the fixed
insertion point for L2 entries reduces hit rate significafdk some other applications, such
as Sweep3d. The L2 entries used by Sweep3d, if they areedseear the least recently
used position, are replaced before they are reused regultannear zero hit rate.

Using the variable insertion-point LRU scheme solves thtas. SPEC CFP2006, SPEC
JBB2005 and Sweep3d, VI-LRU has a hit rate that is equal to ghtyi greater than
standard LRU. For the database join, where there are manyii2®to cache, VI-LRU
adapts far better than other replacement schemes. Onlytdéseare required for 90% hit
rate in the join benchmark, as opposed to 52 for standard [EHRyli(e 4.14). The VI-LRU
cache nearly eliminates the conflict between levels sedreinnified cache, and anentry

VI-LRU UTC has nearly the same hit rate a8 & n entry split translation cache.

4.7 Virtualization

While this chapter focuses on the behavior of MMU caches watiiva execution, they are
important to virtualization and nested paging as well. Tiereased overhead of virtual

memory under virtualization compounds the performanceachpf an MMU cache. In
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Figure 4.14 : Ann entry unified translation-cache with VI-LRU has nearly tlaeng hit
rate as & x n split cache.

this section, we discuss previous support for virtual@atnd some possible future work.

In a virtualized system using nested paging, both the guesial machine and the
underlying virtual machine monitor have their own pagedahi effect, the virtual machine
monitor’'s page table is used to create a private guest piyasildress space for the virtual
machine. Thus, the guest’s page table is used to transtateVirtual addresses to guest
physical addresses, and the virtual machine monitor’s pelgle is used to translate from
guest physical addresses to host physical addresses.dNbegjag with radix tree-based
page tables leads to a two-dimensional page table walk be@uery access to the guest’s
page table during a page walk may result in a page walk on theaVimachine monitor’'s
page table.

Bhargavaet al. showed that an extended version of AMD’s Page Walk Cache could
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effectively cache most of the upper level page table entribsth the guest’s page table and
the virtual machine monitor’s page table [1]. In additidmey proposed the introduction of
aNested TLENTLB) that caches guest physical to host physical trarstati In effect, a
hit in the NTLB allows the two-dimensional page walkskipthe page walk on the virtual
machine monitor’'s page table. Thus, if every access to tlestigupage table hits in the
NTLB, then the number of accesses to the Page Walk Cache ancethemnhierarchy is
the same as it would be for native execution.

The translation and path caches presented in this thedid atso be extended to sup-
port nested paging. Moreover, the NTLB is not inextricaldgtto the Page Walk Cache
or page table caches in general. A NTLB could be beneficialiylmned with translation
and path caches. A NTLB hit allows the two-dimensional pagkyo skip the entire page
walk on the virtual machine monitor’s page table for a sirglest page table access, but
not the accesses to the upper levels of the guest’s page fabie requires a translation
or path cache. Moreover, a translation or path cache coddemate page walks on the

virtual machine monitor’s page table when a NTLB miss occurs

4.8 Conclusions

Since the x86 architecture began using a radix tree page fiabhddress translation in the
80386, the depth of the page table has increased by one l&beéach passing decade.
Unfortunately, without an MMU cache, the page table walkdddress translation requires
a memory reference for each level of the radix tree. TheeefdMU caches have become
critical components of current and future x86 processorsis Thapter has presented a
guantitative and qualitative comparison of the designspdsuch MMU caches, including

three new designs. While this thesis focuses on x86 procesthar results should apply

generally to any architecture that uses a radix tree pade tab
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While AMD and Intel have both developed MMU caches for theicmprocessors,
this chapter has introduced a unified translation cache avithodified LRU replacement
scheme that is superior to both existing devices. It adaplid@warying workloads, unlike
a split translation cache, as implemented in Intel's Pa&itngcture Cache. It also prevents
conflict between entries of low and high reuse, unlike the lLRied page table cache, as

implemented in AMD’s Page Walk Cache.



bwaves
gamess
milc
zeusmp
gromacs
cactus
leslie3d
namd
deal
povray
Gems
tonto
Ibm
sphinx3
(avg)
specjbb
Sweep3d

No Cache UPTC (24 entry) SPTC (3x24 entry) UTC (24 entry) STC (3x24 entry) TPC (24 path)
S L2 DRAM| S L2 DRAM| S L2 DRAM | S L2 DRAM| S L2 DRAM| S L2 DRAM
- 372 028|298 082 025|299 080 024|106 081 026|103 080 024 |1.03 080 0.23
- 395 005|294 113 005|294 113 005|115 113 005|115 113 0.05]|1.15 1.13 0.05
- 390 010|300 091 010|300 091 009|101 091 009|100 091 0.09|1.00 091 0.09
- 381 019 |[299 08 017|299 0.8 017|102 08 0.7 |102 085 017|102 085 0.17
- 380 020 |29 091 020]29 091 020|108 090 020|108 091 0.20]1.08 091 0.20
- 384 016 |29 112 016|299 098 015|123 110 015|113 098 0.15]1.13 099 0.15
- 379 021|298 088 020|299 08 019|106 088 020|104 085 019|104 0.86 0.19
- 386 014 | 288 115 013|288 114 013|123 115 013|123 114 013|123 114 0.13
- 38 011|293 107 011|293 1.07 011|115 107 011|115 107 011115 1.07 O0.11
- 392 008|292 110 0.08 292 110 008|115 110 0.08| 114 110 0.08|1.14 1.10 0.08
- 393 007 |289 118 0.07|289 1.18 007|120 118 0.07|120 118 0.07|1.20 1.18 0.07
- 393 007 |294 107 008|294 107 008|112 107 0.08 | 112 107 008|112 1.07 0.08
- 379 021|299 083 019|299 083 018|102 083 019|101 083 0.18|1.01 0.83 0.18
- 376 024|299 080 023]299 079 023|102 080 023|102 079 023]1.02 079 0.23
- 38 015|295 099 01429 097 014|111 098 014|109 097 0.14]1.09 097 0.14
- 383 017 | 298 097 017|300 093 017|114 097 017|111 093 017|111 095 0.17
- 377 023|295 101 022|298 087 020|113 094 021|107 087 020|107 088 0.20

Table 4.4 : The number of caching structure accesses (S)ata2adche hits (L2), and DRAM accesses (DRAM) per TLB miss
for the various LRU cache designs over the SPEC CFP2006, SBEX)b and sweep3d benchmarks.

TG
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Cache| LRU | Random| Increase
UPTC| 0.61| 1.00 63%
UTC | 0.53| 0.79 49%
TPC | 0.51| 0.65 28%
SPTC| 0.51| 0.64 25%
STC | 0.51| 0.63 23%

Table 4.5 : The average number of misses per walk for randamnL&U replacement,
normalized to Random UPTC (lower is better), and the relaticeease in misses using
random replacement over LRU replacement.
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CHAPTER 5

Alternate page table formats

The MMU cache is designed to reduce the overhead from hawiagdess the upper levels
of the page table. Ideally, this would allow a single accegb¢ page table per TLB miss.
However, these accesses are a result of the specific pagefaatat used, and replacing
the page table itself could potentially reduce the numbeicoésses per walk required to a
similar number.

We compared the memory access behavior of the cached ragbpage table with
its biggest rivals, hash-table based Inverted Page Tallésdaect-mapped Translation
Storage Buffers. These structures are attractive sincecheain only one level, and are
therefore insensitive to address space size. Howevernidgnoidable presence of hash and
structural collisions, low access locality and their idi#pito handle multiple page sizes

efficiently cause them to require far more memory accessesdaltached radix table.

5.1 Hashed page tables

We have shown that MMU caches can significantly reduce theheael of using a radix
tree page table, however the possibility remains that tthie teee page table itself should be
replaced. The traditional competitor to the radix tree padpe is the inverted page table,
which uses a hash table to store a large and sparsely usessadigrace efficiently [11].

These designs are usually seen as superior to a multi-ievie, tbecause they only need
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to be referenced once, whereas the radix table requires acnessaper level. However,
hash collisions are unavoidable, so many accesses mayeaeqaie than one reference to
follow a collision chain.

Additionally, we have shown in this thesis that MMU caches e=duce the number of
memory accesses per walk to nearly one as well. To compapatied radix table against
an inverted page table, a simulator was constructed thattemas and references a hash
table storing all the memory locations used during a prodéssme. The hash table used
models that used by the Intel Itanium [31], though our immeatation differs. The Itanium
handles translations in hardware only if the desired tedimsi is at the front of the collision
chain. Otherwise, an interrupt occurs and the collisionrcihalk is done in software. Our
simulation performs the entire process in hardware, anldeigefore an optimistic design.
The number of accesses to this table were counted, as wék asimber of such accesses
that hit in the L2 data cache.

When the hash table contains twice as many buckets as thgyages to store, the hash
table walker references approximately 1.2 locations pd ifliss,regardless of benchmark
or access patternThis number comes from the average length of a collisiomclwehich
is a function only of the fullness of the hash table if a sudfintly uniform hash function
is used [30]. This number compares poorly to the average rumblL2 and memory
accesses required per walk of the SPEC CFP2006 applicasams page table caching of
1.13. While the hashed page table is insensitive to addres® ize, it is unable to take
advantage of the great locality seen in virtual addressespsage like MMU caches can.

Compounding this issue is the fact that references into tkh teble show no spatial
locality. Whereas consecutive pages in virtual memory aveliysmapped by consecutive
entries in the radix table, they are not usually mapped byseoumive entries in a hash

table. Since there is usually locality in the access patietrl page table entries in a radix
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Uncached TPC

Page Size 4KB | 2MB | 4KB | 2MB
L2 Hits 290| 2.92| 1.11| 1.15
DRAM 1.10| 0.06| 1.09| 0.06

IPT (1) IPT (2) IPT (16)
Page Size 4KB | 2MB | 4KB | 2MB | 4KB | 2mB
L2 Hits | 0.01| 0.00| 1.16| 1.16| 0.55| 0.54
DRAM | 1.29| 1.29| 1.14| 1.14| 1.48| 1.49

Table 5.1 : L2 hits and DRAM accesses to the page table per wal& fadix tree page
table for the 16GB database join benchmark. Results are sfuovan uncached radix tree,
a cached radix tree, and a half-full inverted page table wattious numbers of clustered
translations per tag.

table, these entries are much more effectively cached by2tata cache than the entries
of the hashed table are. For the SPEC CFP2006 applicationsireec earlier, only 44%
of the 1.2 accesses/walk are served by the L2 data cachealDtee inverted page table
increases the number of DRAM accesses per waleusr 400%

Spatial locality can be increased by storing multiple agljidranslations with a single
tag, as used iolustered page tablgg]. This technique also reduces the overhead (virtual
address tag and chain pointer) for the hash table. Howewrdhit technique to be effective
each virtual tag must be associated with many translatibhis means that some transla-
tions will need to load multiple cache lines. Additionalllge frequency of hash collisions
is not reduced over a standard inverted page table.

Even if the virtual address space is used without localgyinathe database join, the
radix tree page table still requires fewer DRAM accesses ¢hhashed page table. Ta-
ble 5.1 shows the memory use per TLB miss for a join using a 16&# table. With 4KB
pages, the radix tree page table requires fewer DRAM acdesdkshan the inverted page

table until a 48GB inverted page table is used.
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For this application, clustering does improve L2 cache dii¢ Isince the page table is
smaller. However, the tag and data often lie in differenthealines, which requires an
increase in the total overall memory references requirgettorm a translation. Matching
the total cluster size to the size of a cache line improves thHiowever since cache line
size may change from implementation to implementationgghpropriate cluster size may
change as well.

For larger applications such as this, large page suppodrbes important. When it
comes to supporting the simultaneous use of multiple paggs sradix trees have an ad-
vantage over inverted page tables. With the radix tree, iB3Mges are used for mapping
most of the virtual address space, the entire page tableecaadined in the L2 data cache,
because the 2MB page mapping takes the place of an L2 entng jpage table and elimi-
nates the need for an entire L1 page table page (see FigordBi& reduces the number of
DRAM accesses per walk dramatically for the radix table des@nd also the number of
overall memory hierarchy accesses to below that seen imtieeted page table, as shown
in Table 5.1.

In contrast, the simultaneous use of large and small pages miat reduce the size of
an inverted page table, and so its memory accesses do najehémessence, the hash
function must take into account the size of the virtual pdgg it cannot know the page’s
sizea priori if multiple page sizes are in use. Consequently, for a large pie inverted
page table must still have a page table entry correspondireath of the small pages
that make up the large page. Each of these page table enitiehawever, designate

the mapping as part of a large page, and the TLB will be loadéu avsingle large page

mapping.
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5.2 Translation Storage Buffers

The SPARC architecture has traditionally handled TLB missesoftware. To accelerate
TLB misses, the processor supports a software-managedi-tirapped cache of transla-
tions called thranslation Storage BuffdB2]. On a TLB miss, the CPU derives an index
from the lower order bits in the virtual address and checkse®if a corresponding entry
is present in the TSB. Although earlier processors perforthisdl SB lookup in software,
some current processors implement it in hardware. Likertherted page table, a TSB en-
try stores a tag (a virtual page number) and a translatiohyaipal page number). Unlike
the inverted-page table, there is no chaining. If a traisias not present in the TSB, a
software fault occurs.

To compare this design to the radix-tree design, a TSB stmw@as also developed.
Like the inverted page table simulator, the TSB simulatamts L2 and DRAM accesses
per TLB miss. In addition, the TSB simulator also countswafe faults that occur when a
translation is not present in the cache. Traces are sintlilate two-pass manner. The first
pass populates the cache with the translations presers trette. The second pass actually
simulates accesses to the cache, counting hits and miskessesures that only conflict
misses are counted, providing a lower-bound for cache misse

Our results show that the TSB uses the L2 data cache poorlymagared to the radix-
tree. For example, theeusnp component of the SPEC CFP benchmark generates 0.058
DRAM accesses per TLB miss using the radix-tree with an MMUheaghereas the TSB
required 0.078 DRAM accesses per TLB miss. This increaseasdiely to the larger size
of a TSB entry as compared to a radix tree page table entryTBBeentry contains a tag
and data, whereas the radix-tree only needs to hold data. ifitrieased size reduces the

number of entries that will fit in a single L2 cache line frorgleti to four.
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In addition, the TSB also generates 0.024 software fautt$ pB miss using the current
architectural maximum size of 1 megabyte. These are likellget extremely expensive,
generating not only data cache misses, but also instrucione misses. While increasing
the size of the L2 data cache would reduce the number of L2ecatbses, it would not
reduce the number of software faults.

The PowerPC architecture uses a page table that is someWwaatross between the
Itanium style hashed page table and SPARC’s TSB [33]. Powed&Blds virtual addresses
like Itanium does. However, instead of using a collisionish# maintains a fixed size
array for collision resolution. Software must handle tlasiation if none of the entries in
the array match the virtual address, much like the TSB. Theathspace overhead of such
a system is likely to be even higher than other hashed paggeftainats since the size of
this array is fixed even if not all entries are filled. Howeaagesses to the collision chain
are more likely to be cached since they are close togetheemary and may reside in the

same cache line.

5.3 Conclusion

MMU caches dramatically change the trade-offs in page tdbkgn for large address
spaces. Radix tree page tables make more effective use ofdbesgsor’s L2 cache than
either inverted page tables or translation storage buff®adix tree page tables have a
smaller page table entry size, because both inverted paigestand translation storage
buffers must include a tag in the page table entry. Thus, thedche is able to hold more
page table entries from the radix tree, increasing its @a@emand reducing DRAM ac-
cesses. So, while these alternate structures are supetioe tadix tree page table on its
own for large address spaces, a well designed MMU cache retiteradix tree organiza-

tion far superior.
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CHAPTER 6

SpecTLB: Parallelizing TLB Miss Handling

The use of large pages reduces the performance overheaduail vhnemory by increasing
TLB coverage. Each entry in the TLB covers a larger regionidtial memory, so the
entire TLB is able to translate a larger region of the addspase without walking the page
table. However, this increased coverage does not comeder fr

The page size is the minimum unit of a program’s address sipetethe operating
system is able to allocate and protect. The operating systast allocate an entire page
of physical memory, regardless of how much of that spacebeillised by the application.
This can lead to excessive physical memory use if a progragmfents its virtual memory
use. Additionally, application permissions (read/wetedcute) must be consistent across
an entire page. Finally, the operating system can onlyftelemory has been changed or
accessed on a page granularity. This means that if largeafidegsed for memory-mapped
files, the operating system must write an entire large pagéhved data to disk, regardless
of how much of the original memory was modified.

On x86-64, page sizes are only available in three sizes: 4KE and 1GB. These
sizes correspond to the size of virtual address space sgessby an L4, L3 and L2
page table entry, respectively. The large gap between #iese makes page size selection
critical. Using a 2MB page increases L1 TLB coverage by aofaof 512 compared to

using small pages, but it can also increase physical mensgpyinements for a sparsely
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utilized address space by the same factor. The proper pagdosia region of memory
may change from application to application or even from akea to execution. Therefore,
some modern operating systems take an automatic approaeletding page size.

FreeBSD’sreservation based memory allocatoses small pages for all memory by
default [5]. After a program uses every small page within atire 2MB region of virtual
memory, that region ipromotedto a large page. To prepare for this, the operating system
places small pages it thinks are likely to be promoted intgdgage reservations. In a
reservation, 4KB pages are aligned within a 2MB region ofgitgl memory corresponding
to their alignment within their 2MB region of virtual memoryhis means that within a
reservation, consecutive virtual pages will also be camsexphysical pages.

This contiguity and alignment can be exploited by the MMU tedict the physical
address of pages that miss in the TLB by interpolating froariog pages. In this chapter,
we present th&pecTLBa novel TLB-like structure that provides speculative trainsn
for small pages that are part of a large page reservation.eittidl underlying page table
still must be walked to verify the speculative translatitdns TLB walk is done concur-
rently with the speculative memory access and executioms A¢w capability allows the
operating system to maintain fine-grained protection aketation over memory while
eliminating the latency of the resulting TLB misses.

We show that the SpecTLB is able to eliminate the latency Ipefram a majority of
TLB misses with an unmodified version of FreeBSD. However,ajtike key contributions
of the SpecTLB is its ability to achieve large-page like perfance when large pages
are impractical to use, such as in virtualization. Tradisibhypervisors implement 1/0
by marking pages of the guest physical address space th&titanemory mapped 1/0O
as unavailable. When the guest system accesses them, theibgpés invoked which

emulates the I/O device. Ideally, the physical memory spdeevirtualized guest would
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be stored as a small number of 1GB pages. However, the hgpeannot control which
guest physical pages the guest operating system will udgdoi herefore, the hypervisor
must have fine-grained protection control. With a spectdallLB, this space can be stored
in a 1GB reservation with both data and I/O pages mixed t@ge#hll accesses are made
speculatively, as if they were to a data page. Thereforguaiét physical memory accesses
can proceed without blocking for a TLB miss. If the addresagiout to be part of a data
region, the speculative work is committed. However, if adrads is part of an 1/0 region,
the speculative execution will not be committed, and theelnyigor will be invoked as
before.

This chapter is organized as follows. Section 6.1 discuisesoperation of the
reservation-based memory manager. Section 6.2 discussedesign of the SpecTLB.
Section 6.3 and 6.4 discuss our simulator and simulatiarteesSection 6.5 discusses pro-

posed software extensions to support the SpecTLB. Finalycanclude in section 6.6.

6.1 Background

The ability to predict the physical address of operatioas thiss in the TLB is dependent
on a reservation based memory allocator, first suggestecilyriTand Hill [6]. Navarro

et al. ([5]) extended this idea to a practical memory allocatiostegn and implemented
it under FreeBSD. This extended design reclaims underfibsgérvations, allowing the

empty pages to be used by other processes.

6.1.1 FreeBSD Reservation System

When a process allocates virtual memory, througmap() or indirectly through
mal | oc(), the operating system maintains metadata about what ogpeedlocated that

space. At this point, however, physical memory is not tyiyalocated, nor the page table
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updated until the process tries to access a location wikiahvirtual allocation. Then, the
memory management unit invokes the fault handler, whichtexthe metadata associated
with the faulting virtual address.

The fault handler uses that information to predict if theuat memory space used is
likely to be contiguous and larger than a superpage. For pbeara memory mapped 5KB
file will not use an entire superpage, so it will not be plaged reservation. If the handler
decides that a superpage is appropriate, it will reserveniree2MB physical page, and
assign the 4KB page within it that is virtually and physigalligned to the faulting virtual
address. When the program faults again on the next accesgedtha fault handler will
recognize that the address is part of a reservation, andligain return the virtually
and physically aligned page within that reservation. Whérblalcks in the reservation
are filled, the page is promoted to a superpage. However,rundmory pressure, this
reservation may be broken down if it is never filled. The \aftmemory system can then

return the unused pages back to the free pool of small pages.

6.2 Page table speculation

The SpecTLB is a translation-lookaside buffer that trackdaufilled large-pageeserva-
tionsinstead of large pages themselves. On a TLB miss, the Spe&Tt@sulted to see
if the faulting virtual page may be part of a large page restgon. If so, the physical
page number of the faulting page can be interpolated frorpltlgsical page number of the
reservation and the small page’s position within the laggervation.

The primary difference between the SpecTLB and a traditioh8 is that mappings
generated by the SpecTLB are predictions; they are not gtessd to be correct. An entry
in the SpecTLB indicates that the operating system has glac®ll pages within a par-

ticular physical reservation in the past, but it does notrgntee that any particular virtual
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page was placed in the reservation or even that the pageids Vidlis distinction means
that a TLB miss that does hit in the SpecTLB must still be \athd against the underly-
ing page table. However, the interpolated translation @anded for speculative execution
while the page walk itself continues in parallel. If the mmelated translation matches the
result from the page walk, the speculative work can be cotethdnd execution continues.
If the results differ, the speculative work is cancelled ardcution restarts from the first
incorrect prediction. While the SpecTLB does not reduce thexadl memory bandwidth
required by the MMU, it does reduce the latency penalty frdoB Tisses by removing
the page walk from the critical path of execution.

This relaxed requirement of correctness allows two difiekariants of the SpecTLB
to be built: one that requires software support and one thes dot. Both are presented in

detail here with the software-independent variant sinealan later sections.

6.2.1 Explicit page table marking

The SpecTLB maintains a set of large page reservationsigvasl the operating system
is assigning to the current process. This set is maintairyethdnitoring which small
page page table entries are marked by the operating systeeiraspart of a large page
reservation. These marks are implemented using one of thently unused bits in bottom
level (L1) page table entries in x64-64. They do not effeet tizese entries are translated;
they are still standard small pages and they are only useditotamn the contents of the
SpecTLB.

For purposes of describing the operation of the SpecTLB, vlauge a similar simpli-
fied address representation as described in Section 2.tuaVaddresses are split up into
four indices and an offset: e.gO§9, 00c, Oae, 0c2, a2e). Physical addresses

are similarly divided into nine-bit parts of a physical pagenber and a page offset: e.g.
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L4 L2
Reggier - . A e
(PPN:613)  opg | ppn: {00,136} L3 ad | ppn: {00,378} L1
0b9 [Tppn: (00,042} - | 0Oae | ppn: {00,508} [ ...
Oba| ppn: NUL 00b | ppn: NUL Oaf|  ppn: NUL 0c1 ppn: NUL
00c | ppn: {00,125} 0c2 | ppn: {ac,0c2} 4>PD:$Z
00d | ppn: {00,3af} res=yes
0c3 | ppn: {ac,0c3}

res=yes

Figure 6.1 : An example of a page table containing a markeztvaton.

{Oac, 0Oc2, a2e}. For simplicity, only eighteen bits (two parts) of the 4Q@-binysical
page number are shown in diagrams.

Figure 6.1 shows the page table walk for the translation f(6b®, 00c, Oae,
Oc2, a2e)to{0ac, 0c2, a2e}. This entry is marked by the operating system as

being part of a reservation, so it is added to the SpecTLBUfEi§.2):

=

Virtual Page Number Physical Page Numbe
(0b9, 00c, Oae) {Oac}

Figure 6.2 : An example of the contents of a the SpecTLB.

Note that only the upper bits of the translation, those thkect a particular large phys-
ical or virtual page are stored. A SpecTLB entry for a patticaddress is effectively
whatever the standard TLB entry would be if that address wareof a large page.

On a subsequent TLB miss, the SpecTLB is searched like a mdinia If a a subse-
qguent TLB miss is for virtual addres8i§9, 00c, Oae, 0c3, 001),the newly added
SpecTLB entry will match. This means that the new virtualragd is part of that same vir-
tual large page and that the operating system likely plawedarresponding physical page

within the physical reservation. The speculative transtatoncatenates the stored phys-
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ical page number of the matching reservation with the lamgepoffset from the virtual
address, yielding0ac, 0c3, 001}.

Of course, this translation may not be valid. The underlyiegervation may have
been broken down by the operating system or the virtual @ddmeay not even be valid.
Therefore, while the processor can use this translationugt do so speculatively. While
program execution continues, the standard x86 page walgemspconcurrently. If the
predicted physical address matches the actual addresspéhalative work may be com-
mitted. Otherwise, execution must roll back to the pointhaf inisprediction.

Since SpecTLB translations are always confirmed againgirtderlying architectural
page table, consistency is not as important to them as it MNtJ caches and TLBs.
Therefore, implementations can be more lazy about Specididation than they can be
with MMU caches. Stale entries do not lead to incorrect djp@naas they do in an MMU
cache or TLB. Invalid translations generated by stale enwi#l be corrected automati-
cally. Our implementation only invalidates the SpecTLB aropatext switch, though even

this is not strictly necessary.

6.2.2 Heuristic reservation detection

The above description of the SpecTLB requires explicit nmaylof the page table. This
requires both a modification of the x86 page table architecamd the operating system
itself. However, it is possible to build a variant of the SpeB that detects reservations
and requires no modification to system software.

To allow a region of memory to be promoted to a large page, Ispa@es must be
aligned within their large page reservation. In the exanatleve, virtual addres969,
00c, Oae, 0Oc2, a2e) is mapped to physical addre¢fac, 0c2, a2e}. The

virtual page’s offset within a 2MB virtual page is 0c2, eqtmlthe physical page’s off-
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set within a 2MB physical page. Specificalyaddr [ 29: 20] == paddr [29: 20].
This equality can be used as a heuristic to signal that theatipg system has placed this
page within a reservation. While it has a false positive réte:®12 (assuming 4K pages
that are not part of a reservation are placed randomly) sighzero false negative rate.
The heuristic based SpecTLB uses this detection scheme ittaimaits contents.
Translations are inserted whgaddr [ 29: 20] == paddr [ 29: 20] and entries are

removed when they lead to false predictions.

6.2.3 Memory side-effects

When a reservation is broken down, the pages that are reclaiare be reused for any
purpose, including for 1/0. However, this opens up the gobtyi that a speculative access
will be made to one of these reclaimed pages. On such an adbesprocessor must
guarantee that any operation performed speculatively eazahcelled. For typical reads
to cached memory, this is trivial. Operations are simplycefied and not written back
from the reorder buffer. However, if the speculated addisepart of an uncachable region
of memory or memory-mapped 1/O, special care must be takerfortlinately, it is not
possible to determine if a region of memory is part of a speegiona priori, since that
information is stored in the page table. Typical specutagixecution systems avoid this
problem because an access is never made to memory withangHasgt been translated
through the TLB. This ensures allows the processor to knowchvhmemory addresses
cause side effects.

Tagging requests throughout the memory system as beinglsgiee should be suffi-
cient to ensure safety. While the exact architectural implatattion is beyond the scope
of this chapter, this tag could be used to prevent specelaticesses from reaching an 1/0

controller or writing to memory. Additionally, this will @w new speculative execution
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from other systems such as the prefetcher or branch predtmake similar memory
accesses without going through the TLB.

Finally, the explicit marking SpecTLB can avoid these pesh$ entirely by ensuring
that uncachable and I/O memory is never mapped into 2MB pafagmory that also

contain data pages with the reservation bit set.

6.3 Methodology

SpecTLB performance was analyzed using a custom functgmailator executing mem-
ory traces generated by a platform simulator. Unlike thdyamaof MMU caches per-
formed in Chapter 4, the behavior of the operating systemg®itant to the SpecTLB. In
the MMU cache simulations, only virtual addresses affeblveor. However, the mapping
of virtual to physical address is critical to simulating tBpecTLB. Therefore, these mem-
ory traces need to include both virtual and physical adees3his precludes the use of

the synthetic memory traces used earlier.

6.3.1 Platform simulator

The AMD SimNow [23] platform simulator was used to run vasdoenchmarks under
FreeBSD 8.0-Release for x86-64. A custom analyzer plugin toN®iw records each
virtual memory access made by the simulated system alorigtiagt associated physical
address and page size. This trace includes all memory |lgatistares made by the guest
operating system and processes, but it does not includedtisin or page table loads. In-
struction loads are not modelled by SimNow, so they are radtded in this study. Page
table loads are simulated by the SpecTLB simulator. TLBlide#ions are included in the
trace by monitoring the value of the CR3 register, changes ery@ontext switch. Finally,

this plugin counts the total number of instructions exedutering the trace.



68

6.3.2 Benchmarks

Traces were collected for several popular benchmarksudivg the SPEC CPU2006
suite [24], SPECjbb2005 [25], the NASA Advanced Computingabalr Benchmarks
(NAS) suite [34], benchw [35] and an ad-hoc Python microlbemark. However, not all of
the benchmarks in the SPEC CFP2006 suite could be compiladiveitstandard tool chain
in FreeBSD 8.0, so soplex, calculix and wrf are not includethis study. SPECjbb2005
was run on one warehouse, and Sweep3d was run on a 150x15§xd.50he NAS bench-
marks are configured to use a class-C problem size, whenessibpe. The benchw bench-
marks function similarly to TPC-H. Specifically, this bendmkexecutes 40 N between
two tables of approximately one gigabyte in size under ReSIQL 8.4 using default tun-
ings. This benchmark was profiled both in a fresh boot condigom and on a second run,
where the data tables are cached. The Python benchmarkssomcmicrobenchmark that

initializes a large array of long integers.

6.3.3 SpecTLB Simulation

The SpecTLB simulation uses a modified version of the TLB/eanbdel from Chapter 4.
The TLB is modified to include a 128 entry L2 TLB for large pagas described in [1].
The 64-entry, fully-associative L1 TLB, the 512-entry, 4ynset associative L2 TLB for
small pages and the 1MB L2 data cache are unmodified. Agaenpribcessor’s L1 data
cache is not accessible to the MMU, so it is not simulated.

The simulator reads the memory trace, running each virtdtess through the TLB
and data cache model. On a TLB miss, the SpecTLB is searchedetdf a possible
matching reservation can be found. If so, a speculativeipllygage number is generated.

If this page number matches the actual page number storée imace, the speculation is
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correct. For simplicity, only the bottom level of the pagkléais simulated, and a dedicated
MMU cache is not included in this model. The page table ersttpaded from cache, and
PTE cache hit rates are maintained separately for spedudaid unspeculated page table
accesses.

Since explicit reservation marking is not yet included iry aperating system, the
heuristic based SpecTLB isimplemented. As a baseline uthwer of reservations tracked
by the SpecTLB is set at 24, the number of entries in the MMUheaxplored earlier.

This size is varied from one to fourty-eight.

6.4 Simulation results

Simulation results show that the SpecTLB can often acclyratéerpolate the physical
address of memory operations that cause TLB misses. Thikg@s the ability to remove
a majority of the high-latency DRAM accesses related to mgmumanagement from the
critical path of execution.

Even with a heuristic-based approach to detecting resengtmispredictions are rare.
Therefore, the power overhead to such speculation is minisn&pecTLB only needs to
be of moderate size, approaching maximum hit-rate with tdérentries. Finally, unlike

MMU caches, hit rate is relatively unaffected by choice glagement policy.

6.4.1 TLB miss parallelization

When a translation is able to be accurately predicted, all ongand MMU cache accesses
required to serve the TLB miss are removed from the critiedth @f execution. Tables 6.1
and 6.2 show simulation results from testing the SpecTLBgeagainst various bench-
marks.

A speculative translation is only attempted when a matchasgrvation is found. This
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occurs at a per-benchmark average rate of 56%, though é@svgreatly by specific work-
load. As shown in tables Tables 6.1 and 6.2, some benchnsaréis asicf find a reserva-
tion and attempt a speculative translation over 99% of tine tiOthers, such a&p. Cdo

so less than 1% of the time. The ability to speculativelydtaie addresses depends on the
locality in which a program uses its address space and itigésl in a fragmented manner,
leading to underfilled reservations.

Even using heuristic-based reservation detection, piedicaccuracy has a per-
benchmark average above 99%. While some benchmarks haiaufzaty low prediction
accuracies (less than 40% in the case of dc.B), speculatippena comparatively rarely
in these workloads. Even with the high miss rate, only 5% oBThisses generate a mis-
prediction in dc.B. The low rate of speculation here is likelye to its small working set,
which would lead to comparatively few reservations beingleaAn explicit reservation
marking based SpecTLB would eliminate these mispredistion

When addresses are accurately predicted, the page tablearalke overlapped with
speculative execution using the predicted address. A higlligtion rate combined with
high accuracy allows useful work to be performed in paraliéh much of the overhead of
virtual memory. This is quantified by counting the numberaifit L2 data cache misses
made by the MMU as well as the fraction that are overlappealiin successful prediction.
Since DRAM accesses are so slow, this fraction should treisiep a proportional speedup
of overall TLB miss handling. Tested benchmarks have areayeof 53% of their MMU-
related DRAM accesses overlapped with speculative exetbityosuccessful prediction.
The benchmark which sees the largest number of TLB missemgieuction,ncf , has

98% of its DRAM accesses overlapped.
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6.4.2 Overlap opportunity

Superscalar microprocessors can speculatively execiljeadimited number of instruc-
tions as constrained by the size of their reorder buffer.héf instructions after a TLB
miss complete quickly, the reorder buffer may fill before gagallelized page walk com-
pletes. The processor then has to stall until the page walrnglete, as it did before the
SpecTLB. Fortunately, the load or store which triggered th8 Tiss is by definition to
an address not recently accessed, or else it would havethi¢ ifLB. Therefore, it is less
likely to be cached and may be a long-latency operatiorfitséle high-latency TLB miss
can be overlapped with the high-latency load or store bdafw@eeorder buffer starts to fill.
To examine this, our simulator was instrumented to detegrthe L2 cache hit rate for
those memory operations that cause TLB misses. The pehienk average hit rate for
these operations is only 47% and is as low as 6% for some wag&ldikel esl i e3d).
These results are presented for all workloads in Tables td16a2. If these operations
are reads, this presents significant latency in a singleuictsbn that can be worked on
while the parallelized page walk completes. On the othedhamite operations cannot be

committed, so they must wait for the speculative page watiotaplete.

6.4.3 Power overhead

Speculative architectures often increase power by peifagrmeedless work. Since the
SpecTLB does not provide a speculative translation whegaes is not part of a tracked

reservation, misprediction rates are extremely low (Tabld and 6.2) and little needless
work is done. Therefore, when the SpecTLB is unable to peoyickdicted translations,

the power penalty from its use should be low.

The mispredictions that are present are either for pageésitbanot present, that were
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Figure 6.3 : Speculation success rates for different beacksnfor different sizes of
SpecTLB. These results are for a random replacement policy.

allocated after a reservation was broken down or were madg adalse SpecTLB entry.
Incorrect SpecTLB entries are generated in the when a pagkgised by chance, not

because it was part of a reservation. Using explicit markwmjds these false entries.

6.4.4 Sizing considerations

Like the MMU cache, even a relatively small SpecTLB is effiget Each entry covers
512 small pages, or 2MB of virtual address space, so a smdtieleeads to reasonably
high coverage. Figure 6.3 shows that maximal performana#amed by 24 entries. For
SPECjbb2005, the benchmark that requires the most entadacing device size from

24 to 12 entries only reduces successful speculation ra®y Other benchmarks are

impacted even less.
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Figure 6.4 : The LRU and random replacement policy are coatpfar the Python bench-
mark.

6.4.5 Replacement policy

Unlike MMU caches, only a single entry is accessed in the BpB@er translation. This
precludes the level conflict seen earlier. Therefore, thecpB is comparatively unaf-
fected by replacement policy. Figure 6.4 shows the suagkesptculation rate for the
Python benchmark for different sized devices. At 24 entties LRU cache outperforms
the random replacement cache by less than a half a percent) ishunlikely to outweigh

its implementation cost. At all sizes, the performanceedéhce is never greater than 2.5%

for this benchmark.
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6.5 Discussion

Operating systems that use reservation based memory tatlo@ae currently designed to
use reservations in the hope that those reservations wadngd memory will be promoted
to a large page. FreeBSD is tuned to reserve memory only wieea th a possiblity that
it will be able to promote a region to a large page. The resaflthe previous sections
show that even with these tunings, there exist enough ufiddrfeservations that an ac-
curate prediction can be made in 53% of the workloads test&#ction 6.4. However, if
system software is modified to create reservations even wiagrcannot be promoted, the
SpecTLB can allow large-page like performance without pybam. While this thesis is
primarily architectural, we discuss several conjectunéthgare modifications here as future
work.

The most promising use for any address translation syst@mvistualization. Recent
work has shown that nested paging, direct hardware supgorirfualized memory, comes
with great performance penalty. While the use of very larggepd1GB on x86-64) would
greatly reduce the frequency of TLB misses, they cannotcallyi be used because the
hypervisor needs to maintain fine-grained control over gpbgsical address space per-
missions. Speculative address translation can allow tienpeance of large pages while
maintaining fine-grained control.

Finally, we discuss future work related to maintaining thelieit reservation marks

within the page table.

6.5.1 More aggressive reservation creation

Currently, FreeBSD only creates reservations for addressespalocations that are ex-

pected to be of size greater than 2MB. If, for example, a pooasap()s a 1MB file, the
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underlying memory is not be placed into a reservation. Theratmg system assumes that
a file will not grow, once it is mapped into memory, so it coukelver fill a reservation
and be promoted. Therefore, small pages are allocated vemreemory fragmentation.
However, with address speculation, reservations haveieance benefits even when they
are not promoted. A more aggressive reservation systerd beuleveloped to increase the
fraction of small-page TLB misses that are able to be predicihis would also require
tweaks to mmap() to spread small files out in the virtual asilspace to ensure that each

can receive its own reservation.

6.5.2 Very large page support for virtual machines

To support hardware memory virtualization, x86-64 hasuhiicednested pagingNested
paging uses two sets of page tables, one maintained by tisé guerating system and one
maintained by the hypervisor. The guest page table trasstatest virtual addresses into
guest physical addresses. The hypervisor page tabledatasgjuest physical addresses into
host physical addresses, as if the guest physical addrase s@re yet another process on
the host with its own virtual address space. This prevemdittpervisor from having to
trap guest accesses to page tables. However, the cost of anldsBis greatly magnified
because all guest physical memory accesses, both to dataeapdge table itself, must be
translated through the hypervisor page table. This ineetiee number of total page table
accesses required to translate an address from four toy@nt [1]. This increase makes
MMU caching vital. Bhargava et. al. [1] presented the AMD pagek cache (a unified
page table cache) in the context of nested paging. They shaivMdr the benchmarks
investigated, the page walk cache is able to serve many sé ttegjuests. The scattering of
pages within the guest physical address space means thantleing memory accesses

are to the hypervisor’s page table.
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Guest physical address space is generally allocated at @M tstne, and is rarely
swapped out. This would seem to make the hypervisor page (ihhslating guest physi-
cal to host physical addresses) an ideal candidate for thefuke very large page (1GB)
support in x86-64. However, the hypervisor traps guestssaseto special regions of mem-
ory for 1/O, including fixed location addresses within th&A hole”. This is done by
marking regions of the hypervisor table as not present,icguspage fault when they are
accessed.

While this precludes the use of a single very lapgge this space can be stored in
a 1GB reservation with both data and 1/O pages mixed togefftee SpecTLB can then
provide speculative translations for access while the tyidg address is validated in par-
allel. In the common case, the access will be to a data pageharspeculative work can be
committed from the reorder buffer. If the access turns otetee been to an I/O region, the
speculative work is cancelled, and execution restartsery \arge page reservations were
to be used, all of guest physical memory could be translatddna very small SpecTLB,
eliminating the increased latency of nested paging.

Of course, large reservations lead to memory fragmentatiba region of memory
was reserved for a particular virtual machine, it could roubed by another. This would
require guest physical memory to be static and an integmalbeu of reservations in size.

The impact of this tradeoff is left as future work.

6.5.3 Explicit marking

Explicit marking of pages that are part of a reservation danieate mispredictions that
come from the inaccuracy of heuristically detecting reatons. With proper care built
into the operating system, it can also ensure that no spe®ikccesses are made to I/O

pages. When a page is inserted into the page table, if it isopartarge-page reservation,
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the reservation bit is set. All speculative accesses maidg tisat page are safe while the
reservation exists. This has the drawback of being incoitmpatith the scheme set forth
for virtualization above.

Eventually, if a reservation is not filled, it may be torn dowlh the reservation hint
bits remain set, the SpecTLB will predict the addressestosé pages that were added
earlier. However, if any of the freed physical pages fromrdservation are reused as 1/0
pages, the possibility exists that these pages may havelapee accesses made to them.
Several possible solutions exist to this problem. Clearihgeaervation bits related to a
particular reservation when that reservation is torn dowhprevent misspeculation, but
it reduces the overall number of (possibly accurate) spgicus that will be made. Addi-
tionally, reservation bits could be cleared when an I/O pagdlocated. However, since a
particular physical page can be mapped by multiple virtaglgs (perhaps in different ad-
dress spaces), a more complex map must be maintained tothikw happen efficiently.
Finally, even with explicit marking, the speculative regueagging discussed in Section
6.2.3 is still applicable. This would allow explicit markjmnd virtualization support to co-
exist since the architecture would guarantee that spéeeil@emory requests do not cause

side-effects.

6.6 Conclusions

Large page support can dramatically reduce the performaveread of virtual memory.
For many applications, modern reservation based memagadtirs do a good job of con-
verting contiguously used regions of virtual address spaicea manageable number of
large pages. The TLB miss rates shown in this chapter arevarithan those for the
small page simulations in chapter 4. However, what TLB nsigeenain are primarily from

underfilled large page reservations. We have presentedieedéhe SpecTLB, that can
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eliminate the latency from these misses and therefore mditaithe majority of the remain-
ing performance penalty from a wide variety of applicatiomsning under FreeBSD.

The SpecTLB also enables a more radical implementationsafrvation based mem-
ory allocation, one that reserves memory even when no piomd possible. The most
important application for this is virtualization, whichrcaave particularly high overhead
from virtual memory. Traditional hypervisors cannot réadise very large pages (1GB)
to map guest physical memory due to fine-grained protecgégnirements. However, the
SpecTLB can deliver the performance benefit of large pagde wiaintaining the protec-

tion granularity given by small pages.



Speculations

Mispredictions

DRAM Accesses Overlapped

Benchmark ins/walk| total attempts  attempts/walk  successful/walk per speculation  perwalk| per walk fraction of total TLB miss L2 hit rate
astar 51888 1287 0.625 0.613 0.019 0.012 | 0.095 0.500 0.918
bwaves 8763 7918 0.963 0.962 0.001 0.001 | 0.143 0.897 0.910
bzip2 950 5391 0.293 0.293 0.001 0.000 | 0.039 0.271 0.293
cactus 16674 3017 0.848 0.848 0.000 0.000 | 0.279 0.830 0.305
calculix 72338 420 0.234 0.219 0.067 0.016 | 0.047 0.393 0.739
deal 32357 1134 0.472 0.464 0.016 0.007 | 0.017 0.355 0.860
gamess 40429 1450 0.590 0.590 0.000 0.000 | 0.013 0.440 0.926
gce 8020 10517 0.852 0.841 0.012 0.010 | 0.289 0.760 0.152
Gems 51135 50 0.023 0.000 1.000 0.023 - - 0.942
gobmk 8722 3652 0.279 0.277 0.006 0.002 | 0.099 0.430 0.491
gromacs 25142 3434 0.857 0.850 0.008 0.007 | 0.143 0.680 0.587
h264ref 18605 3879 0.785 0.784 0.001 0.001 | 0.086 0.610 0.562
hmmer 16145 4710 0.903 0.899 0.004 0.004 | 0.168 0.808 0.095
Ibom 666336 2 0.015 0.015 0.000 0.000 | 0.015 0.027 0.371
leslie3d 17028 5931 0.932 0.932 0.000 0.000 | 0.215 0.868 0.068
libquantum 1275748 0 0.000 0.000 - 0.000 - - 0.082
mcf 210 502927 0.992 0.992 0.000 0.000 | 0.143 0.982 0.214
milc 18490 4526 0.828 0.827 0.001 0.001 | 0.076 0.673 0.176
namd 44411 1436 0.518 0.512 0.011 0.006 | 0.051 0.448 0.740
omnetpp 5410 22872 0.754 0.750 0.006 0.005 | 0.102 0.688 0.316
povray 61836 528 0.375 0.375 0.000 0.000 | 0.016 0.407 0.915
sjeng 18433 2557 0.382 0.377 0.015 0.006 | 0.115 0.511 0.409
sphinx3 3740 31093 0.833 0.829 0.005 0.004 | 0.179 0.757 0.033
tonto 33002 1124 0.412 0.403 0.022 0.009 | 0.008 0.294 0.920
zeusmp 42484 4570 0.952 0.952 0.000 0.000 | 0.131 0.811 0.015

Table 6.1 : SpecTLB simulation results for SPEC CINT and CFB200

6.



Speculations Mispredictions DRAM Accesses Overlapped
Benchmark ins/walk total attempts  attemptsiwalk  successful/walk per speculation ~ perwalk| per walk fraction of total TLB miss L2 hit rate
bt.C 109448 814 0.814 0.811 0.004 0.003 | 0.108 0.618 0.113
cg.C 33512 152 0.019 0.018 0.072 0.001 | 0.012 0.025 0.106
dc.B 43508 167 0.081 0.028 0.659 0.054 | 0.007 0.070 0.674
ep.C 23927 78 0.014 0.013 0.038 0.001 | 0.003 0.022 0.210
is.C 140525 860 0.721 0.718 0.005 0.003 | 0.102 0.603 0.917
luC 103736 795 0.742 0.740 0.003 0.002 | 0.103 0.556 0.438
sp.C 18346 5663 0.964 0.964 0.001 0.001 | 0.101 0.865 0.499
ua.C 117350 471 0.416 0.413 0.006 0.003 | 0.066 0.331 0.763
PostgreSQL (Fresh) 2450 29982 0.762 0.754 0.011 0.008 | 0.057 0.545 0.614
PostgreSQL (Cached) 12804 4215 0.567 0.561 0.010 0.006 | 0.129 0.543 0.360
Python 2.6 29200 3326 0.760 0.759 0.002 0.002 | 0.118 0.588 0.455
SPECjbb2005 5432 8853 0.418 0.406 0.029 0.012 | 0.135 0.354 0.401

Table 6.2 : SpecTLB simulation results for other benchmarks

08
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CHAPTER [

Conclusions

Popular opinion maintains that since virtual memory is saohold problem that it is
a solved problem. While much progress has been made on vasohsiques such as
caching and large pages, the footprint and access pattgropofar workloads is making
address translation more and more difficult. Large pagescoser a larger quantity of
memory, but as available physical memory continues to asgefractional TLB coverage
shrinks. Page table structures based on hashing reducartiieen of accesses required to
the memory hierarchy, but show poor access locality. Tleeetthey were useful when
DRAM was not much slower than cache but are a poor choice forenmoglystems where
caching performance is critical.

For applications with random access patterns, TLB hit rateshear zero for any page
size. Traditionally, database hash joins have been an dgaofi@an application with a
highly random access pattern, but other applications amirgy to show similar behav-
ior. Scientific computing is increasingly working with sparand irregular data structures
which have significant randomness in their access pattgrnTdB misses are, and will
continue to be, a major source of performance overhead fooitant applications.

This thesis has examined three different techniques toceethe cost of TLB misses
with real-life workloads. These workloads exhibit sigrafint locality in their virtual ad-

dress use which maps to significantly more locality in phgisddress space usage than is
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generally expected. This has great impact on which teclesique and are not effective at
improving address translation performance.

Applications that cause a TLB miss on a particular virtuajewiill often cause a TLB
miss on a nearby virtual page in the near future. Thereftwretis much reuse in the
upper levels of the radix-tree page table. We examined masigds oMU cachethat
store the upper levels of the page table. Such caches hawnepbedguced by the AMD
and Intel in their processors, however their designs havéeen previously compared
in the literature. This has left significant optimizationpoptunity on the table. Unlike a
processor data cache, an MMU cache has a very specific apgilicene caching of page
table entries. This allows an MMU cache to be optimized ®eitact task.

While AMD’s page walk cache (a unified page table cache) is eptually simple, we
showed that an different tag can be used to create a tramslegiche. This tag is both
smaller and faster, since it requires fewer bits and alloagegable levels to be skipped.
The comparison of unified and split caches revealed the qushlj unpublished problem
of page table level conflict. Intel's split cache design dsdhis problem at the expense
of area. We have proposed a novel replacement policy, VI-LtR&at solves it by adapting
to workload automatically. This replacement policy allcavsnified MMU cache ofi + 1
entries to perform as well as a split cache holding a totad of n» entries, even under
pathological workloads.

We showed that changes to the hardware have invalidatedynhedéd beliefs about
what is and is not a good page table format. Twenty years agmary hierarchies were
flatter and the best metric of VM overhead was memory acceSsese then, DRAM has
become comparatively slower and caching of table entriessbie@ome more important.
We show that the scattering of pages and tagging overheakimeld page tables results in

poor cache hit rates. While these formats require fewer mgimerarchy accesses overall,
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the radix-tree allows more consecutive translations tonfiv ia single cache line. This
greatly reduces the number of slow DRAM accesses requirednslate virtual addresses
as compared to an inverted page table. As hardware contioumslve, these tradeoffs
will continue to change.

With the availability of superpage support on x86, there lwen a flurry of research
on automatic support for page size selection. FreeBSD peewiais with the reservation
based memory allocator. We show that this software provadesique opportunity to de-
velop new hardware to predict address translations. Oucelethe SpecTLB, interpolates
a physical location for many TLB misses without any memoigeases. This allows specu-
lative execution while a page walk occurs in the backgroonetify the predicted address.
In our simulations, it is able to remove a per-benchmarkayeiof 56% of MMU-related
DRAM accesses from the critical path of execution.

The most obvious challenge for virtual memory is transtatinvirtual address into a
physical address. The dependence on this translation iscaliges the latency overhead
of a TLB miss. However, it is the permissions and allocatioat tprovides the biggest
challenge to large page usage. An operating system canea la&sge page for a single
region of virtual memory if parts of it are unallocated or dde have different permis-
sions. Our device effectively decouples the address ttiasl from the allocation and
permission setting of large pages. The physical addresbeamerpolated immediately,
allowing immediate execution, while allocation and pesiuss are verified in the back-
ground. The SpecTLB allows the fine-grained control of sipaties while avoiding their

latency penalty.
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7.1 Future work

Nested paging presents a new set of challenges for MMU cae$igrd The AMD page
walk cache utilizes a Nested TLB, however it may be possib®tmbine this device with
a translation cache, or the primary TLB itself. Like movimgrh a split to a unified cache,
this would increase flexibility to differing workloads. Hewer, it may also admit an even
more extreme version of level conflict since entries fromrelyt different page tables are
being cached together. More work should be done to exammée¢havior of different
MMU cache designs under nested paging and to develop a peplacement policy.

The new hardware proposed in this thesis similarly provajgsortunity for more soft-
ware research. Virtualization is a prime candidate for teey\Jarge page support now
available in x86 microprocessors. While protection consgmreviously made these im-
practical, the SpecTLB enables their use. Actually allogpand managing such pages is
a research topic of its own. While there are likely thousarfddMB pages available to a
system, there are only a few 1GB pages in even the largest dfimes. Allocating such
a large slice of memory will require techniques to clean ugresls space fragmentation,
such as those proposed by Roraeal., ([16]).

Even in unvirtualized environments, the current behavidhe FreeBSD memory allo-
cator does not exhaust the capability of the SpecTLB. Thenibyaf TLB misses seen in
our traces comes from small page misses, not large pagesni®$¢hose, many physical
addresses cannot be predicted, even with a very large Speclilis means that reser-
vations are not being created as often as they could be. dfugkearch is necessary to
determine if creating reservations more eagerly leads t@ mddress prediction.

As address spaces continue to grow into the distant futunee of these techniques

may be enough. While memory capacity is likely to continuertmgrapidly, I/O speed and
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TLB size scale far slower. Selecting larger and larger pagssvill be impractical if these
pages ever need to be read from or written to disk. This wijuhe more radical solutions
if future designers want to avoid the overhead of tranglgéin address for nearly every
memory access. Paged environments may not be practicgla@lkrchitecture may have
to return to using physical addressing. This would elimerntaanslation overhead entirely
by simply removing translation. While impractical in curtesomputing environments,
a physical address space may be usable when all code runs aitidested middleware
environment, like Java.

The success of techniques developed here are due to thgirathen by actual soft-
ware behavior. The traditional architectural design maxfehardware dictating system
support is flawed. Without examining the behavior of modeenrary allocators, one
would rightfully assume that there is no contiguity or ahggnt in physical address space
usage. However, when a system is designed holisticallyeraomplex behavior that can

be exploited for performance becomes apparent.
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APPENDIX A

MMU Coverage Proofs

The coverage provided by some of the MMU cache designs caroimgared without
making any assumptions about the access pattern. Thisseall show that the entries
stored in the TPC with LRU replacement are always a supefgbecentries stored in an
equally sized unified cache (UPTC or UTC) with LRU replaceme&his section will also
show that the entries stored in a SPTC are always a supertet ehtries stored in a TPC
when all of the caches are equally sized and use LRU replagteme

Note, however, that coverage is not necessarily direcifyed to performance. Any en-
try that matches in a translation cache can be used immadiateegin the page walk from
that point, skipping the previous steps of the page walk.gage table cache, the traversal
must occur in order, so the presence of a lower level entrigercache does not allow the
previous steps in the page walk to be skipped. So, a tramslatiche can outperform a
page table cache, even in cases where the page table cadasgkasoverage.

All of the MMU caches contain physical page numbers of pabtetpages that could
be accessed during a page walk. The page walk is the trawdraatadix tree with the
physical page number of the root stored in the CR3 registeh@arsin Figure 2.2. CR3
points to an L4 page table page containing L4 entries. Eadmit, in turn, is either valid
and points to an L3 page table page or is invalid.(NULL) and indicates that there are

no valid virtual addresses with that index. Similarly, eaalid L3 entry points to an L2
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page table page. Then, each valid L2 entry points to an L1 fzdie page. Finally, each
valid L1 entry contains the physical page number of the datgepThe offset of the virtual
address is appended to this physical page number to cresaedness of the data itself. As
shown in Figure 2.2, L1 entries are not cached by the MMU caichethey are cached by
the TLB. Therefore, L1 entries will be ignored for the remandf this section.

The following definitions are used by the subsequent proofs:

Definitions: An internal entryis an L4 or L3 entry which can be cached in any of
the MMU caches. Aeaf entryis an L2 entry which is the lowest level of the tree that is
cached by any MMU cache. Agntryis any internal entry or leaf entry. Finallypathis a

sequence of L4, L3, and L2 entries that are a part of a single palk.

A.1 Comparison of TPC and Unified Coverage

On a TLB miss, the MMU must walk the page table tree from thé atldhe way down to
the L1 entries. Each slot in the TPC stores the entire pathatf a walk, whereas each slot
in a unifed cache (either a UPTC or UTC) stores a single entsyam a walk. While these
strategies are quite different, this section will provet tiigen a TPC and unified cache of
equal size that both use a least-recently used (LRU) replastpolicy, the entries stored
in the TPC are always a superset of the entries stored in tifiedinache. The following

lemmas will be used in support of this proof:

Lemma A.1.1 For any sequence of page walks, any leaf entry cached by-a@mgry cache

using LRU replacement would also be cached by.grath TPC using LRU replacement.

Proof The TPC caches entire paths using an LRU replacement pshicit, will always
contain then most recently walked unique paths. As each path includeafaeldry, the

TPC will therefore always contain the most recently accessed unique leaf entries. By
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definition, anyn-entry cache using an LRU replacement policy cannot cacheratny that
was accessed less recently than theost recently accessed leaf entries. Therfore, no
n-entry LRU cache can ever cache a leaf entry that would notledscached by an-path

TPC |}

Lemma A.1.2 In a unified cache using LRU replacement, no internal entryloa present

in the cache without at least one of its child leaf entries dlsing present in the cache.

Proof Entries are only accessed as a part of a complete page wadkefdhe, leaf entries
of a path will always be accessed after internal entriesahphth. Therefore, the leaf entry
of any path is always more recently accessed than the intentrées of that path. So, due
to the LRU replacement policy, when entries are replacedynl&U unified cache, the
leaf entry of a path will always be replaced after its paretgrnal entries. Therefore, at
any time, no internal entry can be in an LRU unified cache witlat least one of its child

leaf entries also being in the LRU unified cache. Jj

Theorem A.1.3 For any sequence of page walks, any entry cached by-antry unified
cache (UPTC or UTC) using LRU replacement would also be caceghlm-path TPC

using LRU replacement.

Proof By Lemma A.1.1, am-path LRU TPC always caches a superset of the leaf entries
cached by am-entry LRU unified cache. Furthermore, because the TPC sach-
plete paths, it always caches every parent internal enteaoh leaf entry in the TPC. By
Lemma A.1.2, a unified cache can never cache an internal #atys not the parent of a
leaf entry within the UPTC. Since those leaf entries are aetutifsthe leaf entries in the
TPC, the internal entries in the unified cache must also besesobthe internal entries in
the TPC. Therefore, the entries cached withimaentry LRU unified cache are always a

subset of the entries cached withiniapath LRU TPC. |}



89

A.2 Comparison of TPC and SPTC Coverage

While each slot of the TPC caches the entire path of each pagetiva SPTC caches the
entries of each level of the walk in a separate cache. If eatiedSPTC caches have the
same number of slots as the TPC and all of the caches use an égatement policy,
this section will prove that the entries stored in an SPT@Q wientries for each level will
always be a superset of the entries stored in-guath TPC. The following lemmas will be

used in support of this proof:

Lemma A.2.1 For any sequence of page walks, the leaf entries cached i @ath LRU
TPC are always identical to the leaf entries cached in an LRUGWithn entries in its

L2 entry cache.

Proof As statedin LemmaA.1.1, anpath LRU TPC always contains tlemost recently
accessed unique leaf entries. Similarly, the SPTC caclaégmries in its L2 entry cache
using an LRU replacement policy. Since every page walk uam&PTC must access a
leaf entry, the L2 entry cache of the SPTC will always contaeérm most recently accessed
unique leaf entries. Therefore, the leaf entries cachedaloh structure will always be

identical. [

Lemma A.2.2 For any sequence of page walks, any internal entry cached by-jath

LRU TPC would also be cached by an LRU SPTC witmtries for each level.

Proof When using an SPTC, every page walk will access all the entridisei path. As

the SPTC has entries for each level and uses an LRU replacement poligypteans that

the SPTC will always contain the most recently accessed unique internal entries at each
level. As the TPC stores unique paths, at mostunique internal entries can be cached at

each level. The LRU replacement policy of the TPC guararttessnone of these internal
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entries can ever be less recently accessed thanhast recently accessed internal entries
at that level. Therefore, the TPC can never cache an intemg} that would not also be

cached by the SPTC. }}

Theorem A.2.3 For any sequence of page walks, any entry cached bypath LRU TPC

would also be cached by an LRU SPTC witkntries for each level.

Proof By Lemma A.2.1, the leaf entries cached by each structureawthys be the same.
By Lemma A.2.2, the TPC can never cache an internal entry thatdinot also be cached
by the SPTC. Therefore, annpath LRU TPC can never cache any entry that would not also
be cached by an LRU SPTC withentries for each level. |

Note that if the L4 and/or L3 entry caches of the SPTC are sn#ian the L2 entry
cache, then this theorem does not hold because Lemma Aduites all of the SPTC’s
caches to be the same size. When they are not, the SPTC may $beiset, subset, or

the same set of internal entries that the TPC holds, depgmaithe access pattern.
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