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Abstract

Most existing modularmodelcheckingtechniquesetraytheir hardwareroots: they assumehatmodulescom-
posein parallel. In contrast,layeredsoftware systemswhich have proven successfuln mary domains,arereally
quasi-sequentiatompositionof parallelcompositions.Most suchsystemsdemandandinspirenev modularveri-
ficationtechniques.This paperpresentsalgorithmsthat exploit a layered(or feature-basedjecompositiorio drive
verification. Our techniquecan verify mostpropertiesiocally within a layer; we also characterizevhen a global
statespaceconstructions unasoidable. This work is motivatedby our efforts to verify a military fire simulationand
supportsoftnaresystemcalledFSATS.

1 Intr oduction

Today's softwareapplicationsaremodularizedaroundobjectsthatcollaboratvely interactto provide thefunctionality
of anapplication. This is the fundamentaktarting-pointfor contemporarybject-orientedlesignaswell ascontem-
porarymodularmodelcheckingtechniqueg15, 19, 23, 27].

An alternateform of modularity centersaroundfeaturesratherthanobjects. Programmerslesignand construct
applicationdy introducingonefeatureat atime. Eachfeatureaddsnew capabilitiesandresponsibilitiego previously
existing objectsandintroducesew objectsto adesign.A characteristiof featureds thatthey arelargelyindependent:
this substantiallyreducesapplicationcomplexity (because¢he concernsaandimplementatiordetailsof onefeatureare
separablérom thoseof others)andincreasespplicationextensibility (becausaew featurescanbe easilyaddedand
unwantedfeaturesemoved). Feature-orientedesignis a form of step-wiserefinemenin which the refinementsare
entirefeaturesratherthanlow-level changedo individual statements.

Many researclefforts now approactdesignthroughfeaturesincludinglayers[5], collaborationg26], aspect$22]
andunits[14]. In this paperwe call themlayers to evoke thevisualimageryof feature-basedefinementLayershave
beenparticularlysuccessfuin softwareproduct-lineswhereeachapplicationof a product-lineis definedby aunique
combinationof features A brief samplingof successfutiesigndn this veinincludesa military command-and-control
scenariosimulator[4], a programmingervironment[13], network protocolsand databasesystemg5, 6, 33|, and
verificationtools[16, 30].

The succes®f layereddesignsatimplementingsoftware product-linessuggestsa tantalizingprospectithey may
alsoassisin validatingproduct-lines Layershave well-definedinterfaceshatpermittheir compositiorto build larger
systems.Layerstend, at leastin principle, to obey the characteristicef componentg17, 20, 31], suchasseparate
compilation,multiple instantiabilityandexternallinkage. Perhapsve canverify eachlayerindividually, andperform
cross-layewerificationwhencomposindayers.
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As a casestudy we are especiallyinterestedn a layeredsystemcalled FSATS, which implementsa military
command-and-contracenariocsimulator[4]. In particular we wish to apply modelcheckingto FSATS. FSATS is
a particularly good candidatefor model checkingfor two reasons.First, the designincludesspecificationf state
machined4], which eliminatesthe problemof deriving suchstatemachinedrom the software. Secondthe system
hassereral temporalproperties(for instance every acceptedmissioneventuallyresultsin a weaponfiring) thatare
especiallyamenabléo modelchecking.

FSATSis acomplex collectionof over 19 layersthatcanbe composedndependentlyo form scenaricsimulators.
Thisimmediatelymakesthe straightforvardapplicationof modelcheckingimpossible duethe combinatoriahumber
of possiblesystemsandthe sizesof thelargercompositionsFSATS hasthusinspiredour researchinto new forms of
modularalgorithmicverification. As FSATS is too complex to sene asa runningexamplein this paper we discuss
it briefly to elicit its key characteristicsthenillustrate our developmenton two simple examplesthat distill these
characteristics.

The restof this paperis organizedasfollows. Section2 discussegrior work on modularverificationand its
relationshipto our work. Section3 discusse$SATS and presentour methodology Section4 presentgonclusions
anddiscussesvenuedor futurework.

2 Background and RelatedWork

Model checkingis a techniquefor proving logical propertiesof systemd9]. Its successfubpplicationto hardware
malesits useon software systemsan attractive proposition. In a canonicalmodel checler, a designis represented
asa (finite) statemachine,while propertiesare usually expressedn variantsof temporallogic. Model checlers
handledesignonsistingof severalmachinesunningin parallelby automaticallycomputingthe cross-productf the
machinesthenapplyingtheir algorithmsto the resultingsingle machine;we exploit this featurein section3. For an
extensie suney of modelchecking we referthereaderto thebookby Clarke, Grumbeg andPeled[9]. In therestof
this paperwe assume basicfamiliarity with modelchecking.

Model checkingalgorithmsvary with thelogic of properties Our work extractspropertiesof layersby examining
the labelson interfacestates.This assumeshe modelchecler usesstatelabeling, which is the techniqueemployed
for branching-timeéemporallogicssuchasCTL. To simplify thedevelopmentwe presenburalgorithmsassumingan
explicit representatioof the statespaceof a system.In practice,mary modelcheclersrepresenstatesymbolically
ratherthanexplicitly [25]. Our algorithmsareinsensitve to this difference;indeed,we performedthe verification
tasksin this paperon amodelchecler emplgying symbolicrepresentationf82].

Severalresearcherbave describedechniquedor modularverificationof designg15, 19, 23, 27]. Thesetech-
niguesare basedon a hardware-orientechotion of modularity in which modulesare composedn parallel. For
instance onemodulemight be a CPU, while anothemrmodulerepresents floating-pointco-processorTheresearch
thenshows how to ensurethe preseration of individual propertiesaboutthe CPU or floating-pointprocessorusing
thesetechniqueso prove propertiesnvolving bothdevicesrequiressubstantiabxperienceandis notalwayspossible.
Theseresultsdo not applyto mostsoftwaresystemsywherecontrol flows sequentialybetweermodules.

Somepreliminary researcH2, 10, 24] hasbegun to considermodular verificationwith sequentialratherthan
parallel, control flow. The original work [24] handlessystemswith only one statemachine;it alsolacksa design
framework, suchaslayereddesign,that drivesthe decompositiorof the system. Subsequentvork useshierarchical
statemachineq2] and StateChart$10] to provide this decompositionbut the resultingsystemsarestill monolithic.
In contrastwe analyzesystemswith threekey distinguishingfeatures:

e Eachlayerintroducesa featurethatwasnot previously presentin the system;the layer doesnot simply refine
existing features.

e Layersaredevelopedwithoutknowledgeaboutall the otherlayersthatmayexistin afinal, composedystem.
e Eachlayers(unit of sequentiatomposition)encapsulatesimultaneougxtensiongo multiple statemachines.

Thework by theseotherauthorsdoesnot evenadmitthesedesignpossibilities.Alur andYannakakisite the problem
of sequentialerificationover multiple statemachinesasopenfor futurework [2]. Furthermorethey do notdiscuss
how to handlesystemghat involve quasi-sequentiatompositionof parallelcompositionssuchasexist in FSATS.
Alur et al. discussanalysistechniquedor sequentiatefinementavithin modulesthatarecomposedn parallel(this
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Figurel: A sampleof layeredstatemachinefrom FSATS. Thetop layeris the basesystemthesecondaddsmissions
thatfire mortars,andthethird addsmissionsthatfire artillery. The full designcontainsstatemachinehierarchiedor
theartillery aswell asfor otherpersonneln thecommanchierarchy

work usesthe term “behavioral hierarchy”for refinementsvithin modulesand“architecturalhierarchy”for parallel
compositionsof modules)[1]. The critical differencebetweentheir work and oursis that theirs doesnot support
coordination betweensequentiatefinementsacrossnodules.Our work, in contrast,considersverificationfor layers
thatgathermrelatedsequentiatefinementsnto modules. Encapsulatingelatedrefinementsn layersallows usto verify
propertiesof entirefeaturesin isolationfrom otherfeatures gven whenthosefeaturescross-cutseveral actors(i.e.,
objects). Without a layeredarchitecture jsolating this information from acrossparallel modulesis difficult if not
impossible.

3 Verifying Layered Software Systems
3.1 FSATS: An Example of Layered Design

FSATS is acommancdandcontrol simulator At core,it consistsof a seriesof protocolsfor selectingweaponsgo fire
at potentialtargets. The actorsin FSATS are variousmilitary personnelforward obsenrers,field officers, brigade
commandersetc) arrangedn a commandhierarchyandthe weaponsat their disposal. Obsenrersrepeatedlyiden-
tify potentialtargetsand sendmessagesalongthe commandhierarchyto initiate missionsagainstthe targets. The
personneln the hierarchyacceptor forward missionsdependinguponthe weaponsat their disposal. In the FSATS
implementationeachpotentialtargetspavnsa new threadin which to executethe protocolfor handlingthattarget.

Batory et al. have presentedh layereddesignof FSATS, written largely as a setof layeredstatemachinedq4].
Figure 1l shovs a sampleof the layeredstatemachineghatcompriseFSATS. A carefullook at the machinesandthe
codeshaws severalcharacteristicthatarepotentiallyinterestingirom amodelcheckingperspectie:

e Eachlayer’s (extension)statemachinesomposesequentiallywith their correspondindpasemachines.
e Eachlayer(extension)attacheso a commonstartandendpoint from the baselayer.

e Theconditionsunderwhich controlentersa particularlayeraresimilar acrossall actorsandarecloselycoordi-
natedthroughmessag@assing.

e Thestatemachinesssentiallysynchronizeat the endof a mission(on the EndMsgmessagesjght beforethe
involvedactorthreadgerminate.

Thesefour obsenationsdrive the methodologyand algorithmspresentedn this paper The combinationof these
characteristicenablea powerful, modularapproacho verificationin which we verify layersindividually andreason
aboutpropertypreserationunderlayercomposition.
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Figure2: Compositionof a basesystemB with anextensionE via aninterface.

3.2 A Model of Layered Design

We view a designasa setof classestoughly oneperactorin the system.A layerconsistof a setof classextensions
(mixins[7, 18, 28, 29, 34]) for the actorclasses.The setof mixinsin a layerrelateto a commontask,or feature, in
theoverallsystem(in FSATS, thefeatureggenerallyrepresenmissionghatutilize differentweapons) This definition
permitsactor classesand mixins of arbitrary compleity. To make the problemof verification more tractable, we
assumeeachactor classcan be describedas a statemachine,and that eachmixin extendsan existing (base)state
machineby addingnodes gdgesand/orpathsbetweerstatesn the basemachine.Statemachinemodelsof software
arisefrom oneof two sourceseitherthe softwareis written in termsof statemachinesasis truefor mary embedded
software applications,or abstractionechniquederive statemachinesrom the sourcecode[11, 12]. FSATS is of
theformerflavor. Our work could adaptto thelatterif the abstractionproducemachinegor which we could define
meaningfulinterfacesbetweerayers;accordingly we regardthework on statemachineabstractiongsorthogonako
this paper

Eachbaseor composeaystemspecifiednterfacesjn termsof statesat which clientsmay attachextensions We
defineinterfacesformally below. In our experience new featuresgenerallyattachto the basesystemat commonor
predictablepoints,asFigurel illustrates;the setof interfacesis thereforesmall. This is important,astheinterface
stateswill indicateinformationthatwe mustgatherabouta systemin orderto performcompositionalverification of
layers;alarge numberof interfacesmightrequiretoo muchoverheadn our methodology

Figures3 and6 shav examplesof basesystemsJayers,extensions andinterfaces;Sections3.4 and 3.5 explain
the examplesin detail. Thefollowing formal definition makesour modelof layereddesignsprecise.The definitions
matchtheintuition in thefigures,soa casuareademaywish to skip theformal definition.

Definition 1 A statemadiineis atuple (S, %,A, s, R, L), whereS s a setof states? is the input alphabetA is the
outputalphabetsy € Sis theinitial state R C Sx PL(Z) x Sis thetransitionrelation(wherePL(X) denoteghe setof
propositionalogic expressionsvery), andL : S— 22 indicateswhich outputsymbolsaretruein eachstate.

Definition 2 A basesystenmconsistsof a tuple (My,...,My) of statemachinesand a setof interfaces We denote
the elementsof machineM; as (Sui, Zmi,Ami, Soy; » Rmi, Lmi).  An interface containsa sequencef pairs of states
({exity,reerrys), ..., (exity,reenryy)) Eachexit andreeriry; is astatein machineM;. Stateexit; is a statefrom which
controlcanenteranextensionmachineandreeriry; is astatefrom which controlreturnsto thebasesystem.nterfaces
alsocontaina setof propertiesandotherinformationwhich arederived from the basesystemduring verification;we
describehesepropertiesn detailin latersections.

Definition 3 An extensionis a tuple (Es,...,En) of statemachines.EachE; mustinducea connectedyraph,must
have a singleinitial statewith in-degreezero,andmusthave a singlestatewith out-degreezero.For eachk;, we refer
to theinitial stateasin; andthe statewith out-degreezeroasout;. Statesin; andout; sere asplaceholderdor the
statego which thelayerwill connectwhencomposedvith a basesystem.Neitherof thesestateds in the domainof
thelabelingfunctionL;.

Givena basesystemB, oneof its interfacesl, andan extensionE, we canform a new systemby connectingthe
machinesn E to thosein B throughthe statesn |, asshavn in Figure2. For purpose®f this paperwe assumehatB
andE containthe samenumberof statemachinesThisrestrictionis easilyrelaxed;therelaxedform allows actorsto
not participatein eachnew feature,or to allow new actorsasrequiredby new features.The mortarmissionin FSATS
(Figurel, first extensionlayer),for example,doesnotaugmenthe protocolof field officers. We alsoassumehatthe
statedn the constituentnachinef basesystemsandextensionsaredistinct.



Definition 4 The compositionof basesystemB = (My,...,M) and extensionE = (Eg,...,Ex) via an interface
I=((exity, reerrys),.. ., (exity, reerryy)) isatuple(Cy, ... ,Cy) of statemachinesEachC; = (i, Z¢i, Aci, Sog;» Rei, Lai)
is definedfrom M; = (Swi, Zmi,Awmi, Soy; » Rmi, Lmi) andEi = (Sei, Zei, Agi, Sog; , Rei, Lei) asfollows: S = Sui USei —

{inj,out; }; so; = Soy;; Rai is formedby replacingall referencedo in; andoutj in Re; with exit; andreentry, respec-
tively, andunioningit with Ry;. All othercomponentsrethe unionof the correspondingiecesfrom M; andE;. We

will referto the cross-productf C,...,Cy asthe global composedtatemadine Composedystemanay sene as
subsequentasesystemdy creatingadditionalinterfacesasnecessary

3.3 Verification Methodology

Our methodologyis designedo supportcompositionalerificationof layereddesigns Specifically our methodology
supportghefollowing actities:

1. Proving a CTL propertyof anindividual layer or compositionof layers. This is easilydonein the basesystem
with existing techniquesbut becomesnorecomplicatedn extensionlayers.

2. Deriving a setof constrainton the exit andreentrystatesof a layerthataresufiicient to presere a particular
propertyaftercomposition(the preservatiorconstaints).

3. Proving that a layer satisfiesthe preseration constraintsof anotherlayer (or existing system). This actity
is only meaningfulif the preseration constraintswvere generatedor the exit and reentrystatesto which the
new layerwill attach. We establishpreseration by analyzingonly the extension,not the compositionof the
extensionandtheexisting system.

Theseactvities correspondo a kind of modularverification,wherethelayersaremodules As in standardapproaches
to modularverification,we areinterestedn proving propertiesof modulesandin preservingthosepropertiesupon
compositionwith othermodules.

Weillustrateour methodologysingtwo examples:a sportsvatchandacommunicatiorprotocol. Thesportsvatch
designconsistof a singleactor; eachcollaborationthereforecontainsand extendsonly one statemachine.This ex-
amplemotivatesour interfacesandhigh-level approacho sequentialayercomposition.The communicatiorprotocol
captureshekey characteristicef FSATS identifiedin Section3.1andshowvs how ourmethodologyextendsto designs
with multiple statemachinesn eachcollaboration.We have performedall verificationrunscitedin thesesectionsus-
ing the describednethodologyandthe VIS modelchecler[32]. Section3.6 discussepragmatidssueshehindthese
runs.

3.4 Single-MachineDesigns

Figure3 showvs alayereddesignof asportsvatchwith timerandalarmfeatures The basesystemcontainsour display
nodes:clock display alarmtime display datedisplay andan alarm statusdisplaythat supportstoggling the alarm
status. The first extensionaddsa timer which the usercanreset,resumeandstop. Thetimer layer alsosupportsa
split timer for capturingtime instantaneouslyThe secondextensionsupportssettingthe alarmtime; we omit layers
for settingthe clock time dueto spaceconstraints Although both extensionsaddcorefunctions,ratherthanoptional
featureswe implementthemaslayersto allow a designetto includeary of severalpossiblemplementation®f these
featuresn afinal watch(asin a product-linearchitecture). Thewatchis controlledthroughtwo buttons(B1 andB2)

andamodeswitchthatcanbein theforward (ms-f) or back(ms-b)positions.

The basesystemshouldsatisfythe propertythat onecanalwaysgetto the display-clockstate(written asAG EF
display.clock in CTL). This propertyis easyto verify usinga modelchecler. The basdayerpublishesoneinterface:
(dispclock, dispclock), meaningthatall extensionswill startfrom andreturnto the dispclod state.Oncewe extend
thebasesystemwith thetimer, we mustprovethataddingthetimerwill notcausethedisplay-clockproperty— which
hasalreadybeenprovenof thebasdayer— to fail. We couldcomposehe basesystemandtimer layersandre-verify
thepropertyonthe composedystem.Thisapproachhowever, wasteghework thatwe have alreadydoneproving the
propertyof the baselayer; worsestill, on a largerexample,the composediesigncould betoo large to modelcheck.
We thereforewantto verify thatthe timer layerwill presere the propertyalreadyprovenof the basesystemwithout
usingtheentirebasesystem.
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Figured: Thetimer extensionwith markingassumptionsn the out state.

TheclassicCTL modelcheckingalgorithm[8] checksa propertyby markingeachstatewith the subformulaof
thepropertythataretruein thatstate.After markingis complete the formulais true of thedesignif its initial stateis
markedwith thefull propertyformula. If we canprovethatanextensiondoesnotalterthemarkingsof thebasesystem
statesfor a given property thenthat propertywill hold in the compositionof the basesystemwith the extensionas
well. It sufficesto shaw thatthe markingsof the exit statesn the basesysteminterfacesarenot altered,asall states
which reachlayerstatesdo sothroughthe exit state.

Given the basesysteminterface ({dispclodk, dispclodk) in this case)and a propertyto presere (AG EF dis-
play_clok), we usea model checler to extract the setof subformulasof the propertythat mark eachstatein the
interface; thesemarkingscan be storedwith the interface,and neednot be re-computedon eachextension. The
following threeformulasmarkdispclod:

e E(TRUE U displayclod)
¢ displaycloc (thisimpliesthe previousformula)
¢ I(E(TRUE U !(E(TRUE U display.clock)))) (equivalentto AG(EFdisplay.clock))).

We mustprove that the extensionwill presere the markingson the exit statefrom the basesystem. The CTL
modelcheckingalgorithmmarksstateshasedon the markingsof its successostates.As someextensionstateshave
transitionsto thereentrystate(in the basesystem)we needthe reentrystates markingsto computethe markingson
the extensionstates.Our verificationalgorithmconsistsof assuminghatthe out stateof the extensionhasthe same
markingsasthereentrystate deriving the markingson thein state,andcheckingthatthosemarkingsarethe sameas
on the original reentrystate;this approachs consistentvith the standardoackwards-reachabilitgpproactto model
checking.We derive the markingson thein stateby checkinga propertyof theform AG(in — @) for eachsubformula
¢ of the propertyto be presered. Figure4 shows the sportsvatchtimer layerwith the markingassumptionsn out



Model checkingconfirmsthatin retainsthe original markingsof dispclod, so the propertywill be preseredupon
composition.

In additionto the display-clockproperty we canalsoverify thatthe timer layer (without the baselayer attached)
satisfiegheproperty“once startedthetimer canalwaysbe stopped”(AG(start-timer— EF stop-time}). We view the
timer layer asthe basesystemandthe baseasthe extensionto verify thatthe baselayerwould presere this property
uponcomposition.

We alsoconstructacomposeaystenfrom thebasdayerandthetimer extensionwith interface(dispclodk, rese).
Theinterfacestatesshangeaftercompositiorbecaus¢hewatchrequiresswitchingbetweermodedo bedeterministic;
satisfyingthis constraintrequiresnew layersto be enteredrom the timer layer, ratherthanthe original basesystem.
For both statesn the interface,we recordthe markingsnecessaryo satisfythe two propertiesalreadyproven of the
system.Thesemarkingsarisefrom both verifying the propertiesof eachlayerandfrom verifying the preseration of
theotherlayer’s properties For dispclod, the new setof interfacemarkingsis:

I(E(TRUE U I(E(TRUE U display.clok))));

E(TRUE U display clock);

display.clock;

I(E(TRUE U !((starttimer— E(TRUE U stoptimer)))))
(starttimer— E(TRUE U stoptimer))

e E(TRUE U stoptimer)

Usingthesemarkings we verify thataddingthe alarmlayerpreserestheexisting propertiedisplayingthe clock and
stoppingthetimer).

3.4.1 Summary of Algorithm on Single State Machines

In summarythe verificationalgorithmfor the singlestatemachinecaseis asfollows:

1. Write the modelfor the extension includingthe placeholdestatesn andout.

2. Assignthe subformulasthat marked the actualreentrystatein the basesystemas labelsof the placeholder
reentrystate(out).

3. Modelcheckall of thesubformulaf theoriginal propertyin the placeholdereentrystate(in). If in hasexactly
the samemarkings(restrictedto subformulasof the property)asit did beforethe extension,the propertywill
hold in thecomposedystem.

This algorithm,whosecorrectnesproof we deferto a forthcomingtechnicalreport, wasindependentlyderived by
Lasterand Grumbeg for reasoningabout sequentialdecompositiorof finite statemachineg24]. Its correctness
dependsn parton all reachablestatesin the composediesignlying in eitherthe basesystemor the extension(an
obvious point in the single-machinecase,but one which becomesnterestingin the multiple-machinecase). For
checkingpresenration of purely existentialpropertiesthis algorithmis unnecessarpecauseequentiatomposition
trivially preseressuchpropertieqa simpleobsenation,but onewhich LasterandGrumbeg [24] did notnote).

For ourexperimentswe simulatedhis algorithmusingtheVIS modelchecler. VIS doesnotsupporthisalgorithm
directly, asthereis noway to seedout with theassumednarking. Insteadwe wereforcedto includeatransitionfrom
out to the entirebasesystemmodel; we did not includetransitionsfrom the basesystemto in. We verified thatthe
markingsontheactualreentrystate(dispclok) did notchangeunderthis operation. As in wasnotattachedo thebase
system this approachis sufficient to arguethat the verificationwould have gonethroughwith the seedednarkings
(andno basesystem)had VIS supportedhat operation. Section3.6 summarizeghe issuesthat arosetrying to use
corventionalmodelcheclersfor this sortof modularverification.
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Figure6: A collaboratve designfor atrack-operatocommunicatiorprotocol.

3.5 Multiple-Machine Designs

Thealgorithmin Section3.4.1,aswell asprior researctinto verificationundersequentiatcompositiondoesnotapply
to FSATS becausd-SATS hasmultiple statemachinesn eachlayer. In practice,almostall interestingcollaborative
designspy their very nature,will employ multiple statemachinesxtensionsperlayer. Wheneachlayer containsa
singlestatemachine gxtendinga systemwith alayercorresponds$o sequentiatompositionof statemachinesWhen
layerscontainmultiple statemachines gxtendinga systemwith a layer correspondgo a hybrid of sequentiand
parallelcomposition:the machineswithin a layerarecomposedn parallel (becausehey run togetherto implement
a particularfeature) but the layersthemselesarecomposedn a quasi-sequentiahanner The actualcompositionis
not strictly sequentialthis detailis atthe crux of the verificationproblemfor systemsdike FSATS.

Constructinga designby sequentiatompositionis appealingoecauseasSection3.4 shows, it supportsndepen-
dentverificationof layers.Figure5(left) shavs alayeredsystenconstructedn thisfashion.Theconstructiorprovided
in the formal model(the global composedstatemachine Definition 4), however, is different. As Figure 5(right) il-
lustratesthe constructiorfirst extendseachbasemachinewith its correspondingnixin, thencomposesheresulting
machinesn parallel. Clearly, we would preferto composesystemsaccordingto thefirst constructiorbecauseét sup-
portslayeredverification. In orderto do this, however, thefirst constructiormustproducethe sameglobal composed
statemachine(upto reachabilityof states)asthe second! This relationshipcaptureghe crucial challengein layered
verificationof designawith multiple statemachinegerlayer. We mustconstructhe parallelcompositiongepresent-
ing eachlayerin suchaway thatcomposinghemsequentiallyyieldsthe statemachinearisingfrom Definition 4. This
is possibleonly becausenostcross-producstatesin the compositesystemarisefrom cross-productsvithin layers;
this sectionnotesthe exceptionsandhow our methodologyhandlesghem.

This sectionmotivatesour algorithmfor constructingparallel compositionswithin layers. Our algorithmis de-
signedto createparallelcompositionghat canin turn be composedequentiallywith otherlayers. We describethe
algorithmby illustrating its behaior on a small example. We also evaluatethis algorithm’s ability to verify prop-
ertiesof layersin isolation. While mary layers(including the FSATS layers)canbe verified in isolationunderthis
constructionpur motivatingexampleillustratesa casewhereindependenterificationmayfail. A propertyfor which
verificationmayfail mustbeverifiedin the composedystem ratherthancompositionallythroughthelayers.We pro-
vide a characterizatiomf thesecasesanda model-checking-basealgorithmto determinewhetherpropertiescanbe
verifiedcompositionally Section3.5.1present®ur new example which captureghe salientcharacteristicef FSATS
without necessitatingsmuchexplanationof thedomain.

3.5.1 The Clayton Tunnel Protocol

We considera layereddesignof a communicationgprotocol betweenoperatorsat eitherend of a train tunnel(see
Figure6). This protocol,taken from Holzmanns book[21], shouldalreadybe familiar to thoseversedin the model
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checkingliterature. Our designis derived from an actualcommunicatiorprotocolthatwasin use(and contributed
to anaccident!)in Englandin 1861. The two statemachinesnodelthe humanoperatoron eitherendof long train

tunnelcoveringa one-way track. Unableto seeoneanotheythe operatorcommunicatenessageaboutthe statusof

thetunnel.In the baselayer, the operatorcommunicatevhentrainsareenteringandexiting thetunnel. Theinbound
operatosendsatrain-in messagéo theoutboundperatomhenatrainenterghetunnel. Theoutboundoperatoisends
atrain-clearmessag¢o theinboundoperatomwhenatrain exits thetunnel. The baselayer consistof the protocolfor

exchangingthesetwo messages.

Thefull protocolwasdesignedo preventtwo trainsfrom ever beingin the tunnelsimultaneouslywe omit the
specificdetailsfrom the modelis this paperbecausehey areirrelevantfor our purposes)Theaccidenthatoccurred
arosebecausasecondrain entered¢hetunnel(in thesamedirectionasthefirst train) beforethefirst oneleft; although
theinboundoperatorsuspectedhe problem,the communicatiorprotocolwastoo weakto convey the situationto the
outboundoperator One solutionis to add messageso the protocol that corvey this information accurately The
extensionaddsa two-in messagdrom the inboundto the outboundoperator;it also addsstatesto both operator
machinesothatthe outboundoperatordoesnot sendthetrain-clear messageintil bothtrainshave left thetunnel.

Verifying this protocol requiresa model of the trainsthat canenterandexit the tunnel. A modelof the events
thatdrive a protocol,but arenot partof its definition, is calledanervironmentmodel The ervironmentmodelfor the
tunnelprotocolmustgenerateeasonablérain data;for example,notrain shouldever leave thetunnelbeforeit enters
thetunnel.For simplicity, we useanervironmentmodelcontainingtwo trains. Their only constraintsarethatthefirst
train entersthe tunnelbeforethe secondandthatbothtrainsenterthe tunnelbeforethey exit the tunnel. This model
is reasonabldecausehe original protocolwassuchthatat mosttwo trainscould bein thetunnelat onceif thetrain
driversobeyed the rulesof usingthe tunnel. We implementervironmentmodelsas statemachines.For the tunnel
protocol,themodelgeneratesignalsintrain andouttrain to indicatetrainsenteringandleaving thetunnel.

Dependinguponwhentrains enterand leave the tunnel, the operatoramay be inconsistenion their views asto
whetherthereis atrain in the tunnel. Giventhe baselayer, we would like to prove thatthe inboundoperatomever
livelocksthinking that thereis a train in the tunnel (AG(EF(inbb.state=notain)); this propertyrequiresall trainsin
thetunnelto eventuallyexit the tunnel,which we handlewith a fairnessconstrain9]. We caneasilydischagethis
propertyof the basesystem;the challengeis to verify thatthe extensionpreseresit. For the extension,we wish to
provethatoncetheinboundoperatomwarnsthattherearetwo trainsin thetunnel,it doesnotexit the extensionuntil it
recevesatunnel-cleamessag€AG ((inbmsg=two-in}— A(!(instate=out)U (outbmsg=tunnel-clear))))

3.5.2 Composingthe Extensionin Parallel

The extensionconsistsof the two statemachinesn the dashedbox in Figure 6 (thoughwith in andout states,as
in Figure4). We could form a naive parallel compositionof thesetwo machinesusing a standardcross-product
procedurd9]. This constructiorassumeshatboth machinesstartin theirinitial stateqthein statesysimultaneously
This assumptionhowever, is not necessarilyalid. For example,the inboundoperatormay notice the secondtrain
beforethe outboundoperatorhasregisteredthatthereis atrain in the tunnel(this synchronizatiorproblemarisesin
FSATS). Our parallelcompositionthereforeneedsadditionalinformation aboutthe synchronizatiorof the in states
in the extensionin orderto constructa valid composition.Fortunately we canderive this informationfrom the base
system.Givena setof exit stateghatform aninterfacein the basesystemwe cancomputethe subgraptof the base
systemthatinvolvesonly the exit stateswe thenusethis subgraphwhich we call the exit subgaph, definedformally
below) to drive transitionsbetweerthein statesn the parallelcomposition.Figure7 shavs the exit subgraptfor the



tunnelprotocol. To verify preserationof propertiesundersequentiatomposition the exit subgraphincludesa state
thatindicateswhena transitionwould have left the exit subgraphthis stateis labeledescapen Figure7. While in
practicethis subgraptcouldbelarge,thesegraphsaresmallin FSATS (andpresumablysimilar systemshecauséhe
actorsdecideto entera particularextensionat roughly the sametime basedon a tight sequencef messag@assing.
Section3.5.3discusses similar problemon thereentrystates.

Thefollowing stepsconstructheexit subgraph:

1. Constructthe cross-productf thebasesystemmachines.

2. Restrictthe cross-producstatesandtransitionrelationto thosestatesthat containat leastone exit statefrom
somestatemachinein the crossproduct.

3. Add a new stateescapdo theresultinggraph.Fromevery statein the exit subgraphadda transitionto escape
enabledon eachconditionthat causes transitionoutsideof the exit subgraph.Thereareno transitionsout of
escape

4. Identify all stateqotherthanescapgwith noincomingedgesasinitial stateof the exit subgraph.

In the generalcase the exit subgraphmight not be connectedln designssuchasFSATS, this subgraplis connected
andhasnotransitiongo escape Thisis because¢he subgraplcapturesielaysdueto messag@assingeforeall actors
enteranextensionlayer. In suchcasesit canbe usedto sequentialljcomposea basesystemandan extension.Every
stateof the subgraphhatcontainsexit stateexit; enabledransitionsto in;. Detailsappeaiin thefull technicalreport.

Giventhe parallelcompositionof the extensionmachinesonstructedisingthe exit subgraphwe canattemptto
verify the layer propertyusingthe ervironmentmodelto generatahe trains. This effort fails. Theinboundoperator
sendghetwo-in messagassoonastheervironmentmodelsendshefirsttraininto thetunnel;thisis wrong,however,
becauseheinboundoperatorshouldonly enterthe multiple train statewhenthe secondrain enterghetunnelbefore
thefirst train exits. This happendecaussomehistory betweerthein statesandthe ervironmentis lost. Specifically
theenvironmentmodelmusthave thefirsttrainin thetunnelandthesecondrain approachinghetunnelatthein states
of theextensionthenormalenvironmentmodelstartswith bothtrainsapproachinghetunnel.We cansynchronizehe
ervironmentmodelwith the extensionby composinghe environmentmodelwith the basesystembeforecomputing
the exit subgraph.The initial statesof the exit subgraphhow containstatesof the ervironmentmodel; thosestates
shouldbe usedas the initial statesof the environmentwhen verifying propertiesof the layer. This construction
indicatesthatthe tunnelenvironmentshouldstartwith thefirst train alreadyin thetunnel.

Although generatingestrictedinitial statesof the ernvironmentmodelappeargo be an overheadof formal verifi-
cation,the problemof generatinghesemodelsis similar to the problemof generatinga testingharnesdor a layered
design.Layereddesignffer the hopeof testinglayersin isolation. Thattesting,however, requiresknowledgeabout
theervironmentthatwill drivethelayer Ourapproachmerelyformalizesthe problemof obtainingarestrictectesting
harnesgor layereddesignsIn FSATS, theervironmentmodelproblemariseshecaus@achextensioncorrespondso
anew typeof missionwhichis initiatedonly if the environmenthasgenerated targetof a particulartype.

3.5.3 Verifying PropertiesCompositionally

The precedingsectionidentified two key issuesin supportingverification of layersindependentlyfrom their base
systems: synchronizinginitial statesand restrictingernvironmentmodels. Applying both techniquesallows us to

verify thatan extensionsatisfiesa given propertyrelative to aninterfaceto a basesystem.This doesnot addresour

entireproblem however, aswe still mustcharacterizevhenthe propertieof the compositionof this layerwith abase
systemcanbe verifiedvia sequentiatomposition ratherthanon the globalcomposedtatemachine.

The algorithm for checkingproperty preseration undersequentiacompositionrequiresthat all statesthat are
reachablen thecomposedystemare containedn oneof thelayersbeingcomposedFor compositionalerification
to work, we mustcharacterizevhenthe reachablestateof the composedystemarecontainedn thereachablestates
of the union of the basesystemandthe extension.In the generalcase the desiredresultseemsaunlikely. Justasthe
actorsdo not enteran extensionsimultaneouslythey do not exit from the layer simultaneously The asynchronous
exits may createreachablestatesin the composedsystemthat are not containedn the extension. Worsestill, these
statesmay leadto statesthatbecomereachablen the basesystemonly after composition. Either casewould break
our proposedayeredverificationmethodology
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Fortunately the collaboratve designsthat we have studied,including FSATS, tendto have a characteristidhat
addressethis problem:thereentrystateseventuallysynchronizeafter executingan extension.Thus,with appropriate
modeling of the reentry statesin the extension,the sequentialcompositionof the basesystemand the extension
could capturethe full global statespace asrequiredfor layeredverification. We capturethis modelwith a reentry
subgraphhatis computedn similar fashionto the exit subgraphtransitionsto reentrystatesenabletransitionsin the
reentrysubgraphUsingthe exit andreentrysubgraphsye canoffer a CTL characterizationf the casesn which our
methodologyis insufiicient. Whenour methodologydoesnot suffice, we will have to checkthe propertiesn thefull
composedystem:

The constraintghat indicatewhen a property preseration can be confirmed(using a similar stratgy asin the
singlestatemachinecase)in layeredfashionareasfollows:

1. Theescapestatein the exit subgraphis not reachableindertherestrictedervironmentmodel.

2. Thereentrystateseventuallysynchronizethatis, onceonelayer machinereachests reentrystate,it remains
thereuntil all layermachinesave reachedheir reentrystates.This constraints easilyexpressedsa seriesof
CTL formulasto checkof themodel,onefor eachstatemachinen the extension:

AG (reeniry; — Areeriry; U reerirys A ... Areenryg])

We omit the proof thattheseconditionsaresufiicient to prove a correspondencketweerthe two construction®f
the globalcomposedtatespacedueto spaceconstraintsthe technicalreportwill containthefull details. Intuitively,
theproof consistsof anargumentthat, underthe above constraintsall reachablestatesunderthefirst constructiorare
reachablestatesn eitherthe extensionor the basesystemunderthe secondconstruction.Theinterestingcasef this
proofinvolve globalstatesvith somecomponentin the basesystemandsomein theextension.The conditionslisted
aboverestrictall suchstatedo lie in the extensionincludingthe exit subgraph.

3.6 Implementation

We have conductedall the modelcheckingtasksdescribedn this paper For this, we usedthe symbolicmodelchecler
VIS [32]. We modifiedVIS slightly to displayall sub-formulasof propertieggeneratediuringthe markingphasesye
usedthesesub-formulagor verifying thepreserationof propertiesn otherlayers.For the papers examplesthetime
andspaceausagearenggligible.

Section3 describedhiow we simulatedthe modularverificationscenariowhile in factattachingextensiongo, po-
tentially, the entirebasesystem.This is becausexisting modelcheclersdo not appeaito be designedor extension
to verifying opensystems.For instance they do not provide a way to queryandasserfpropertieson specificstates.
Expressingur extensionlayersin Verilog (VIS'sinputlanguageyequiredmanualinsertionof additionaldesignvari-
ablesbecauseve couldnot easilyunify statesn the underlyingsymbolictransitionsystem.Finally, building the exit
andreentrysubgraphsvasdifficult in VIS’'s symbolicframenork. Computingthe core subgraphss straightforward
(by addingroutinesto the VIS sourcecode);addingthe escapestateis difficult becauset requiresusto essentially
reverse-engineethe symbolicstateencodingto find anunusedbooleanrepresentatioffor the escapestate. A front-
endfor supportinglayereddesignlanguagesould work aroundthe limitations of Verilog, but the limitations of the
symbolicframework areharderto surmount.

Somepropertiescanbeverifiedin layerswithoutthefull power of modelchecking.For instancesimpleproperties
that ensurea systemalways reachesa consistentstatemay not needextensie verificationin an extension: simply
shawing reachabilitybetweerthe extensions in andout statesoften suffices(this relatesto checkingtherequirement
in our formal modelthatextensionsyield connectedjyraphs).Thesepropertiesarisebothin the examplespresentedn
this paperandin FSATS. Thereforethereis clearly potentialfor applyingmorelight-weightverificationtools.

4 Conclusionand Futur e Work

Layereddesigns,which concentrateon the step-wiserefinementof a systems features,offer an alternatve to tra-
ditional object-basedlesigns. They have arisenin several contexts, methodologiesnd applications and appearto

1whenwe needto verify in the full composedystemwe canapply existing techniquedor parallelcomposition.As thesetechniquesanbe
very difficult to usein practice applyingthemeffectively remainsanopenproblem.
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be especiallypromisingin the contect of software product-lines. Layeredapproachesharemary of the software
constructioradvantage®f moretraditionalcomponents.

This papethasexploredhow layeredsoftwaredesigngequireadifferentform of modularverification.We demon-
stratedthatobject-basedlecompositionsf systemsnto modulesthatareconcurrentlyor sequentialljcomposedare
inappropriatefor layereddesigns.We also shaved that layered,feature-basedesignsare actually quasi-sequential
compositionsof parallel compositionsand explainedhow certainconstraintscan make their verificationtractable.
We believe theseconstraintsarereasonabléecausenary applicationsappearto satisfythem. Theresultingverifica-
tion methodologyminimizesthe work expendedo verify compositiongelative to thework doneverifying individual
layers.

We have concentratedsolely on model checkingbecauseve want to understandhe strengthsand limitations
of algorithmic verification on layereddesigns. Our experiencesuggestghat extant model checlers have not been
designedo be extendedfor suchtasks.(Certainly a custommodelchecler is necessaryo completethe verification
of the entiresuiteof FSATS layers.) A relatedquestionis how to extendour approachto handleLTL formulas;for
technicalreasonsye have only consideredCTL properties.

Layereddesignsanbenefitfrom abroaderscopeof verificationtechniquesEarly work on dependencielsetween
layers[3] mustbe formalizedandincorporatednto ary validationframework. We have encounteredomelayered
designsnvolving comple datainvariantsthatwill likely be moreamenabldo theoremproving. While modelcheck-
ing capturesandcanverify the salientpropertiesof the FSATS suite, it canbe overkill. Preservingcertainproperties
requiresonly simpleresultssuchasfreedomfrom livelockor non-modificatiorof particularvariables.In thesecases,
simplertools suchasreachabilityenginesandtype systemanay suffice. We expectfurtherwork with aricher setof
designgo helpusidentify whenthefull power of our currentmethodologyis required.
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