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Abstract

Most existing modularmodelcheckingtechniquesbetraytheir hardwareroots: they assumethatmodulescom-
posein parallel. In contrast,layeredsoftwaresystems,which have proven successfulin many domains,arereally
quasi-sequentialcompositionsof parallelcompositions.Most suchsystemsdemandandinspirenew modularveri-
fication techniques.This paperpresentsalgorithmsthatexploit a layered(or feature-based)decompositionto drive
verification. Our techniquecanverify mostpropertieslocally within a layer; we alsocharacterizewhena global
statespaceconstructionis unavoidable.This work is motivatedby our efforts to verify a military fire simulationand
supportsoftwaresystemcalledFSATS.

1 Intr oduction

Today’ssoftwareapplicationsaremodularizedaroundobjectsthatcollaboratively interactto providethefunctionality
of anapplication.This is thefundamentalstarting-pointfor contemporaryobject-orienteddesignaswell ascontem-
porarymodularmodelcheckingtechniques[15, 19, 23, 27].

An alternateform of modularitycentersaroundfeaturesratherthanobjects. Programmersdesignandconstruct
applicationsby introducingonefeatureata time. Eachfeatureaddsnew capabilitiesandresponsibilitiesto previously
existingobjectsandintroducesnew objectsto adesign.A characteristicof featuresis thatthey arelargelyindependent:
this substantiallyreducesapplicationcomplexity (becausetheconcernsandimplementationdetailsof onefeatureare
separablefrom thoseof others)andincreasesapplicationextensibility (becausenew featurescanbeeasilyaddedand
unwantedfeaturesremoved). Feature-orienteddesignis a form of step-wiserefinementin which therefinementsare
entirefeatures,ratherthanlow-level changesto individualstatements.

Many researcheffortsnow approachdesignthroughfeatures,includinglayers[5], collaborations[26], aspects[22]
andunits[14]. In thispaper, wecall themlayers to evokethevisualimageryof feature-basedrefinement.Layershave
beenparticularlysuccessfulin softwareproduct-lines,whereeachapplicationof a product-lineis definedby aunique
combinationof features.A brief samplingof successfuldesignsin thisvein includesamilitary command-and-control
scenariosimulator[4], a programmingenvironment[13], network protocolsand databasesystems[5, 6, 33], and
verificationtools[16, 30].

Thesuccessof layereddesignsat implementingsoftwareproduct-linessuggestsa tantalizingprospect:they may
alsoassistin validatingproduct-lines.Layershavewell-definedinterfacesthatpermittheircompositionto build larger
systems.Layerstend,at leastin principle, to obey the characteristicsof components[17, 20, 31], suchasseparate
compilation,multiple instantiabilityandexternallinkage.Perhapswe canverify eachlayerindividually, andperform
cross-layerverificationwhencomposinglayers.
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As a casestudy, we are especiallyinterestedin a layeredsystemcalled FSATS, which implementsa military
command-and-controlscenariosimulator[4]. In particular, we wish to apply modelcheckingto FSATS. FSATS is
a particularlygoodcandidatefor modelcheckingfor two reasons.First, the designincludesspecificationsof state
machines[4], which eliminatesthe problemof deriving suchstatemachinesfrom the software. Second,thesystem
hasseveral temporalproperties(for instance,every acceptedmissioneventuallyresultsin a weaponfiring) that are
especiallyamenableto modelchecking.

FSATS is acomplex collectionof over19 layersthatcanbecomposedindependentlyto form scenariosimulators.
This immediatelymakesthestraightforwardapplicationof modelcheckingimpossible,duethecombinatorialnumber
of possiblesystems,andthesizesof thelargercompositions.FSATShasthusinspiredour researchinto new formsof
modularalgorithmicverification. As FSATS is too complex to serve asa runningexamplein this paper, we discuss
it briefly to elicit its key characteristics,then illustrate our developmenton two simple examplesthat distill these
characteristics.

The rest of this paperis organizedas follows. Section2 discussesprior work on modularverificationand its
relationshipto our work. Section3 discussesFSATS andpresentsour methodology. Section4 presentsconclusions
anddiscussesavenuesfor futurework.

2 Background and RelatedWork

Model checkingis a techniquefor proving logical propertiesof systems[9]. Its successfulapplicationto hardware
makesits useon softwaresystemsan attractive proposition. In a canonicalmodelchecker, a designis represented
as a (finite) statemachine,while propertiesare usually expressedin variantsof temporallogic. Model checkers
handledesignsconsistingof severalmachinesrunningin parallelby automaticallycomputingthecross-productof the
machines,thenapplyingtheir algorithmsto theresultingsinglemachine;we exploit this featurein section3. For an
extensivesurvey of modelchecking,we referthereaderto thebookby Clarke,Grumberg andPeled[9]. In therestof
this paper, we assumea basicfamiliarity with modelchecking.

Modelcheckingalgorithmsvarywith thelogic of properties.Ourwork extractspropertiesof layersby examining
the labelson interfacestates.This assumesthemodelchecker usesstatelabeling,which is the techniqueemployed
for branching-timetemporallogicssuchasCTL. To simplify thedevelopment,wepresentouralgorithmsassumingan
explicit representationof thestatespaceof a system.In practice,many modelcheckersrepresentstatesymbolically
ratherthanexplicitly [25]. Our algorithmsareinsensitive to this difference;indeed,we performedthe verification
tasksin this paperon amodelcheckeremploying symbolicrepresentations[32].

Several researchershave describedtechniquesfor modularverificationof designs[15, 19, 23, 27]. Thesetech-
niquesare basedon a hardware-orientednotion of modularity, in which modulesare composedin parallel. For
instance,onemodulemight be a CPU,while anothermodulerepresentsa floating-pointco-processor. The research
thenshows how to ensurethepreservationof individual propertiesabouttheCPUor floating-pointprocessor;using
thesetechniquesto provepropertiesinvolving bothdevicesrequiressubstantialexperience,andis notalwayspossible.
Theseresultsdonot applyto mostsoftwaresystems,wherecontrolflowssequentiallybetweenmodules.

Somepreliminary research[2, 10, 24] hasbegun to considermodularverificationwith sequential,ratherthan
parallel, control flow. The original work [24] handlessystemswith only onestatemachine;it also lacksa design
framework, suchaslayereddesign,thatdrivesthedecompositionof the system.Subsequentwork useshierarchical
statemachines[2] andStateCharts[10] to provide this decomposition,but theresultingsystemsarestill monolithic.
In contrast,we analyzesystemswith threekey distinguishingfeatures:

� Eachlayer introducesa featurethatwasnot previously presentin thesystem;the layerdoesnot simply refine
existing features.

� Layersaredevelopedwithoutknowledgeaboutall theotherlayersthatmayexist in afinal, composedsystem.

� Eachlayers(unit of sequentialcomposition)encapsulatessimultaneousextensionsto multiplestatemachines.

Thework by theseotherauthorsdoesnotevenadmitthesedesignpossibilities.Alur andYannakakiscite theproblem
of sequentialverificationover multiple statemachinesasopenfor futurework [2]. Furthermore,they do not discuss
how to handlesystemsthat involve quasi-sequentialcompositionof parallelcompositions,suchasexist in FSATS.
Alur et al. discussanalysistechniquesfor sequentialrefinementswithin modulesthatarecomposedin parallel(this
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Figure1: A sampleof layeredstatemachinesfrom FSATS.Thetop layeris thebasesystem,thesecondaddsmissions
thatfire mortars,andthethird addsmissionsthatfire artillery. Thefull designcontainsstatemachinehierarchiesfor
theartillery aswell asfor otherpersonnelin thecommandhierarchy.

work usesthe term“behavioral hierarchy”for refinementswithin modulesand“architecturalhierarchy”for parallel
compositionsof modules)[1]. The critical differencebetweentheir work andours is that theirs doesnot support
coordinationbetweensequentialrefinementsacrossmodules.Our work, in contrast,considersverificationfor layers
thatgatherrelatedsequentialrefinementsinto modules.Encapsulatingrelatedrefinementsin layersallowsusto verify
propertiesof entirefeaturesin isolationfrom otherfeatures,even whenthosefeaturescross-cutseveral actors(i.e.,
objects). Without a layeredarchitecture,isolating this information from acrossparallel modulesis difficult if not
impossible.

3 Verifying LayeredSoftwareSystems

3.1 FSATS: An Exampleof Layered Design

FSATS is a commandandcontrolsimulator. At core,it consistsof a seriesof protocolsfor selectingweaponsto fire
at potentialtargets. The actorsin FSATS arevariousmilitary personnel(forward observers,field officers,brigade
commanders,etc) arrangedin a commandhierarchyandthe weaponsat their disposal.Observersrepeatedlyiden-
tify potentialtargetsandsendmessagesalongthe commandhierarchyto initiate missionsagainstthe targets. The
personnelin the hierarchyacceptor forwardmissionsdependinguponthe weaponsat their disposal.In the FSATS
implementation,eachpotentialtargetspawnsa new threadin which to executetheprotocolfor handlingthattarget.

Batory et al. have presenteda layereddesignof FSATS, written largely asa setof layeredstatemachines[4].
Figure1 shows a sampleof thelayeredstatemachinesthatcompriseFSATS. A carefullook at themachinesandthe
codeshowsseveralcharacteristicsthatarepotentiallyinterestingfrom amodelcheckingperspective:

� Eachlayer’s (extension)statemachinescomposesequentiallywith their correspondingbasemachines.

� Eachlayer(extension)attachesto acommonstartandendpoint from thebaselayer.

� Theconditionsunderwhich controlentersa particularlayeraresimilaracrossall actorsandarecloselycoordi-
natedthroughmessagepassing.

� Thestatemachinesessentiallysynchronizeat theendof a mission(on theEndMsgmessages)right beforethe
involvedactorthreadsterminate.

Thesefour observationsdrive the methodologyandalgorithmspresentedin this paper. The combinationof these
characteristicsenablea powerful, modularapproachto verificationin which we verify layersindividually andreason
aboutpropertypreservationunderlayercomposition.
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Figure2: Compositionof a basesystemB with anextensionE via aninterface.

3.2 A Model of Layered Design

We view a designasa setof classes,roughlyoneperactorin thesystem.A layerconsistsof a setof classextensions
(mixins[7, 18, 28, 29, 34]) for theactorclasses.Thesetof mixins in a layer relateto a commontask,or feature, in
theoverallsystem(in FSATS,thefeaturesgenerallyrepresentmissionsthatutilize differentweapons).Thisdefinition
permitsactor classesandmixins of arbitrarycomplexity. To make the problemof verificationmore tractable,we
assumeeachactor classcanbe describedasa statemachine,and that eachmixin extendsan existing (base)state
machineby addingnodes,edges,and/orpathsbetweenstatesin thebasemachine.Statemachinemodelsof software
arisefrom oneof two sources:eitherthesoftwareis written in termsof statemachines,asis truefor many embedded
softwareapplications,or abstractiontechniquesderive statemachinesfrom the sourcecode[11, 12]. FSATS is of
theformerflavor. Our work couldadaptto the latter if theabstractionsproducemachinesfor which we coulddefine
meaningfulinterfacesbetweenlayers;accordingly, weregardthework onstatemachineabstractionsasorthogonalto
this paper.

Eachbaseor composedsystemspecifiesinterfaces,in termsof states,at which clientsmayattachextensions.We
defineinterfacesformally below. In our experience,new featuresgenerallyattachto thebasesystemat commonor
predictablepoints,asFigure1 illustrates;the setof interfacesis thereforesmall. This is important,asthe interface
stateswill indicateinformationthatwe mustgatherabouta systemin orderto performcompositionalverificationof
layers;a largenumberof interfacesmight requiretoo muchoverheadin our methodology.

Figures3 and6 show examplesof basesystems,layers,extensions,andinterfaces;Sections3.4 and3.5 explain
theexamplesin detail. Thefollowing formal definitionmakesour modelof layereddesignsprecise.Thedefinitions
matchtheintuition in thefigures,soacasualreadermaywish to skip theformaldefinition.

Definition 1 A statemachine is a tuple
�
S� Σ � ∆ � s0 � R� L � , whereS is a setof states,Σ is the input alphabet,∆ is the

outputalphabet,s0 � S is theinitial state,R � S � PL � Σ �	� S is thetransitionrelation(wherePL � Σ � denotesthesetof
propositionallogic expressionsoverΣ), andL : S 
 2∆ indicateswhichoutputsymbolsaretruein eachstate.

Definition 2 A basesystemconsistsof a tuple
�
M1 ���
����� Mk � of statemachinesanda setof interfaces. We denote

the elementsof machineMi as
�
SMi � ΣMi � ∆Mi � s0Mi � RMi � LMi � . An interfacecontainsa sequenceof pairs of states�
�

exit1 � reentry1 ���
���
��� � exitk � reentryk �
� Eachexiti andreentryi is astatein machineMi . Stateexiti is astatefrom which
controlcanenteranextensionmachine,andreentryi is astatefrom whichcontrolreturnsto thebasesystem.Interfaces
alsocontaina setof propertiesandotherinformationwhich arederivedfrom thebasesystemduringverification;we
describethesepropertiesin detail in latersections.

Definition 3 An extensionis a tuple
�
E1 �
���
��� En � of statemachines.EachEi must inducea connectedgraph,must

haveasingleinitial statewith in-degreezero,andmusthavea singlestatewith out-degreezero.For eachEi , we refer
to the initial stateas ini andthe statewith out-degreezeroasouti. Statesini andouti serve asplaceholdersfor the
statesto which thelayerwill connectwhencomposedwith a basesystem.Neitherof thesestatesis in thedomainof
thelabelingfunctionLi .

Givena basesystemB, oneof its interfacesI , andanextensionE, we canform a new systemby connectingthe
machinesin E to thosein B throughthestatesin I , asshown in Figure2. For purposesof thispaper, weassumethatB
andE containthesamenumberof statemachines.This restrictionis easilyrelaxed;therelaxedform allowsactorsto
not participatein eachnew feature,or to allow new actorsasrequiredby new features.Themortarmissionin FSATS
(Figure1, first extensionlayer),for example,doesnot augmenttheprotocolof field officers.We alsoassumethatthe
statesin theconstituentmachinesof basesystemsandextensionsaredistinct.
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Definition 4 The compositionof basesystemB � �
M1 �
���
��� Mk � and extensionE � �

E1 �
���
��� Ek � via an interface
I=

�
�
exit1 � reentry1 ���
�
����� � exitk � reentryk �
� isatuple

�
C1 ���
�
��� Ck � of statemachines.EachCi � �

SCi � ΣCi � ∆Ci � s0Ci � RCi � LCi �
is definedfrom Mi � �

SMi � ΣMi � ∆Mi � s0Mi � RMi � LMi � andEi � �
SEi � ΣEi � ∆Ei � s0Ei � REi � LEi � asfollows: SCi � SMi � SEi ��

ini � outi � ; s0Ci � s0Mi ; RCi is formedby replacingall referencesto ini andouti in REi with exiti andreentryi , respec-
tively, andunioningit with RMi . All othercomponentsaretheunionof thecorrespondingpiecesfrom Mi andEi . We
will refer to thecross-productof C1 ���
����� Ck astheglobal composedstatemachine. Composedsystemsmayserve as
subsequentbasesystemsby creatingadditionalinterfacesasnecessary.

3.3 Verification Methodology

Our methodologyis designedto supportcompositionalverificationof layereddesigns.Specifically, our methodology
supportsthefollowing activities:

1. Proving a CTL propertyof anindividual layeror compositionof layers.This is easilydonein thebasesystem
with existing techniques,but becomesmorecomplicatedin extensionlayers.

2. Deriving a setof constraintson theexit andreentrystatesof a layer thataresufficient to preserve a particular
propertyaftercomposition(thepreservationconstraints).

3. Proving that a layer satisfiesthe preservation constraintsof anotherlayer (or existing system). This activity
is only meaningfulif the preservation constraintsweregeneratedfor the exit andreentrystatesto which the
new layer will attach. We establishpreservationby analyzingonly the extension,not the compositionof the
extensionandtheexisting system.

Theseactivitiescorrespondto akind of modularverification,wherethelayersaremodules.As in standardapproaches
to modularverification,we areinterestedin proving propertiesof modulesandin preservingthosepropertiesupon
compositionwith othermodules.

Weillustrateourmethodologyusingtwo examples:asportswatchandacommunicationprotocol.Thesportswatch
designconsistsof a singleactor;eachcollaborationthereforecontainsandextendsonly onestatemachine.This ex-
amplemotivatesour interfacesandhigh-level approachto sequentiallayercomposition.Thecommunicationprotocol
capturesthekey characteristicsof FSATSidentifiedin Section3.1andshowshow ourmethodologyextendsto designs
with multiple statemachinesin eachcollaboration.We haveperformedall verificationrunscitedin thesesectionsus-
ing thedescribedmethodologyandtheVIS modelchecker [32]. Section3.6discussespragmaticissuesbehindthese
runs.

3.4 Single-MachineDesigns

Figure3 showsa layereddesignof asportswatchwith timerandalarmfeatures.Thebasesystemcontainsfour display
nodes:clock display, alarmtime display, datedisplay, andan alarmstatusdisplaythat supportstoggling the alarm
status.The first extensionaddsa timer which the usercanreset,resume,andstop. The timer layer alsosupportsa
split timer for capturingtime instantaneously. Thesecondextensionsupportssettingthealarmtime; we omit layers
for settingtheclock time dueto spaceconstraints.Althoughbothextensionsaddcorefunctions,ratherthanoptional
features,we implementthemaslayersto allow a designerto includeany of severalpossibleimplementationsof these
featuresin a final watch(asin a product-linearchitecture).Thewatchis controlledthroughtwo buttons(B1 andB2)
andamodeswitchthatcanbein theforward(ms-f) or back(ms-b)positions.

Thebasesystemshouldsatisfythepropertythatonecanalwaysget to thedisplay-clockstate(written asAG EF
display clock in CTL). This propertyis easyto verify usinga modelchecker. Thebaselayerpublishesoneinterface:�
dispclock � dispclock� , meaningthatall extensionswill startfrom andreturnto thedispclock state.Oncewe extend

thebasesystemwith thetimer, wemustprovethataddingthetimerwill notcausethedisplay-clockproperty— which
hasalreadybeenprovenof thebaselayer— to fail. Wecouldcomposethebasesystemandtimer layersandre-verify
thepropertyonthecomposedsystem.Thisapproach,however, wastesthework thatwehavealreadydoneproving the
propertyof thebaselayer; worsestill, on a largerexample,thecomposeddesigncouldbetoo largeto modelcheck.
We thereforewant to verify that thetimer layerwill preserve thepropertyalreadyprovenof thebasesystemwithout
usingtheentirebasesystem.
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TheclassicCTL modelcheckingalgorithm[8] checksa propertyby markingeachstatewith thesubformulasof
thepropertythataretruein thatstate.After markingis complete,theformulais trueof thedesignif its initial stateis
markedwith thefull propertyformula.If wecanprovethatanextensiondoesnotalterthemarkingsof thebasesystem
statesfor a givenproperty, thenthat propertywill hold in the compositionof the basesystemwith the extensionas
well. It sufficesto show that themarkingsof theexit statesin thebasesysteminterfacesarenot altered,asall states
which reachlayerstatesdo sothroughtheexit state.

Given the basesysteminterface(
�
dispclock � dispclock� in this case)and a property to preserve (AG EF dis-

play clock), we usea model checker to extract the set of subformulasof the propertythat mark eachstatein the
interface; thesemarkingscan be storedwith the interface,and neednot be re-computedon eachextension. The
following threeformulasmarkdispclock:

� E(TRUE U displayclock)
� displayclock (this impliesthepreviousformula)
� !(E(TRUE U !(E(TRUE U display clock)))) (equivalentto AG(EFdisplayclock))).

We mustprove that the extensionwill preserve the markingson the exit statefrom the basesystem. The CTL
modelcheckingalgorithmmarksstatesbasedon themarkingsof its successorstates.As someextensionstateshave
transitionsto thereentrystate(in thebasesystem),we needthereentrystate’s markingsto computethemarkingson
theextensionstates.Our verificationalgorithmconsistsof assumingthat theout stateof theextensionhasthesame
markingsasthereentrystate,deriving themarkingson the in state,andcheckingthat thosemarkingsarethesameas
on theoriginal reentrystate;this approachis consistentwith thestandardbackwards-reachabilityapproachto model
checking.We derive themarkingson the in stateby checkingapropertyof theform AG(in 
 φ) for eachsubformula
φ of thepropertyto bepreserved. Figure4 shows thesportswatchtimer layerwith themarkingassumptionson out.
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Model checkingconfirmsthat in retainsthe original markingsof dispclock, so the propertywill be preservedupon
composition.

In additionto thedisplay-clockproperty, we canalsoverify that thetimer layer(without thebaselayerattached)
satisfiestheproperty“oncestarted,thetimercanalwaysbestopped”(AG(start-timer 
 EF stop-timer)). Weview the
timer layerasthebasesystemandthebaseastheextensionto verify thatthebaselayerwould preserve this property
uponcomposition.

Wealsoconstructacomposedsystemfrom thebaselayerandthetimerextension,with interface
�
dispclock � reset � .

Theinterfacestateschangeaftercompositionbecausethewatchrequiresswitchingbetweenmodesto bedeterministic;
satisfyingthis constraintrequiresnew layersto beenteredfrom thetimer layer, ratherthantheoriginal basesystem.
For bothstatesin the interface,we recordthemarkingsnecessaryto satisfythetwo propertiesalreadyprovenof the
system.Thesemarkingsarisefrom bothverifying thepropertiesof eachlayerandfrom verifying thepreservationof
theotherlayer’sproperties.For dispclock, thenew setof interfacemarkingsis:

� !(E(TRUE U !(E(TRUE U display clock))));
� E(TRUE U displayclock);
� displayclock;
� !(E(TRUE U !((starttimer 
 E(TRUE U stoptimer)))));
� (starttimer 
 E(TRUE U stoptimer));
� E(TRUE U stoptimer)

Usingthesemarkings,weverify thataddingthealarmlayerpreservestheexistingproperties(displayingtheclockand
stoppingthetimer).

3.4.1 Summary of Algorithm on SingleStateMachines

In summary, theverificationalgorithmfor thesinglestatemachinecaseis asfollows:

1. Write themodelfor theextension,includingtheplaceholderstatesin andout.

2. Assign the subformulasthat marked the actualreentrystatein the basesystemas labelsof the placeholder
reentrystate(out).

3. Modelcheckall of thesubformulasof theoriginalpropertyin theplaceholderreentrystate(in). If in hasexactly
the samemarkings(restrictedto subformulasof the property)asit did beforethe extension,the propertywill
hold in thecomposedsystem.

This algorithm,whosecorrectnessproof we defer to a forthcomingtechnicalreport,was independentlyderived by
Lasterand Grumberg for reasoningaboutsequentialdecompositionof finite statemachines[24]. Its correctness
dependsin part on all reachablestatesin the composeddesignlying in eitherthe basesystemor the extension(an
obvious point in the single-machinecase,but one which becomesinterestingin the multiple-machinecase). For
checkingpreservationof purelyexistentialproperties,this algorithmis unnecessarybecausesequentialcomposition
trivially preservessuchproperties(a simpleobservation,but onewhich LasterandGrumberg [24] did not note).

Forourexperiments,wesimulatedthisalgorithmusingtheVIS modelchecker. VIS doesnotsupportthisalgorithm
directly, asthereis noway to seedout with theassumedmarking.Instead,wewereforcedto includeatransitionfrom
out to the entirebasesystemmodel;we did not includetransitionsfrom the basesystemto in. We verified that the
markingsontheactualreentrystate(dispclock) did notchangeunderthisoperation.As in wasnotattachedto thebase
system,this approachis sufficient to arguethat the verificationwould have gonethroughwith the seededmarkings
(andno basesystem)hadVIS supportedthat operation.Section3.6 summarizesthe issuesthat arosetrying to use
conventionalmodelcheckersfor this sortof modularverification.
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3.5 Multiple-Machine Designs

Thealgorithmin Section3.4.1,aswell asprior researchinto verificationundersequentialcomposition,doesnotapply
to FSATS becauseFSATS hasmultiple statemachinesin eachlayer. In practice,almostall interestingcollaborative
designs,by their very nature,will employ multiple statemachinesextensionsper layer. Wheneachlayercontainsa
singlestatemachine,extendingasystemwith a layercorrespondsto sequentialcompositionof statemachines.When
layerscontainmultiple statemachines,extendinga systemwith a layer correspondsto a hybrid of sequentialand
parallelcomposition:themachineswithin a layerarecomposedin parallel(becausethey run togetherto implement
a particularfeature),but thelayersthemselvesarecomposedin a quasi-sequentialmanner. Theactualcompositionis
not strictly sequential:thisdetail is at thecruxof theverificationproblemfor systemslike FSATS.

Constructinga designby sequentialcompositionis appealingbecause,asSection3.4shows, it supportsindepen-
dentverificationof layers.Figure5(left) showsalayeredsystemconstructedin thisfashion.Theconstructionprovided
in the formal model(the global composedstatemachine,Definition 4), however, is different. As Figure5(right) il-
lustrates,theconstructionfirst extendseachbasemachinewith its correspondingmixin, thencomposestheresulting
machinesin parallel.Clearly, we would preferto composesystemsaccordingto thefirst constructionbecauseit sup-
portslayeredverification.In orderto do this,however, thefirst constructionmustproducethesameglobalcomposed
statemachine(upto reachabilityof states)asthe second!This relationshipcapturesthe crucial challengein layered
verificationof designswith multiple statemachinesperlayer. We mustconstructtheparallelcompositionsrepresent-
ing eachlayerin suchawaythatcomposingthemsequentiallyyieldsthestatemachinearisingfrom Definition4. This
is possibleonly becausemostcross-productstatesin the compositesystemarisefrom cross-productswithin layers;
this sectionnotestheexceptionsandhow ourmethodologyhandlesthem.

This sectionmotivatesour algorithmfor constructingparallelcompositionswithin layers. Our algorithmis de-
signedto createparallelcompositionsthat canin turn be composedsequentiallywith otherlayers. We describethe
algorithmby illustrating its behavior on a small example. We alsoevaluatethis algorithm’s ability to verify prop-
ertiesof layersin isolation. While many layers(including the FSATS layers)canbe verified in isolationunderthis
construction,our motivatingexampleillustratesa casewhereindependentverificationmayfail. A propertyfor which
verificationmayfail mustbeverifiedin thecomposedsystem,ratherthancompositionallythroughthelayers.Wepro-
vide a characterizationof thesecasesanda model-checking-basedalgorithmto determinewhetherpropertiescanbe
verifiedcompositionally. Section3.5.1presentsournew example,whichcapturesthesalientcharacteristicsof FSATS
withoutnecessitatingasmuchexplanationof thedomain.

3.5.1 The Clayton Tunnel Protocol

We considera layereddesignof a communicationsprotocolbetweenoperatorsat eitherendof a train tunnel (see
Figure6). This protocol,taken from Holzmann’s book [21], shouldalreadybe familiar to thoseversedin themodel

8



tunnel-clear&!intrain

notrain
notrain

train
notrain

train
train

intrain/"train-in" train-in

outtrain/"tunnel-clear"

!train-in & intrain

escape

else
tunnel-clear&!intrain

Figure7: Thecross-productstatemachinefor thetunnelbaselayer. Theexit subgraphfor aninterfacecontainingboth
train statesasexit statesis enclosedin the solid box. The dashedbox enclosesthe exit subgraphextendedwith an
escapestatefor capturingtheconditionsunderwhichcontrolwould leavetheexit subgraph.Theportionin thedashed
box is partof theinterfaceof thebasesystemwith bothtrain statesasexit states.

checkingliterature. Our designis derived from an actualcommunicationprotocol that wasin use(andcontributed
to anaccident!) in Englandin 1861. The two statemachinesmodelthehumanoperatorson eitherendof long train
tunnelcoveringa one-way track. Unableto seeoneanother, theoperatorscommunicatemessagesaboutthestatusof
thetunnel.In thebaselayer, theoperatorscommunicatewhentrainsareenteringandexiting thetunnel.Theinbound
operatorsendsa train-in messageto theoutboundoperatorwhenatrainentersthetunnel.Theoutboundoperatorsends
a train-clearmessageto theinboundoperatorwhena trainexits thetunnel.Thebaselayerconsistsof theprotocolfor
exchangingthesetwo messages.

The full protocolwasdesignedto prevent two trainsfrom ever beingin the tunnelsimultaneously(we omit the
specificdetailsfrom themodelis this paperbecausethey areirrelevantfor our purposes).Theaccidentthatoccurred
arosebecauseasecondtrainenteredthetunnel(in thesamedirectionasthefirst train)beforethefirst oneleft; although
theinboundoperatorsuspectedtheproblem,thecommunicationprotocolwastoo weakto convey thesituationto the
outboundoperator. Onesolution is to addmessagesto the protocol that convey this information accurately. The
extensionaddsa two-in messagefrom the inboundto the outboundoperator;it also addsstatesto both operator
machinessothattheoutboundoperatordoesnot sendthetrain-clearmessageuntil bothtrainshave left thetunnel.

Verifying this protocol requiresa modelof the trainsthat canenterandexit the tunnel. A modelof the events
thatdrivea protocol,but arenot partof its definition,is calledanenvironmentmodel. Theenvironmentmodelfor the
tunnelprotocolmustgeneratereasonabletraindata;for example,no trainshouldever leave thetunnelbeforeit enters
thetunnel.For simplicity, weuseanenvironmentmodelcontainingtwo trains.Theironly constraintsarethatthefirst
train entersthetunnelbeforethesecond,andthatbothtrainsenterthetunnelbeforethey exit thetunnel.This model
is reasonablebecausetheoriginal protocolwassuchthatat mosttwo trainscouldbein thetunnelat onceif thetrain
driversobeyed the rulesof usingthe tunnel. We implementenvironmentmodelsasstatemachines.For the tunnel
protocol,themodelgeneratessignalsintrain andouttrain to indicatetrainsenteringandleaving thetunnel.

Dependinguponwhentrainsenterandleave the tunnel, the operatorsmay be inconsistenton their views asto
whetherthereis a train in the tunnel. Given the baselayer, we would like to prove that the inboundoperatornever
livelocksthinking that thereis a train in the tunnel(AG(EF(inbb.state=notrain)); this propertyrequiresall trainsin
thetunnelto eventuallyexit the tunnel,which we handlewith a fairnessconstraint[9]. We caneasilydischargethis
propertyof the basesystem;the challengeis to verify that the extensionpreservesit. For theextension,we wish to
provethatoncetheinboundoperatorwarnsthattherearetwo trainsin thetunnel,it doesnotexit theextensionuntil it
receivesa tunnel-clearmessage(AG ((inbmsg=two-in)
 A(!(instate=out)U (outbmsg=tunnel-clear)))).

3.5.2 Composingthe Extensionin Parallel

The extensionconsistsof the two statemachinesin the dashedbox in Figure6 (thoughwith in andout states,as
in Figure 4). We could form a näıve parallel compositionof thesetwo machinesusing a standardcross-product
procedure[9]. This constructionassumesthatbothmachinesstartin their initial states(the in states)simultaneously.
This assumption,however, is not necessarilyvalid. For example,the inboundoperatormay noticethe secondtrain
beforetheoutboundoperatorhasregisteredthat thereis a train in the tunnel(this synchronizationproblemarisesin
FSATS). Our parallelcompositionthereforeneedsadditionalinformationaboutthe synchronizationof the in states
in theextensionin orderto constructa valid composition.Fortunately, we canderive this informationfrom thebase
system.Givena setof exit statesthat form aninterfacein thebasesystem,we cancomputethesubgraphof thebase
systemthatinvolvesonly theexit states;we thenusethissubgraph(whichwecall theexit subgraph, definedformally
below) to drive transitionsbetweenthe in statesin theparallelcomposition.Figure7 shows theexit subgraphfor the
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tunnelprotocol. To verify preservationof propertiesundersequentialcomposition,theexit subgraphincludesa state
that indicateswhena transitionwould have left theexit subgraph;this stateis labeledescapein Figure7. While in
practicethis subgraphcouldbelarge,thesegraphsaresmall in FSATS (andpresumablysimilar systems)becausethe
actorsdecideto entera particularextensionat roughly thesametime basedon a tight sequenceof messagepassing.
Section3.5.3discussesa similarproblemon thereentrystates.

Thefollowing stepsconstructtheexit subgraph:

1. Constructthecross-productof thebasesystemmachines.

2. Restrictthe cross-productstatesandtransitionrelationto thosestatesthat containat leastoneexit statefrom
somestatemachinein thecrossproduct.

3. Add a new stateescapeto theresultinggraph.Fromevery statein theexit subgraph,adda transitionto escape
enabledon eachconditionthatcausesa transitionoutsideof theexit subgraph.Thereareno transitionsout of
escape.

4. Identify all states(otherthanescape) with no incomingedgesasinitial statesof theexit subgraph.

In thegeneralcase,theexit subgraphmight not beconnected.In designssuchasFSATS, this subgraphis connected
andhasnotransitionsto escape. This is becausethesubgraphcapturesdelaysdueto messagepassingbeforeall actors
enteranextensionlayer. In suchcases,it canbeusedto sequentiallycomposea basesystemandanextension.Every
stateof thesubgraphthatcontainsexit stateexiti enablestransitionsto ini . Detailsappearin thefull technicalreport.

Giventheparallelcompositionof theextensionmachinesconstructedusingtheexit subgraph,we canattemptto
verify the layerpropertyusingtheenvironmentmodelto generatethe trains. This effort fails. Theinboundoperator
sendsthetwo-inmessageassoonastheenvironmentmodelsendsthefirst train into thetunnel;this is wrong,however,
becausetheinboundoperatorshouldonly enterthemultiple train statewhenthesecondtrain entersthetunnelbefore
thefirst trainexits. This happensbecausesomehistorybetweenthe in statesandtheenvironmentis lost. Specifically,
theenvironmentmodelmusthavethefirst train in thetunnelandthesecondtrainapproachingthetunnelatthein states
of theextension;thenormalenvironmentmodelstartswith bothtrainsapproachingthetunnel.Wecansynchronizethe
environmentmodelwith theextensionby composingtheenvironmentmodelwith thebasesystembeforecomputing
the exit subgraph.The initial statesof the exit subgraphnow containstatesof the environmentmodel; thosestates
shouldbe usedas the initial statesof the environmentwhen verifying propertiesof the layer. This construction
indicatesthatthetunnelenvironmentshouldstartwith thefirst trainalreadyin thetunnel.

Althoughgeneratingrestrictedinitial statesof theenvironmentmodelappearsto beanoverheadof formal verifi-
cation,theproblemof generatingthesemodelsis similar to theproblemof generatinga testingharnessfor a layered
design.Layereddesignsoffer thehopeof testinglayersin isolation.Thattesting,however, requiresknowledgeabout
theenvironmentthatwill drivethelayer. Ourapproachmerelyformalizestheproblemof obtainingarestrictedtesting
harnessfor layereddesigns.In FSATS, theenvironmentmodelproblemarisesbecauseeachextensioncorrespondsto
a new typeof missionwhich is initiatedonly if theenvironmenthasgenerateda targetof a particulartype.

3.5.3 Verifying PropertiesCompositionally

The precedingsectionidentified two key issuesin supportingverification of layersindependentlyfrom their base
systems:synchronizinginitial statesand restrictingenvironmentmodels. Applying both techniquesallows us to
verify thatanextensionsatisfiesa givenpropertyrelative to aninterfaceto a basesystem.This doesnot addressour
entireproblem,however, aswestill mustcharacterizewhenthepropertiesof thecompositionof this layerwith abase
systemcanbeverifiedvia sequentialcomposition,ratherthanon theglobalcomposedstatemachine.

The algorithm for checkingpropertypreservation undersequentialcompositionrequiresthat all statesthat are
reachablein thecomposedsystemarecontainedin oneof thelayersbeingcomposed.For compositionalverification
to work, we mustcharacterizewhenthereachablestatesof thecomposedsystemarecontainedin thereachablestates
of theunionof thebasesystemandtheextension.In thegeneralcase,thedesiredresultseemsunlikely. Justasthe
actorsdo not enteran extensionsimultaneously, they do not exit from the layer simultaneously. The asynchronous
exits may createreachablestatesin the composedsystemthatarenot containedin the extension.Worsestill, these
statesmay leadto statesthatbecomereachablein the basesystemonly after composition.Eithercasewould break
ourproposedlayeredverificationmethodology.
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Fortunately, the collaborative designsthat we have studied,including FSATS, tendto have a characteristicthat
addressesthisproblem:thereentrystateseventuallysynchronizeafterexecutinganextension.Thus,with appropriate
modelingof the reentrystatesin the extension,the sequentialcompositionof the basesystemand the extension
could capturethe full global statespace,asrequiredfor layeredverification. We capturethis modelwith a reentry
subgraphthatis computedin similar fashionto theexit subgraph;transitionsto reentrystatesenabletransitionsin the
reentrysubgraph.Usingtheexit andreentrysubgraphs,wecanoffer aCTL characterizationof thecasesin whichour
methodologyis insufficient. Whenour methodologydoesnot suffice,we will have to checkthepropertiesin thefull
composedsystem.1

The constraintsthat indicatewhena propertypreservation canbe confirmed(usinga similar strategy as in the
singlestatemachinecase)in layeredfashionareasfollows:

1. Theescapestatein theexit subgraphis not reachableundertherestrictedenvironmentmodel.

2. The reentrystateseventuallysynchronize:that is, onceonelayermachinereachesits reentrystate,it remains
thereuntil all layermachineshavereachedtheir reentrystates.This constraintis easilyexpressedasa seriesof
CTL formulasto checkof themodel,onefor eachstatemachinein theextension:

AG (reentryi 
 A[reentryi U reentry1 � �
��� � reentryk])

We omit theproof thattheseconditionsaresufficient to provea correspondencebetweenthetwo constructionsof
theglobalcomposedstatespacedueto spaceconstraints;thetechnicalreportwill containthefull details.Intuitively,
theproofconsistsof anargumentthat,undertheaboveconstraints,all reachablestatesunderthefirst constructionare
reachablestatesin eithertheextensionor thebasesystemunderthesecondconstruction.Theinterestingcasesof this
proof involveglobalstateswith somecomponentsin thebasesystemandsomein theextension.Theconditionslisted
aboverestrictall suchstatesto lie in theextensionincludingtheexit subgraph.

3.6 Implementation

Wehaveconductedall themodelcheckingtasksdescribedin thispaper. For this,weusedthesymbolicmodelchecker
VIS [32]. WemodifiedVIS slightly to displayall sub-formulasof propertiesgeneratedduringthemarkingphases;we
usedthesesub-formulasfor verifying thepreservationof propertiesin otherlayers.For thepaper’sexamples,thetime
andspaceusagearenegligible.

Section3 describeshow we simulatedthemodularverificationscenariowhile in factattachingextensionsto, po-
tentially, theentirebasesystem.This is becauseexisting modelcheckersdo not appearto bedesignedfor extension
to verifying opensystems.For instance,they do not provide a way to queryandassertpropertieson specificstates.
Expressingourextensionlayersin Verilog (VIS’s input language)requiredmanualinsertionof additionaldesignvari-
ablesbecausewe couldnot easilyunify statesin theunderlyingsymbolictransitionsystem.Finally, building theexit
andreentrysubgraphswasdifficult in VIS’s symbolicframework. Computingthecoresubgraphsis straightforward
(by addingroutinesto the VIS sourcecode);addingthe escapestateis difficult becauseit requiresus to essentially
reverse-engineerthesymbolicstateencodingto find anunusedbooleanrepresentationfor theescapestate.A front-
endfor supportinglayereddesignlanguagescouldwork aroundthe limitationsof Verilog, but the limitationsof the
symbolicframework areharderto surmount.

Somepropertiescanbeverifiedin layerswithout thefull powerof modelchecking.For instance,simpleproperties
that ensurea systemalways reachesa consistentstatemay not needextensive verificationin an extension: simply
showing reachabilitybetweentheextension’s in andout statesoftensuffices(this relatesto checkingtherequirement
in our formalmodelthatextensionsyield connectedgraphs).Thesepropertiesarisebothin theexamplespresentedin
this paperandin FSATS.Therefore,thereis clearlypotentialfor applyingmorelight-weightverificationtools.

4 Conclusionand Futur e Work

Layereddesigns,which concentrateon the step-wiserefinementof a system’s features,offer an alternative to tra-
ditional object-baseddesigns.They have arisenin several contexts, methodologiesandapplications,andappearto

1Whenwe needto verify in the full composedsystem,we canapplyexisting techniquesfor parallelcomposition.As thesetechniquescanbe
very difficult to usein practice,applyingthemeffectively remainsanopenproblem.
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be especiallypromisingin the context of softwareproduct-lines. Layeredapproachessharemany of the software
constructionadvantagesof moretraditionalcomponents.

Thispaperhasexploredhow layeredsoftwaredesignsrequireadifferentform of modularverification.Wedemon-
stratedthatobject-baseddecompositionsof systemsinto modulesthatareconcurrentlyor sequentiallycomposedare
inappropriatefor layereddesigns.We alsoshowed that layered,feature-baseddesignsareactuallyquasi-sequential
compositionsof parallel compositions,andexplainedhow certainconstraintscanmake their verificationtractable.
We believe theseconstraintsarereasonablebecausemany applicationsappearto satisfythem.Theresultingverifica-
tion methodologyminimizesthework expendedto verify compositionsrelative to thework doneverifying individual
layers.

We have concentratedsolely on model checkingbecausewe want to understandthe strengthsand limitations
of algorithmicverificationon layereddesigns. Our experiencesuggeststhat extant modelcheckershave not been
designedto beextendedfor suchtasks.(Certainly, a custommodelchecker is necessaryto completetheverification
of the entiresuiteof FSATS layers.) A relatedquestionis how to extendour approachto handleLTL formulas;for
technicalreasons,we haveonly consideredCTL properties.

Layereddesignscanbenefitfrom abroaderscopeof verificationtechniques.Earlywork ondependenciesbetween
layers[3] mustbe formalizedandincorporatedinto any validationframework. We have encounteredsomelayered
designsinvolving complex datainvariantsthatwill likely bemoreamenableto theoremproving. While modelcheck-
ing capturesandcanverify thesalientpropertiesof theFSATS suite,it canbeoverkill. Preservingcertainproperties
requiresonly simpleresultssuchasfreedomfrom livelockor non-modificationof particularvariables.In thesecases,
simplertoolssuchasreachabilityenginesandtypesystemsmaysuffice. We expectfurtherwork with a richersetof
designsto helpusidentify whenthefull powerof our currentmethodologyis required.
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