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HW #2 Due11/7/20002:30pm(in class)

1. Whatarethetradeofs betweerusingnoncesandusingtimestampsn protocols?Whatare
somesituationswhereeachwould be appropriate?

2. Imaginethefollowing proposaldesignedo allow a party A to authenticateo a party B.

Let Ky bethe public key of agentx andK, ! bethe correspondingrivatekey. Ny represents
anonce.Beforetheprotocol,B believesthatKp is A’'s public key.

A—B: {A, Nl}KB
B—A: {Nl,NZ}KA
A—B:{No}kg

Supposehis protocolwas usedto authenticataisersto UNIX seners. Eachuserswould
only haveto dealwith oneprivatekey andthe public key of eachsenerthey needto talk to.
Eachsenerwould just storea copy of eachauthorizedusers public key.

Unfortunately this schemeis really broken. Shav how a malicioussener canabusethe
protocolandsuggesa fix thatwould preventthis attack.

3. You'vebeenhiredby acompaly to consultonthesecurityof theirnew product.The product
is a fang/ distributed chatroom, similar in somewaysto IRC (for more info, seewwwv.
i rchel p. or g, but notethatthis systemis notintendedto be compatiblewith IRC). They
claim they wanttheir chatproductto be “secure”. As you know, thereare mary different
waysthis productcouldbeattacled. They claimto wantto supportooth“public” chatrooms
(wherearnybodyin theworld canlog in) and“private” chatrooms(wheresomeadministrator
canrestrictaccess).

(a) Whatcryptographigorimitiveswould be appropriatdo usefor the chatservice?Given
that thereare mary, mary chatsenersall talking to eachother with differentusers
loggedinto eachchatsener, how might onechatsener prove who you areto another
chatsener? How canyou preventa userfrom being spoofed?ldentify all the trust
relationships in the system thatis, point out the placeswherethe systemcant prove
someimportantfactconclusvely butinsteads relyingonsomebodyelseto tell it facts.

(b) Whatsoftwareengineeringprecautionshouldbetakenin thedesignandimplementa-
tion of this system?Are thereary specialissueghatarisefrom the designof the chat
system”Readthe IRC FAQ. Are thereary featuresyou’d cut outor changeto improve
security?



