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1. Whatarethetradeoffs betweenusingnoncesandusingtimestampsin protocols?Whatare
somesituationswhereeachwouldbeappropriate?

2. Imaginethefollowing proposal,designedto allow apartyA to authenticateto apartyB.

Let Kx bethepublic key of agentx andK
� 1
x bethecorrespondingprivatekey. Nx represents

anonce.Beforetheprotocol,B believesthatKA is A’spublic key.

A � B :
�
A � N1 � KB

B � A :
�
N1 � N2 � KA

A � B :
�
N2 � KB

Supposethis protocolwasusedto authenticateusersto UNIX servers. Eachuserswould
only have to dealwith oneprivatekey andthepublic key of eachserver they needto talk to.
Eachserverwould just storeacopy of eachauthorizeduser’spublic key.

Unfortunately, this schemeis really broken. Show how a maliciousserver canabusethe
protocolandsuggesta fix thatwouldpreventthis attack.

3. You’vebeenhiredby acompany to consultonthesecurityof theirnew product.Theproduct
is a fancy distributedchat room, similar in someways to IRC (for more info, seewww.
irchelp.org, but notethatthis systemis not intendedto becompatiblewith IRC). They
claim they want their chatproductto be “secure”. As you know, therearemany different
waysthisproductcouldbeattacked.They claimto wantto supportboth“public” chatrooms
(whereanybodyin theworld canlog in) and“private”chatrooms(wheresomeadministrator
canrestrictaccess).

(a) Whatcryptographicprimitiveswouldbeappropriateto usefor thechatservice?Given
that therearemany, many chatserversall talking to eachother, with differentusers
loggedinto eachchatserver, how might onechatserver prove who you areto another
chatserver? How canyou prevent a userfrom beingspoofed?Identify all the trust
relationships in thesystem,that is, point out theplaceswherethesystemcan’t prove
someimportantfactconclusivelybut insteadis relyingonsomebodyelseto tell it facts.

(b) Whatsoftwareengineeringprecautionsshouldbetakenin thedesignandimplementa-
tion of this system?Are thereany specialissuesthatarisefrom thedesignof thechat
system?ReadtheIRC FAQ. Are thereany featuresyou’d cutoutor changeto improve
security?
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