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Abstract

Network operation is inherently complex because it con-
sists of many functions such as routing, firewalling,
VPN provisioning, traffic load-balancing, network main-
tenance, etc. To cope with this, network designers have
created modular components to handle each function. Un-
fortunately, in reality, unavoidable dependencies exist be-
tween some of the components and they may interact ac-
cidentally. At the same time, some policies are realized by
compositions of different components, but the methods of
composition aread hocand fragile. In other words, there
is no single mechanism for systematically governing the
interactions between the various components.

To address these problems, we propose a clean-late sys-
tem called Maestro. Maestro is an “operating system” that
orchestrates the network control applications that govern
the behavior of a network, and directly controls the un-
derlying network devices. Maestro provides abstractions
for the modular implementation of network control ap-
plications, and is the first system to address the funda-
mental problems originating from the concurrent oper-
ations of network control applications, namely commu-
nication between applications, scheduling of application
executions, feedback management, concurrency manage-
ment, and network state transition management. As the
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networking industry moves towards building directly con-
trollable devices like the OpenFlow Switch, we believe
Maestro can become a common platform.

1 Introduction
In the early days of networked computing, computer net-
works were chiefly used as simple data pipes to enable
communications among computers. Routing decision was
the primary control decision in the operation of a network.
Fast forward to the present, computer networks are no
longer simple data pipes. They play a critical role in se-
curing computing resources (e.g. blocking unauthorized
traffic, detecting attacks), in ensuring application perfor-
mance (e.g. balancing network and server load, differenti-
ating service for different applications), in enhancing ap-
plication reliability (e.g. transparently allowing a backup
server to take over), in supporting value added services
(e.g. enabling virtual private networking and data center
virtualization), and many more.

Consequently, the operation of computer networks has
become considerably more complex than just making
routing decisions. To cope with this complexity, network
designers have taken a modular approach, addressing each
control decision individually in isolation from the others.
Today, many modular network control components have
been developed to make a wide range of control decisions.
For example, in an enterprise network, we may find that
routing decision within the enterprise is made through the
OSPF protocol component, while global routing decision
is made separately through the BGP protocol component;
traffic blocking decision is made through a packet filter
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placement and configuration component; a traffic redirec-
tion component is used to balance the load on a set of
servers, and to redirect suspicious traffic to an intrusion
detection system; a quality of service routing component
is used to ensure voice over IP traffic experiences low de-
lay and low loss rate; a traffic tunneling component is used
to establish virtual private intra-networks, and so on. The
technology trend is that the network will continue to as-
sume more and more critical functions. As a result, the
complexity of network operation will likely keep on grow-
ing over time.

Although the use of modular network control compo-
nents helps to decompose the complex operation of a net-
work into more manageable pieces,it is critical to rec-
ognize that fundamentally, network control components
concurrently modify the behavior of the underlying shared
physical network.In other words, modular network con-
trol components are in reality not isolated from or inde-
pendent of one another. The decision of one component
may depend on the decision of another component (e.g.
best-effort routing may determine the residual bandwidth
available for voice over IP traffic). Thus,components
need to communicate their decisions with each other, and
their execution schedule must be managed. The network
behavior (e.g. network load distribution) caused by one
component may inadvertently change the input conditions
for another control component. Thus,unintended feed-
back is possible and must be managed. Concurrent ac-
tions of inter-dependent network control components may
lead to an inconsistent network state. Thus,concurrency
must be managed. The control decision a component
makes may fail to be implemented due to network hard-
ware outages, and transient effects may be observed dur-
ing a network state transition. Thus,the implementation
of control decisions must ensure the correct transition of
network state despite failures and transient effects. In
summary, we identifycommunication, scheduling, feed-
back, concurrency, and transitionto be the critical prob-
lems that must be solved to ensure network operation cor-
rectness.

Given the fundamental nature of these problems, it is
surprising that there exists so little support for solving
these problems. The widely used Simple Network Man-
agement Protocol (SNMP) and Common Management In-
formation Protocol (CMIP) provide general interfaces to
retrieve and set network device state. These protocols are

analogous to low level device drivers; they provide the
means for network control components to interact with
the network, but they are not meant to solve the higher
level problems that we articulated. SNMP and CMIP are
used by many network management tools, including HP’s
OpenView, IBM’s Tivoli, and CA’s Unicenter. These tools
serve to assist a human operator to monitor the network
and to carry out simple network configuration changes.
For example, they help a human operator recognize and
analyze changes in the network load, and they enable the
human operator to analyze the effects of changing the net-
work topology based on past or present network condi-
tions. However, these network management tools do not
manage the interactions among modular network control
components at run time.

The problems we have identified are not caused by
flaws in individual network control components but rather
by their dynamic interactions. It should be quite clear that
it will take a system that orchestrates the network control
components to solve these problems. Such a system is
analogous to a network “operating system”. But unlike a
traditional operating system (e.g. Linux, FreeBSD) that
manages applications running on an individual device, a
network “operating system” will orchestrate the network
control components that govern the behavior of a network
of devices. As the first step in this direction, in this paper,
we propose Maestro, a system for realizing and manag-
ing network control components in a single autonomous
network (e.g. an enterprise or an ISP). Maestro is a clean-
slate design because it does not assume the re-use of exist-
ing components like the OSPF routing protocol, although
future extensions to Maestro may allow legacy compo-
nents to be integrated.

At the high level, Maestro runs on a computer that is
attached to the underlying network. It provides abstrac-
tions and interfaces for the modular implementation of
network controls as reusable software components called
applicationsand manages their executions at run time.
It manages the implementation of control decisions com-
puted by applications by directly synchronizing computed
control state to the network devices. Multiple instances
of Maestro can be run on distributed computers for in-
creased fault tolerance. As the networking industry moves
towards building directly controllable devices like the
OpenFlow Switch [1], we believe Maestro can become
a common platform.
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At the technical level, Maestro addresses the funda-
mental communication, scheduling, feedback, concur-
rency, and transitionproblems originating from the con-
current operations of network control components. (1)
The input and output of applications are abstractview
objects managed by Maestro. Maestro ensures the out-
put decision from one control application is automatically
communicated to another control application that uses it.
(2) The operator can express the scheduling order among
control applications as an abstractDAG object and Mae-
stro enforces the scheduling order at run time. In addi-
tion, Maestro allows a multi-objective component to be
realized by composing simpler, reusable applications. (3)
Maestro detects feedback loops in the system and alerts
the operator. (4) Maestro automatically ensures the se-
rializability of the concurrent executions of applications
to ensure the control decisions are consistent. (5) Finally,
Maestro manages the implementation of control decisions
in the underlying network, ensures that the underlying
network transitions from one consistent state to the next,
managing transient effects during transitions, and recov-
ers from control decision implementation failures.

An admitted limitation of this paper is that we do not
have a production network in which to experiment with
our Maestro prototype or to report real world operational
experience. We settle for experiments using emulated and
simulated networks. We demonstrate that Maestro’s ab-
stractions and mechanisms allow sufficiently scalable and
non-trivial network control components to be realized by
composing basic applications. We show that the perfor-
mance of Maestro in handling DAG execution is more
than sufficient for real-world networks. We also show that
Maestro is effective in managing network state transition.

The rest of this paper is organized as follows. The next
section systematically explains the aforementioned fun-
damental problems in network operation. Section 3 de-
scribes how Maestro addresses these problems. Section 4
presents experimental results to demonstrate the effective-
ness of Maestro’s abstractions and mechanisms. We dis-
cuss related work in Section 5. Finally, we conclude in
Section 6.

2 Fundamental Problems in Net-
work Operation

In this section, we systematically explain the communi-
cation, scheduling, feedback, concurrency, and transition
problems in network operation. Although these are famil-
iar terms that have established meanings in other contexts,
the following discussion defines their meanings in relation
to network operation.

To characterize the interactions among network control
components, we define an abstract model. In this model,
the behavior of a network is determined by a network
stateS. S is a set consisting of network device config-
urations (e.g. routing table entries, access control lists,
etc.) and environmental conditions observed by network
devices (e.g. the up/down link state of network links, the
traffic load, etc.). All network control components use
some subset ofS as input and modify some subset ofS to
implement their control decisions. For example, a rout-
ing control component may use link state as input and
modify routing table entries. Note that a control com-
ponent’s decision may also depend on an operator spec-
ified policy (e.g. shortest path routing vs. widest path
routing). This abstract model is simple but captures the
macroscopic characteristics of network controls for the
purpose of our discussion.

In today’s networks, when multiple modular network
control components co-exist in a network, they may inter-
act accidentallythrough the underlying network stateS,
potentially leading to incorrect network operation. Fig-
ure 1 illustrates the five types of problems that will be
explained below. In this figure, a box with rounded cor-
ners indicates a control component,S1 throughS4 indi-
cate subsets of the network stateS, a dashed arrow indi-
cates an input relationship, and a solid arrow indicates a
modify relationship.
Need for Explicit Communication Consider Fig-
ure 1(a). A change inS1 causesA to modifyS4; a change
in S4 causesB to modify S2. Thus,A in a sense com-
municates toB. More importantly, this communication is
implicit through the modification ofS4.

Unintended implicit communication can have harmful
side effects. A concrete example is discussed in [2]. In
this example,A modifies the link costs in the network (S4)
andB is the BGP decision process which decides global
inter-domain routes (S2). BGP makes decisions primar-
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Figure 1: Abstract illustration of five types of network operation problems

ily based on a routing policy. However, if the policy is
ambiguous, link costs (S4) could automatically become
the deciding factor. By modifying the link costs,A may
inadvertently cause BGP to re-select global inter-domain
routes, resulting in a storm of unintended global routing
updates.

On the other hand, communication is often desirable.
SupposeA is the routing component,S4 is the routing
table entries,B is the packet filter placement compo-
nent, andS2 is the packet filter configurations. In this
case, as the routing table entries change, it is crucial for
the packet filter configurations to adapt correspondingly
so unwanted traffic will still be blocked. Unfortunately,
because the communication is implicit,B must poll for
changes inS4, which may result in slow adaptation and
an extended period of incorrect operation.

In future networks, it is important to remove all implicit
communications and allow network control components
to explicitly communicate with one another.
Need for Explicit Scheduling Consider Figure 1(b).
SupposeS1 changes,A and B may both react. How-
ever, observe thatA modifiesS2; consequently,B must
react once again whenS2 changes.B’s earlier decisions
are thus transient and may actually cause instability in the
network. A similar situation also exists betweenB and
C, whereC may react once to the change inS2 and then
again to the change inS3, potentially causing more insta-
bility. Note that this problem exists even if the communi-
cation betweenA, B, andC are made explicit. Clearly,
the desired operation is forA to first compute its deci-
sions, followed byB, and then followed byC.

A concrete example of this situation is whenS1 is link
state,A is best-effort intra-domain routing,S2 is best-
effort intra-domain routing table entries,B is voice-over-
IP intra-domain routing (which considers best-effort traf-
fic routing to avoid network overload),S3 is voice-over-IP
intra-domain routing table entries,C is packet filter place-

ment, andS4 is packet filter configurations.
In future networks, it is important to allow for explicit

scheduling of the execution order among network control
components to avoid transient decisions. Explicit com-
munication alone is not enough.
Need for Feedback ManagementConsider Figure 1(c).
When S1 changes,A will react and modifyS2. This
causesB to react and modifyS3. Unfortunately,A is also
usingS3 as input, thusA will react to the change inS3.
As a result, there exists a feedback loop betweenA and
B, and there is no guarantee thatS2 andS3 will stabilize.

Without explicit communication among control com-
ponents in today’s network, feedback loops are easy to
overlook. As a concrete example, an operator may not
realize a feedback loop can exist between the task of se-
curing a network and the task of load-balancing routing.
SupposeS1 is link state,A is a load-balancing routing
component,S2 is routing table entries,B is a packet filter
placement component, andS3 is traffic load (for conve-
nience, assumeB also modifies the packet filter configu-
rations which is not shown in the figure). As routing de-
cisions are changed byA, B must adapt the packet filters
to enforce security. However, changing the packet filter
configuration changes where packets are dropped in the
network, thus changes the network load, and causesA to
react.

Feedback loops are often expected when network con-
trols are modularized. In future networks, it is important
to explicitly identify all feedback loops and allow the op-
erator to control how feedback loops should be managed.
Need for Concurrency Management Consider Fig-
ure 1(d). This scenario is similar to Figure 1(c) except that
A andB can react to changes inS1 concurrently. Since
a feedback loop exists betweenA andB, the concurrent
execution ofA andB may produceS2 that is based on
outdatedS3 andS3 that is based on outdatedS2. Thus,S2

andS3 may be inconsistent and network operation may be
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incorrect.

As a concrete example, consider an enterprise network
with two intra-network virtual private networksV PN1

andV PN2. V PN1 is used for interactive applications
and low latency is key. On the other hand,V PN2 is
used for bulk data distribution and high bandwidth is key.
Thus, it would seem natural to have two control compo-
nentsA andB to manage the routing decisions of the two
VPNs separately. To avoid overloading the underlying
network, each control component will take the other ex-
isting routing decisions in the network into account (i.e.
S2 andS3). As a result, when a link failure occurs (i.e.
S1 changes), if both VPNs are affected,A and B may
both concurrently react, using outdatedS2 andS3 for their
computations, producing inconsistent results.

In future networks, concurrency among control compo-
nents must be managed. One natural approach is to ensure
that their executions are serializable.

Need for Network State Transition Management Con-
sider Figure 1(e). So far, we have assumed that when a
network control component updates certain subsets of the
network state to implement its control decisions, the state
transition always succeeds. Of course in reality, such state
updates may fail to be realized due to network hardware
failures. For example,A’s update toS3 may succeed, but
the update toS2 may fail. In this case, the control decision
made byA is only partially implemented. The problem is
that when such a failure occurs, the network state may no
longer be consistent and the network may behave incor-
rectly.

Secondly, even if the update of network state is suc-
cessful, during the transitional period, the environmental
observations made by network devices may also be tran-
sient. For example, during the transitional period where
A updates the routing table entriesS3, network loadS4

may be affected temporarily. For instance, a network link
may temporarily be overloaded with traffic. Clearly, such
a transient observation should be treated with skepticism.
Reacting to transient observations may lead to inconsis-
tency and instability.

In future networks, network control components must
be able to repair the network state to a consistent state
after state update failures. Moreover, they should distin-
guish transient and non-transient observations and handle
each type correspondingly.

3 Design of Maestro
The goal of Maestro is to solve the network operation
problems identified in the previous section, and to give
a network operator a unified platform to realize network
control components.
What Maestro Is Maestro is a system that provides a
layer of indirection between all network control compo-
nents and the underlying network of devices. Perilous
manual tinkering of the underlying network state is as-
sumed to be banned by the operator. Maestro runs on
one or more computers that are connected to the under-
lying network. In Maestro, a network control component
is a non-distributed software program that we will simply
call anapplication. An application specifies to Maestro
the subset of network state it wants, and sends computed
network state updates to Maestro. Maestro provides ab-
stractions for communicating network state and control-
ling the scheduling order among applications. It manages
the feedback and concurrency problems among applica-
tions and manages the transitions of the underlying net-
work state.

Maestro is an instance of a Decision Element in the 4D
control plane architecture [3]. However, the network op-
eration problems addressed by Maestro are not addressed
by any existing 4D-like systems (i.e. RCP [4], Tesser-
act [5], Ethane [6]). On the other hand, Maestro can di-
rectly benefit from supporting mechanisms developed in
other 4D systems and need not reinvent the wheel. In
particular, Maestro uses Tesseract’s Dissemination Proto-
col to communicate with the underlying network devices.
Maestro uses Tesseract’s Device Agent to retrieve net-
work state observed by network devices and to configure
the state on devices based on Maestro’s instructions. Fi-
nally, Maestro uses the Decision Element replication tech-
nique in Tesseract to allow multiple replicas of Maestro
to run for fault tolerance. Due to space limitations, we
cannot explain these supporting mechanisms in great de-
tail and can only focus on Maestro specific contributions.
For details on these supporting mechanisms, please refer
to [5].
What Maestro Is Not Network operation is a vast area
for research. There are many important problems that
Maestro currently does not address. Here, we discuss a
few potential areas for future work. First, network oper-
ation is a complex problem and Maestro does not mag-
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ically make network operation become trivial. Maestro
provides the foundation on which well-behaved applica-
tions for network control can be realized, but it is still the
network operator’s job to design applications and to de-
termine how different applications should be used. Future
work should consider how machine learning techniques
can be applied to automate the configuration of applica-
tions based on abstract goals in a similar spirit to what
ConMan [7] has done for data-plane protocol configu-
ration. Moreover, future work should consider how for-
mal verification techniques can be applied to detect con-
figuration errors in Maestro. Another future extension is
to apply anomaly detection techniques to secure Maestro
from compromised network devices or malicious network
control applications. In this paper, we will assume net-
work devices and applications are all trusted. Finally, we
emphasize that Maestro is a clean-slate approach and is
not currently backward compatible with existing network
control components (e.g. OSPF and I-BGP). However,
this is not to say that Maestro cannot be extended to in-
terface with these existing components and to provide a
layer of indirection between them and the underlying net-
work. This is a complex problem in its own right and we
shall defer addressing it to future work.

3.1 Addressing the Need for Explicit Com-
munication and Scheduling

To address the need for explicit communication and
scheduling, Maestro manages the network state, provides
a network state data abstraction calledview, provides an
execution environment for network control applications,
and provides an abstraction calledDAG for the explicit
scheduling of related applications.
Acquisition and Management of Network State When
Maestro is started (or restarted), it first contacts Device
Agents running on the underlying network devices to ac-
quire the devices’ relevant network state (e.g. connec-
tivity, routing table entries, link delays, link bandwidths,
etc.). The communication between Maestro and a De-
vice Agent is provided by an orthogonal Dissemination
Protocol such as the one in Tesseract which we do not
have room to describe here. Maestro then starts the ex-
ecution of network control applications and manages the
network state. That is, when a Device Agent observes a
change in the environmental condition (e.g. connectivity
change, load change, etc.), it reports the change to Mae-

stro so Maestro is kept up-to-date. When a Device Agent
is unreachable (either because the device has failed or the
device is partitioned from the network), Maestro models
it as a device power down. When the device is reach-
able again, Maestro models it as a device power up and
lets applications compute the necessary state for the de-
vice from scratch. When an application wants to make a
change to the network state (e.g. routing table entries), it
submits the change to Maestro. Maestro decides whether
the change is allowed, and if so, communicates the change
to the Device Agents who are responsible for implement-
ing the change. When the system is stable, Maestro’s in-
ternal record of the network state is identical to the actual
underlying network state. A discrepancy exists when the
environmental condition changes or when network state
changes are being implemented. The former type of dis-
crepancy is quickly learned by Maestro. The latter type of
discrepancy is carefully managed by Maestro. The details
are described in Section 3.3.
The View Type and View Instance Abstractions All
network control components use some subset of the net-
work state as input and modify some subset of the network
state to implement their control decisions. Thus, Maestro
must provide ways to access network state. Since Mae-
stro manages the network state, providing access is not
hard. The key question is at what granularity should ac-
cess to network state be supported. The decision should
be guided by Maestro’s goals, namely to enable modu-
lar network control applications to co-exist and interact
safely. At one extreme, one can simply present the whole
network state to any control application. Such coarse-
grained access obviously creates unnecessary state access
conflicts between different control applications and does
not lead to highly concurrent execution. At the other ex-
treme, one can provide a very fine-grained attribute-value
lookup and insertion interface.

Maestro strikes a balance between the extremes. Ob-
serve that network state falls into natural subsets which we
call views based on what type of state it is and what con-
trol objective the state achieves. For example, one com-
mon type of state is a routing table, which determines how
data packets are directed in the network. Routing table
state is naturally disjoint from packet filter state, which
is another type of state which determines how data pack-
ets should be blocked. In addition, different instances of
a type of network state can be used to achieve different
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Figure 2: Representative view types and instances

disjoint objectives. For example, different instances of
the routing table state type can be responsible for best-
effort intra-domain routing, best-effort inter-domain rout-
ing, voice-over-IP traffic routing, and VPN traffic routing,
etc.

Generalizing this observation, Maestro provides the
view typeandview instanceabstractions for accessing net-
work state. View types and their structures are defined by
Maestro. The initial set of view types supported by our
prototype system is shown in Figure 2. This set of view
types is not complete by any measure. We expect the set
to be expanded as the system matures. A view instance of
a view type is an actual data structure that is dynamically
created. For example, the RoutingTable view type allows
generic routing decisions to be expressed. Different ap-
plications that control different aspects of routing create
and modify different instances of RoutingTable, e.g.In-
traDomainRoutingTable, InterDomainRoutingTableand
TunnelRoutingTable. All network state managed by Mae-
stro belongs to an instance of a certain view type so that
applications can access any network state via the view
type and view instance abstractions.

Application API Maestro interacts with control applica-
tions via a simple API. First, an application statically de-
clares the types of the input views it needs from Maestro,
and the types of the output views it will produce to effect
change in the network. The input and output views are
bound to specific view instances at run time. Second, an

application provides an entry point for Maestro to invoke
it. Third, an application can submit its output views to
Maestro by either calling theProduceAndFinish()
function or theProduceAndYield() function. The
difference between these two functions is explained be-
low. An application is not allowed to interact with the
operator via traditional I/O mechanisms such as the key-
board. It can, however, take an administrative view as
input. The operator can then interact with the application
via that administrative view. In effect, an application is
only allowed to interact with Maestro. This avoids any
dependence on state that is external to Maestro. Since an
application can be quite generic and may serve as a com-
ponent for realizing multiple unrelated control objectives,
we call a specific use of an application in Maestro anap-
plication instance.

Some applications can benefit greatly from the ability
to maintain persistent state across executions. For ex-
ample, the all-pairs shortest-path problem can be solved
much more efficiently than applying Dijkstra’s algorithm
N times by an incremental algorithm [8] that maintains
some persistent data structures. For this reason, a special
view type called Opaque is introduced. Each application
instance can have its ownOpaqueview instance, which
may contain arbitrary application data, managed by Mae-
stro. An application instance may request for the Opaque
view instance produced by its previous execution.

The Execution Environment In Maestro, one or more
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Figure 3: Example application DAG

applications are grouped together into an execution unit
which we call aDAG. Further details about DAGs are pro-
vided below. Here, we first explain the execution environ-
ment provided by Maestro.

Views exist in one of three environments: global envi-
ronment, local environment and temporary environment.
The global environment contains all of the up-to-date
views of Maestro. When one DAG starts to execute, Mae-
stro creates a local environment for this DAG by taking
a snapshot of the current global environment. The local
environment will remain unchanged throughout the exe-
cution of this DAG. This is to ensure that a DAG executes
based on a consistent set of input views derived from the
global environment. Maestro also creates a temporary en-
vironment when a DAG begins. The temporary environ-
ment is used to hold output views of application instances.
All the view bindings in the temporary environment are
only visible to the application instances of this DAG, they
are abandoned after this DAG finishes.
The DAG Abstraction The DAG abstraction is Mae-
stro’s solution to enable explicit communication and ex-
plicit scheduling among network control components.
Figure 3 shows an example of an application DAG. An
application DAG is a directed acyclic graph (DAG) that
specifies the composition of applications. It defines the
execution sequence of applications (black arrows). The
execution flow in a DAG may branch. All branches may
run concurrently. Application instances (gray boxes) are
declared in a DAG together with the bindings of their in-
put and output views to instance names (white boxes). By
binding input and output views, application instances can
communicate by passing views to each other. This is the
only way two application instances are allowed to com-
municate. When an application instance is invoked, the
input views specified in the application are bound to ac-

tual view instances specified in the DAG. After this ap-
plication instance finishes, its output views are bound to
specific view instances according to the DAG specifica-
tion. Every DAG has an activation node which indicates
the starting point of the DAG’s execution. The activation
node specifies the activation conditions for the DAG. An
activation condition specifies the view change that trig-
gers the execution of the DAG. A terminal node is the end
point for each DAG’s execution. The terminal node will
get the specified views from the temporary environment
of the DAG and use them to update Maestro’s global en-
vironment.

The example in Figure 3 is intended to achieve re-
served bandwidth tunnel traffic routing and load-balanced
best-effort intra-domain routing.TunnelRouting is
an application used to install bandwidth-reserved tunnels.
ResidualCapacity is used to compute the residual
capacities left in the network by the tunnel traffic.
Notice how it outputs a modifiedLocalConnectivity1
to the temporary environment to describe the residual
capacity to the next application instance. It is also a good
example of a generic application that can be reused in
multiple scenarios. For example, it could also compute
the residual capacity left by best-effort intra-domain
traffic if the view bindings are appropriately changed.
OptionalLoadBalancingIntraDomainRouting
(calledLoadBalancing from here on) is an applica-
tion that first checks whether the network is congested
based on the currentIntraDomainDemandand IntraDo-
mainRoutingTable. If the network is congested it will
use an optimization algorithm to achieve better load
distribution.

The DAG abstraction makes it possible to achieve the
intended control objectives in a systematic, coordinated
fashion. For example, when new tunnels are added,
this DAG ensures thatLoadBalancing immediately
gets the chance to re-route best-effort traffic to accom-
modate the reservations for the tunnels. The network
state changes made by the DAG are treated as a sin-
gle unit by Maestro. Thus, as the tunnels are imple-
mented in the underlying network, best-effort traffic rout-
ing tables are simultaneously being updated to minimize
any transient period of network overload. In addition,
if LoadBalancing fails to find a feasible solution to
avoid network overload, it throws aTrafficOverloadEx-
ceptionand the operator is automatically informed of the
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problem and no harmful changes are made to the network.
In contrast, in today’s networks, the tunnel routing and
best-effort routing components would have interacted ac-
cidentally, potentially leading to incorrect network opera-
tion.
ProduceAndFinish() vs. ProduceAndYield() The
DAG abstraction explicitly prevents execution cycles
among the applications within a DAG. We choose this
design because it eliminates one major source of feed-
back problems for Maestro to manage. A potential down-
side of this design is that a DAG may have a very lim-
ited ability to explore the solution space of a multi-
objective control problem. To illustrate, consider the
example DAG in Figure 3 again. As the DAG de-
sign currently stands, ifLoadBalancing fails to avoid
network overload, the DAG fails. However, imagine
the LoadBalancing failure can be re-considered by
TunnelRouting, TunnelRouting may be able to
re-select alternate routes that do not cause a network over-
load. Obviously, this behavior can be achieved by simply
mergingTunnelRouting andLoadBalancing into
one monolithic application. This strategy, however, de-
feats the purpose of modularity.

To address this issue, Maestro provides an API called
ProduceAndYield(). When an application instance
is ready to produce its output views, it can either call
ProduceAndFinish() or ProduceAndYield().
ProduceAndFinish() terminates the execu-
tion of the application instance. On the other hand,
ProduceAndYield() only suspends the execution of
the application instance. If a later application instance in
the DAG fails and throws an exception, the exception is
propagated backward through the DAG, and a suspended
application instance will have the opportunity to handle
the exception and continue execution from where it left
off. This mechanism has the benefit of not introducing
application cycles but allowing Maestro to provide
more effective support for modular implementation of
multi-objective control problems.

Revisiting our previous example, to use
the ProduceAndYield() mechanism, the
TunnelRouting application is re-written to call
ProduceAndYield() to output its views. If aTraffi-
cOverloadExceptionis later received,TunnelRouting
will resume execution and compute a new set of alternate
routes, unless its options are exhausted in which case

it fails. By making this relatively simple change, the
DAG can iteratively find a solution that avoids network
overload. At the same time, applications remain modular
and reusable.

3.2 Addressing the Need for Concurrency
and Feedback Management

In Maestro, the view and DAG abstractions make com-
munications among control components explicit. Maestro
thus has complete information about what views are taken
as activation conditions, taken as inputs, and produced as
final outputs by all DAGs. Maestro manages concurrency
and feedback based on this information.
Concurrency Management Maestro’s concurrency
management is based on simple textbook techniques [9].
Since the input view instances and output view instances
of all DAGs are explicitly known, Maestro can simply
check whether two DAGs have any read-write or write-
write conflicts on view instances. If not, Maestro allows
the two DAGs to run concurrently; if yes, Maestro de-
fers the execution of one DAG until the other finishes.
This simple mechanism ensures that DAG executions are
serializable. Similarly, for application instances within
a DAG that are along two different branches, Maestro
checks for data conflicts among them and ensures the ex-
ecution of applications within a DAG is also serializable.
Feedback Management Recall that a DAG is an execu-
tion unit formed by the composition of applications. Since
no application cycles are allowed in a DAG, no feedback
problem exists within a DAG. The feedback problem ex-
ists only among DAGs. Two kinds of feedback loops are
possible, one that can be detected by Maestro statically,
and one that cannot.

If a DAG outputs a view instance and either the same or
a different DAG uses that view instance as an activation
condition, a dependency exists. Maestro statically ana-
lyzes the dependency graph among all DAGs. If a cycle is
found, a feedback loop is detected. A statically detected
feedback loop is highly likely to be a configuration error.
This is because most control tasks are activated by envi-
ronmental or policy state changes and produce configura-
tion state as output, and thus static dependency cycles are
not usually formed. However, there are cases where legit-
imate dependency cycles exist. For example, a DAG may
produce theIntraDomainRoutingTableview instance as
output but also use it as an activation condition so that it
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can monitor for any unwanted changes by other DAGs. As
long as a DAG in the cycle does not make further changes
to the output views, the cycle is broken. Ultimately, only
the operator can determine whether a cycle is legitimate.

Maestro handles statically detected feedback loops in
two ways. First, it informs the operator of the statically
detected feedback loops and the operator can explicitly
allow a legitimate feedback loop, or redesign the DAGs
to remove unwanted feedback. Second, Maestro monitors
the execution of DAGs along a legitimate feedback cycle
at run time. When the cycle is executed more than twice,
Maestro alerts the operator who can determine whether an
unintended configuration error exists. Meanwhile, Mae-
stro allows DAGs to execute concurrently so that even
an infinite feedback loop cannot cause starvation to other
DAGs.

The second kind of feedback loop is not statically
detectable because it is caused by the output views of
one DAG indirectly changing the observed environmen-
tal conditions that are used as activation conditions. For
example, a change to theIntraDomainRoutingTableview
instance can overload a link and indirectly cause the link
delay to change. A DAG that uses link delay changes as
an activation condition would thus be indirectly triggered.
A feedback loop caused by this type of indirect depen-
dency is called an indirect feedback loop. Indirect feed-
back loops are difficult to identify at run time because the
indirect linkages between view instances may be impos-
sible to determine.

To sustain an indirect feedback loop requires persis-
tent instability in the observed environmental conditions.
Thus, managing indirect feedback loops generalizes to
managing environmental instability. Network designers
are no strangers to examples of environmental instabili-
ties. For instance, the route flapping problem in BGP and
the link flapping problem in OSPF are well-known insta-
bility problems. Such problems are usually handled by
damping the unstable changes heuristically.

Maestro however does not take the heuristic approach.
Rather than trying to hide the problem by applying a
damping heuristic, Maestro seeks to expose the problem.
When a DAG has finished, if one of its activation con-
ditions is met again, the DAG is executed again based
on the most up-to-date views. A series of unstable view
changes is thus condensed into a single up-to-date view
so that the DAG does not need to react to each individual

view change separately. Furthermore, the occurrence of
a persistent indirect feedback loop will lead to a sudden
increase in CPU utilization by the DAGs involved. Mae-
stro monitors the CPU utilization of DAGs and alert the
operator if a sudden, persistent increase in a DAG’s CPU
utilization is detected.

Maestro provides a systematic framework for govern-
ing and monitoring the dynamic interactions between con-
trol components. In contrast, today, control components
may interact in an unknowable manner.

3.3 Addressing the Need for Network State
Transition Management

When DAGs produce new network state for the underly-
ing network devices, Maestro is responsible for manag-
ing the state transitions. When Maestro is in the process
of synchronizing state changes to the underlying devices,
the network is in atransient state. A transient state is in-
herently inconsistent as devices may only be partially up-
dated. When Maestro stops synchronizing state changes,
the network is in astable state. If the synchronization
was successful (i.e. all devices confirmed success), then
the stable state is also consistent. However, if there was a
failure such that a device could not be reached (i.e. a time-
out occurred), or if a device was unable to fulfill the state
update request (i.e. a failure notification was received),
then the stable state is inconsistent and recovery is neces-
sary.
Handling Events During Transient State Device
Agents running on network devices observe network envi-
ronmental conditions and report observed events to Mae-
stro. Some of these events are completely independent of
the configuration of the network devices. For example, a
packet of a particular type arrives, a link goes down, etc.
We call these INDEP events. On the other hand, some of
these events may be dependent on the configuration of the
network devices. For example, when the traffic demand
on a link increases, it may be caused by changes in the
user traffic load, or by changes in the routing table config-
uration. We call these DEP events.

During a transient state, Maestro can immediately ex-
ecute DAGs to handle INDEP events to produce the next
desired state for the network. This allows Maestro to over-
lap DAG execution with the on-going state synchroniza-
tion. Since the on-going state synchronization may in the
rare case fail, this strategy is a form of speculative exe-

10



in transient state orin stabilization period :
on receive event M:

if (M ∈ INDEP)
compute based on M

if (M ∈ DEP)
remember M

on exit from transient state :
wait for a short stabilization period
if DEP events are pending

poll DEP event senders for updates
compute based on updates

in stable state andnot in stabilization period :
on receive event M:

if (M ∈ INDEP)
compute based on M

if (M ∈ DEP)
compute based on M

Figure 4: Algorithm for events handling

cution. Maestro queues up pending network state updates
and synchronizes them sequentially. In contrast, during
a transient state, DEP events may turn out to be artifacts
of inconsistent network state during the transient period.
Thus, reacting to DEP events during a transient state may
lead to instability and unnecessary computations.

Figure 4 shows the pseudocode for the algorithm used
by Maestro to handle events during stable and transient
states. During a transient period, DEP events received are
remembered but not acted upon. Once the transient period
ends, Maestro waits for a short interval (e.g. a value on
the scale of 1 to 2 network RTTs should be enough) to
give the network time to stabilize. This interval helps to
ensure that an event received afterward does not describe
a side effect of the previous transient period. To get the
most up-to-date information about the remembered DEP
events, Maestro polls their senders for updates regarding
these DEP events. Finally, Maestro handles these events
based on the updates.

Figure 5 presents a concrete example. Initially the net-
work is in a stable and consistent state S0 and a device
sends Maestro a DEP event M0 indicating a change in
network load. Since the system is in a stable state, any
type of event can be processed immediately. A new net-
work state S1 is computed and Maestro starts synchroniz-
ing the changes. During the synchronization period, two
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Figure 5: Example synchronization scenario

events are received. M1 is an INDEP event that describes
a link failure and M2 is a DEP event that signals an in-
crease in the traffic load on a link. Maestro immediately
processes M1 but only remembers M2 since the system is
in a transient state. A new network state S2 is computed
to address the link failure signaled by M1. As soon as S1
is synchronized, Maestro starts synchronizing S2. During
this second transient period, two new DEP events are re-
ported: M3 and M4. M3 signals another increase in the
traffic load of a link and is received during the transient
period. Consequently it is remembered by Maestro. After
S2 is synchronized, Maestro waits for a short stabilization
period. During this stabilization period, M4 is received
which indicates a change in a link loss rate and is also re-
membered. After the stabilization period, Maestro polls
the devices for the latest values of M2, M3 and M4. The
values might have changed in the meantime, signaling that
the events were side effects of the synchronizations. If
the latest values still present interest (e.g. M2 still shows
an unexpected increase in traffic load) then Maestro pro-
cesses the events accordingly.

A potential situation is that Maestro may receive an IN-
DEP event during every transient period. However, com-
puting based on these INDEP events every period can
lead to a starvation of the processing of remembered DEP
event. Maestro ensures that starvation does not occur by
processing INDEP events and DEP events in turn.
Handling Synchronization Failures In the event that
a synchronization fails, the network will be in an incon-
sistent state. A robust mechanism is needed to recover the
network to a consistent state. State rollback is not a viable
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option. Besides adding complexity, once the synchroniza-
tion of a device has failed, state rollback may simply lead
the network to another inconsistent state.

Maestro has a simple and robust strategy. As soon as
a synchronization failure is detected (i.e. a timeout oc-
curs on a device or a failure notification is received), all
currently running DAGs are allowed to run to completion,
but no further DAG executions are scheduled. All events
received in the meantime will simply be stored. Mae-
stro continues to synchronize all pending network state
(including those produced by the running DAGs at the
moment synchronization failure was detected) as much
as possible. When all possible synchronization is com-
plete and after a short stabilization period, Maestro polls
for updates for remembered DEP events. Maestro then
updates its internal view instances with the stored events.
In addition, Maestro identifies all devicesDi that expe-
rienced synchronization failures and artificially modifies
all LocalConnectivity view instances to indicate thatDi

have been disconnected from the network. At this point,
from the DAGs’ point of view, the view instances in Mae-
stro are indistinguishable from actual disconnections of
Di immediately after all the pending state have been syn-
chronized. Maestro leverages DAGs’ expected ability to
react to network topology changes and begins to execute
activated DAGs to compute a new set of consistent net-
work state for the healthy devices. This strategy excludes
the failed devices from network operation and brings the
remaining devices to a stable and consistent state. Subse-
quently, Maestro’s operation returns to normal. If the pre-
viously failed devices are functional again, they will be
detected by other Device Agents and Maestro will be no-
tified. Fresh consistent control state for these previously
failed devices will be computed from scratch by DAGs to
re-integrate them into network operation.

4 Evaluation
In this section, our goals are two-fold: to demonstrate
the effectiveness of key Maestro mechanisms, namely the
view and DAG abstractions, and also to demonstrate the
effectiveness of Maestro in handling DAG execution and
network state transition. Our experiments are based on
network emulation using the Emulab testbed [10] and net-
work simulation. In Emulab, Maestro runs on a 3GHz
Intel Xeon (DP) single core 64bit CPU with a 1MB L2

cache; in simulation, Maestro runs on a 2.4GHz Intel Core
2 Duo E6600 64bit CPU with a 4MB L2 cache.

4.1 Summary of Implementation Details
To conserve space, we only summarize the key aspects
of the implementation that are important for understand-
ing the experimental results. Our implementation of Mae-
stro runs on a PC that is connected to the underlying net-
work over an Ethernet link. As mentioned before, Mae-
stro uses Tesseract’s Dissemination Protocol and Device
Agent. The Dissemination Protocol is used for sending
messages between Maestro and the network devices, and
the Device Agent is used to retrieve the network state ob-
served by network devices and to configure the state on
devices based on Maestro’s instructions.

Maestro is implemented entirely in Java. An applica-
tion is a Java class, and each application instance runs in a
separate Java thread. DAGs are defined by configuration
files. A view type is also implemented as a Java class.
Administrative view instances such asReachabilityPolicy
and InterDomainRoutingPolicyare initialized from con-
figuration files. Other view instances are dynamically
populated by Maestro.

All view instances (or views for short) consist of a se-
rial number, a table structure for holding the complete
data of the view, and anoptional list of updates. Maestro
remembers the serial numbers of the views last accessed
by an application instance (but only if the DAG containing
the application instance finished successfully). Therefore,
after the first time an application instance accesses a view,
Maestro can compute the list of updates since the previ-
ous access by the application instance. This feature allows
an application instance to efficiently determine the view
changes. When an application instance wants to change a
view, it appends the changes to the list of updates.

Internally, Maestro implements a view reservoir which
tracks the update history of views in the global environ-
ment. In the view reservoir, each view is represented by
two parts. The first part is a table which holds the com-
plete, up-do-date contents of this view. The second part is
a list of update entries that have been applied to the first
part. In other words, this list is the history of changes that
have been made to the view. Each view has an associ-
ated serial number. Whenever a view is changed (either
by a DAG or by an event from the underlying network),
its serial number is incremented by one, and update en-
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tries about the changes between serial numbers are added.
When a DAG starts to execute, Maestro creates a snapshot
of the current global environment. This snapshot consists
of a set of view serial numbers and is used as the local
environment for the DAG. The view reservoir is also used
to store views output to the temporary environment of a
DAG.

4.2 Effectiveness of Maestro Mechanisms
Using Opaque Views to Realize Efficient Controls In
any network, routing is still one of the most basic and
indispensable control components that must work effi-
ciently. A natural question then is, can an efficient routing
control component be realized in Maestro? The solution
must be based on an incremental routing algorithm that
can eliminate redundant computations for routes not af-
fected by a topology change. One example is the DAPSP
algorithm [8].

Maestro is designed to support the efficient implemen-
tation of incremental algorithms. First, an input view is
presented to an application instance with a list of updates
since the last time the application instance processed the
view. As a result, an application instance can efficiently
determine the view changes (e.g. which nodes or links in
a topology have failed). Second, Maestro allows an ap-
plication instance to output a specialOpaqueview which
the application instance can retrieve the next time it runs.
Thus, any data structure (e.g. a route dependency struc-
ture used in DAPSP) that an incremental algorithm main-
tains can be preserved across executions.

We use these mechanisms to implement a DAPSP-
based routing control application, which takes theLocal-
ConnectivityandOpaqueviews as input and outputs the
IntraDomainRoutingTableandOpaqueviews. To demon-
strate its effectiveness, we first perform an emulated net-
work experiment. The network topology emulated is a
local area network with 40 routers and 60 links (obtained
from [11]), and the convergence times for handling sin-
gle router failures are measured. Specifically, we measure
the time from when the failure occurs until all routing ta-
bles are updated. To detect a link failure, hello messages
are exchanged by routers every 20ms. If five consecu-
tive hello messages are missed, a link is declared dead.
We find that Maestro’s 95th-percentile convergence time
is 163.4ms, of which 90ms is spent in detecting the fail-
ure (which is the average time to observe 5 missed hello
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Figure 6: DAG for iterative virtual machine allocation
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location DAGs

messages), only 3.7ms is spent in computing new routing
tables, and the rest is spent in synchronizing the changes
to the routers.

Since Emulab cannot handle a large number of nodes or
high degree nodes, we switch to simulated network exper-
iments to evaluate how well our routing control applica-
tion works. We use 6 different Rocketfuel topologies [12]
with up to 315 nodes and 972 links. We conduct sin-
gle node failure experiments and measure the CPU times
taken by the application executions. The 95th-percentile
CPU times are shown below. As can be seen, our routing
application works well for real-world topologies. By us-
ing Maestro’s mechanisms, efficient control components
based on incremental algorithms can be realized.

Topo. (nodes) 79 87 108 141 161 315
95-% time (ms) 4.9 6.0 8.9 16.4 22.8 95.9

Using DAGs to Realize Multi-Objective Controls We
next show how to realize multi-objective controls in Mae-
stro. In a simulated network experiment, we have 5 vir-
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tualizable servers in a network of 79 routers and 147
links (10 Gbps). The operator submits requests for the
allocation ofN virtual machines (N randomly chosen
from 2 to 4) together with a fullN(N − 1) mesh of
bandwidth-reserved (150 Mbps) tunnels between the vir-
tual machines (VMs). All VMs in a request must be al-
located to different servers to better tolerate faults. Each
server can host a maximum of 28 VMs. In addition, there
is background best-effort traffic. We initialize the traffic
demand between all pairs of nodes in the network accord-
ing to a uniform distribution between 0 and 20 Mbps, and
the flows are initially routed along the shortest paths. As
a result the average traffic load is 948Mbps, but the load
is extremely unbalanced. The most heavily-loaded link
is 50% utilized. The challenge is to admit as many VM
requests as possible without overloading the network. To
solve this problem, we have implemented the applications
and the DAG in Figure 6.VMAllocation finds a fea-
sible VM assignment and callsProduceAndYield().
If OverloadCheck fails, it can iterate to a different as-
signment until all choices are exhausted.

For comparison, we have created two other
DAGs. First, we have implemented a version of
VMAllocation that calls ProduceAndFinish()
so that ifOverloadCheck fails the first time, the DAG
fails and no further adaptation is performed. Second,
we have implemented a monolithic application. The
monolithic application is more efficient in that it first
tries all feasible VM assignments, and only if all of them
cause network overload will it attempt to load-balance
the best-effort traffic.

Figure 7 plots the time it takes to compute the solution
vs. the request number. Initially, the network is lightly
loaded and so all three DAGs arrive at the solution in
153ms on average. When the network is beginning to ex-
perience overload, the DAG without iteration fails at the
15th request. The other two DAGs continue to find the so-
lution, but the monolithic DAG has a slight performance
advantage from the 16th to the 29th request because it de-
fers the load balancing operation. However, the downside
is that the monolithic DAG allows the network load to be-
come more and more skewed. From the 30th to the 33rd
request, the monolithic DAG suffers from the skewed net-
work load and must try many different VM allocations
with load balancing to obtain a solution. On the other
hand, since the iterative DAG balances the network load
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Figure 8: Using DAG for network maintenance

more frequently, the load is more even, and it is somewhat
easier for it to find a solution. For the 34th request, both
DAGs fail in VMAllocation because the servers are
fully utilized and quickly terminate. Through this experi-
ment, we can see that using theProduceAndYield()
mechanism, an iterative DAG can work well for solving
multi-objective problems.

Using DAGs to Enable Systematic Network Mainte-
nance Figure 8 shows a DAG that solves an impor-
tant problem that is very challenging in today’s network.
The goal is to have the ability to occasionally take some
routers down for maintenance without affecting the net-
work services (in this case load-balanced intra-domain
routing and inter-domain routing). This general problem
is difficult to solve today because network control compo-
nents interact accidentally, and thus it is extremely diffi-
cult to foresee what problems may arise if a router is taken
down.

Maestro makes systematic network maintenance pos-
sible. In this DAG, whenMaintenanceOpschanges,
Maintenance generates a temporaryLocalConnec-
tivity 1 view in which all routers that will undergo
maintenance are marked “under-maintenance”. Then,
PartitionCheck checks whether the network will be
partitioned. If no partition appears,IntraDomainRout-
ingTable, InterDomainRoutingTable, andBGPAnnounce-
ment views are re-computed if necessary based on the
new LocalConnectivity1. Those resulting views are
stored in the temporary environment until the DAG passes
OverloadCheck and the terminal node successfully
submits all the views. In this way Maestro computes all
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the consequences that this maintenance request will have
on the network. Changes can be validated before they are
synchronized to the network. Moreover, all state changes
are synchronized to the underlying network at the same
time, which helps to minimize the duration of the tran-
sient period.
Performance of Maestro’s DAG Execution Handling
In the following experiments, we will show how effi-
ciently Maestro handles DAG executions. In the first ex-
periment (Exp1), we create a DAG with a variable num-
ber of null applications arranged in a chain. A null ap-
plication does not do any specific computations, it sim-
ply takes an input view and outputs it to the temporary
environment for the next null application in the chain to
consume. The following table (Exp1) shows the number
of events (view changes) per second the DAG can pro-
cess. We can see that the overhead introduced by Maestro
is small, the throughput is still 1673 events per second
when 8 applications are in the chain. As the length of
the chain increases, the throughput decreases predictably
and linearly. In the second experiment (Exp2), we add
another 2500 DAGs to the system. These DAGs react to
different events from that which triggers the first DAG.
Maestro uses a hash map to identify the DAGs triggered
by each event. Thus, the extra 2500 untriggered DAGs do
not change the dispatch performance for the first DAG.

# of null apps Exp1 (events/sec) Exp2 (events/sec)
1 11804 11798
2 6447 6436
4 3356 3370
8 1673 1671

In the third experiment, we put thousands of DAGs con-
taining a single null application into the system and divide
them into groups. All the DAGs are triggered by the same
event. However, all DAGs in the same group conflict with
each other so they cannot run concurrently. DAGs in dif-
ferent groups can and are concurrently executed. We gen-
erate the triggering event and measure the total time for
all DAGs to finish. The following table shows the results.

Scenario Completion time (ms)
2500 DAGs in 5 groups 228
5000 DAGs in 5 groups 451
2500 DAGs in 10 groups 253
5000 DAGs in 10 groups 493

We can see that Maestro has good performance. Mae-
stro precomputes the conflicts among DAGs and builds
hash tables to record the conflicts. At runtime, it is easy

to check whether a newly triggered DAG conflicts with
any running DAGs. The 10-group scenario runs slightly
slower than the scenario with 5 groups. This slight dif-
ference comes from the overhead of scheduling twice as
many concurrent threads.

In the fourth experiment, we study how a feedback loop
affects the performance of Maestro. We create two DAGs
that form a direct feedback loop. One of the DAGs com-
putes all pair shortest path routing for the 79 node Rocket-
fuel network. The second DAG does nothing but modifies
the input of the first DAG so it forms a feedback loop. We
have another 2500 DAGs which are divided into 5 groups
as in the third experiment. Both the feedback loop and the
2500 DAGs are triggered at the same time, and we mea-
sure the total time for all 2500 DAGs to finish. The result
is 438 ms compared to 228 ms in the third experiment.
Because of the way in which Maestro is multi-threaded,
the 2500 DAGs are not starved by the feedback loop.
Benefits of Maestro’s Transient State Handling To il-
lustrate what might happen during a transient state, we
simulate a carefully constructed 21 router network sce-
nario. The propagation delay between Maestro and all
routers is simply 10ms. We assume the Device Agent
takes 5ms to configure a router. There are two best-effort
flows, F1 and F2, controlled by a DAG that implements
shortest path routing. There is also a VoIP flow V1 that is
controlled by a DAG that implements shortest path rout-
ing except it avoids links with high packet loss rate. Ini-
tially, V1 follows the same route as F2. We fail one of
the links traversed by F1. Maestro proceeds to recompute
the routing tables for the routers and sends the updates to
the routers. During the transient state, depending on the
order of the router updates, in some cases, F1 istemporar-
ily routed over a link shared by F2 and V1. This causes
packet loss on the link and the router Device Agent re-
ports the event to Maestro. When the transient state is
over, F1 is finally routed over a path disjoint from F2 and
V1’s. Thus the packet loss subsides and the Device Agent
reports to Maestro again.

We simulated this scenario 25 times with and without
Maestro’s transient state handling algorithm. The router
update orders are random, and Maestro waits 1ms be-
tween sending updates to different routers. With the tran-
sient state handling algorithm, Maestro will not be duped
into reacting to the transient event, and the network con-
verges in 76ms on average.
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Without the transient state handling algorithm, there are
3 possible outcomes. In 13 cases, the transient overload
never occurs, thus no additional DAG computation is trig-
gered, and the network stabilizes within 75ms on average.
In 8 cases, the transient overload occurs, and the DAG for
V1 routing is triggered; but before the DAG completes,
the event about no packet loss arrives and so the DAG is
restarted and no actual re-rerouting is performed except
some CPU time is spent for naught. In this case, the net-
work stabilizes within 82.5ms on average. Finally, in 3
cases, the transient overload occurs and the DAG for V1
routing completes before the event about no packet loss
arrives. In this case, the new route for V1 is synchronized
into the network, the DAG is triggered once again by the
event about no packet loss, and the final recomputed route
for V1 is again synchronized into the network. The net-
work stabilizes within 173ms on average. This toy exam-
ple shows that transient behavior can be quite complex.
Without the transient state handling algorithm, unneces-
sary network state instability can result.

5 Related Work
The intellectual origin of Maestro can be traced back to
the 4D network control plane architecture [13, 14, 3, 5].
Prior to the proposal of the 4D architecture, the accepted
architecture for the Internet control plane was one in
which network control state is computed on routers’ pro-
cessors by distributed protocols. The 4D architecture
challenged the status quo and proposed a radically differ-
ent model, where network control state is computed by a
logically centralized Decision Element (DE) and the DE
directly controls routers. In particular, the 4D architec-
ture has provided new opportunities for the creation of
sophisticated network controls [4, 15, 16, 17, 6]. The pri-
mary objection to the 4D architecture is that the DE is
a single point of failure. However, by applying standard
replication techniques to the Decision Element, sufficient
resilience can be achieved. In particular, Tesseract [5]
demonstrated the feasibility of such replication and also
showed that a modern PC is sufficiently powerful to han-
dle the routing computations for a thousand routers.

Maestro is an instance of a DE in the 4D architec-
ture. Prior to Maestro, other projects have recognized
that by logically centralizing controls at a DE, sophisti-
cated multi-dimensional network control objectives can

be solved monolithically. Maestro, however, is the first
to address the fundamental communication, scheduling,
feedback, concurrency, and transition problems that arise
when network control components interact.

The closest related work to Maestro is a parallel project
called NOX [18]. NOX is also an instance of a DE that
allows modular control components to be realized. NOX
maintains a global view of the entire network, including
connectivity, end system services (e.g. NFS or HTTP) and
the locations of authenticated users, etc. NOX provides
management applications access to this global view. Ele-
ments in this global view are associated with access con-
trol lists for access protection. A management application
can register for notification of specified network events
(e.g. a global view change, a new flow arrives). In effect,
a management application consists of a set of event han-
dlers. NOX’s notion of the global view is more general
than that of Maestro as it covers abstract concepts such as
application services and user identities, and it has more
security related features. At the application programming
model level, NOX and Maestro are very similar, both al-
low applications to register for and react to events. The
aspects of Maestro that distinguish it from NOX are its ab-
stractions and mechanisms for addressing the communi-
cation, scheduling, feedback, and concurrency problems
among modular components, and its handling of the net-
work state transition problem.

6 Conclusions
We have systematically identified five fundamental prob-
lems that arise when network control components inter-
act, and we have presented Maestro, a clean slate system
that addresses these problems. Through experiments, we
have demonstrated that Maestro’s abstractions and mech-
anisms allow sufficiently scalable and non-trivial network
control components to be realized by composing basic ap-
plications. The performance of Maestro is more than suf-
ficient for real-world networks. As the networking indus-
try moves towards building directly controllable switches
like the OpenFlow Switch [1], we believe Maestro can be-
come a common platform. There are many future direc-
tions to pursue. We see automating configuration, verifi-
cation, and integrating with legacy network control com-
ponents as promising directions.
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