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ABSTRACT
A successful monitoring framework for SystemC requires access to internal variables of modules and channels, and the
ability to trace the execution of threads and methods. We
propose a framework for automatically instrumenting user
code and exposing its state and syntax via automatically
generated Aspect-Oriented Programming code and direct instrumentation. This allows monitoring the execution with
a fine-grained temporal resolution. Our tool, CHIMP, allows the users to declare specification primitives referring
to the values of internal variables, the values of parameters
passed to function calls, and function return values. Tracing
execution of processes is enabled by allowing statements’ execution or function calls to be used as atomic propositions.
The correct behavior of the model can then be specified by
forming temporal formulas and clock expressions using these
primitives, without requiring manual instrumentation of the
user code.

Categories and Subject Descriptors
B.6.2 [Logic Design]: Reliability and Testing; D.2.4 [Software
Engineering]: Software/Program Verification—Assertion
checkers, Formal methods

1. INTRODUCTION
SystemC (IEEE Standard 1666-2005) has emerged as a
de facto standard for modeling of hardware/software systems [21], in part because it allows modeling at high levels
of abstraction, gradual refinement of the model, and execution of the model during each design stage. SystemC is
a library of classes and macros extending C++. Hardware
components like modules, channels, signals, ports and interfaces, have corresponding SystemC objects. Each module
can have any number of internal variables, representing local memory; threads and methods, defining the functionality
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of the module; and other sub-modules, allowing for complex
hierarchical models. SystemC events trigger the execution
(or resumption) of processes, and their effect can be immediate or delayed, depending on the event’s notification type.
SystemC channels and signals carry out communication between modules, and can have their own internal variables,
processes, and sub-modules [19]. All modules, channels,
and ports are implemented internally as C++ classes. This
provides natural object-oriented encapsulation, data hiding,
and well-defined inheritance mechanisms.
In addition to being a modeling language, SystemC is also
a simulation framework, allowing efficient execution of the
model to be simulated. The SystemC kernel keeps track
of event notifications, maintains a set of triggered processes
that are eligible to run, and schedules the order of their
execution. The kernel also keeps track of, and advances, the
execution time, and triggers events that are set to be notified
after some delay. For a detailed discussion of the SystemC
kernel we direct the reader to [19, 33].
The growing popularity of SystemC has motivated research efforts aimed at the verification of SystemC models using assertion-based verification (ABV) – an essential
method for validation of hardware and hybrid models [9].
With ABV, the designer asserts properties that capture the
design intent in a formal language, e.g., PSL1 [12] or SVA2 [37].
The model then can be verified against the properties using
dynamic or formal verification techniques.
A successful ABV solution requires two components: a
formal declarative language for expressing properties, and
a mechanism for checking that the model under verification
(MUV) satisfies the properties. Most ABV efforts for SystemC so far have been focused on dynamic verification (also
called testing and simulation). This approach involves executing the MUV in some environment, while running monitors in parallel with the model. The monitors typically observe the inputs to the MUV and ensure that the behavior or
the output is consistent with asserted properties [19]. The
complementary approach of formal verification produces a
mathematical proof that the MUV correctly implements the
asserted properties. In case a violation of the property is detected, both methods are able to return a counterexample,
which is a trace that violates the property. Our focus in this
paper is on dynamic verification.
There have been several attempts to develop a formal
declarative language for expressing SystemC properties by
adapting existing temporal languages (see [33] for a detailed
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discussion). Tabakov et al. [33] pointed out three major deficiencies in existing temporal languages for SystemC: 1) lack
of definition of an execution trace, 2) lack of flexibility to
handle modeling at different abstraction levels, and 3) failure to take advantage of well-known and widely used primitives for software specification. Tabakov et al. proposed a
precise definition of SystemC traces, which captures the alternation between the user code and the kernel. They also
define a systematic way for enriching existing specification
languages with a set of Boolean properties, which, together
with existing clock-sampling mechanisms in PSL and SVA,
allow the sampling of the execution trace with flexible temporal and transactional resolution. Their overall framework
enables the specification of properties at different levels of
abstraction.
The traditional approaches to dynamic verification involve
connecting a separate monitor module in parallel with the
MUV for each property to be checked; see, e.g., [3, 19]. The
difficulty of applying this approach to SystemC is that it
only allows us to monitor the state of the model when control
is passed to the monitor module. Thus, this approach cannot
apply to monitor properties that refer to finer temporal resolution, e.g., referring to a particular event notification or the
end of a delta cycle. A key conclusion of the proposal in [33]
is that certain nominal information about the kernel, specifically, kernel phases and event notification, has to be exposed
to the monitors. In [32], Tabakov and Vardi showed how to
expose the semantics of the SystemC kernel in a modular
way without a serious performance hit. Their work makes
minor additions to the existing code of the kernel, and is easy
to adapt to existing installations of the reference SystemC
simulation kernel provided by the Open SystemC Initiative
(OSCI), and to standard-compliant proprietary implementations. Tabakov and Vardi [32] tested their implementation
using manually generated monitors and manual instrumentation of the user code and demonstrate a nominal performance overhead.
The user-code primitives that have to be exposed according to Tabakov et al. [33] are meant to enable white-box
validation, which means that the C++ code of all processes
in the model, the values of user-define variables, location
counter, and the call stack are first-class members of the
property specification language [4]. This allows a very flexible temporal resolution of the execution trace. In particular,
it enables specification of properties across a wide spectrum
of temporal granularities, from cycle level to transaction
level.
To enable such white-box validation requires exposing to
the monitoring framework the execution flow, the C++ syntax, and the state of the user code. The difficulty is that
the very philosophy of object orientation is an obstacle to
white-box validation. The benefits of object-oriented encapsulation and data hiding of modules, ports, and channels are
deterrents for effective monitoring, because access to internal variables is limited to the objects’ own processes. Good
software-engineering practices suggest keeping internal data
private and exposing it only via dedicated function calls or
ports. Because of this, most other works on monitoring SystemC models (see discussion later) focus on using only the
publicly available data members, exposing the execution of
user code only at the level of function calls and returns. The
framework of Tabakov and Vardi [32] enables full whitebox validation, but the user code has to be instrumented

extensively. References to user-defined variables, location
counter, and the call stack require adding function calls at
the appropriate locations, which would invoke the monitoring processes at the appropriate points in the execution [32].
Exposing the state of the model and the flow of its execution can be achieved by instrumenting the model’s code.
Manual instrumentation, however, is prohibitively expensive and error prone. For example, the specification of a
low-level model of a driver may assert that x 6= 0 in all
statements where x is a divisor, which may require instrumentation of many statements. As another example, when
using a transaction-level model (TLM) of the system, it may
be important to monitor the start and end of each transaction. This requires the monitor to be aware of each call to
the function initiating the transaction and of the function’s
return value; potentially, hundreds of call sites may need to
be instrumented.
Requiring extensive code instrumentation is also highly
problematic from a software-engineering perspective. The
goal of high-level modeling languages such as SystemC is to
push design and validation to an earlier point in the development flow. This means that one would expect SystemC
models to represent early view of the system under development, being subject to extensive modifications as the design
matures. Extensive code instrumentation does not mesh
well with code that is subject continually to extensive modifications. In addition, code development and validation are
often carried out by separate teams, but instrumentation
would require verification engineers to “mess up” code developed by designers.
Aspect-oriented programming (AOP) [24], which aims to
increase modularity by allowing the separation of cross-cutting
concerns, is a natural solution to the instrumentation problem, since monitoring is an obvious example of a crosscutting concern. Instead of instrumenting the user code
directly, verification engineers could be asked to add an appropriate set of AOP directive, and then use AspectC++ [29]
to instrument the model. This approach has two difficulties.
First, it requires verification engineers to develop expertise
in aspect-oriented programming and assume responsibility
to maintaining a set of AOP directive. Second, some of
the exposures rquired to enable full-scale white-box valiation seems to require instrumentation that is beyond the
current power of AspectC++.
In this work we describe the tool CHIMP (CHIMP Handles Instrumentation for Monitoring of Properties) that allows the users to specify instrumentation sites using a highlevel description language, and then instruments the code
by automatically generating AOP advice and then executing AspectC++. CHIMP adds a layer of abstraction above
manually writing AOP advice, so that users can use a simple
declarative language to describe the desired primitives to be
exposed, and assign them to variables that hold if and only
if the execution pointer is at that location. We show how
to expose the values of local module-level data members,
even those marked protected or private, all invocations of
a specific function, arguments passed to and returned from
user-code functions, and statements being executed, without
requiring additional annotations or instrumentation by the
user, or requiring the user to generate fairly sophisticated
AOP code.
Detecting violations of a property being tested requires
constructing a deterministic monitor that uses the exposed

values and locations. The user can generate the monitor
by hand or using an automated tool. The monitor is integrated with the instrumented code via simple function callbacks implemented in the monitor. In this work we used
the automated monitor construction techniques proposed by
Tabakov and Vardi [34], but the framework presented here
is applicable also to hand-written monitors.

2. PRELIMINARIES
2.1 SystemC
Many contemporary systems consist of application-specific
hardware and software, and tight production cycles make it
impossible to wait for the hardware to be manufactured before starting to design the software. In a typical system-onchip [8], for example, a cell phone, there are hardware components that are controlled by software. In addition, many
hardware design decisions, for example, numeric precision
or the width of communication buses, are determined based
on the needs of the software running on them. This has led
to a design methodology where hardware and software are
co-designed in the same abstract model. The partitioning
between what will be implemented in hardware and what
will be written as software is intentionally left blurry at the
beginning, allowing the designers the ability to consider different configurations before committing a functional block
to silicon or C.
SystemC is a system-level design framework that is capable of handling both hardware and software components. It
allows a designer to combine complex electronic systems and
control units in a single model, to simulate and observe the
behavior, and to check if it meets the performance objectives. In the strict sense of the word, SystemC is not a new
language. In fact, it is a library of C++ classes and macros
that model hardware components, like modules and channels; provide hardware-specific data types, like 4-valued logic
types; and define both abstract and specific communication
interfaces, like Boolean input. SystemC is built entirely on
standard C++, which means that every SystemC model can
be compiled with a C++ compiler. The compiled model has
to be linked with a SystemC simulator (for example, the
OSCI-provided reference implementation) to produce an executable program.
Software typically executes sequentially, partly because
most computer architectures have a single CPU core, and
partly because a single thread of execution is easier to manage by the operating system. However, in a hardware system, many components execute simultaneously. For example, when using a cellphone to make a call, we activate simultaneously a radio subsystem that handles two-way communication with the cell tower, a signal processing unit that
converts voice to signal and signal to voice, and a display
controller that shows details about the conversation on the
screen. Simulating such a system in software requires the
ability to simulate a large number of tasks executing simultaneously, and is critical for the early stages of the design.
SystemC addresses this issue by providing mechanisms for
simulating (in software) parallel execution. This is achieved
by a layered approach where high-level constructs share an
efficient simulation engine [19]. The base layer of SystemC
provides an event-driven simulation kernel that controls the
model’s processes in an abstract manner. The kernel leverages a concept borrowed from hardware design languages,

called delta cycle, to give the executing processes the illusion of parallel execution.
SystemC modules are the most fundamental building blocks.
Similar to C++ objects, modules allow related functionality
and data to be incorporated into individual entities and to
remain inaccessible by the other components of the system
unless exposed explicitly. This allows modules to be developed independently and to be reused or sold in commercial
libraries [7]. As an example, the skeleton of a SystemC module is presented in Listing 1:
SC_MODULE ( Nand ) {
// D e f i n i t i o n s of processes , i n t e r n a l data ,
etc
SC_CTOR ( Nand ) {
// Body of constructor ,
// Process registration ,
// D e f i n i t i o n of sensitivities , etc .
}
};

Listing 1:
module.

Skeleton code for defining a SystemC

In this code fragment, SC_MODULE is one of SystemC’s
macros, which declares a C++ class named “Nand”. Like
any other C++ class, a module can declare local variables
and functions. SC_CTOR is another predefined macro that
simplifies the definition of a constructor for the module. A
constructor of a module serves the same purpose as a constructor of a C++ class (i.e., initializing local variables, executing functions, etc.), but has some additional functionality that is specific to SystemC. For example, the processes
of the module have to be declared inside the constructor.
This is done using pre-defined SystemC macros that specify which class functions should be treated by the SystemC
kernel as runnable processes. After declaring each process,
the user can optionally specify its sensitivity list. The sensitivity list may include a subset of the channels and signals
defined in the module, as well as externally defined clock objects or events. Whenever there is a change of value of any
of the channels or signals listed in the sensitivity list, the
corresponding process is triggered for execution. Listing 2
illustrates these concepts.
SC_MODULE ( Nand ) {
// Input signal ports
sc_in < bool > A , B ;
// Output signal port
sc_out < bool > F ;
// D e f i n i t i o n s of p r o c e s s e s
void some_function () {
F . write (!( A . read () && B . read () ) ) ;
}
SC_CTOR ( Nand ) {
// I n d i c a t e that this f u n c t i o n
// is a ‘‘ method process ’’
SC_METHOD ( some_function ) ;
sensitive << A << B ;
}
};

Listing 2: A SystemC module of a NAND gate
This code fragment declares two input and one output
signals of type bool. The function some_function() implements the expected functionality of the NAND gate. The

macro SC_METHOD declares it to be a SystemC process. When
triggered, a method process executes from start to finish. In
particular, a method process cannot suspend while waiting
for some resource to become available. In contrast, a thread
process may suspend its execution by calling wait(). The
state of the thread process at the moment of suspension is
preserved, and upon subsequent resumption (for example,
when the waited-for resource becomes available) the execution continues from the point of suspension. Thread processes are declared using the macro SC_THREAD. Both thread
and method processes can define a sensitivity list. Each sensitivity list declaration applies to the process immediately
preceding the declaration. The sensitivity declaration at
the end of the module indicates that the method process
some_function() should be triggered as soon as one of the
input signals changes its value.

2.2 Assertion-based verification (ABV)
Monitors (also called “functional checkers” or just “checkers”) are used as aids for run-time verification. Typically,
a monitor observes the execution of the MUV and issues
a warning or terminates execution if the observed behavior
deviates from the expected behavior. In cases when deviation is observed, the problem and its source are easier to
identify and debug. Furthermore, using monitors automates
the analysis of the tests results and allows a large number
of random test vectors to be executed without the need for
immediate attention by a verification engineer. The disadvantage is that writing and maintaining monitors manually
is an expensive and laborious process, and for intricate specifications it is very easy to make mistakes when constructing
the monitor by hand.
Automated monitor generation was first proposed by Abarbanel et al. [1] and its importance was recognized immediately by the industry (see, e.g., [31, 26, 17]. The industry
also recognized the need for temporal languages that can express properties related to ongoing behavior, such as p must
hold until q is true [2]. Assertions are most commonly used
to facilitate verification, hence the name assertion-based verification. Some authors even prefer using the term assertionbased design to emphasize the idea that assertions should
be introduced in the earliest stages of the design process [6,
17].
Among the several advantages of using ABV is the modular nature of assertions: each one is a partial specification of
the system, and those specifications can be added incrementally, as time permits. Designs with thousands of assertions
are not uncommon [6], and the only practical way to build
such a set of specifications is to add them to the design and
to debug them one at a time.
A further benefit of using ABV in the initial specification
of the design is that the assertions allow the verification
and the design teams to base their work on a common set
of formal properties. This usage of assertions supplements
the natural language description of the design, and is an
important part of the documentation of the design.

2.3 ABV framework for SystemC
The first requirement for an assertion-based verification
framework for SystemC is a formal specification language
that can describe the expected behavior of the model’s execution. In the past, design specifications have been given
in natural language documents [36], but natural language is

inherently ambiguous and it is easy to miscommunicate or
misinterpret the intended functionality of the design. The
language proposed by Tabakov et al. [33] proposes a set of
primitives that allow existing specification languages to be
extended and applied to SystemC models.
Tabakov and Vardi [32] define a framework for handling
all monitors and for activating them at appropriate sample points. They add an abstract class, mon_prototype, to
the SystemC kernel; all concrete monitors extend this class.
Each monitor that we construct in this work defines callbacks that are called from the instrumented code to communicate with the monitor.
In order to keep track of all monitors we need a centralized list. The framework of [32] adds a new object,
mon_observer, to the SystemC kernel. At instantiation,
each monitor registers with the mon_observer, which builds
a list of all monitors. mon_observer provides a function,
get_monitor_by_index(), that returns a (generic) mon_prototype*
pointer to any of the monitors. Our implementation takes
advantage of this mechanisms to obtain pointers to monitors from the instrumented code and to call the appropriate
callback from the instrumented code.

3.

RELATED WORK

AOP has been applied to instrumenting Java programs
(see, e.g., [10, 5, 20]). The AOP weaver for Java, AspectJ,
is very mature and widely used. A lot of ideas from Javabased AOP have been transferred to AspectC++, which is a
C++-based AOP weaver, but less mature than AspectJ.
Niemann and Haubelt [27] use AOP to expose function
calls in SystemC user code, and then check offline the trace
against specification expressed in SVA. They associate with
each monitored function an atomic proposition that is true
iff the function has been called but has not yet returned. Our
solution enable deep exposure, for example, both function
calls and returns, function parameters and return value, as
well eliminates the need to write AOP directives. Our focus
here is on online monitoring; as soon as an illegal behavior
is detected the execution of the model can be terminated,
reset to a known good state, or the error can be logged while
the model continues to execute.
Endoh et al. [14, 13] propose using AOP join points directly as Boolean atomic propositions. Intuitively, the atomic
proposition associated with a join point holds iff the execution of the model reaches the join point. They do not expose
internal variables of the SystemC model, nor do they expose
parameters of functions or return values of functions. Their
approach requires the user to generate the AOP code manually, and they only consider assertions involving sequences
of function calls. The instrumentation provided by our tool
exposes a richer set of primitives and uses a higher level
of abstraction for declaring primitives, from which the AOP
advice code is generated automatically by our pre-processor.
Kallel et al. [22] present an AOP-based framework that
targets SystemC transaction-level models. They supply abstract AOP directives that exposes executions of TLM methods in a generic way. The user derives concrete AOP directives from the abstract directives (similar to deriving a concrete class from an abstract class in OOP), indicating the
particular interface call that needs to be monitored. The abstract AOP directives provided is tightly coupled with the
current TLM framework, and will have to be modified to be
adapted to changes in the TLM framework. Furthermore,

this approach is applicable only to TLM function calls with
specific signatures, and does not allow the user to monitor
arbitrary function calls. Both restrictions are removed in
CHIMP. In addition, the user is not required to write or
even understand the AOP framework; instead, all instrumentation is handled automatically by the tool.
Pierre and Ferro [28] describe a methodology for monitoring communication of SystemC transaction-level models.
The specification language is restricted to the simple subset of PSL. The approach involves deriving new classes for
each channel whose communication needs to be monitored.
The derived classes then override the communication functions (e.g., write(), read(), etc) to add a call to an observer
which then notifies the appropriate monitor. A limitation of
this approach is that the user has to provide a manually derived subclass of the monitored channel with the appropriate
function call to the observer, which requires the user to be
intimately familiar with the architecture of the verification
tool.
Ferro and Pierre [15, 16] describe a prototype implementation for verifying temporal SystemC properties. Only the
simple subset of the Foundation Language class of PSL is
supported, and application of the methodology is restricted
to TLM models. Furthermore, the approach requires the
user to associate manually each assertion to each callsite.
Déharbe and Medeiros [11] use AspectC++ to instrument
SystemC for metrics collection, injecting different algorithms
into processes (e.g., substituting in different cache policies),
fault injection, and hardware-level polymorphism. Kasuya
et al. [23] adopt AOP to the Jeda programming language
to facilitate adding debugging messages and measuring code
coverage. Tartler et al. [35] deal with instrumentation of
a running program using the AOP paradigm (i.e., dynamic
weaving). None of these works applies AOP to monitoring.
Maoz and Harel [25] show how to compile Live Sequence
Charts (LSC), a scenario-based visual formalism, into AspectJ, thus allowing the translation of inter-object scenariobased system descriptions to code. Their compilation scheme
translates each LSC into a scenario aspect that simulates a
deterministic finite automaton. An important limitation of
their work is the need for central coordination of the different
aspects at run time. A similar approach is pursued in [30],
where Linear Temporal logic properties are translated into
deterministic finite automata coded in AspectJ. In contrast,
our focus here is only on exposing user-code state. Thus,
our framework can be used with manually constructed monitor as well as with automatically constructed monitors, as
in [32].

4. MOTIVATING EXAMPLES
4.1 Division by zero
Suppose that we have the specification ”The value of x
is nonzero whenever x is used as a divisor. Notice that this
specification consists of two independent components: a condition that is required to hold (the value of x is nonzero)
and the code location where the condition is required to
hold (whenever x is used as a divisor). While the framework described in [32] allows us to generate automatically a
monitor for the condition ”the value of x is nonzero”, it does
not address the issue of ”wiring” the monitor to the SystemC
model. In the monitor presented in Listing 3 the function
callback_loc1() is the entry point and must be called from

all code locations where we divide by x.
class monitor {
monitor () {
// Initial state id
next_state = 0;
current_state = -1;
status = M O N _ U N D E T E R M I N E D ;
// Count number of steps to failure
num_steps = 0;
loc1 = false ;
} // C o n s t r u c t o r
// Entry point into the monitor
void callback_loc1 () {
loc1 = true ;
step () ;
loc1 = false ;
}
// Single t r a n s i t i o n of the monitor
void step () {
if ( status == M O N _ U N D E T E R M I N E D ) {
num_steps ++;
current_state = next_state ;
next_state = -1;
// C a l c u l a t e the system state index
int sys_state_index = 0;
sys_state_index += ( loc1 ) ? (1 << 1) :0;
sys_state_index += ( x !=0) ? (1 << 0) :0;
// The next state depends on the current
// and on the system ’s state
switch ( current_state ) {
case 0:
switch ( sys_state_index ) {
case 1: next_state = 0; break ;
case 0: next_state = 0; break ;
case 3: next_state = 0; break ;
}
break ;
}
if ( next_state == -1) {
// Handle user notification , etc .
property_failed () ;
}
}
} // step ()
...
}; // class

Listing 3: Automatically generated monitor for the
property ”x 6= 0.
The correct wiring of the monitor is done with the help
of CHIMP. The verification engineer creates a configuration
file in which she defines all code locations where some property must be checked, together with the conditions that need
to be checked at each location (or set of locations). During
the tool’s execution it parses all declarations in the configuration file and emits automatically generated monitors and
automatically generated AOP advices. Next, the verification engineer instruments the source code of the SystemC
model using AspectC++ and the generated advices. Finally,
the instrumented model and the monitors are compiled together, producing an executable with embedded run-time
monitors.

4.2

Transaction monitoring

Next consider a transaction-level model with the specification ”The value of x is nonzero whenever
simple_bus::begin_transaction() is called”. The mon-

itor for this property is substantially similar to the one
presented in Listing 3, however in this case the user code
needs to be instrumented in a different way: the monitor must be called immediately before all call sites of simple_bus::begin_transaction(). The configuration file for
CHIMP would need a single line to be changed to switch
from monitoring division by zero to monitoring the call sites
of the function. CHIMP will emit a different AOP advice
without requiring additional information from the user. Notice that the workflow itself remains unchanged and can be
built into continuous integration scripts on the build server.

5. USER-CODE PRIMITIVES
Our approach provides a mechanism for referring to a rich
set of user code primitives in property specifications, without requiring the user to instrument the code manually or
to write AOP advices. Primitives are declared by the user
via a high-level language, and after that they can be used
in any of the properties. We use a configuration file to store
all primitive declarations, properties, and optional parameters for our pre-processor and the monitor generator. A
command-line interface allows the options specified in the
configuration file to be overridden. The primitives that can
be used are described below.

Exposing function calls.
Certain assertions need to be checked immediately before
a particular function call is made, or immediately after a
particular function call returns. The declaration
location loc1 ‘‘% bar::foo()’’:call

declares a Boolean atomic proposition loc1 that holds immediately before the execution of the model reaches a call
site of a function foo() of class bar. Similarly, a Boolean
loc2 that holds immediately after the return of the function
is declared using
location loc2 ‘‘% bar::foo()’’:return

Example 1. Suppose that we have a model consisting of
two modules: producer and consumer, connected by a channel. The producer defines a blocking call send() to push tokens to the channel, and the consumer defines a non-blocking
call receive_nb() to read from the channel. We want to
specify that send() remains blocked until receive_nb() has
returned. We declare the following primitives:
location snd_start ‘‘% producer::send()’’:call
location rcv ‘‘% consumer::receive_nb()’’:return
location snd_done ‘‘% producer::send()’’:return

and use them to specify the expected behavior:
Always (snd_start -> ( !snd_done Until rcv ))

Exposing function execution.
Exposing the start and end of execution of user-defined
functions allows the specification of pre- and post-conditions
and is done by the declarations
location loc3 ‘‘% bar::foo()’’:entry
location loc4 ‘‘% bar::foo()’’:exit

Both the call primitive and the entry primitive signal
that the function foo() is about to execute, but they hold
in different locations in the user code. The call primitive
holds at the call site of foo(), while the entry primitive

holds immediately before the execution of the first statement
of foo(). Similar is the distinction between return and
exit. Another key distinction is that entry and exit can
only be used with user-defined functions. This restriction
is motivated by the property language of [33]. To attain
generality, library code is treated as a black box, and the
state of library objects is allowed to be exposed only through
publicly declared interfaces.

Exposing function parameters and return values.
Exposing the return values of functions allows the specification of post-conditions for functions. The variable ret
in the following declaration is assigned the return value of
foo():
value ret ‘‘float bar::foo(...)’’:0

This primitive is available for both user-defined and librarydefined functions.
Exposing the values of function parameters according to
their location in the parameter list allows the specification
of pre-conditions without requiring the user to know the
name of the actual parameters used in the function body
declaration. The primitive declaration
value int var1 ‘‘float bar::foo(...)’’:2

declares an (integer) variable var1 whose value is equal
to the 2-nd parameter of function foo() at the time when
the function starts executing. Notice that the function may
be defined in a library, but the function call is a part of
the user code. Following the framework of [33], we would
like to expose the function parameters for both user-defined
and library-defined functions. However, due to a limitation
of AspectC++, this primitive is currently available only for
user-defined functions.
Example 2. Referring to the producer-consumer model
described above, suppose that if the channel is full, send()
is supposed to block for a few cycles and then timeout and
return NULL. We want to assert that if the return value is
NULL then the channel does not have free space. Here we
assume that the channel defines function num_available(),
and the channel instance is called my_channel. We declare
the following primitives:
location snd_done ‘‘% producer::send()’’:return
value
ret_val ‘‘STATUS_T producer::send()’’:0

and use them in the property:
ALWAYS ((snd_done && ‘‘(ret_val == NULL)’’) ->
‘‘( my_channel->num_available() == 0 )’’ )

Notice that everything appearing inside quotes is treated
as an atomic proposition by CHIMP and is passed through
unmodified into the generated monitor. Thus, in the example above, the first occurrence of “->” is treated as implication, while the second occurrence is treated as an indivisible
part of the proposition (my_channel->num_available() ==
0).

Exposing syntax.
Sometimes it may be desirable to assert that a particular
C++ statement (or a set of C++ statements) is reached during
the execution of the model. In other cases, assertions may
need to be checked immediately before or immediately after
some statements. This requires exposing the syntax of the
user code to the monitoring framework. CHIMP allows the

use of regular expressions to specify arbitrary locations in
the source code. For example, the primitive declaration
plocation loc5 ‘‘/ *a’’:before

declares a Boolean atomic proposition loc5 that holds immediately before the execution of all statements that contain
the division operator ”/” followed by zero or more spaces, followed by the variable ”a”, i.e., the locations where we divide
by the variable a. The dual,
plocation loc6 ‘‘balance *= *.*;’’:after

holds immediately after all statements matching the regular expression ‘‘balance *= *.*" .

Exposing private variables.
Referring to values of private or protected class variables
(i.e., local storage) of modules is critical for white-box validation of models. The declaration
makevisible my_class

declares a SystemC module or a C++ class my_class fully
visible to the monitoring framework and enables references
to its class variables in all monitors.

6. IMPLEMENTATION
Our implementation uses the monitoring framework described in [32] to obtain references to the monitors from the
instrumented user code. The monitors are agnostic about
the semantics of the primitive Booleans used in the property: these primitives are treated as Boolean expressions
that determine state change in the monitors. The monitors
expect these Boolean primitives to be assigned correct values
prior to the execution of monitor steps. In this section we
show how the primitives described in Section 5 are assigned
values.

Exposing function calls.
Exposing location primitives, e.g.,
location loc1 ‘‘% bar::foo()’’:call

is done by creating a communication interface between
the user code and the monitor, and then instrumenting the
user code to communicate with the monitor. The monitor defines a callback function callback_loc1() and a local
Boolean variable loc1. The monitor expects that the callback function callback_loc1() will be called from the user
code as soon as the execution of the user code reaches the
function call bar::foo().
During initialization the monitor sets all Boolean variables
corresponding to user-defined locations to false. The execution of a callback function callback_loc1() consists of
the following sequence of steps:

advice call("% bar::foo()"): before() {
// Start new inner scope
{
extern sc_core::mon_observer* observer;
mon_prototype* mp = observer->get_monitor_by_index(42);
my_monitor42* mon42 = (my_monitor42*) mp;
// This callback implemented only by my_monitor42
mon42->callback_loc1();
}
} // advice

Figure 1: AOP advice to expose function calls of
bar::foo().

A pointer to the mon_observer object observer is obtained
using its external declaration. This example assumes that
the 42-nd property uses the location declaration loc1. The
function call observer->get_monitor_by_index(42) returns
a pointer to the 42-nd monitor as an abstract
mon_prototype object (see [32]). It is recast to the type
my_monitor42* so that the callback function defined by the
42-nd monitor (i.e., mon42->callback_loc1()) can be used.
Exposing the locations immediately after the return of
a function call is done in a similar way as in Fig. 1, but
replacing before with after in the generated AOP advice.
The advice is activated upon the function’s return and it
calls the monitor’s callback function corresponding to the
location primitive.

Exposing function execution.
Primitives associated with the start and the end of functions are handled by the monitors in the same way as call and
return primitives: the monitor declares a Boolean variable
corresponding to the location primitive, and this variable
is set to true via a callback. In order to instrument the user
code we generate an AOP advice that is activated when the
monitored function starts or finishes executing.
As an example, if the user declares
location loc3 ‘‘% bar::foo()’’:entry

our implementation generates an AOP advice very similar
to the one presented in Fig. 1, but replacing advice call()
by advice execution(). This changes the location where
the instrumented code is inserted: instead of instrumenting
the call site, the advice is inserted at the beginning of the
function body. For the declaration
location loc3 ‘‘% bar::foo()’’:exit

we generate an advice similar to the one presented in
Fig. 1, but changing the first line to
advice execution(‘‘% bar::foo()’’):after .

1. The associated Boolean variable loc1 is set to true;
2. The monitor executes one step; and
3. loc1 is set to false.
The instrumentation of the user code must call the monitor’s callback_loc1() function immediately before the function call to bar::foo(). Our implementation creates an
AOP advice that carries out the communication with the
monitor from the user code:
The AOP advice in Fig. 1 uses an inner scope to prevent
variable name conflicts. This also ensures that no variable
declared during the execution of the advice code will remain
in scope after the end of the execution of the advice code.

Exposing function parameters and return values.
For each monitored value primitive myval, e.g.,
value int myval ‘‘% bar::foo(...)’’:2

the monitor defines a callback function callback_myval(T
v), where T is the type of myval. The monitor also declares
a local variable value_of_myval of type T . The monitor expects that callback_myval() will be called upon execution
of the function bar::foo().
The function callback_myval() sets the value of
val_of_myval equal to the value of the parameter v and returns without running the monitor. The callback function
does not evaluate any assertions, following the principle of
separation of concerns; the callback serves only as a com-

munication channel to expose the value of the monitored
parameter. If an assertion needs to refer to the value of
myval, that assertion can be triggered and evaluated upon
execution of bar::foo() using the mechanisms described
earlier.
Instrumenting the user code is done by an automatically
generated AOP advice. The advice for
value int myval ‘‘% bar::foo(...)’’:2

is presented in Fig. 2. The advice uses the built-in AOP
function call tjp->arg(n ) that exposes the n-th parameter
of the function (counting up from 0). tjp->arg(n ) returns
a void* pointer that needs to be cast to the type of myval
before it is passed to the monitor via the callback.
advice execution("int driver::foo(...)"): before() {
// Inner scope
{
extern sc_core::mon_observer* observer;
mon_prototype* mp = observer->get_monitor_by_index(42);
my_monitor42* mon42 = (my_monitor42*) mp;
int value_to_send = (int) *(int *)tjp->arg(1);
mon42->callback_myval(value_to_send);
}
}

Figure 2: AOP advice to expose function parameters
of bar::foo().

Exposing syntax.
Declarations of plocation primitives, e.g.,
plocation loc6 ‘‘balance *= *.*;’’:after

are handled by the monitor as location primitives: for
each plocation the monitor declares a callback function and
a local Boolean variable. The value of the variable is set to
true by the callback, the monitor executes a step, and the
variable is set to false before the callback returns. Note that
in addition to matching syntax, this mechanism can also be
used to match code labels (e.g., reset:) and pre-processor
directives (e.g., #ifdef).
Instrumenting the user code to expose statements that
match regular expressions cannot be done using the AOP
framework. Thus, our implementation pre-processes all usercode files and identifies locations that need to be instrumented, using pattern matching. At each such location we
insert code that obtains a reference to the correct monitor
and makes the callback. For example, the injected code corresponding to the plocation defined above is presented in
Fig. 3:
// Inner scope
{
extern sc_core::mon_observer* observer;
mon_prototype* mp = observer->get_monitor_by_index(42);
my_monitor42* mon42 = (my_monitor42*) mp;
mon42->callback_loc6();
}

Figure 3: Code fragment injected in the source code
to expose syntax

This code is identical to the AOP advice code presented
earlier in Fig. 1. However, when using the AOP-based instrumentation the advice code executes with the support of
the AOP framework. In particular, AOP allows C++ header

files to be inserted automatically in the instrumented source
code files. The AOP aspect that is generated by our implementation carries an #include directive that injects the
monitor header file in all instrumented user-code files; casting the mon_prototype objects to the derived monitor types
(e.g., my_monitor42) would otherwise be impossible. When
injecting instrumentation code without the help of the AOP
framework, our implementation injects the required #includes in the user code where plocation primitives are exposed.

Exposing private variables.
All modules and channels in SystemC extend the predefined objects sc_module and sc_channel, which are implemented internally as C++ classes. To expose their private
and protected data members we use C++’s friend mechanism. Intuitively, a monitored module declares the monitor
class as a friend class, which gives the monitor unrestricted
access to all internal data members. We show how to do this
automatically via an aspect introduction.
AOP introductions allows adding new data members and
functions to a class [18]. However, AOP does not restrict the
advice code that can be weaved via an introduction. Since
introductions extend the static structure of classes, an introduction advice can also be used to declare the monitoring
class as a friend class. Our implementation generates a
named pointcut reveal(), in respect to which we define the
introduction (Fig. 4).
pointcut reveal() = ‘‘bar’’ || ‘‘bas’’;
advice reveal() : slice class {
friend class monitor0;
friend class monitor1;
...
};

Figure 4: AOP advice to expose private and protected data members of modules “bar” and “bas”.

7.

EXPERIMENTAL EVALUATION

The input to CHIMP3 is a configuration file where the
user defines the locations where properties need to be evaluated, and the properties themselves. CHIMP generates a
monitor for each property [32] and the corresponding AOP
advices that trigger the execution of the monitor at the requested locations. Next, we used AspectC++ to instrument
a SystemC model, which was then compiled together with
the generated monitors.
We used version 2.2.0 of the OSCI simulator, which was
modified using the framework of [32, 34] and compiled using
the default settings. We ran all experiments on Ada, Rice’s
Cray XD1 compute cluster (rcsg.rice.edu/ada). Each of
Ada’s nodes has two dual core 2.2 GHz AMD Opteron 275
CPUs and 8GB of RAM.
We used a SystemC model with about 3000 LOC implementing a system for reserving and purchasing airplane tickets. The users of the system submit requests and the system
uses a randomly generated flight database to find a direct
flight or a sequence of up to three connecting flights. Those
3
CHIMP is available for download from http://www.cs.
rice.edu/CS/Verification/Software/software.html

are returned to the user for approval, payment and booking. Internally the system uses modules connected by finitecapacity channels. This model is intended to run forever. It
approximates actual subsystems currently used in hardware
design (see [33] for more details).
We measured performance by simulating for 1 million clock
cycles. The average wall-clock execution time of the system
over 10 runs without instrumentation was ∼33 seconds. We
call this the “baseline” execution. We next added a simple assert true specification that is checked at increasing
number of locations in the source code. For each experiment we wrote a configuration file containing the specification and declared the locations at which the specification
was to be checked. Our implementation generated the corresponding AOP advice and the monitor. The advice was
then weaved into the user source code using AspectC++. The
instrumented code and the monitor code were compiled and
executed using the same input parameters as the baseline execution. At the end of execution the monitor reported how
many times it had been called, which corresponds to the
number of times the instrumentation had been exercised.
Since we are using a very simple monitor, any slow-down of
the execution is due to the instrumentation.
Fig. 5 presents the number of times the monitor was called
and the corresponding execution overhead of the user-code
as a percentage of the baseline execution time. We observe
a linear increase in the overhead as we increase the number
of calls.
Fig. 6 shows the cost of the instrumentation per monitor
call, as a percentage of the baseline execution. Our data
suggest that there is a fixed cost of the instrumentation,
which, when amortized over more and more calls, leads to
lower average cost. The average cost per call stabilizes after
300,000 calls, and is less than 0.5 × 10−4 %.

8. CONCLUSION
In this work we described a framework and a tool called
CHIMP for exposing a rich set of user-code primitives via automated source-code instrumentation through tool-generated
AOP advice and direct instrumentation of source code. The
mechanisms presented here are easy to use and do not require the users to instrument the code manually or to be
experts in AOP. The user-code instrumentation techniques
have already been integrated successfully with the monitoring framework of [32].
One limitation of the instrumentation approach presented
is that arguments of functions calls are not exposed if the
called function is not defined in the user code. This affects
the monitoring of calls of library functions. We expect that
future versions of AspectC++ will include this functionality,
thereby removing the limitation from the instrumentation
approach presented here.
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